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JlucepTaniMOHHUAT TPyl € 00CHJIEH U HAaCOUYeH 3a 3amuTa oT Kareapenus cbBeT
Ha Kareapa ,,ABTOMaru3alus Ha JUCKPETHOTO  MPOU3BOJACTBO*  KbM

Mammnoctpoutenes ¢akynrer Ha TY-Codus Ha peoBHO 3aceqaHue, MPOBEICHO
Ha 10.11.2025 ..

[TyOnuunara 3amuTa Ha AUCEPTAIIMOHHUSA TPY] Ie ce cbeton Ha 29.01.2025 r.
ot 13.00 yaca B Kondepentnara 3ana Ha BUL] na TexHuuecku yHUBEpCUTET —
Co¢ust Ha OTKPUTO 3acelaHKe Ha HAYYHOTO XKYyPH, oTpeiesieHo che 3amoBen Ne OXK-
5.1-104 / 04.12.2025 r. Ha Pektopa Ha TY-Codus B cbeTas:

1. mpod. x-p [lanuo TomoB — npencenaren

2. not. n-p Benuzap 3axapuHOB — Hay4eH CEKpeTap
3. npod. 1-p Mnagen Muiyies

4. npod. n-p Hukomait CtoumeHoB

5. mou. n-p MBanka IleeBa

Penensenrtu:
1. nou. n-p Benuzap 3axapuHoB
2. nou. n-p Banka IleeBa

MaTCpI/IaJII/ITC IO 3aluTara €a Ha PAa3lO0JIOKCHUEC HA HHTCPCCYBAIIHUTC CC B

KaHienapusita Ha MamuHoctpoutenen Qakynrer Ha TY-Codus, Omox Ne 4,
kabunet Ne 3242.

JlucepTanThT € 3a404€H JOKTOPAHT KbM Kareapa ,,ABTOMATH3alMsd Ha
JUCKPETHOTO TMPOM3BOJICTBO Ha MammHocTpouTteneH ¢akynrer. M3cneaBanusra
10 JUCEpTAIOHHATa pa3paboTka ca HalpaBeHW OT aBTOpA, KaTO HIKOM OT TsIX ca
MOJKPENEHN OT HAYYHOU3CIIEIOBATEIICKU MTPOEKTH.

ABTOp: Mar. unx. bopsan Bragumupon
3arnasue: [Iporpamupane Ha mpomuIieHn poOOTH ¢ u3noyzBane Ha API

Tupax: 30 6pos
Otneuarano B UIIK na Texunuecku ynusepcutet — Codust



|. OBIIA XAPAKTEPUCTHUKA HA JIMCEPTALIMOHHMUSA TPY [{

AKTYaJIHOCT Ha npodJieMa

CoBpemennure npomunuieHu poootu (I1P), ca Bucoko enepruitHo epexTuBHU,
C BB3MOKHOCT 3a M3IBJIHCHHUE Ha IIUPOK KPBI' 3amavyd. ToBa MpaBW BCE II0-
MIPUBJICKATETHO M WKOHOMHYECKH H3TOJHO TAXHOTO H3IOJI3BaHE B Pa3IUIHU
o0NacTH Ha MHAYCTPHSTA, OCHUTYPSBAIl0 AaBTOMATU3UpPAaHE Ha Pa3IUYHU
MIPOU3BOJICTBEHH IEMHOCTU U Oe30macHa paboTHa cpefa.

Pa3BuTHETO Ha KOMIIOTHPHUTE TEXHOJOTHUU MPENOCTaBU BB3MOXKHOCT, Upe3
usnosBaneTo Ha Application Programming Interface (API), 3a cw»3maBane Ha
MOTPEOUTEIICKM TPUJIOKEHUSI, KOUTO Ja aBTOMATHU3HMpaT pa3pabOTBAHETO Ha
YIPABJISIBAIIY MPOTPaMU U TeXHUS TpaHchep kbM u3nonzBanute [1P.

Bcenuko ToBa, Hape ¢ HEOOXOUMOCTTa OT BUCOKO KBATM(DUIIMPAH TIEPCOHAT 32
nporpamupaneto Ha [1P, mpaBu akTyaaHU BBIIPOCUTE CBBP3aHU C U3CIICIBAHETO HA
BB3MOKHOCTHUTE 32 aBTOMATU3UPAHO U OTJaTeUYeHO nporpamupane Ha [1P.

Len na nucepTanMOHHMS TPYA, OCHOBHH 331a4M U METO/M 32 U3cJIeBaHe

Ilen Ha HacTosIaTa AUCEPTAIMOHHA padOTa € U3CJIEABaHE Ha Bb3MOXHOCTUTE
MPEAOCTaBSIHU OT Pa3IMYHU KOMIIOTHEPHU CUCTEMHU TpHU pazpadorBaneTo Ha YII 3a
[1P, texnus tpancdep kbM IIP u BB3MOXXHOCTHTE 3a M3mon3BaHe Ha APl mpu
paboTaTa Ha TE3W CUCTEMHU.

3a U3NBIHECHUETO Ha Ta3H OcJI CC NPCABMKIA PCIHIABAHCTO HA CIICAHUTC 3ada4u:

1. Amnanu3 Ha MeToAUTE 3a nporpamupane Ha [1P

2. AHanu3 Ha BB3MOXHOCTHUTE HA pPa3IUYHU KOMIIOTHPHU CHCTEMH TMpU
paspabotBaneto Ha YII 3a mporpamupane na [1P

3. PazpaborBane Ha MeToauKa 3a pazpadorBaneTo Ha YII 3a [1P ¢ uznon3Bane
Ha KOMITFOTBPHU CUCTEMU

4. W3cnensane Ha Bb3MOKHOCTUTE, kouTO API mpenocrtass 3a mporpamupane
Ha [IP ¢ u3non3BaHe Ha KOMOIOTHPHU CUCTEMHU

5. Amnanu3 Ha METOJWTE U CpPeCcTBaTa 3a TpaHC(ep Ha JaHHU TIPH OTAAICUEHO
nporpamupane Ha 1P

6. PaspaGorBane Ha API mpunoxxenue u cucrema 3a TpaHcep Ha JaHHU MPU
oTAane4YeHo nporpamupane Ha I1P

7. Ilpunarane Ha pa3pa0OTEHUTE TMPUIIOKEHHS U OIEHKa Ha TIXHATa
(YHKIIMOHATHOCT

HSCJ’I@I{BaHI/IHTa ca IPOBCACHHW B JUI'MTallHA Cpcaa 4Ype3 IpuHIaraHc Ha
KOMITIOTBPHHW U KOMYHUKAIIMOHHU TCXHOJIOI'MH.



Hay4na HoBOCT

» PazpaboreHa e yHHBepcaJiHa METOJMKA, 3a TEHEpPHpaHE Ha YIPaBISBaIIN
nporpamu 3a [1P ¢ uznonzsane na CARC cucremu.

» OmpeneneHu ca BB3MOXXHOCTHTE 3a m3non3Bane Ha API nmpu nporpamupane u
excrutoaranus Ha [1P.

» PazpaboreHa e kinacuduKalus Ha XaKEpCKH aTakud cpernry poOOoTH3UpaHu
MPOU3BOACTBEHU CUCTEMH, MPOOJIEMHUTE KOUTO T€ MPEAU3BUKBAT U Ca JIAJICHU
MIPENOPBHKYU 3a 3alUTa OT TE3U ATAKHU.

IIpakTHYecka NPUJIOKUMOCT

C usnomsBane Ha API ca pazpaboreHu: cbpBbpeH U KIUeHTCKU kKoj 3a TCP/IP
cBbp3BaHe; chpBbp HanucaH Ha KAREL u kox 3a KpunTupaHe Ha JaHHU IpU
excrmoaranus Ha [1P. JlepuHupanu ca OCHOBHUTE CTHIKHM MpPU MPOEKTHpPAaHE Ha
pobotu3upanu kietku ¢ n3nomBane Ha CARC cucremn.

[TomyyenuTe pe3ynratu ce U3IMOI3BaT MPU 00YUYEHHUETO Ha CTYJACHTH B KaTeapa
,»ABTOMAaTH3aIMs Ha JUCKPETHOTO MIPOU3BOIACTBO .

Anpodanus

Amnpobanuara Ha pe3yJITaTUTE € MPOBEACHU C M3IMOJI3BaHE HA HAJUYHUTE B
Karenpa ,,ABTOMaTH3alMsl Ha JUCKpEeTHOTO mpou3BoacTBO IIP u codryep 3a
HEroBOTO MPOrpaMHpaHE.

My6aukanuu

OCHOBHUTE TIOCTIDKCHHMSI M Ppe3yJTaTd OT JUCEPTAIMOHHUS TpyHd ca
nyOnuKyBaHH B 6 Ha Opoi HayuyHU MyOJIMKalUU, €Ha OT KOUTO € CAMOCTOSITEIHA, a
OCTAHAJIUTE Ca B CHhABTOPCTBO C HAYYHHUAT PBHKOBOJIUTEN W KOJETH OT Kareiapa
»ABTOMATH3aIMs Ha JUCKPETHOTO MIPOU3BOIACTBO .

Yetupn oT mnyOnukanuute ca npeiactaBeHu B bearapus, na MHTK
»~ABTOMaTH3amus Ha JAUCKPETHOTO MPOW3BOJCTBO™, a JBE HA Hay4YHH (PopymHu B
qyKOHHA.

JIBe OoT myOMKaIMuTe ca MHACKCUPaHU B SCOPUS.

CTpykTypa 1 00eM Ha JMCEPTANMOHHUSA TPYI

JlucepTalluOHHUAT TPY I € B 00eM oT 193 cTpaHuIy, KaTo BKJIFOYBA YBO/I, / TJIaBU
3a penraBaHe Ha (HOPMYJIMpaHUTE OCHOBHU 33J1a4M, CIIUCHK Ha OCHOBHUTE MIPUHOCH,
CIUCHK HA MyOJIMKALMUTE 10 JUCEPTALMATAa U U3M0a3BaHa quteparypa. Lurupanu
ca 00mo 138 nureparypHy M3TOYHMIIN, KaTO S8 ca Ha JTaTUHUIA U / HAa KUPHUIIUIIA,
a OCTaHAJIUTE ca MHTEpHET ajapecu. Paborara BkiatouBa o6mo 89 durypu u 13
tabymim. Homepara Ha ¢urypure u tabnunure B aBTopedepara ChOTBETCTBAT Ha
T€3H B IUCEPTAIMOHHUS TPYIL.



Il. CbABPKAHUE HA TUCEPTAHIMOHHUA TPY ]

I'JTABA 1 OB30P 1 AHAJIN3
1.1. WUcTopusi Ha pa3BUTHE HA POMHUIILJIEHUTE POOOTH

N3non3BaneTo Ha poOOTH B MHIYCTPUSATA, PUI00MBA MHPBOCTENICHHO 3HAUEHUE
npe3 MUHAIMSA BeK. Pasriienanu ca eranure Ha eBosirouusaTa Ha [1P.

1.2. Bupaose IIP 1 06;1acTH HA TAXHOTO NMPUJIOKEHHUE

Bonpeku ue I[P ca ¢ pa3nuueH nu3aiiH, B 3aBUCUMOCT OT 33Ja4YUTE KOUTO WIE
W3OBJIHIBAT, HA-YECTO CPEIIAaHM ca T.Hap. aBTOMAaTU3UpaHu pble ,,arms*. Te3un
poGotu moraT na ObaaT KIacH(pUIMPaHU B HAKOJKO PA3IMYHU KAaTErOpUU Bb3
OCHOBA Ha JBMXKEHUE, IPUIOKEHUE, APXUTEKTypa U MOJIEI U JIp.

Pasrnenanu ca ocnoBuute Tunose [1P, cnopen Mexaynapoanara dheneparus Ha
poboture [33].

1.3. Cucremu 3a ynpasJienue Ha [TP

Pasrienanu ca rpaguBHUTE €JIEMEHTH HA CUCTEMH 3a YIpaBIeHUE, U3MOI3BaHH
B po0OTH U POOOTU3UPAHU YCTPOUCTBA, pabOTEIM KAKTO B MPOMMUIILUICHU TaKa U B
HeuHAycTpuaiHu cpeau, cnopen ISO 8373:2012 (peBusupano B ISO 8373:2021

[38]).
1.4. Tlporpamupane ua I1P

[Iporpamupanero mpejacTaBisBa JAePUHUpPAHE HA >KETAHUTE JCUCTBUS U
newkeHus Ha [1P, Taka ye Toi 1a ru 3NbJIHABA 0€3 HamecaTa Ha orepaTop.

HNurepnperupanero Ha YII B [1P ce u3BbppiiBa ot koHTpOSIEpsT. ToM € Ta3zu yact
or [IP, kosiTO OCBINECTBABA Bpb3KAaTa MEXKIy OIlEepaTopa/mMporpaMucTa |
OCTaHAJIUTE €JeMEHTHU (BBHILIHU U BTPELIHU CEH30pH, NepudepHo odopyaBaHe U
np.). Pasrienanu ca oCHOBHUTE MOJIXO/IH, U3MOJI3BAHU NpU nporpamupane Ha [1P.

1.5. ABTomaTu3upaHe Ha TMpoleca HA TreHePUPAHe HAa YNPABJSABAIIH
nporpamu ¢ usnojissaHe Ha API

[Ipunoxuusat nporpamen unrepdeiic API (Application Programming Interface)
€ UHCTPYMEHT, KOMTO OCUTYpsIBa MHTETpalysi MEXAY pa3IMyHU IPHUIIOKEHHS, KaTo
IPEeI0CTaBs Ha MOTPEOUTEN Bhb3MOKHOCT 32 U3MO0JI3BaHE HA €3UK 3a MPOTpaMUpaHe
B PaMKUTE Ha JAPYro MpUIOKEHHUE.

TakuBa mpuUIOKEHUS MOTaT Ja aBTOMATHU3UPAT ONpENEIeHU OOIMM WU
HOBTAPSLIN C€ 3a/ayd, KOUTO MOTPEOUTENUTE M3MbIHABAT. Jpyru mpuiokeHus
MoraT J1a KOMOMHHMpAT KOMaHJU MO TaKbB HAUMH, Y€ J]a OCUTYPST JOMbIHUTEIHA
(YHKIIMOHATHOCT, CbOOpa3eHa IMO-CIIEUHUATIHO C HYXIUTE Ha OIpeaeieHH
KOMITAaHUH U UHIYCTPUHU.

Cuctemure 3a kommtoTbpHo noanomarane CAx (Computer Aided Technologies)
Ha WHXXEHEpHUS TPYyJ, Ipeajarar Ha MOTpeOUTENUTEe pa3InyHU Bb3MOXKHOCTHU 32
n3noisBane Ha API, kouTo morar na ce pa3zienar B ABE IPYIIN.



1.6. U3Boau

TP urpasT karo4oBa poJjisd B aBTOMATHU3aLMATa HA UHIYCTPUAIHUTE npoLecu. Te
U3BBPIIBAT MHOXKECTBO OINEpAlMU: 3aBapsBaHe, OOpaBeHE C MaTEpUaId, MOHTAXK,
OosiIMCBaHE M MHOIO JPYTd, KaTO CJOXKHOCTTa HA W3IIBIHSBAHUTE 3aJa4u
HEIMPEKbCHATO CE YBEINYABA.

N3non3eaneto Ha [1P Tpanchopmupa noBeueTo HHIyCTpUAIHU cucTeMu. Ta3u
TpaHc(opMalus € MoBIUsHA OT:

e Buenpsiane Ha MHTepHeT Ha HelaTa - BCe MOBEYE U MOBeYe, pOOOTHUTE TIIe
U3IOJI3BaT MHTEJMIEHTHU CEH30pU 3a chOupaHe Ha HHpoOpManus U 3a
noao0psiBaHe Ha €()eKTUBHOCTTA Ha MPOIIECHUTE.

e M3mos3BaHe HAa aHATU3 HA TOJIEMU JIaHHU - TaHHUTE, chOpanu ot [P, TpsOBa
na ObIaT OpraHu3MpaHd B CHUCTEMH, KOWTO Ja MOCMaJsIBAT TSAXHOTO
aHAJIM3UPAHE U NIOJTyYaBaHE HA OTYETH 32, CbCTOSHUETO UM.

e l3mon3BaHe Ha BUPTYAJIHH PELICHUS - BHUPTYAJHUTE PELICHUS IPaBIT
BB3MOKHO aHAJIM3UPAHETO Ha POOOTHM3MpAHU CUCTEMH, 0€3 Jla ce Hajara
MIPEKbCBAHE HA MPOU3BOACTBOTO.

e l3mon3BaHe HA OTBOPEHU apXUTEKTYPH 3a aBTOMATH3AIIUS - HEOOXOIUMO €
KOOpJIMHAIMA MEXAY MPOU3BOJIUTEIINTE 3a CBh3JAaBAHE HA CTaHAAPTU U
JOKYMEHTAIUsI, KOWTO YJECHABAT BbBexkaaHeto Ha [IP B peanna
IIPOU3BOJICTBEHA CPEAA.

Bb3MoxkHocTTa 3a JiecHO U edeKkTuBHO mporpamupane Ha [IP e kputuuna 3a
TSAXHOTO M3IOJ3BaHE U ONTUMU3AIUATA HA TPOU3BOJCTBEHUTE MPOIIECH.

N3non3BaHeTo HA pa3IuYHU KOMIIOTHPHHU CUCTEMU U cOTyepHU TUIaTdhopmu,
KOMWTO TO3BOJISIBAT MpOrpaMUpaHe, CUMYyJialusi U ynpaiieHue Ha [P 3HauuTenHo
YCKOpsIBa Mpolieca Ha yrpasieHue Ha [P u HamansiBa BEpOSITHOCTTA OT TPEIIKHU.

Bbnpocure cBbp3aHU ¢ U3MOI3BAHETO HA PA3JIMYHA KOMITIOTBPHHU CUCTEMU MTPU
ynpagsienue Ha [1P, ca Bce mo-akTyaiiHu BbB Bpb3Ka ¢ KoHIenusaTa Ha Industry 4.0.

Bb3 ocHoBa Ha HampaBeHHss 0030p W aHanu3 € JAepuHUpaHa IleNiTa Ha
HacToslllaTa JucepTalMoHHa  paboTa, U3ClelBaHE Ha  Bb3MOXKHOCTUTE
NPEAOCTaBAHN OT PA3IUYHU KOMIIOTHPHHU CUCTEMH 3a u3mnon3BaHe Ha API mpu
ekcrroaranusTa Ha [1P.

I'NTABA 2 E3UIU 3A IPOI'PAMHUPAHE OT BHCOKO HHBO
MN3IIOJI3BAHU ITPU ABTOMATHU3UPAHO ITPOI'PAMUPAHE
HA IIP

2.1. Ilporpamen e3uxk FANUC KAREL

Fanuc KAREL [43] e nporpamen e3uk, pazpadoren npe3 807 rogunu ot GMF
(General Motors Fanuc) Robotics - ¢ceBMecTHO MPEANPHUATHE MEKIY SAMOHCKATa
komnanus Fanuc u amepukanckus aBromoOmien rurant GM (General Motors).
GMF Robotics e emma or mbpBHTE KOMIIAHHH, KOHTO 3all04YBaT MacoOBO
npon3BojicTBO Ha [IP 3a aBTOMOOMIIHaTa HHAYCTPHS.



2.2. Ctpykrypa Ha e3uka KAREL

KAREL BxioYBa CTpYKTYpH U MOJIETH, OOIIM 33 €3UIMTE OT BHCOKO HUBO,
KaKTO M (pyHKUMHU, pazpaboTeHu creuuanHo 3a ynpasieHue Ha [IP Fanuc. Toit
pasronara ¢bC CTPOro TUIHM3UPAHU MPOMEHJIMBU, KOHCTAHTH, NEPCOHAIU3HPAHU
TUIIOBE, MPOLEeAypH, (GYHKIMH U JaBa JOCTHI IO Pa3jIu4yHU BrpajcHu (PyHKIHH,
KOMTO MOJKe Ja He ca jpocTeiuu npe3 TP (Teach Pendant).

2.3. Ilporpamen e3ux ABB RAPID

E3uxsT RAPID [44] e cp3manen or ABB Robotics B Hauamoro Ha 90 rogunu
KaTo 4acT oT pa3paboTkara Ha HOBO mnokojieHue IIP. Toii e mpennaszHayeH na
HaIlpaBH nporpamupaneTo Ha [IP mo-mecHo, HHTYUTUBHO M MOLIHO, KaTO OCUTYpHU
10-100bp KOHTPOJ BHPXY IBMXKEHHUATA, BXOJOBETE/M3XOJUTE U 00paboTKaTa Ha
rpewiku. RAPID e BbBeneH 3a€1HO C KOHTpoJiepa S4, a B ClieIBAIIUTE AECETUIIETHUS
noJiy4aBa mojo0peHus U pasmmpeHus, ocodeHo ¢ koutposepute IRCS, kouto
no0aBiaT (QYHKIIMM Kato MpexkoBa kKomyHukaiusa, loT wHrerpamms u Al
BB3MOKHOCTH.

Ta6.1.2.3 Xapaktepuctuku Ha FANUC KAREL u ABB RAPID

XapaKkTepuCcTHKA Fanuc KAREL ABB RAPID
Iliaargopma [Tpomunuienu po6otu Fanuc [Tpomunuienu po6otu ABB
[Ipouenypen, cuiiHO
Tun Ha e3uka TUTIU3UPaH, MOJ00CH Ha [Ipouenypen, onpocteH
Pascal/Ada
PROGRAM name ... END MODULE name ...
®opmar Ha porpaMara name: ENDMODULE
Obspsisane na VAR speed : INTEGER; VAR num speed;
NMPOMEHJIUBHU
INTEGER, REAL, num, bool, string, array
Tun 1anHu BOOLEAN, STRINGIn], robtar’get jéinttardet pos'e
ARRAY, XYZWPR, TRANS ' '
IF ... THEN ... ELSE ... IF ... THEN ... ELSE ...
Yci0BHU onepaTopu ENDIF: ENDIE
e FOR ... ENDFOR; FOR ... ENDFOR;
WHILE ... ENDWHILE; WHILE ... ENDWHILE;
FUNCTION name.. type ... FUNC type name ...
DYyHKIUN U IPOLEAYPH ROUTIIEI\ITIED name, END ENDFUNC:;
name ... PROC name ... ENDPROC;
name,
Upes TP nporpamu nin
JiBusKenne na pobora MO3UIIMOHHU PETUCTPU Movel p1, v100, Z_lO, tooll;
GET_POS_REG, MoveL p2, v50, fine, tooll;
SET POS REG
JocTsm upe3 BrpajieHu
onelison (0) | I I o

SET PORT VAL)
O0padoTKa Ha rpelKu BEGIN ... ERROR ... END
7

TRAP ... ENDTRAP
ERROR ... ENDERROR




Ta6.1.2.4 CpaBHenne Ha nporpamuute esunu ST, ABB RAPID u Fanuc KAREL

Xapakrepuctuka | ST (Structured Text) ABB RAPID FANUC KAREL
Bpetclzhs)sflferzﬁlr:a Sr;_ [Ipomwumnenn poboTu [Ipomwumnenu pobotu
IMaargopma Vo ABB (IRC5 FANUC (R-J3, R-30iA,
Bradley, Schneider n .
1) KOHTPOJIEPH) R-301B xontponepn)

Bucoxko uuBoO,

Cnenuanu3upan €3uK 3a
cragnaptuszupat (IEC | Cnenmanusupan e3uk 3a
Tun Ha e3uka

IIP, mpouenypex
61131-3), nogoben Ha 1P, nponieypen o 06,6HI;13H AIC[I};I/)Pa;caI
Pascal/Modula/C s
[Tonoben Ha Pascal u C; | OmpocTeH, UHTYUTHBEH CuiHO CTPYKTYpHpaH,
Cunrakcuc
cragyapreH 3a PLC 32 pOOOTHU JIBHKEHHUS nonobeH Ha Ada/Pascal
Bucoka — neceH 3a
JlecHoTa Ha Cpenna — uzncksa PLC OLLEDATOPI 1 [To-cnoxen — u3UCKBa MO-
Hay4yaBaHe TIO3HAHUS patop 3a1bJ004EHH TO3HAHUS
IPOTrPAMHUCTH
YHuBepcaieH —
CpenHa — cujieH 3a
yhpaBiieHHE Ha Hucka — pabotu camo ¢
I'sBKaBOCT po0OTH, OTpaHIYEeH
IIPOLIECH, JIOTHKA, FANUC konTponepu
W3BBH Ta3u objact
KOMYHHKaLUU
PLC nporpammupane: IIporpamupane Ha
noruuecku onepauuu, | Ilporpamupane na ABB FANUC IIP: noruxka,
H3nonspane yhpaBlieHHE Ha I1P: nBMXeHUsl, TOTUKA, CEH30pPH, pa3LINPEHU
MaIllMHH, MPEXOBa CEH30PH, HHTETPALIUs ($yHKUIUY, CUCTEMEH
KOMYHHKAIIUS KOHTPOJI

WHpupekTHO upe3
NO3ULUOHHH PETHUCTPH
(GET_POS_REG,
SET POS REG) i TP
porpamMu
IIporpamu, nognporpamu,
IIporpamna OyHKINHU, TPOLIEYPH, Momynu, npoueaypu ROUTINE/FUNCTION,

BrpaneHo u MomiHo
VIIpaBJICHUE HA
nBwkenus: Movel,
MoveL, MoveC

Upes BbHIIHU
OMOIMOTEKH,
OrpaHrueHa MOJIPHKKA

JABukenus Ha
podotu

CTPYKTYpa ITAKITA (PROC/FUNC), obexTn TIO0QITHA U JIOKAITHU
TPOMEHJIVBU
PoGotuzupanu
TIPHIIOKEHUS: Pasmupeno
ABTOMaTH3aIMA HA
3aBapsiBaHe, MOHTAX, nporpamupane Ha [1P:
[puaoxenus MaIlIMHH, POIIECH, .
nanetusupane, CNC, JIOTHKA, CEH30pH, vision,
SCADA wunTterpanus >
obpaboTtka vision, MpEXH
MPEKH
OBpaGoTka Ha TRY...CATCH, ERROR 1 TRAP BEGIN ... ERROR ...

CTaHJIapTE€H MEXaHU3bM END u ON ERROR
rpemKkn 6moxoBe 3a 00paboTka

3a U3KJIIOUEHUS KOHCTPYKIIUH
Modbus, EtherNet/IP,
Honapsikka Ha PROFINET u apyru TCP, UDP, FTP, Socket TCP, FTP (nama UDP);
OTpaHUYECHA MPEKOBA
MPpEKU craanaptau PLC KOMYHMKAaLIHs
MHTETpanus
MIPOTOKOJIH

2.4. Crpykrypa Ha e3uka RAPID

E3uxkbT RAPID 32 nporpamupane nma nojgodex Buj Ha noseuero ST e3unu 3a
nporpamupane U MHoro Hamozo0siBa esuka C. Toll € cTpykTypupaH U JIECEH 3a
HayyaBaHe, KaTo IpefocTaBss Oorar HaOOp OT MHCTPYKUMM U (QYHKIUU 3a



yopaBieHne Ha ABuwxkeHusita Ha [IP, oOpaboTka Ha CHUTHAJIM, KOMYHHKAIUS C
BBHIIIHU YCTPOMCTBA U MHOTO JIPYTH.

2.5. CpaBHI/ITe.JIeH AHAJIHU3 HAa Bb3MOKHOCTUTE Ha €3UIIN 3a MIPporpaMupaHe oT
BUCOKO HUBO U3IOJI3BAHU IIPH aBTOMATHU3UPAHO IIPpOTrpaMUpPaHEe Ha 1P

Fanuc KAREL u ABB RAPID ca 1Ba pa3in4Hu NpOrpaMHU €31Ka, U3II0I3BaHU
3a ynpasienue Ha [IP. Behpeku ye u aBaTa e3uka UMaT MOJOOHM LI€NHU, TE€ Ce
pa3nuyaBaT MO CTPYKTypa, CHHTAaKCUC W TnpeaHazHadueHue. CpaBHEHME Ha
XapaKTepUCTUKUTE Ha JIBaTa e3ukKa € fAajeH B Ta01.2.3.

Bonpeku cnemudpukata Ha KAREL u RAPID, Bceku 3amo3HaT ¢ €3UK 3a
nporpamupane B ctui C, Ou TpsAOBaJO CpaBHUTEIHO JIECHO J1a C€ CIpaBU C
nporpamupane Ha [1P ¢ u3nosn3BaHe Ha TE3U €3UIH.

B Ta6mn.2.4 e naneno cpaBHeHue Ha nporpamuurte e3unu ST, ABB RAPID u
Fanuc KAREL, u3non3Banu B MHAYyCTpUaTIHATAa aBTOMATHU3AIIMS.

2.6. FANUC KAREL u ABB RAPID B konTekcra Ha Industry 4.0

IIporpamuute e3umm Fanuc KAREL u ABB RAPID, npenocraBst
JOMBJIHUTETHN BB3MOXKHOCTH TpH ympaBieHuero Ha [IP, ceBMecTuMu CbC
chBpeMeHHHUTe KoHmenuu Ha Industry 4.0, karo uaTepHer Ha Hemata 10T (Internet
of Things), o6iaunu Texnosorun CT (Cloud Technologies), n3kycTBeH HHTEICKT
Al (Artificial Intelligence) u uHTEIMreHTHA aBTOMATH3AIIH.

2.7. U3Boam

Esunure 3a nporpamupane ST, ABB RAPID u Fanuc KAREL, u3non3anu B
WHyCTpUATHATa aBTOMATHU3AIIMS, TPUTEKABAT HAKOU OOIIU YEPTH, HO BCEKH OT TAX
¢ pa3paboTeH 3a cnenudpuyHa argopmMa u Ma CBOMTE YHUKAIHU OCOOCHOCTH.

AHalM3upaHu ca JONBIHUTEIHUTE BB3MOXKHOCTH, KOUTO €3UIUTE 3a
nporpamupane KAREL wu RAPID, mnpemocraBsT Ha mnoTpedurenure Mpu
nporpamupane Ha [1P.

HanpaBen e cpaBHUTEIEH aHaiuM3 Ha BbB3MOXKHOCTUTE Ha €3ULIH 34
nporpamupane ST, ABB RAPID u Fanuc KAREL mnpu aBromarusupano
nporpamupane Ha IIP.

AHaIM3UpaHoO € M3noJI3BaHeTo Ha nporpamuute e3uun Fanuc KAREL n ABB
RAPID, B koHTekcTa Ha u3MNOJ3BaHeTO Ha: MHTepHeT Ha Hemara; o0JlauyHU
TEXHOJIOTUW;, W3KYCTBEH WHTEJICKT W HWHTEJIWIeHTHA aBTOMATH3allks MpHU
exkcrutoaranus Ha [1P.

I'/TABA 3 TPAHC®EP HA JAHHU 11PN EKCIIVIOATALIUS HA I1P
3.1. Ilporoko,u 3a TpaHcdep Ha JaHHH NPHU ekcnjioaTtauus Ha [P

B nacTrosiums MOMEHT, Ce M3MOJ3BAaT MHOYKECTBO TEXHUYECKHU PEIICHHUS, dpe3
KOUTO C€ OCBIIECTBSABA OTJAJICUCHO TMpPOTpaMHpaHe U yIpaBICHHE Ha
IIPOM3BOJICTBEHO 000PY/IBaHE, M3ITHIHSIBAIIO J1aJICHa MPOM3BOACTBEHA IMporpama.

CpaBHeHHE Ha MPEXKOBUTE (YHKIIMM W TMPOTOKOIW, TNOMIBPKAHU B
pasrienanute B ['J1aBa 2, e3uI 32 mMporpaMupane OT BUCOKO HUBO M3IOJI3BAHU MTPHU
ekcrroaranusara Ha [1P e ganeno B Ta0mn.3.1.
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Ta6ua.3.1 M

exxoBuTe pynknum u nporokou B ST, FANUC KAREL u ABB RAPID

POyHnkuus /

FANUC

3a0enexku /

ST (PLC ABB RAPID
ITpoTokoJ ( ) KAREL OrpaHUYCHUS
TCP/IP, UDP*, *RAPID: UDP ne ¢
Hoaabp:xkanu TCP/IP, UDP, Modbus TCP/IP, FTP, FTP, HTTP, BIPaJICH; U3UCKBA
MPEKOBH TCP, OPC-UA, MQTT, HTTP, Socket Web Services BBHIIIHA
NPOTOKOJIH ProfiNet, EtherNet/IP Messaging (REST/SOAP), KOH(pUTypauus;
Socket Messaging | KAREL nsima UDP
KOM};HI/:;aHHH UDP cokeru npu
Cb31aBaHe HA SysSockCreate(), Ko rp - SocketCreate, RAPID/KAREL
coket (TCP/IP SysSockBind(), ypap SocketBind, M3UCKBAT BHHIIHA
SysSockConnect() Tarose, SocketConnect KOH(UTyparus wuiu
KJINEHT/CbPBBP) Yy MSG_DISCO u b ZI[:I Tli Be
OPEN FILE P
Wsnpamane na SysSockSend() Socket S_end SocketSend
JTAHHU Messaging
SocketReceive
. (uma B
Honyyasane na SysSockRecv() Socket Receive PBKOBOJICTBOTO, HO
JAaHHH Messaging
HE BHHArH Ce
W3I0JI3BA)
3aTBapsHE Upe3
3arsapsne na SysSockClose() CTAHAAPTHH SocketClose
COKeT ¢aiinoBu
olepanuu
FTP SysFTPClientPut(), Brpazen FTP
SysFTPClientGet() CALL_PROG CBPBBP, JOCTBII
KOMyHHMKAIHA y ype3 GetFTP
HTTP/HTTPS | SyswebClientRequest() HTTP u Web
HTTP_REQ Services
NOVIPBKKA (ipu msixou PLC) - (REST/SOAP)
KAREL nsma
UDP; RAPID -
UDP SysSockSendTo(), He mombmsKa UDPSend, camo 4pe3
KOMYHHUKAIHS SysSockRecvFrom() © HOMUIEP UDPReceive JIOI'BITHATEITHA
KOHUTypamws 1
CKPUITOBE
Hsima yHuBepcanna
OrpanunueHna OrpannueHa Bb3moxHO upes BrpajeHa
WebSockets MOAIPBKKA MOAIPBKKA Web Services WebSocket
MOJJIPBKKA
OPC UA (c OPC UA (rpanen), | KAREL: OPC UA
Huaycrpunanaun OPC UA, Modbus nunens), Modbus Modbus TCP, HM3UCKBA JIMIIEH3;
TCP, ProfiNet, ;
NMPOTOKOJIU EtherNet/IP, MQTT TCP, EtherNet/IP, ProfiNet, RAPID — BrpaneH,
! ProfiNet EtherNet/IP ITbJIHA TIOAIPHIKKA
KAREL: pbuHa
n Br3moxna ¢ obpabotka; ST PLC
ojApbkKaHA | o O (saBHcH oT Pruna o6paboTka Brpanen napcuHr  SaBHCH OT
JSON/XML Ha HU30BE 3a JSON/XML
MIPOU3BOIUTEIS) HaJIMYHUTE
OHOIHOTEKH
Brpager Web KAREL:
orpanunueH; RAPID
Brpanen Web IMoarbpikad B HAKOU OrpanunyeHa Server 3a — beH
Server PLC IoAnpBKKa MOHHTOPHHI' 1 BKII0unTe Ho ABB
yHpapJIetHe Ability unrepdeiic
KAREL: tpsioBa TP
W3uckBa BBHIIHU cxpunt mm FIELD
Cloud MQTT, OPC-UA kbM CKPHUIITOBE — IMonaspsxa ABB S pstem' STPLC —
HHTErpanus 00JI1aYHH YCIYTH FANUC FIELD Ability Cloud y 3aB’HCH or
SYSTEM
OnOIHOTEeKHTE
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Ta641.3.2 CopBbpel koa 3a TCP/IP cebp3Bane

FANUC KAREL

ABB RAPID

PROGRAM tcp_server

%STACKSIZE = 4000
%NOLOCKGROUP
%NOPAUSE=ERROR+COMMAND+TPENABLE
%ENVIRONMENT uif
%ENVIRONMENT memo
%ENVIRONMENT flbt

%INCLUDE klevkeys

%ENVIRONMENT bynam

%INCLUDE klevkmsk
%ENVIRONMENT fdev

%INCLUDE klevcedf

%ENVIRONMENT kclop
%ENVIRONMENT sysdef

VAR

file_var : FILE

tmp_int : INTEGER

tmp_strl : STRING[128]

tmp_intl : INTEGER

tmp_str : STRING[128]

status : INTEGER

entry :INTEGER

BEGIN

SET_FILE_ATR(file_var, ATR_IA)
SET_VAR(entry, 192.168.1.3 "*SYSTEM™',
'$HOSTS_CFG [3]. $SERVER_PORT"', 6008, status)
WRITE TPPROMPT(‘Connecting.’, status, CR)
MSG_CONNECT('S3', status)

WRITE TPPROMPT('Connect Status =", status, CR)
IF status = 0 THEN

WRITE TPPROMPT('Opening’, CR)

FOR tmp_int1 =1 TO 20 DO

OPEN FILE file_var ('rw', 'S3:")

status = 10_STATUS(file_var)

WRITE TPPROMPT (status, CR)

IF status = 0 THEN

FOR tmp_int =1 TO 1000 DO

WRITE TPPROMPT (‘Reading', CR)
BYTES_AHEAD (file_var, entry, status)
WRITE TPPROMPT (entry, status, CR)
READ file_var (tmp_str::10)

status = 10_STATUS(file_var)

WRITE TPPROMPT (status, CR)

ENDFOR

CLOSE FILE file_var

ENDIF

ENDFOR

WRITE TPPROMPT('Disconnecting..,, CR)
MSG_DISCO('S3:', status)

WRITE TPPROMPT('Done.", CR)

ENDI

END tcp server

MODULE Modulel
VAR socketdev serverSocket;
VAR socketdev clientSocket;
VAR string data;
PROC main()
1Add your code here
SocketCreate serversocket;
SocketBind serverSocket, “127.0.0.1”,
5000;
SocketListen serverSocket;
SocketAccept serverSocket,
clientSocket, \Time:= WAIT_MAX;

SocketReceive clientSocket
\Str:=data;

SocketSend clientSocket \Str:=
“received”;

SocketClose clientSocket;

SocketClose serverSocket;

ERROR

IF ERRNO=ERR_SOCK_TIMEOUT

THEN
RETRY;,
IF ERRNO=ERR_SOCK_TIMEOUT
THEN
RETRY;
ELSEIF

ERRNO=ERR_SOCK_CLOSED THEN
SocketClose clientSocket;
SocketClose serverSocket;
SocketCreate serverSocket;
SocketBind serverSocket, “127.0.0.1”,
5000 ;
SocketListen serverSocket;
SocketAccpet serverSocket,clientSocket,
\Time:=WAIT_MAX;
RETRY;
ELSE
stop;
ENDIF
ENDPROC
ENDMODULE

B Ta6n.3.2 e nmageHo cpaBHeHusi Ha chpBBpeH Koa 3a TCP/IP cBbp3Bane
pa3paboten ¢ Fanuc KAREL u ABB RAPID.

11



Ta6.1.3.3 Kimentcku kox 3a TCP/IP cebp3Bane

FANUC KAREL

ABB RAPID

PROGRAM tcp_client
%STACKSIZE = 4000

VAR
file_var : FILE
status : INTEGER

recv_str : STRING[128]
send_str : STRING[16] := "Hello from client"
bytes_ahead : INTEGER
i - INTEGER
BEGIN
MSG_CONNECT('S3, status)
WRITE TPPROMPT('Connect Status = ', status,
CR)
IF status = 0 THEN
OPEN FILE file_var ('rw', 'S3:")
status = I0_STATUS(file_var)
IF status = 0 THEN
FORi=1TO 10 DO
WRITE TPPROMPT('Sending data...", CR)
WRITE file_var(send_str)
status = IO_STATUS(file_var)
IF status <> 0 THEN
WRITE TPPROMPT(Error sending
data’, CR)
EXIT FOR
ENDIF
BYTES_AHEAD(file_var, bytes_ahead,
status)
IF bytes_ahead >0 THEN
READ file_var(recv_str::bytes ahead)
WRITE TPPROMPT ('Received: '
recv_str, CR)
ELSE
WRITE TPPROMPT('No data available
to read’, CR)
ENDIF
ENDFOR
CLOSE FILE file_var
ELSE
WRITE TPPROMPT('Error opening socket
file', CR)
ENDIF

MSG_DISCO('S3', status)
WRITE TPPROMPT('Disconnected’, CR)
ELSE
WRITE TPPROMPT('Connection failed’, CR)
ENDIF
END tcp client

MODULE Modulel

VAR socketdev clientSocket;
VAR string data;

VAR string recvData;

VAR num errStatus;

PROC main()

! Cp31aBaHe HA KIIMEHTCKH COKET
SocketCreate clientSocket;

! Onurt 3a cBBp3BaHE KbM ChpPBBpPA HA
127.0.0.1:5000

SocketConnect clientSocket, "127.0.0.1",
5000 \Timeout:=5000; ! IIpoBepka 3a
TPELIKYU IIPU CBBP3BAHE
IF ERRNO <> 0 THEN TPWrite
"Connection failed with error: "; TPWrite
ERRNO; RETURN; ENDIF ,,

! U3npaiane Ha ChOOIICHNE KbM ChPBBPA
data := "Hello Server"; SocketSend
clientSocket \Str:=data; ! IToiy4aBane Ha
OTTOBOp OT CHPBBpPaA
SocketReceive clientSocket
\Str:=recvData;

! Iloxa3Bane Ha MOJIYUYCHUTC NaHHU
TPWrite "Received from server: " &
recvData;

! 3aTBapsiHEe HA KJIIMEHTCKHUS COKET
SocketClose clientSocket; ENDPROC
ENDMODULE

IIpm excninoaranusara Ha [IP Morat ga ce pasrpanuyar AB€ B3aNMHO CBbP3BAHU
rpynu 3aga4yu: reiepupade Ha Y11 u Tpancdepa Ha JaHHU MEXIy KOHTpoJepa Ha
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pobota m miardpopmara Ha KOSITO € HMHCTAIMpaH codTyepa 3a OTAaICYCHO
pOorpaMHUpaHe v yIpaBIICHUE.

3.2. Cebp3Bane Ha IIP B mpeika

Csbp3BaneTo Ha 1P B Mpeka mo3BossiBa MHTErpalMAaTa My ChC ChIIECTBYBAIIH
aBTOMAaTU3MPaHU MPOU3BOJCTBEHN CUCTEMHM, a ChUIO Taka Mpejjara Bb3MOXHOCTH
3a TUCTAaHIMOHHO YIIPaBJICHHE, MOHUTOPUHT U aHAJIU3 Ha JIaHHHU.

B Ta6n.3.3 e maneHo cpaBHenus Ha kiumeHTCku kon 3a TCP/IP cbp3Bane
paspadoren ¢ Fanuc KAREL u ABB RAPID.

3.3. Mpe:koBa cUTypHOCT NpHu ekcnjioaranus Ha [P

C yBenn4aBaHE Ha CIIOKHOCTTA HA MHIYCTPUATHUTE MPEKH CE YBEIUYABAT U
3aliaxuTe 3a TIXHATa CHUTYPHOCT, a MPOEKTUPAIIUTE TOJOOHU TEXHUYECKU
penieHus, TpsAOBa 1a B3eMaT B MPEIBU] BCIKAKBU BUOBE 3aIlIaXxy, 3a J1a OCUTYPSIT,
CUTYPHOCTTa Ha IpeaaBaHaTa HHGOPMAIIHSL.

Otnaneuenoro nporpamupane Ha [IP ce 6azupa, Ha curypHa MpekoBa Bpb3Ka
ype3 KpUOTHpamy HWHPOPMANUITa, MPEKOBH yCTPONCTBA, oOe3meuaBamiu
CUT'YPHOCTTa Ha IpeaBaHaTa HH(POPMALIHSL.

Ob6eKT Ha
Tun Ha aTakaTa EdekT oT aTakara
aTaKarta
MpomsaAHa Ha NapameTpuTe Ha HapyweHue Ha pa6oTocnocobHOCTTa Ha
o KOHTponepa Ha NP ne
'r:B MpomsaHa Ha noTpebuTencKkusa HenpaBunHo M3nbaHeHWe Ha onepauumm,
g uHTepdeiic Ha MNP DedeKTHM NpoayKTH
=
o MpomsaHa Ha KanubpuUpaHeTo
s OnacHocT 3a nepcoHana 1 obopyasaHeTo
I Ha P
@
[
@ NpomsaHa Ha U3NbAHABaHaTa 3ary6a Ha TouHocT, HeBaApHa
= ot NP nporpama AWArHocTUKa
>
ATaKM ypes yA3BMMOCTH Ha HapyweHue Ha paboTocnocobHOCTTa Ha
codtyepa Ha P poboTuznpaHata cuctema
®PuU3MyecKa ataka Ha
3aryba Ha KOMyHUKauuA
o MpexKoBaTa Bpb3Ka
[14]
2z © HapyweHue Ha npou3BoACTBEHUTE
o © ATaka 4yosek no cpegara
= o2 npouecu
530
s g | Araka pasnpegeneH oTKas oT MonyyaBaHe HA HEOTOPU3MPAH AOCTbN
o 3 ° ycayra b0 pobotusmpaHata cuctema
= ©
> 2 ATaKa Ha MHAYCTPUANHK PasnpocTtpaHeHue Ha 3n0BpeaeH
CUCTEeMM 33 ynpaBAeHue copryep
© ATaKa BbpXy AOCTaBYMLM WU BnoKupaHe Ha KOMYHUKALUMA MexAay
g napTHboOpK cucTtemunte
g e ATtaka nocpegcrsom
gz CnupaHe Ha NPOU3BOACTBOTO
o g NOCTOAHHM 3anaaxu
]
E ®©
2o PaHcbmyep aTaKka KomnpometupaHe Ha cuctemure
g =
S
é CounanHo UHKEeHepcTBO 3aryba Ha faHHU, PenyTaLMoHeH pUcK

®ur.3.2 KﬂaCI/I(bI/IKaIII/IH Ha aTaKHUTE Cpely poﬁoTnsnpaHu MPOU3BOJACTBCHU CUCTEMHU
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3.4. Araku npu exkcrioatauusi Ha I1P

Ha 0a3a u3BbplIeH aHanu3 Ha BUJOBETE aTaku Cpeuly poOOTH3HpaHUTE
NPOU3BOJCTBEHHS] CUCTEMH € pa3pa0oTeHa TsxXxHaTa Kiacupukauus MO TpHU
IIpU3HaKa, nokazana Ha dwur.3.2.

Tao6J1.3.4 BujoBe ataku cpemy poOOTH3HPAHU CHCTEMU

Tun ataka

IToaxoau 3a 3amuTa

Ataku cpemy ynpasjenuero Ha [1P

[IpomsiHa Ha mapameTrpure
Ha KoHTpoJjepa Ha TP

Kontpon Ha nocThIIa, 3acCHYaHe HAa AHOMAJIHH, BaJIMIAINs Ha
mapameTsp, ABypakTopHa aBTeHTHKaNus (2FA), mpenHcTananus ot
backup

IIpomsna Ha
MOTPEOUTEICKHS
uaTepdeiic va 1P

KOHTpOH Ha 10CThIIa, MOHUTOPUHI HA JaHHUTE, HII/I(prBaHe Ha
KOMYHUKaNUATA, pCAOBHU OeKbIH

TIpomsiHa Ha
kanmuOpupanero Ha [1P

KonTtpon Ha nocThlia, MpoBepKa Ha KannOpanusaTa, 3acHiuyaHe Ha
aHOMAJINH, ITM(POBU MOIFCH, PEOBHH OEKBIIH, IpEeKaInOprpaHe

IIpomsna Ha
n3nbiHgaBanara ot [1P

KonTtpoin u orpannuaBane Ha JOCTHIIA, PE3EPBHU KOMHA Ha
nporpaMuTe, npe3apekJjane Ha nporpaMmara

mporpama
Araku upe3 ys3BuMoctd Ha | KoHTpos Ha mocThha, mpoBeXkaaHe Ha IEH-TECTOBE 32 OTKPHUBaHE Ha
codryepa Ha 1P ysI3BUMOCTH, peioBHH backup-u, penoBau akryanusaimu Ha codryepa.

ATaku cpemy yn

ABJICHHECTO HA p060Tn3npaﬂnTe IMPOU3BOJACTBCHU CUCTEMU

DU3NYECKH aTaKU Ype3
MpEXKOBATa BPb3Ka

KonTpon u orpannuaBane Ha J0CTbIIA 10 MPEKOBUTE MTOPTOBE,
3alUTeHU 30HM, (hu3nyecka 3aimura Ha Mpexata, VPN 3anmru

ATaKI/I YOBCK I1I0 cpez[aTa -
Man-in-the-Middle
(MITM)

udposane Ha MpexxoBust Tpadpuk, VPN nombiHuTenHa cTeHa,
e)XeIHEBEH OeKbIl Ha poOOTH3MpaHaTa CUCTEMa, CETMEHTUPAHE Ha
Mpexara

ATaku paznpeneseH 0TKas3
ot ycayra - Distributed
Denial-of-Service (DDoS)

Hab6mronenne na MpexoBus Tpaduk, 3ammTHA cTeHd, DDoS 3ammura,
MpPEKOBa CErMEHTAIUS

ATaky Ha MHAYCTPHAIHU
CHCTEMH 32 YIIPABJICHUE

MOHUTOPHUHT ¥ aHAITU3 HA CHCTEMAaTa, CETMEHTUPAHE Ha MpEeXaTa,
samura Ha [CS cucremn

ATaxu cpemy pupMeHaTa cucTeMa 3a ylpasJieHue

Artaxu cpeury
JIOCTABYHIINTE U
naptHbopuTte - Supply
Chain Attacks

KonTtpoin Ha Mpexara 3a mpuemMaHe Ha TaHHH, OTAajiedeH MOHUTOPHHT
Ha Mpeara, IpoBepka Ha codryepa, Hu(pOBH NOANUCH

ArTakute nmocpeicTBOM
IIOCTOSHHMH 3allJIaxXu
Advanced Persistent
Threats

MOHHTOPUHT Ha MPEXOBHUS TpaduK, 3a 1a OTKPUBATE MTOAO3PUTEITHI
aKTUBHOCTH, OOy4eHHE Ha eKUIIa 3a uACHTH(UIIMpaHe Ha
MPOABIDKATEHN aTaKH, PEIOBHU OAUTH

Pancemyep ataku

MOHUTOPUHT 32 OTKPHUBAHE Ha 3JIOBPEICH KO, pEJOBHY OSKBITH Ha
JIaHHW, AHTUBUPYCHA 3allIUTa, MPEKOBA CErMEHTalUs

ConmanHo WHXEHEPCTBO

[TonuTHky 3a CUTYPHOCT, TECTBAaHE Ha CUTYPHOCTTA, OTpaHUYaBaHe Ha
CIIOJICNISTHETO Ha YyBCTBUTENHA HH(MOpMaIus, BepuuKanus Ha
MOTPEOUTENNTE, KOWTO M3MUCKBAT JOCTBIT

Te3u I[MpU3HaIu ca:

» ATtaku cpemy ynpasjeHuero na [P
[IspBara rpyna ca araku HacoueHU KbM KOHTposiepa Ha [IP. Te umar 3a uen nga

IpoMeHsT nosenenueTo Ha [P mpu, Herosara excruioaranus.
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» ATakH cpelly ynpaBJjieHHeTO HA POOOTH3UPAHUTE MPOU3BOJACTBEHU CHCTEMH

Bropara rpyma ca araku Haco4eHHM KbM MpeKaTa, B KOATO € CBBP3aH
KOHTpoJiepbT Ha [IP. Te umar 3a nien ga NpOHUKHAT B CUCTEMATa 3a yIIPaBJICHUE Ha
poboTH3MpaHaTa cucTemMa u Ja Hapyllat HeiiHaTa pabora.

» ATakm cpemy (pupMeHaTa cucTeMa 3a ynpaBJieHHe

Tperara rpymna ca aTaku LEJSIIN MOJydYaBaHe HA JIOCTHI 10 pPOOOTU3UPAHUTE
cucTeMH 0e3 He0OXOJUMHUTE TpaBa, ¢ eI pa3poCTPaHSHUE Ha 3JI0BpeieH coTyep,
KOWTO J1a Hapymu paboTaTa Ha CHCTEMHTE.

EdexTute oT arakaTta ca: moiiydaBaHe Ha HEOTOPU3HMPAH JOMYCK; CIIUpaHE Ha
IPOU3BOJICTBOTO; 3ary0a Ha JaHHU; ((MHAHCOBHU 3aryOu; pEIyTaIlMOHEH PUCK.

B Ta6m.3.4 ca gajgeHn MOAXOJMUTE, KOUTO MOTAT CE€ M3IOJI3BAT 3a 3aIluTa OT
pasriieTaHuTE aTaKH.

3.5. Kpuntupane Ha JaHHU npu ekciioatanus Ha I[P

[IpenuMCTBOTO OT W3MOJ3BAHETO HAa CHUCTEMHTE C OTBOPEH KOI €, 4e ca
CBOOOIHHM 3a TOM3TPaKIaHE U TEXHOJIOTUYIHO Pa3BUTHUE, CIIOPE] TOTPEOHOCTHTE Ha
noTpeouTeNnTe.

[Tpu m3mon3BaHe HA KPUNTHPAIIM YCTPOMCTBA Ce 3ajara Ha CUTYPHOCTTa Ha
npenaBaHaTa uHGOpMAIKs, KaTo M0 TO3U HAYMH C€ MPEOTBPATIBA Bb3MOKHOCTTA
3a 3aryba WM HEOTOPWU3MpPAH JOCTHI JO0 4YyBcTBUTENHAa uH(opMmaiusa. B
HACTOSIIIIUSIT MOMEHT CUTYPHOCTTA Ha MHAYCTPUAITHUTE MPEXH, HE MOXKE Ja Obe
npeHeOpersana, B pe3yaTaT Ha KOETO Ha Masapa ce mpejiarat BCe moBede pemeHus,
3a KpUINITHUpPaHE Ha JaHHW, Ha PUEMJIMBA T[CHA.

3.6. U3Boam

Cebp3BaneTo Ha I[P B Mpexka € KIIOYOBO 3a ChbBPEMEHHUTE WHIYCTPUATHU
npuiokeHus. Bb3MOKHOCTTA 32 KOMYHUKAIUS TIPe3 MpekaTa He caMo Mo j00psiBa
MPOU3BOJUTEIIHOCTTA, HO M MO3BOJIABA AUCTAHIIMOHHO YIPABJIECHUE U MOHUTOPUHT
Ha poOOTHU3UpaHATa CUCTEMA.

Pasrnenanu ca OCHOBHUTE KOMYHHKAlIHOHHUTE MPOTOKOJU, YpE3 KOUTO MOXKE
Jla C€ OCBILIECTBHU OTAAIeUeHa ekciuioatanus Ha [IP u ca aHanu3upaHu MpexKOBUTE
byHkuuu 3anoxeHu B eaunure 3a nmporpamupane Ha [IP ST, Fanuc KAREL u ABB
RAPID

Pa3zpaboTenu u cpaBHEeHH ca ChpBBPEH u KiaueHTcku ko 3a TCP/IP cBbp3Bane
¢ u3noJ3BaHe Ha e3unure 3a nporpamupane Ha [IP Fanuc KAREL u ABB RAPID.

Pazpabotena e knacuukanus Mo Tpu MPU3HAKA HA, BUJIOBETE aTaku Cpeury
poOOTHU3UpPaHU MPOU3BOACTBEHH CHUCTEMH U Ca JaJICHU NMPENOPbKU 3a 3al[uTa OT
TE3HU aTakKH.

Kpuntupanero Ha nanHu npu nporpamupanero Ha [IP urpae Baxkna poisst 3a
OCHUrypsiBaHE Ha 0€30MacHOCT M KOH(PUACHIIMAIHOCT HA KOMYHUKALMITA MEXIY
poOOTU3HpPAHUTE CUCTEMH U BHHILHUTE yCTpolicTBa. ToBa € 0c00€HO BasKHO, KOraTo
poboTu3npaHara cuctemMa € HHTerpupaHa B MHAYCTpUaIHa MpeXa, KbJIeTO OOMEHBT
Ha YyBCTBUTEIHU JIAHHU MOKeE J1a ObJie M3JI0’KEH Ha aTaKh U HEOTOPU3UPAH JOCTHIL.
Kpuntupanero nomara ga ce 3alIUTIAT JAHHUTE U KOMYHUKAIMOHHUTE KaHalH,

15



KOETO € KPUTHYHO 3a TMOJABPKAHETO Ha KOH(GUICHIMAIHOCT M IIUIOCT Ha
cUCTEeMaTa.

Pazpaboten e npumMep 3a 3alIUTa HA COKET KOMYHUKAIIUATA MPU €KCIIOATALIMS
Ha IIP Fanuc, ¢ m3non3sane Ha e3nka KAREL.

I''/TABA 4 ABTOMATU3UPAHE ITPOT'PAMHUPAHETO HA IIP

4.1. KoMnoTbpHM cUCTeMH 3a porpamupane Ha I1P

Tosa ca CARC (Computer Aided Robot Control) [46] cucremuTe, KOUTO MOTaT
na ce cpemuat u karo OLPE (Off-line Programming Environments). B Tax ce
npujiaratT CbBpEMEHHUTE JOCTHIKEHUSITA B O00JIACTTa M3YMCIHUTEIHATA TEXHUKA U
WHKEHEpHATa KOMIIOThPHA rpaduka.

CARC cucremu umsnomsBar 3D monenu Ha [IP m npyro mpou3BOJCTBEHO
o0opy/aBaHe, 4pe3 KOUTO MOTaT Jia C€ M3rPakaaT poOOTHU3UPaHU MTPOU3BOJICTBEHU
CHUCTEMH, Jla C€ CHUMYyJMpa W aHaIM3Upa TsAXHaTa paboTa U Ja ce TeHepupar
YIIPaBJISIBAILM IPOTPaMHU, 32 BKIIFOUEHHTE B TsXx [1P.

4.2. AHaau3 Ha Bb3MOKHOCTHTE HA OCHOBHUTe chbBpeMeHHH CARC cucremu

OtuuTaliku, MHOTOOOpa3WeTo Ha NpeJJlaraHd B MOMEHTa OT pPa3JIMYHU
npousBoautrenu CARC cucrtemu, u3NOA3BaKu OOLIO JOCTHIIHU U3TOYHHUIIM €
HalpaBeHO M3CIEJBAHE HA TEXHUTE (PYHKIIMOHAIHM BBH3MOXXHOCTH Ha 0asza Ha
CJIIEAHUTE JECET KPUTEPUS:

® HaJMYKE Ha CIEUMATIM3UPAHU MOJIYJIHU 3a MpOorpaMUpaHe MpY U3IIbIHEHUE Ha

pa3nuuHu 3aga4yu ot 11P;
e Hajguuue Ha OmbnumoTeku ¢ 3D Moaenu Ha paznuyunu [1P;
e Hajgnuue Ha omOnmoreku ¢ 3D momenu Ha KU3;
e Hanuuue Ha OubamoTeku ¢ 3D Mojenu Ha MPOU3BOJICTBEHO 000OPY/IBaHE;
® BB3MOXKHOCT 32 M3IOJI3BAaHE Ha BUPTYAJICH MYJIT 3a yipasyieHue Ha [1P;
® BB3MOXKHOCT 32 M3MOJ3BaHE HA €3UIM 3a mporpamupane Ha [IP oT Bucoko
HMBO U API;

® BB3MOXKHOCT 32 CUMYJIMPAHE U ONITUMHU3HpaHe Ha paboTarta Ha [1P;

® BBH3MOKHOCT 3a IPOCKTHpaHEe M aHAIM3 Ha paboTaTa Ha poOOTH3WMpaHU
KJICTKH;

® BBH3MOXKHOCT 32 OOMEH Ha JaHHU ¢ Apyru CAX cucTemu;

® TIOJIbpKaHE HAa pa3IuyHU KOHTposiepu Ha I1P.

Pesynratute ot HampaBeHOTO u3cieaBaHe ca najaeHu B Ilpunoxenue 1. Ot
JTAHHUTE TaM CE€ BMXKJA, Y€ OCHOBHUTE paszinuus B npearanute Ha nazapa CARC
CHUCTEMH, Ca CBBpP3aHU C BB3MOXXHOCTHTE UM Ja oOMeHSAT nanHu ¢ apyru CAXx
CHUCTEeMH W MOJIbpkaHe Ha KOHTposiepu Ha [P, mpemyiaranu ot paznuunu Gupmu.

4.3. MeToauKa 3a reHepUpPAaHa e HA YIPAaBJIsABAIIM MPOrpamMu 3a NPOMUIILIEHU
podotu ¢ nznoazpane Ha CARC cucremu

HezaBucumo ot paznooOpasuero Ha npeiaranute B MomeHTa CARC cucrtemu,
OCHOBHMTE €TaIH Mpu paboTa ¢ TE3U CUCTEMH, A0 IOJIIMA CTEIEH C€ MPUIIOKPHUBAT.
Tyk e npemyioxkeHa METOAMKa ONKCBalla OCHOBHUTE CThIKU npu padota ¢ CARC
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cuctemute, HeoOxomumu 3a reHepupane Ha YII 3a [IP u ca ananusupanu
BB3MOKHOCTHUTE 3a u3nos3Bane Ha API B To3u nporiec.

OcHoBHUTE eTtanu, HeoOxoauMHu 3a reHepupane Ha YII 3a 1P, nHezaBucumo ot
usnon3Banatra CARC cuctema ca nazeHu B pa3paboTeHaTa METOIUKA MTOKa3aHa Ha
®ur.4.1.

e €

T

5 E Eman 1 M36op Ha npomuwnexd pobom - g

QD

Sk 3
=S * E 3
Qe >3
S £ | |Eman 2 M360p Ha KpaliHO U3NBLAHUMENHU 38€HO — | E E
@ 2 < 2 E
4 ' 2o
£ 3 : o O
@ £ | |Eman 3 M360p Ha donbaHumenHo o6opydeaHe : — 41 S

& o : o
= 0 . E
m = : =
o L =

Y

Eman 4 PazpabomeaHe Ha ynpaenseauwjama npozpama

!

Eman 5 Cumynupane Ha pazpabomeHama npozpama

'

Eman 6 lNocmnpoyecupare Ha pazpabomexHama npozpama

; ;
Y

Eman 7 TpaHcipep Ha npozpamama do KoHmponepa Ha po6oma

Y

Eman 8 M3ntnHeHue Ha pazpabomeHama npozpama

po6omu3zupaHama cucmema

Paspabomeatne Ha npozpama 3a

®ur.4.1 Meroauka 3a renepupana e Ha YII 3a IIP ¢ usnoszBane Ha CARC cucremnu

Te ca kakTo ciensa:
Eran 1 U300p Ha npoMuUIIIeH Po0OT
Eran 2 N300p Ha KpailHO U3NBJIHUTETHU 3BEHO
Eran 3 U300p Ha 10NBJIHUTEIHO 000py/ABaHe
Eran 4 PazpaGoTBaHe Ha ynpagjsiBaliaTa nporpama
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Etan 5 Cumynupane Ha pa3padoTreHaTa nmporpamMa

Eran 6 Iloctnpouecupane Ha paspadoTeHaTa nporpama
Eran 7 Tpancgep Ha nporpaMara /10 KOHTpPoJiepa Ha podoTa
Eran 8 U3nbiaHeHue Ha paspadoTeHaTa nporpamMa

4.4, U3Boau

HampaBen e cpaBHHTeNleH aHanu3 Ha (YHKIMOHATHUTE BB3MOXKHOCTH Ha
pazimmunu cbBpemeHHn CARC cuctemu mpejyiaranu Ha ma3apa, Ha 0a3za Ha Jiecer
KpUTEpUs.

CovBpemennure CARC cucremu, mpeaocTaBIT Ha NOTPEOUTENHUTE UIUPOKH
BB3MOXKHOCTH 3a TeHepupane YII 3a I1P, Te mo3BoJisiBat B nmpoiieca Ha pa3paboTBaHe
Ha YII, na ce uznon3sar paznuunu 3D monenu, BUpTyainHu nysirtose, APl u e3uim
3a IporpamupaHe OT BUCOKO HUBO.

Pazpaborena e meToaunka, BKIIFOUBAIlA OCEM €Tarla, 3a TeHepupada ¢ Ha YII 3a
[1P ¢ uznon3eane Ha CARC cucremu.

Pasrnenanu ca OCHOBHUTE CTHITKH MPU U3ITOJI3BaHE HA pa3paboTeHaTa METOIUKA
Y Ca aHAJIM3UPAaHU BBb3MOKHOCTUTE 3a n3non3sane Ha API B To3u npouec.

Pazpaborenara meroauka, 3a reHepupana € Ha YII 3a [IP ¢ usnon3Bane Ha
CARC cucremu € yHuBepcainHa u He 3aBucu oT msnoiszBaHara CARC cucrema u
TP, 3a xouto ce renepupa YII.

I'JIABA 5 U3ITIOJI3BBAHE HA API I1PU EKCIIVIOATALIUSA HA TIP
5.1. API B koMIIOTBLPHHUTE CUCTEMU 3a porpamupane Ha I[P

OTuuTaliku OTHIEIHUTE CTBHIKU B NPEMAJIOKEHATa METOJMKA M HANpPaBEHUS
aHaJIU3 Ha Bb3MOXKHOCTUTE, KOTO chBpeMeHHuTe CARC crctemMu, mpenocTaBsT Ha
notpebutenure 3a reHepupane YII 3a [P usnmonsanero Ha API B TO3M mporiec
MOJKe€ J1a O'bJie M3MOI3BAHO 3a:

e pa3paboTBaHETO Ha cOTYyEpHH MPUIIOKEHUS, 3a Ch3/laBane Ha 3D moenu Ha

pa3IMyHUA KOMIIOHEHTH 3a MPOEKTUpaHe Ha poOOOTHU3UPAHU KIIETKU;

e pa3paboTBaHE HA MPUJIOKEHUS 3a OTAaNeUeHOo nporpamMupane Ha [1P;

e pa3paboTBaHE Ha MPUJIOXKEHHS 3a OTAalleyeH oOMeH Ha JaHHu Mexay [1P u

XOCT KOMITIOTBP.

API mpenmoctaBs wHTep(deiic, KOWTO TO3BONSIBA HA PA3NUYHU COPTyepHU
MPUJIOKEHHS Ja KOMYHUKUPAT U B3aUMOJECUCTBAT €AHO C APYro. B KoHTEekcTa Ha
excruioatauusta Ha [1P, API urpae kirouoBa possi B ClIEAHUTE ACTIEKTH:

5.2. E3unu 3a nporpamupase usnoJ3Banu B APl npu ekcniioaranus na [P

B Tabn.5.1 e gageHo cpaBHEHHE Ha HSKOW OCHOBHHU XapaKTEPUCTHKHU IPHU
u3noisBane Ha e3urute Fanuc KAREL, ABB RAPID, C++, C#, Python u Perl, npu
ekcrutoatanus Ha [1P.
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Ta6.1.5.1 CpaBaenue Ha esunute Fanuc KAREL, ABB RAPID, C++, C#, Python u Perl,
npu exkcinjioaranus na [P

Dyukuus / Fanuc ABB
++
Omncanme | KAREL RAPID cic C# Python Perl
Cop3naBane |MSG_CONN/  |SocketCreate . 10::Socket::IN
wa coxer  |MSG_CONNECT [socketdey  [S0°K®t0)  TepListener< fsocket.socketO ey 5o )
Cbp3BaHe SocketConnect . socket.connect
MSG_DISCO socketdev, ip, |connect() TcpClient ' connect()
KBbM CHPBB] port 0
Mznpamane |Komanau Ha SocketSend send() NetworkStrea send() print SOCKET
Ha namau  |KAREL socketdev, data m.Write() "data"
SocketReceive
[MonyuaBane NetworkStrea $data =
Ha TaHHU WRITE Z?;#::dev’ recv() m.Read() recv() <SOCKET>
3arBapsiae Ha|MSG_DISCO(tag |SocketClose close(SOCKE
COKET _name, status) socketdev close() Close() close() T)
Honmpxani frop/,o TCP/IP,UDP  |TCP/IP, UDP |TCP/IP, UDP [TCP/IP, UDP [TCP/IP, UDP
MPOTOKOJIN
Jla, upe3
Myntu MHoronoro4Ho|/la, upe3 Ha, upe3
KJIMEHTCKA Orpancra a CcT Task/Threadin |threading wm |[a, upes fork()
CBPBBp . -
HOUIPBKKA (pthread/std::t |g asyncio
hread)
BEGIN ... try-catch try-catch try-except
ERROR TRAP O6paborsa  |O6padorsa  |Oopacorsa  |SV21 1 3@
O6paboTka O6paboTrsa O6pabotsa
O6paboTBa DELIKH Pes TPCLIKH 4pe3  [rPelikn upes  |rpemkupes | o o0
Ha TPCIIKK e mkn upes Tr;{ AP G gKOBe try-catch try-catch try-except epal S @p
ERROR 610k0Be 7 OJIOKOBE. OJIOKOBE. OJIOKOBE. M )
IIpunoxenus
B -
Podor SCADA, loT, |Brpazesmt  MHAYCTpHATH || o3 A} Ve6 yenyrn,
HHIYCTPHAIH [KOHTPOJICPH, CHCTEMH, u
Web 00paboTKa Ha |aBTOMAaTH3aIH
a KOMYHHKaNuA C MHTerpaiyn KOMYHHKaIUA [IIPUTTOXKCHUS, JAHHHA p060TI/I g
aBTOMAaTH3aIl PLC C p06OTI/I SCADA ’
s
Pynxuns /o e KAREL [ABBRAPID  |cic+ c# Python Perl
Omnucanue
Cu3maBane |MSG_CONN(tag |SocketCreate . 10::Socket::IN
Ha coker | name, status) socketdev socket() TcpListener  |socket.socket() ET->new(..)

B Ta6:n.5.2 e nageHno cpaBHeHus Ha kiaueHTCKH kon 3a TCP/IP cBbp3Bane
pa3paboTeH ¢ e3uIM 3a mporpamupane ot Bucoko HuBo C++, C#, Python u Perl.
Kmuentcku xox 3a TCP/IP nipu ekcrunoararnus Ha [1P, paspaboren ¢ e3uniure Fanuc
KAREL, ABB RAPID e nangen B Ta6n.3.3.

B Ta6:m1.5.3 e maneHo cpaBHEHHE Ha M3IOJ3BAHETO HA PA3IMYHHU €3UIM 3a
NporpaMHpaHe OT BUCOKO HHBO, M3IOJ3BaHU 3a KPUITHPAHE HA JaHHU MpHU
excruioatauus Ha [1P.
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Ta6.1.5.2 CpaBHenne kaueHTcku koj 3a TCP/IP cebp3Bane

E3uk oT BHCOKO

TCP kiueHT — copc Ko
HHMBO

import socket

client = socket.socket(socket. AF_INET, socket. SOCK_STREAM)
client.connect(("192.168.1.100", 5000))

Python client.send(b"Hello, Server!")

response = client.recv(1024)

print("Received:", response.decode())

client.close()

use 10::Socket:: INET;

my $client = 10::Socket:: INET->new(
PeerHost => "192.168.1.100",
PeerPort => "5000",
Proto =>"tcp"

) or die "Could not connect\n";

print $client "Hello, Server'\n";

my $response = <$client>;

print "Received: $response\n”;

close($client)

PERL

#include <iostream>
#include <sys/socket.h>
#include <arpa/inet.h>
#include <unistd.h>
int main() {
int sock = socket(AF_INET, SOCK_STREAM, 0);
struct sockaddr_in server;
server.sin_family = AF_INET;
C++ server.sin_port = htons(5000);
inet_pton(AF_INET, "192.168.1.100", &server.sin_addr);
connect(sock, (struct sockaddr*)&server, sizeof(server));
send(sock, "Hello, Server!", 14, 0);
char buffer[1024] = {0};
recv(sock, buffer, 1024, 0);
close(sock);
return O;

ki

using System;
using System.Net.Sockets;
using System.Text;
class Program {
static void Main() {
TcpClient client = new TcpClient("192.168.1.100", 5000);
NetworkStream stream = client.GetStream();
C# byte[] data = Encoding.ASCII.GetBytes("Hello, Server!");
stream.Write(data, O, data.Length);
byte[] buffer = new byte[1024];
stream.Read(buffer, 0, buffer.Length);
Console.WriteLine("Received: " + Encoding.ASCII.GetString(buffer));
client.Close();
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5.3. Ilpuaoxkenusi Ha API B uHaycTprainaTa aBpToMaTu3anus

M3nom3Baneto Ha APl B wuHaycTpuanmHata aBTOMaTu3alusi, MOXE Ja Ce€
pasriexa B CIEIHUTE aCleKTH:

® aBTOMATH3allMsi Ha TMPOU3BOJCTBOTO - T[O3BOJIABA CHUHXpPOHHU3ALMS Ha
pabotata Ha [1P u npyro nmpousBoicTBEHO 000pY/IBaHE;

e kosiabopatuBHu podoTu (Cobots) - u3nons3Ba ce 3a ynpaBieHre Ha poOOTH,
KOUTO paboTsT CbBMECTHO C X0Opa;

® HHTEJIUreHTHU (padpuku - ocurypsisa uarerpauus Ha [IP cbe cucremu 3a loT
Y MaIllMHHO 00Yy4YEeHHE.

5.4. U3Boam

API B xoMmoTBpHUTE cHUCTEMH 3a nporpamupane Ha 1P, nmpenocrass momen
MHCTPYMEHT 3a WHTErpalus, aBTOMaTH3alMs M yIpaBieHue. Toil yiecHsBa
pa3paboTkata Ha codTyepHU pelieHuss U Tapantupa, e I[P moratr nma Obnpar
aJanTHUPaHd KbM JMHAMUYHO IPOMEHSIIUTE CE€ M3UCKBAHUS HA ChBPEMEHHATA
UHYCTpHSL.

Pasrnenanu ca Bb3MOXKHOCTUTE W acnektute, kouto API mpemocrtaBs mpu
reHepupane YII 3a [IP u TaxHara ekcrioaranusi.

Pasrnenanu ca Hal-4ecTO M3MOJI3BAHUTE €3ULH 32 IMPOTPaMUPaHE OT BHUCOKO
HUBO, n3nomsBanu B API npu excrimoaranus va [1P u ca ananusupanu obmacTuTe
Ha TSXHOTO MPHUJIOKECHUE.

Pazpaboten u ananu3upaH € KoJ, 3a KpUNTUPAHE HA JaHHU MPU EKCIUIOATALIMS
Ha [IP, ¢ uW3mon3BaHe Ha pa3NWYHU €3WIM 3a MPOTPAMUPAHE OT BHCOKO HUBO,
n3noi3Banu B API mpu excrutoaranus Ha [1P.

HanpaBeHo € cpaBHEHHE Ha HSKOM OT OCHOBHM XapaKTEPUCTUKUA TNIPHU
usnosBane Ha e3urute Fanuc KAREL, ABB RAPID, C++, C#, Python u Perl, npu
exkcrutoaranus Ha [1P.

Co3nazieHa € KIMEHT ChPBBP cucTema kato ca usnoizBanu Common LISP u
Emacs LISP.

I'JTABA 6 IIPUJIAI'AHE HA PABPABOTEHATA METO/UKA 3A
ITPOTPAMUPAHE HA ITP

6.1. Ilporpamupane Ha IIP B cpenara Ha ROBOGUIDE

Pazpaborenara Meto/iMka € uU3noia3BaHa 3a nporpamupane Ha [IP B cpenara Ha

ROBOGUIDE.
C mnomBane Ha Fanuc ROBOGUIDE, ce3nanenns cspsbp TCP_SERVER .kl
Hanucad Ha KAREL e komnunupan ®Our.6.9.
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S =i HandingPRO Workeel & 'Y P “’—Vaﬁ"’fc“ﬂ B
¥ Fodures

a
W Pots 4 [ Build Output - Robot Controller!
= Robot Controlers 45 [IF STATUS = 0 THEN
~ B C_1- Robot Controter! T Ry [Translating Ci\Usezs\MSI\Documents\My Workcells\HandlingPRO12\tcp_sezver .k~
& GP1-LRMaie 200C 48 [BYTES_AHEADfle_var, entry, STATUS)
= 49 |WRITE TPPROMP Tientry, STATUS, CR) [KTRANS Version V8.10 (Build 7% 1/30/2013)
| Fles
50 [READ file_var tmp_str-10) - c .
R er_serverm - snms:‘n_wx‘msm_.,,. Eiy;ig::s[:;:vw‘:; Robotics America Corporation, 1985 through 2012.
o Tce_servER pe 52 |WRITE TPERDMPT(STATS, CR) g .
et pc 5 et
Jobs -4
518 Programs 5 [CLOSE FILE fle_var
7 IF
+ kM) Vanables 4 = *++ Translation successful, 756 bytes of p-code generated, checksum 39397.
M Obstaces 1 A N S
60
n Profies 61 |WRITE
5 Dimensions. 82 v
@ Torgets 63 W < >
73 64 [ENDIF
Eé :.m« Groups 65 [ENDicp_server Clear Help
schines 65
External Devices
40 Ese Views
< >

Lines: 86 Line: 65 Colmn: 1 RW |CAPS NUM [ms

®ur.6.9 Komnuwimpane Ha TCP_SERVER.kl BbB Fanuc ROBOGUIDE
6.2. IIporpamupane na I1P B cpexara na ABB RobotStudio

Pazpaborenara Mmetoiuka e u3noj3BaHa 3a nporpamupane Ha [1P B cpenara Ha
ABB Robot Studio.
Manunynupanus aetaiii e kamos /box/ ¢ sxxenanute pasmepu u terio dur.6.23.

Create Box |

p—
Reference
Word
Comes Pone (mer)

000 S0 So00

Onertaton (deg)
000 <l0m <0

Lengn (mem)
X000

Wi (mm)
3000

Heaghe (mem)
¥a

Clear

®ur.6.23 Jlepynupane Ha MAHUNYJIMPAHUA 00EKT

Cnenpamrata crelika ¢ jAchuUHHpaHe Ha JABWKeHusTa Ha [IP  mexmy
neduHUpaHuTe TOYKU Our.6.27.

4 13 Workobjects & Targets
4 1o wobj0
4 1o wobj0_of
() BOX_ON_THE_CONVEYER
(® BOX_ON_THE_PALLET
(®) ZP_BOX_ON_THE_CONVEYOR
(%) ZP_BOX_ON_THE_PALLET
4 | 4 Paths & Procedures
4 Path_20 (entry point)
=+ Movel ZP_BOX_ON_THE_CONVEYOR
=+ Movel BOX_ON_THE_CONVEYER
=+ Movel ZP_BOX_ON_THE_CONVEYOR
=+ Movel ZP_BOX_ON_THE_PALLET
=+ Movel BOX_ON_THE_PALLET
«% MoveJ BOX_ON_THE_PALLET
=+ Movel ZP_BOX_ON_THE_PALLET
=+ Movel ZP_BOX_ON_THE_CONVEYOR

®ur.6.27 lepunupane Ha ABHAKeHUATAa HA [IP
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Pa3zpaboTenara mporpama Moke Jia MpEeXBbPIIH JaHHU THH “String” — HU30BE OT
BBHILICH KJIMEHT HAllMCaH HAa €3MK Ha BUCOKO HUBO, 10 cbpBbpa Ha ABB RAPID.
Codryepnara onmums, nacranupana Ha ABB RobotStudio e “616-1 PC Interface” —
HeoOxouMma 3a Socket komyHuKarms.

[IpenaBane Ha naHHU € oKa3aHo Ha Pur.6.30:
e data “string”/pen 1 - VALUE B RAPID WATCH/ ot BbHiieH kiuent /Delphi/
10 cbpBBpa, Hanrcan Ha ABB RAPID
e BHJ Ha JaHHUTE — HU3 /String/ ;uncina ot 0 10 9 m OykBu A..SAu A...Z

ABB_client_server_01_09_2025 - ABB RobotStudio 6.08

Status | RAPID Watch | Simuaton Watc
Velue Type

@ur.6.30. IlpenaBane Ha TaHHU
6.3. U3Boau

Pazpaborenara B I';1aBa 4 meTonuka, € U3Moj3BaHa 3a nporpamupane Ha [1P B
cpenara Ha Fanuc ROBOGUIDE u ABB RobotStudio. AHanu3bT Ha moiayyeHuTe
IIPY TOBA PE3YJTATH, JOKA3Ba HETHATA (PYHKIMOHAIHOCT.

C umznon3eane Ha Fanuc ROBOGUIDE e pa3pa®oTeH cbpBBp, HalucaH Ha
KAREL, kouto Moke Ja ce U3M0Ji3Ba, C KIIMEHTCKA MporpamMa, HalMcaHa Ha IMO4YTH
BCEKH €3MK 3a IporpaMmupane oT BUCOKO HUBO karo: C, C++, C#, Java, Python,
PERL, Delphi u ap., cnazsaiiku Socket Programming cunTakcuca.

Upe3 u3mnos3BaHe Ha e€3uMKa OT BUCOKO HUBO Python, e ch3maaeH u tecTBaH
KJIIMCHT, KOWTO J1a paboTu cbc ch3maneHus B cpernara Ha Fanuc ROBOGUIDE
CBPBBP.

C usnomBane Ha ABB RobotStudio e renepupan usxoaeH koq Ha RAPID, 3a
nporpamupane Ha [1P m3menasaBamny “Pick and Place” onepanuu 3a o6cnyxBaHe Ha
KOHBEHeEp.

Cw3nanen e cbpBbp Hamucan Ha RAPID ABB, m3nonsBan 3a Tpanchep Ha
JaHHU, NpU TpaHcep Ha TaHHU U ekciutoaTanus Ha [1P.

23



I'JTABA 7 IIPOTPAMUMPAHE HA IIP IIPU HAJIMYUE HA
JOITBJIHUTEJIHA OC

7.1. Ilporpamupane Ha IIP npu Hajiu4ue HA JONBJIHHUTEIHA OC

N3non3BaHeTo HA NOMBIHUTEIHA OC Ha IBUKEHUE, OCUTYPsiBallla MOOMIJIHOCT Ha
[TP, c nen pa3ummpsiBaHe Ha HeroBaTa pabOTHA 30HA, € UECTO U3I0JI3BaHa MTPaKTUKA
IIPY IPOEKTUPAaHE HAa POOOTU3MPAHU KIIETKH. Y TIPABICHUETO HA Ta3u TOIbJIHUTEITHA
oc, TpAOBa Ja ce cBbpxKe KbM KoHTpoJepa Ha [1P, 3a na Moxe T4 aa ce ynpasisiBa
OT mporpamara, mo kosito padoru I1P.

Hanmnuuero Ha 1onbIHUTENHA OC HA IBUXKEHUE, CBBP3aHa KbM KOHTpPOJIEpa Ha
[1P, u3uckBa JOMBIHUTENHH CTHIIKH Mpu pazpadoTBane Ha YII 3a 1P ¢ usnomn3Bane
Ha CARC cucremn.

7.2. Ilporpamupane Ha [P npu Hanu4ue HA TOMBJHUTEIHA OC B cpeaaTa Ha
ROBOGUIDE

ROBOGUIDE mnpenoctaBs Ha TOTPEOUTENHUTE pa3IWYHU WHCTPYMEHTH 3a
paszpaborBane Ha YII mpu Hanmume Ha AOMBIHUTENHA OC. 3a KOH(UTypHUpaHEe Ha
nombiaHuTenHaTa oc B cpenata Ha ROBOGUIDE, nie 6b1€ n3nona3Bad BUPTyaaHUs
nomBwkeH mynar Ha Fanuc LR Mate 200iD/7L, mnputexaBamny mbiHATa
(YHKIIMOHATHOCT Ha PEATHUS.

C u3non3BaHe Ha BUPTYATHUS MOJABUKEH ITyJIT CTApTUpaMe AUAIIOT 3a J0OABsSIHE
Ha JombJHUTENHA oc dur.7.3, kaTo uzbupame
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®ur.7.3 U30upaHe HA MEHIO MOAPBHKKA

7.3. Ilporpamupane Ha [P npu Hanu4ue HA TOMBJHUTEIHA OC B CpeAaTa Ha
RobotStudio

3a xoH(UrypupaHe Ha JONBIHUTEIHATAa OC B cpexara Ha RobotStudio, mie
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ObJaT U3MOJI3BAaHU OMOIMOTEKUTE, C MHIYCTPUATHO 000pY/JBaHE, TOCTABIHHU ChC
cUcTeMara.

3D mopnenun Ha poboTM3MpaHH KIETKH 3a u3nbiaHeHue Ha “Pick and Place”
oTiepaliy ¢ U3IMOI3BaHE Ha JOMBIHUTENIHA OC ca MOKa3aH! KaKTo CJIe/IBa:

®ur.7.17 JonbauutenaHa oc B cpexara Ha ABB RobotStudio

e [IP Fanuc LR Mate 200iD/7L u monmbiaHuTenHa oc B cpeaata Ha Fanuc
ROBOGUIDE - ®ur.7.16;
e [IP ABB IRB 2600 u nosnna noasuxna pesca IRBT-2005 B cpenara na ABB
RobotStudio - ®ur.7.17.
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7.4. Tlporpamupane Ha [P npu Hanu4ue HA JONMbJIHUTETHA OC C U3MOJI3BAHE
Ha KAREL

B 3aBucumoct ot kondurypanusrta Ha [IP, nombnauTennata oc Mmoxe n1a 0b1ae
aKTUBHpaHa B KOHTPOJIEPA, KaTo ce 3aj1a1at cboTBeTHUTE napametpu. KAREL, kato
e3uK 3a nporpamupane Ha [IP Fanuc, moxere 1a KOHTponupare BCUYKH OCU 4pe3
KOMAaH/IM 3a JBHKECHHUE U TTO3ULIMOHHUPAHE.

Fanuc KAREL no noapa30oupaHe He NpenocTaBs IUPEKTHU KOMaHAU 3a
nemxenne, kato LMOVE unu JMOVE. [IupekTHOTO 3aiaBaHe Ha JBUKEHHUE OT
KAREL e BB3MOXKHO camo IpH akTHBHpaH junen3 Motion Option (codryepna
ommus J601).

[To nony e nanena npumepHa nporpama Ha KAREL ¢ur.7.18, 3a ynpasnenue
Ha ceama oc:

R TR T R

== & B @ X

[PROGRAM ControlLinearAxis
COMMENT = Control of a linear 7h axis using TP program’
NOLOCKGROUP

VAR
pos_data :XYZWPR - Postion data
~ Target postion along Z (mm)

move_speed : REAL
STATUS  :INTEGER
move_cond : BOOLEAN
cument_pos : REAL

BEGIN
WRITE(=== Starting ControlLinearAxis ===", CR)
7

- Intialize parameters
target_pos := 600.0
min_pos =00
max_pos :=1000.0
move_speed := 100.0
move_cond := TRUE

- Check range

IF target_pos < min_pos) OR garget_pos > max_pos) THEN
WRITE(ERROR: Target position is out of range!", CR)
ABORT

ENDIF

~ Read current postion from PR(10]

GET_POS_REG(10, pos_data, STATUS)

33| IFSTATUS < 0 THEN

WRITE(Emor reading PR[10], status: ', STATUS, CR)

ABORT

36| ENDIF

WRITE(Cument Z position: ', pos_data 2:8:2, CR)

- Set the target Z coordinate
pos_data.z :=target_pos

v
>

- Wate new nostion to PRI

[Line: 73 | cotumn: 4 RW [caps [num [ms

®ur.7.18 KAREL nmporpama 3a ynpajenue Ha ceiMa oc B mporpamMHua cpeaa Fanuc Roboguide

7.5. IlpoekTpaHe Ha poOOTH3MPAHA KJeTKa 3a u3nbjHeHue Ha “Pick and
Place” onepanuu B cpenata Ha ROBOGUIDE

C ycnoxHsBaHETO Ha W3NbIHsABaHWTE OT [IP onepamuu u pa3BUTHETO Ha
KoMIOTbpHUTE TexHosoruu, CARC cucremure, ce npeBpbLIaT B CTaHAAPTEH 3a
VMHKEHEPHATA MPAKTUKA UHCTPYMEHT. T€3M CUCTEMU HENPEKBCHATO CE pa3BUBAT,
KaTo OCBEH pa3paboTBaHe Ha mnporpamu 3a [IP, mpemgocTtaBIT Ha TEXHUTE
noTpeduTenn BH3MOXKHOCT 3a BKiouBaHe Ha [IP B cTpykTypata Ha pa3nuyHu
poOOTH3NpAHU KIIETKH.

3a 1eMOHCTpUpaHe Ha T€3U Bb3MOXKHOCTH 11ie Ob/I€ pa3riielaHo NPOEKTUPAHETO
Ha poOoruzupana kierka 3a “Pick and Place” omepamnuu, chcTosimu ce B
najeTusupane Ha Kamonu ¢ pazmepu 300x250x200 [mm] u Terno S [kg], B uetupu
pena Bepxy esponasietn EUR 2 1200x1000 [mm)].
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Ha ®wur.7.19 ca noka3anu 1mect Bb3MOKHUA KOH(MUTYpallud HA MPOEKTUpPaHATA
KJIETKAa, C OTYMTaHE Ha pa3MepuTe Ha paboTHata 30Ha Ha wu3noysBanus [IP.
Knerkara BkIrOUBa CIETHUTE OCHOBHU KOMIIOHEHTH:

® KOHBeiep - 1OCTaBsl KAIOHUTE JJO pOOOTU3HMpaHaTa KJIETKa 33 NaJIeTU3UPAHE;

® [POMMIIJIEH POOOT - H3BBHPIIBA TMOJPEKIAHETO HA KAIIOHUTE BBPXY

najgaTUTe;

® [aJIETU — ONPEACIIAT 30HaTa 32 MOJIPEkKAaHE HA KAILIOHUTE;

® JIOI'BJIHUTEIHA OC — OCUTYpsIBa paslliupsiBaHe HA paboTHaTa 30Ha Ha [1P.
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. Conveyor

Axis

Additional
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L

o

Additional

i Required working area | Expanded IR work area IR Work Area : I Load/Unload Direction

(I)ur719K0qurypamm HA NPOEKTHPAHATA KJIeTKa

AHamu3bT Ha pa3paboTeHUTE KOHQUTYypalMH, BKIOYBA OICHKA Ha
BB3MOXKHOCTUTE Ha u30panus [IP na u3BbpiiBa HEOOXOAWMHTE OIEpalUM TMPHU
KOHKPETHOTO Pa3MoJIOKEHNE Ha KOMIIOHEHTUTE Ha KieTkaTta. [Ipu HeobxoaumocT
[P moxe ma ObAe 3aME€HEH ¢ Jpyr WiM na ce J00aBH JOMBIHUTENHA OC Ha
MOOMITHOCT, C LIeJT pa3lInpsBaHe Ha padOTHATAa My 30HA.

Pe3ynTaThT OT U3MBIIHEHNUE HA Ta3U CTHIKA 3a KOHpuUrypanuure oT dur.7.19 ¢
usnon3Bane Ha ROBOGUIDE, 3a npoektrpanara poOoTHU3MpaHa KJIeTKa € oKa3aH
Ha Our.7.22.

Pe3ynTaThT OT aHANIM3a TOKA3Ba, Y€ MAaKCUMAITHUTE pa3Mepy Ha paOOTHHUTE 30HU
Ha u3bpanute B cThhka (3) [IP, mo3BoisSBAaT M3BBPIIBAHETO HA HEOOXOJIUMHUTE
orepaluu.
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®ur.7.22 Anaaus Ha pa3padorenute koHpurypanum B cpegata Ha ROBOGUIDE

Tab6.,1.7.2 XapakTepucTuKH HA pa3padoTeHnTEe KOHPUTYypaun
Bpeme 3a noapexaaHe Ha KALIOHUTE
Kon¢urypanus b b [min] Obua sy | Llena
IManerl IManer 2 (01011 (1) mou [m’]
1 7.58 10.91 18.49 7 1
2 7.58 7.58 15.16 8 1
3 7.58 7.48 15.06 6 0,92
4 10.78 10.78 21.56 9 0,93
5 4.86 6.20 11.06 11 0,77
6 4.86 4.86 0.72 11 0,77
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Hannute B Tabn.8.1 mokasBar, 4ye ChbriacHO MPUETUTE KPUTEPHUH:
® C Hali-MaJKO BpeMeE 3a MOJIpeXkKJaHEe Ha KAIIOHUTE BbpXY JiBaTa najera (Haii-
BHCOKA MTPOU3BOIUTEIHOCT € KOHuUrypamus 6 - 9.72 [min];
e C Hali-MaJIKO 3aeMaHa 1o € Kondurypanus 1 7 [m?];
® C Hail-HUCKa lIeHa ca KOH(purypauuu 5 u 6.
Bb3 ocHOBa Ha Te3W JaHHW ONTHUMAalHA € KOH(pUrypauus 6, kosto e uzbpana 3a
U3II0JI3BAHE B CJIEBAIIUTE €TAN HA IPOEKTUPAHE.

7.6. U3Boau

N3non3BaHeTo Ha JOMBJIHUTENIHA OC HA JBUKEHHUE, OCUTYpsiBa MOOMIHOCT Ha
1P, ¢ nen pa3mumpsiBaHe Ha HeroBaTta pabOTHA 30HA.

JeduHupanu ca TONBJIHUTEIHU CTHIKH, Npu pa3zpadorsBane Ha YII 3a IIP ¢
m3non3Bane Ha CARC cucteMu, Ipu HaJIW4YMe Ha JOMBJIHUTEIIHA OC HA ABUKCHUE.

C u3nosi3BaHe Ha BUPTYyaJIeH MOABWKEH myaT, Ha Fanuc LR Mate 200iD/7L B
cpenara Ha ROBOGUIDE, e nanpaBeHo KoH(GUTypUpaHe Ha AOMBIHUTEIHA OC Ha
JBU)KCHUE.

HampaBeHno e koHpurypupane Ha ITONBJIHUTENHATA OC Ha JBWKeHue Ha [IP B
cpenata Ha RobotStudio, upe3 usmon3Bane Ha OHOIHMOTEKHTE, ¢ MHIYCTPHAIIHO
000pyABaHe, JOCTaBSIHU ChC CUCTEMATA.

JlebmHrpaHu ca OCHOBHUTE CTHITKH MPU MPOEKTUPAHE Ha pOOOTU3UPAHU KIETKU
¢ uznoms3Bane Ha CARC cucremu.

Te3u cThOKM ca MPUIOKEHU MPU MPOEKTUpaHE HAa POOOTHU3MpaHA KIETKA 3a
m3nbiaHeHue Ha “Pick and Place” omepaumn B cpemata Ha ROBOGUIDE. B
pe3yJITaT Ha TOBa ca pa3padOTeHH 1IECT KOH(PUTypalli Ha MPOEKTUPaHATa KIIETKA.

C nomonrra Ha ROBOGUIDE ca onpenenenn xapakTEpUCTHKH, U3MOJI3BAHU 32
olleHKa Ha KoHdurypamuute. Bb3 ocHOBa Ha HampaBeHaTa OllEHKa € u30paH
ONTUMAJIEH BapUaHT Ha TMPOEKTUpaHaTa KIJETKa, CBIJIACHO KPUTEPUHUTE Ha
3a/1aHUETO.

[Tomyyenure pe3yararu, okassar, ue chBpemeHauTe CARC cuctemMu ca MoIieH
WHCTPYMEHT He caMo niporpamupane Ha [1P, Ho u 3a mpoekTupane Ha poOOTH3NPaHU
KJIETKH.

JlebrHrpaHuTE CTHIIKKA Ca YHUBEPCATHA M MOTAT JIa C€ MU3IMOJI3BaT pu paboTa
¢ paznmumuau CARC cucremu.
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HAYYHO-ITPUJIOKHU U ITPUJIO’KHU ITPUHOCHU

HAYYHO ITPHUJIOKHU ITPUHOCHU

HIIII.1 Pa3paboTeHa € yHUBEpCcaJiHa METOJMKA, 3a TeHEpUPAHE Ha YIPaBIISIBAIIU

nporpam 3a npomuinieHn podotu ¢ uznon3ane Ha CARC cucremu u ca
aHaJIM3UPAHU BB3MOKHOCTUTE 3a wu3non3BaHe Ha APl mpu HeitHOTO
IIpUJIaraHe.

HIIIL.2 Pa3paboteHa e kinacudukaius mo Tpu nNpru3HaKka Ha BUJIOBETE aTaKu CPEIIly

pO6OTI/I3I/IpaHI/I IMPOU3BOACTBCHU CHCTCMH H Ca AAACHHU IIPCIIOPBKHU 3a
3aluTa OT TC3U aTaKH.

MMPUJIOKHU TPUHOCHU

II1.1

I11.2

II11.3

I111.4

IIL.5

HanpageHn e cpaBHUTENEH aHaW3 HAa HAW-YECTO M3IOJ3BAHUTE €3UIM 32
IpOrpamMupaHe OT BUCOKO HUBO, n3noia3Banu B API npu ekcruioaramus Ha
[1P u obnactuTe HA TAXHOTO MPHUIIOKEHHE.

Pazpabotenn u cpaBHEHHM ca CbPBbPEH W KiaueHTCku koxa 3a TCP/IP
CBBp3BaHE C M3IMOJ3BaHE Ha e3unuTe 3a nporpamupane Ha [IP FANUC
KAREL u ABB RAPID.

Pazpaboren ¥ aHanu3WpaH € KOJA, 3a KPUITHPAHE HA JaHHU TpH
ekcruroarauus Ha [IP, ¢ u3non3BaHe Ha pa3IvyHU €3ULM 34 IPOTrpaMUpaHe
OT BUCOKO HUBO, nojabpkanu B API npu excruoaranus Ha [1P.
Pazpaboren e copBbp, Hancan Ha KAREL, konto Moxe na ce u3mnonssa,
C KJIMEHTCKA [porpamMa, HaliucaHa Ha pa3JjnyHU €3ULH 3a IPOrPaMUPAHE OT
BHCOKO HUBO, Noaabpxanu B APl npu excroaranus Ha [1P.
JlebuHrpanu ca OCHOBHHUTE CTBHIIKH MPHU MPOCKTHPAHE HA POOOTH3UPAHU
kieTku ¢ n3noizBane Ha CARC cuctemu, KOUTO ca YHUBEPCAIHA U MOTaT
1a ce u3noJ3Bar npu padora ¢ pazmuuau CARC cucremu.
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SUMMARY
PROGRAMMING OF INDUSTRIAL ROBOTS USING API

Eng. Boryan Chavdarov Vladimirov MSc

In the dissertation thesis, the possibilities provided by different computer
systems for using API in the operation of IR (Industrial Robots) are investigated.

In the first chapter, a brief historical overview of the history of IR, control
systems, and programming methods used in the operation of IR is made. The main
functions of the application programming interface APl (Application Programming
Interface) are reviewed.

In the second chapter, high-level programming languages used in automated
programming of IR are reviewed. A comparative analysis of the capabilities of the
programming languages ST, ABB, RAPID and Fanuc KAREL is performed. The
use of programming languages Fanuc Karel and ABB RAPID in automated
programming of IR is analysed.

The third chapter examines the main communication protocols through which
remote operation of IR can be achieved. Server and client code for TCP/IP
connection are developed and compared using IR programming languages Fanuc
KAREL and ABB RAPID.

A classification of the types of attacks against robotic production systems is
developed, and recommendations for protection against these attacks are provided.

In the fourth chapter, a comparative analysis of the functional capabilities of
various modern CARC systems is performed, based on ten criteria. A universal
methodology, including eight stages, is developed for generating Control Programs
(CPs) for IR using CARC systems.

The fifth chapter discusses the use of API in the operation of IR. Some of the
main characteristics when using languages Fanuc KAREL, ABB RAPID, C++, C#,
Python and PERL in the exploitation of IR are compared. Code for data encryption
in the operation of IR, using various high-level programming languages used in the
API during IR operation, is developed and analysed.

In Chapter 6, the methodology developed in Chapter 4 is used for programming
IR in the environment of Fanuc ROBOGUIDE and ABB ROBOT STUDIO, and the
obtained results are analysed.

In Chapter 7, the specifics of programming IR with an additional axis are
discussed. The main steps in designing robotic cells using CARC systems are
defined. These steps are applied to the design of a robotic cell for performing “Pick
and Place” operations in the environment of Fanuc ROBOGUIDE.
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I. GENERAL CHARACTERISTICS OF THE DISSERTATION

Relevance of the problem

Modern industrial robots (IR) are highly energy efficient and capable of
performing a wide range of tasks. This makes their use in various areas of industry
increasingly attractive and cost-effective, ensuring the automation of various
production activities and a safe working environment.

The development of computer technologies has made it possible, through the use
of Application Programming Interface (API), to create user applications that
automate the development of control programs and their transfer to the IRs used.

All this, along with the need for highly qualified personnel for programming IR,
makes the issues related to researching the possibilities for automated and remote
programming of IR relevant.

Purpose of the dissertation, main tasks, and research methods

The aim of this dissertation is to investigate the possibilities offered by various
computer systems in the development of control programs for industrial robots, their
transfer to industrial robots, and the possibilities for using APIs in the operation of
these systems. To achieve this goal, the following tasks are to be accomplished:

Analysis of methods for programming industrial robots - IR

2. Analysis of the capabilities of different computer systems in the
development of control programs for programming industrial robots

3. Development of a methodology for developing control programs for
industrial robots using computer systems

4. Research on the capabilities that API provides for programming industrial
robot using computer systems

5. Analysis of methods and means for data transfer in remote programming
of IR

6. Development of an API application and data transfer system for remote
programming of PR

7. Application of the developed applications and evaluation of their
functionality

The research was conducted in a digital environment using computer and
communication technologies



Scientific novelty

e A universal methodology has been developed for generating control
programs for IR using CARC systems.

e The possibilities for using API in programming and operating IR have
been determined.

o A classification of hacker attacks against robotic production systems and
the problems they cause has been developed, and recommendations for
protection against these attacks have been provided.

Practical applicability

Using the API, the following have been developed: server and client code for
TCP/IP connection; a server written in KAREL and code for data encryption when
operating the IR/Industrial robot/. The basic steps in designing robotic cells using
CARC systems have been defined.

The results obtained are used in the training of students in the Department of
Discrete Manufacturing Automation.

Approval

The results were validated using the IR/Industrial robot/ and programming
software available at the Department of Discrete Manufacturing Automation.

Publications

The main achievements and results of the dissertation are published in five
scientific publications, one of which is independent, while the others are co-authored
with the scientific supervisor and colleagues from the Department of Automation of
Discrete Manufacturing.

Three of the publications were presented in Bulgaria at the International
Scientific Technical Conference "Automation of Discrete Manufacturing,” and two
at scientific forums abroad.

Two of the publications are indexed in Scopus.

Structure and capacity of the dissertation

The dissertation is 193 pages long and includes an introduction, seven chapters
addressing the main tasks, a list of main contributions, a list of publications related
to the dissertation, and a bibliography. A total of 138 literature sources are cited, 58
of which are in Latin and 7 in Cyrillic, while the rest are Internet addresses. The
work includes a total of 89 figures and 13 tables. The numbers of the figures and
tables in the abstract correspond to those in the dissertation..



II. CONTENTS OF THE DISSERTATION

CHAPTER 1 OVERVIEW AND ANALYSIS

1.1. History of the development of industrial robots

The use of robots in industry became of paramount importance in the last
century. The stages of industrial robot evolution are examined.

1.2. Types of Industrial Robots(IR) and Their Areas of Application

Although industrial robots vary in design depending on the tasks they perform,
the most common are the so-called automated ,,arm’s“. These robots can be
classified into several different categories based on movement, application,
architecture, model, etc.

The main types of industrial robots are discussed according to the International
Federation of Robotics [33].

1.3. Industrial Robot Control Systems

The building blocks of control systems used in work and robotic devices
operating in both industrial and non-industrial environments are examined,
according to 1SO 8373:2012 (revised in ISO 8373:2021 [38]).

1.4. Programming of the Industrial robot

Programming involves defining the desired actions and movements of the
industrial robot so that it can perform them without operator intervention. The
interpretation of the control program in the robot is performed by the controller. It
Is the part of the robot that connects the operator/programmer with the other
elements (external and internal sensors, peripheral equipment, etc.). The main
approaches used in robot programming are discussed.

1.5. Automating the process of generating control programs using API

An application programming interface (API) is a tool that enables integration
between different applications by allowing users to use a programming language
within another application.

Such applications can automate certain common or repetitive tasks that users
perform. Other applications can combine commands in such a way as to provide
additional functionality tailored specifically to the needs of certain companies and
industries.

Computer-aided engineering (CAE) systems offer users various options for using
APIs, which can be divided into two groups.



1.6. Conclusions

Industrial robots play a key role in the automation of industrial processes. They
perform a variety of operations: welding, material handling, assembly, painting, and
many others, with the complexity of the tasks performed constantly increasing.

The use of industrial robots is transforming most industrial systems. This

transformation is influenced by:

e Implementation of the Internet of Things - more and more, robots will use
intelligent sensors to collect information and improve process efficiency.

e Use of big data analysis - the data collected by industrial robots must be
organized into systems that facilitate their analysis and reporting on their
status.

e Use of virtual solutions - virtual solutions make it possible to analyze robotic
systems without interrupting production.

e Use of open automation architectures - coordination between manufacturers
IS necessary to create standards and documentation that facilitate the
introduction of industrial robots into a real production environment.

The ability to easily and effectively program industrial robots is critical to their
use and the optimization of production processes.

The use of different computer systems and software platforms that enable the
programming, simulation, and control of industrial robots significantly speeds up
the process of controlling industrial robots and reduces the likelihood of errors.

Issues related to the use of different computer systems in the control of industrial
robots are becoming increasingly relevant in connection with the concept of Industry
4.0.

Based on the review and analysis, the objective of this dissertation is defined as
investigating the possibilities offered by different computer systems for using APIs

in the operation of industrial robots.

CHAPTER 2 HIGH-LEVEL PROGRAMMING LANGUAGES USED IN
AUTOMATED PROGRAMMING OF INDUSTRIAL ROBOT

2.1. FANUC KAREL programming language

Fanuc KAREL [43] is a programming language developed in the 1980s by GMF
(General Motors Fanuc) Robotics, a joint venture between the Japanese company
Fanuc and the American automotive giant GM (General Motors). GMF Robotics
was one of the first companies to begin mass production of industrial robot for the
automotive industry.



2.2. Structure of the KAREL language

KAREL includes structures and models common to high-level languages, as
well as functions developed specifically for Fanuc PLC control. It features strictly
typed variables, constants, custom types, procedures, functions, and provides access
to various built-in functions that may not be available through the TP (Teach
Pendant).

2.3. ABB RAPID programming language

The RAPID language [44] was created by ABB Robotics in the early 1990s as
part of the development of a new generation of PRs. It was designed to make PR
programming easier, more intuitive, and more powerful by providing better control
over movements, inputs/outputs, and error handling. RAPID was introduced
alongside the S4 controller and has undergone improvements and enhancements
over the following decades, particularly with the IRC5 controllers, which added
features such as network communication, I0T integration, and Al capabilities.

Table 2.3 Characteristics of FANUC KAREL and ABB RAPID

Characteristics Fanuc KAREL ABB RAPID
Platform Industrial robot Fanuc Industrial robot ABB

Language type Procedural, highly typed, Procedural, simplified

similar to Pascal/Ada
Program format PROGRAM name ... END MODULE name ...
name; ENDMODULE
Declaring variables VAR speed : INTEGER,; VAR num speed;

Data type INTEGER, REAL,

num, bool, string, array,

BOOLEAN, STRING[n], robtarget, jointtarget, pose

ARRAY, XYZWPR, TRANS

Conditional operators IF ... THEN ... ELSE ... IF ... THEN ... ELSE ...
ENDIF; ENDIF
Loops FOR ... ENDFOR; FOR ... ENDFOR;
WHILE ... ENDWHILE; WHILE ... ENDWHILE;
Functions and procedures FUNCTION name.. type ... FUNC type name ...
END name; ENDFUNC;
ROUTINE name ... END | pp65¢ name ... ENDPROC;
name;
Robot movement Via TP programs or position
registers Movel p1, v100, z10, tooll;
GET_POS_REG, MoveL p2, v50, fine, tooll,;
SET POS REG
Input/Output (1/0) Access through built-in system
procedures SetDO do1, 1;
(I0_STATUS, WaitDlI dil, 1;
SET PORT VAL)
Error handling TRAP ... ENDTRAP

BEGIN ... ERROR ... END

ERROR ... ENDERROR




Table 2.4 Comparison of the programming languages ST, ABB RAPID, and Fanuc

KAREL

Characteristics

ST (Structured Text)

ABB RAPID

FANUC KAREL

Platform PLC (Siemens, ABB industrial robots FANUC industrial
Beckhoff, Allen- (IRC5 controllers) | robots (R-J3, R-30iA, R-
Bradley, Schneider, 30iB controllers)
etc.)
Language type High level, Specialized language | Specialized language for
standardized (IEC for industrial robot, PR, procedural, similar
61131-3), similar to procedural to Ada/Pascal
Pascal/Modula/C
Syntax Similar to Pascal and | Simplified, intuitive Highly structured,
C, standard for PLC for robotic similar to Ada/Pascal
movements
Ease of Medium — requires High — easy for More complex —
learning PLC knowledge operators and requires more in-depth
programmers knowledge
Flexibility Versatile — process Medium — powerful Low — works only with
control, logic, for robots, limited FANUC controllers
communications outside this area
Usage PLC programming: ABB IR FANUC IR
logical operations, programming: programming: logic,
machine control, movements, logic, sensors, advanced
network sensors, integration functions, system
communication control
Robot Through external Built-in and powerful | Indirectly via position
movements libraries, limited motion control: registers
support MoveJ, MovelL, (GET_POS_REG,
MoveC SET_POS _REG)or TP
programs
Program Functions, Modules, procedures | Programs, subroutines,
structure procedures, loops (PROC/FUNC), ROUTINE/FUNCTION,
objects global and local
variables
Applications Machine automation, | Robotic applications: Advanced industrial

processes, SCADA

welding, assembly,

robot programming:

integration palletizing, CNC, logic, sensors, vision,
vision processing, networks
networks
Error handling TRY...CATCH, ERROR and TRAP BEGIN ... ERROR ...
standard exception blocks for processing | END and ON ERROR
mechanism constructs

Network
support

Modbus, EtherNet/IP,
PROFINET, and
other standard PLC
protocols

TCP, UDP, FTP,
Socket
communication

TCP, FTP (no UDP);
limited network
integration




2.4. Structure of the RAPID language

The RAPID programming language is similar to most ST programming
languages and closely resembles the C language. It is structured and easy to learn,
providing a rich set of instructions and functions for controlling the movements of
the industrial robot, processing signals, communicating with external devices, and
much more.

2.5. Comparative analysis of the capabilities of high-level programming
languages used in automated programming of industrial robot

Fanuc KAREL and ABB RAPID are two different programming languages used
to control PLCs. Although both languages have similar objectives, they differ in
structure, syntax, and purpose. A comparison of the characteristics of the two
languages is given in Table 2.3.

Despite the specifics of KAREL and RAPID, anyone familiar with C-style
programming languages should find it relatively easy to program PLCs using these
languages.

Table 2.4 provides a comparison of the ST, ABB RAPID, and Fanuc KAREL
programming languages used in industrial automation.

2.6. FANUC KAREL and ABB RAPID in the context of Industry 4.0

The Fanuc KAREL and ABB RAPID programming languages provide
additional capabilities for PR management, compatible with modern Industry 4.0
concepts such as the Internet of Things (IoT), Cloud Technologies (CT), Artificial
Intelligence (Al), and intelligent automation.

2.7. Conclusions

The programming languages ST, ABB RAPID, and Fanuc KAREL, used in
industrial automation, have some common features, but each of them is developed
for a specific platform and has its own unique characteristics.

The additional capabilities that the KAREL and RAPID programming languages
provide to users when programming PLCs are analyzed.

A comparative analysis of the capabilities of the ST, ABB RAPID, and Fanuc
KAREL programming languages in automated PLC programming is made.

The use of the Fanuc KAREL and ABB RAPID programming languages is
analyzed in the context of the use of: the Internet of Things; cloud technologies;
artificial intelligence and intelligent automation in the operation of industrial robot.

CHAPTER 3 DATA TRANSFER DURING THE OPERATION OF THE
INDUSTRIAL ROBOT

3.1. Data transfer protocols for the operation of industrial robots

Currently, there are many technical solutions used for remote programming and
control of production equipment executing a given production program.
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A comparison of the network functions and protocols supported in the high-level
programming languages discussed in Chapter 2 used in the operation of industrial
robot is given in Table 3.1.

Table 3.1 Network functions and protocols in ST, FANUC KAREL, and ABB RAPID

Function/ FANUC Notes/
Protocol ST (PLC) KAREL ABB RAPID limitations
Supported TCP/IP, UDP, Modbus TCP/IP, FTP, TCP/IP, UDP*, *RAPID: UDP is
network protocols | TCP, OPC-UA, MQTT, HTTP, Socket FTP, HTTP, not built-in;
ProfiNet, EtherNet/IP Messaging requires external

configuration;

KAREL does not
have UDP
Socket creation SysSockCreate(), Communication via Web Services UDP sockets on
(TCP/IP SysSockBind(), configured tags, (REST/SOAP), RAPID/KAREL
client/server) SysSockConnect() MSG_DISCO and | Socket Messaging require external
OPEN FILE configuration or
scripts
Data sending SysSockSend() Socket Send SocketCreate,
Messaging SocketBind,
SocketConnect
Data receiving SysSockRecv() Socket Receive SocketSend
Messaging
Socket closing SysSockClose() Closing via SocketReceive
standard file (included in the
operations manual, but not
always used)
FTP SysFTPClientPut(), CALL_PROG SocketClose
communication SysFTPClientGet()
HTTP/HTTPS SysWebClientRequest() HTTP_REQ Built-in FTP
support (on some PLCs) server, access via
GetFTP
UDP SysSockSendTo(), Not supported HTTP and Web KAREL does not
communication SysSockRecvFrom() Services have UDP; RAPID
(REST/SOAP) — only through
additional
configuration and
scripts
WebSockets Limited support Limited support UDPSend, No universal built-
UDPReceive in WebSocket
support
Industrial OPC UA, Modbus TCP, OPC UA (with Possible viaWeb | KAREL: OPC UA
protocols ProfiNet, EtherNet/IP, license), Modbus Services requires a license;
MQTT TCP, EtherNet/IP, RAPID - built-in,
ProfiNet full support
JSON/XML Possible with libraries Manual string OPC UA (built- KAREL: manual
support (depending on processing in), Modbus TCP, | processing; ST PLC
manufacturer) ProfiNet, — depends on
EtherNet/IP available libraries
Built-in Web Supported on some PLCs Limited support Built-in parsing KAREL.: limited;
Server for JISON/XML RAPID — full,
including ABB
Ability interface
Cloud integration MQTT, OPC-UA to Requires external KAREL.: TP script
cloud services scripts — FANUC Supports ABB or FIELD System
FIELD SYSTEM Ability Cloud required; ST PLC —

depends on libraries
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Table 3.2 Server code for TCP/IP connection

FANUC KAREL

ABB RAPID

PROGRAM tcp_server
%STACKSIZE = 4000
%NOLOCKGROUP
%NOPAUSE=ERROR+COMMAND+TPENABLE
%ENVIRONMENT uif
%ENVIRONMENT memo
%ENVIRONMENT flbt
%INCLUDE klevkeys
%ENVIRONMENT bynam
%INCLUDE klevkmsk
%ENVIRONMENT fdev
%INCLUDE klevcedf
%ENVIRONMENT kclop
%ENVIRONMENT sysdef
VAR

file_var : FILE

tmp_int : INTEGER
tmp_strl : STRING[128]
tmp_intl : INTEGER
tmp_str : STRING[128]

status : INTEGER
entry :INTEGER
BEGIN

SET_FILE_ATR(file_var, ATR_IA)
SET_VAR(entry, 192.168.1.3 *SYSTEM*', '$HOSTS_CFG
[3]. $SERVER_PORT', 6008, status)

WRITE TPPROMPT(‘Connecting.’, status, CR)
MSG_CONNECT('S3/, status)

WRITE TPPROMPT('Connect Status =", status, CR)
IF status =0 THEN

WRITE TPPROMPT('Opening’, CR)

FOR tmp_int1l=1TO 20 DO

OPEN FILE file_var ('rw', 'S3:")

status = 10_STATUS(file_var)

WRITE TPPROMPT (status, CR)

IF status =0 THEN

FOR tmp_int=1 TO 1000 DO

WRITE TPPROMPT ('Reading’, CR)
BYTES_AHEAD (file_var, entry, status)
WRITE TPPROMPT (entry, status, CR)
READ file_var (tmp_str::10)

status = I0_STATUS(file_var)

WRITE TPPROMPT (status, CR)

ENDFOR

CLOSE FILE file_var

ENDIF

ENDFOR

WRITE TPPROMPT('Disconnecting..’, CR)
MSG_DISCO('S3:', status)

WRITE TPPROMPT('Done.’, CR)

ENDI

END tcp server

MODULE Modulel
VAR socketdev serverSocket;
VAR socketdev clientSocket;
VAR string data;
PROC main()
1Add your code here
SocketCreate serversocket;
SocketBind serverSocket, “127.0.0.1,
5000;
SocketListen serverSocket;
SocketAccept serverSocket, clientSocket,
\Time:= WAIT_MAX;

SocketReceive clientSocket \Str:=data;
SocketSend clientSocket \Str:=
“received”;
SocketClose clientSocket;
SocketClose serverSocket;
ERROR
IF ERRNO=ERR_SOCK_TIMEOUT
THEN
RETRY;
IF ERRNO=ERR_SOCK_TIMEOUT
THEN
RETRY;
ELSEIF ERRNO=ERR_SOCK_CLOSED
THEN
SocketClose clientSocket;
SocketClose serverSocket;
SocketCreate serverSocket;
SocketBind serverSocket, “127.0.0.1”, 5000 ;
SocketListen serverSocket;
SocketAccpet serverSocket,clientSocket,
\Time:=WAIT_MAX;
RETRY;
ELSE
stop;
ENDIF
ENDPROC
ENDMODULE

Table 3.2 provides a comparison of server code for TCP/IP connection
developed with Fanuc KAREL and ABB RAPID.
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Table 3.3 Client code for TCP/IP connection

FANUC KAREL

ABB RAPID

PROGRAM tcp_client
%STACKSIZE = 4000

VAR
file_var : FILE
status : INTEGER

recv_str : STRING[128]
send_str : STRINGJ[16] :="Hello from client"
bytes ahead : INTEGER
i : INTEGER
BEGIN
MSG_CONNECT('S3', status)
WRITE TPPROMPT('Connect Status =", status, CR)
IF status =0 THEN
OPEN FILE file_var ('rw', 'S3:")
status = 10_STATUS(file_var)
IF status =0 THEN
FORi=1TO 10 DO
WRITE TPPROMPT('Sending data...', CR)
WRITE file_var(send_str)
status = IO_STATUS(file_var)
IF status <> 0 THEN
WRITE TPPROMPT(Error sending data’,
CR)
EXIT FOR
ENDIF

BYTES_AHEAD(file_var, bytes ahead, status)
IF bytes_ahead >0 THEN
READ file_var(recv_str::bytes_ahead)
WRITE TPPROMPT('Received: ', recv_str,
CR)
ELSE
WRITE TPPROMPT('No data available to
read’, CR)
ENDIF
ENDFOR
CLOSE FILE file_var
ELSE
WRITE TPPROMPT('Error opening socket file',
CR)
ENDIF

MSG_DISCO('S3/, status)
WRITE TPPROMPT('Disconnected’, CR)
ELSE
WRITE TPPROMPT('Connection failed’, CR)
ENDIF
END tcp client

MODULE Modulel

VAR socketdev clientSocket;

VAR string data;

VAR string recvData;

VAR num errStatus;

PROC main()

I Create a client socket SocketCreate
clientSocket;

I Attempt to connect to the server at
127.0.0.1:5000

SocketConnect clientSocket, "127.0.0.1", 5000
\Timeout:=5000; ! Check for connection errors
IF ERRNO <> 0 THEN TPWrite "Connection
failed with error: "; TPWrite ERRNO; RETURN;
ENDIF "

I Send message to server

data := "Hello Server"; SocketSend clientSocket
\Str:=data; ! Receive response from server
SocketReceive clientSocket \Str:=recvData;

I Displaying the received data TPWrite "Received
from server: " & recvData;

I Closing the client socket SocketClose
clientSocket; ENDPROC

ENDMODULE

When operating industrial robots, two interrelated groups of tasks can be
distinguished: generating control programs and transferring data between the robot
controller and the platform on which the remote programming and control software
is installed.

12



3.2. Connecting industrial robot to a network

Connecting industrial robots to a network allows for their integration with
existing automated production systems and also offers opportunities for remote
control, monitoring, and data analysis.

Table 3.3 provides a comparison of client code for TCP/IP connection developed
with Fanuc KAREL and ABB RAPID.

3.3. Network security during industrial robot operation

As industrial networks become more complex, threats to their security also
increase, and designers of such technical solutions must take into account all types
of threats in order to ensure the security of the transmitted information.

Remote programming of industrial robots is based on a secure network
connection through information encryption and network devices that ensure the
security of the transmitted information.

Target of the Type of Attack Effect of the Attack
Attack
Control of the Modification of the industrial robot Disruption of the industrial robot
industrial robct | controller parameters operation
Modification of the industrial robot user Incorrect execution of operations
interface
Modification of the industrial robot Loss of accuracy
calibration
Modification of the program executed Defective products
by the industrial robot
Attacks through vulnerabilities in the Incorrect diagnostics; Danger to
industrial robot software personnel and equipment
Control of the Physical attack on the network Loss of communication
robotic system connection
Man-in-the-middle attack Gaining unauthorized access to
the robotic system
Distributed denial-of-service attack Production stoppage
Attack on industrial control systems Disruption of production
processes
Enterprise Attack on suppliers and partners Compromise of systems
management
system
Attack by means of persistent threats Loss of data
Ransomware attack Blocking of communication
between systems
Social engineering Reputational risk

Fig. 3.2 Classification of attacks targeting robotic manufacturing systems

3.4. Attacks during industrial robot operation

Based on an analysis of the types of attacks against robotic production systems,
a classification of these attacks has been developed according to three criteria, as
shown in Fig. 3.2.
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Table 3.4 Types of attacks against robotic systems

Type of attack

| Defense approaches

Attacks against industrial robot control systems

Change of parameters of
the Industrial Robots
controller

Access control, anomaly detection, parameter validation, two-factor
authentication (2FA), reinstallation from backup

Change in the user interface
of industrial robots

Access control, data monitoring, communication encryption, regular
backups

Change in the calibration of
Industrial Robots

Access control, calibration verification, anomaly detection, digital
signatures, regular backups, recalibration

Change in the program
executed by Industrial
Robots

Control and restriction of access, backup copies of programs, program
reloading

Attacks through
vulnerabilities in Industrial
Robot software

Access control, penetration testing to detect vulnerabilities, regular
backups, regular software updates.

Attacks a

ainst the control of robotic manufacturing systems

Physical attacks via the
network connection

Control and restriction of access to network ports, protected areas,
physical protection of the network, VPN protection

Man-in-the-Middle
(MITM) attacks

Network traffic encryption, VPN additional firewall, daily backup of
the robotic system, network segmentation

Distributed Denial-of-
Service (DDoS) attacks

Network traffic monitoring, firewalls, DDoS protection, network
segmentation

Attacks on industrial
control systems

System monitoring and analysis, network segmentation, ICS system
protection

Attacks against the company's management system

Attacks against suppliers
and partners - Supply Chain
Attacks

Data reception network control, remote network monitoring, software
verification, digital signatures

Attacks through persistent
threats Advanced Persistent

Monitoring network traffic to detect suspicious activity, training staff
to identify persistent attacks, regular audits

Threats
Ransomware attacks

Monitoring for malicious code detection, regular data backups,
antivirus protection, network segmentation

Security policies, security testing, restricting the sharing of sensitive
information, verification of users requesting access

Social engineering

These signs are:
> Attacks against the industrial robot administration

The first group consists of attacks targeting the Industrial Robots controller.
They aim to change the behavior of Industrial Robots during their operation.

» Attacks against the control of robotic manufacturing systems

The second group consists of attacks targeting the network to which the
industrial robot controller is connected. Their aim is to penetrate the robotic system's
control system and disrupt its operation.

» Attacks against the company's management system
The third group consists of attacks aimed at gaining access to robotic systems
without the necessary rights, with the aim of spreading malware that disrupts the
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operation of the systems.

The effects of the attack are: unauthorized access; production stoppage; data
loss; financial losses; reputational risk.

Table 3.4 lists the approaches that can be used to protect against the attacks
discussed.

3.5. Data encryption in the operation of industrial robots

The advantage of using open source systems is that they are free to be further
developed and technologically advanced according to user needs.

When using encryption devices, the security of the transmitted information is
ensured, thus preventing the possibility of loss or unauthorized access to sensitive
information. At present, the security of industrial networks cannot be overlooked, as
a result of which more and more affordable data encryption solutions are available
on the market.

3.6. Conclusions

Connecting Industrial Robots (IR) to a network is key to modern industrial
applications. The ability to communicate over a network not only improves
productivity but also allows remote control and monitoring of the robotic system.

The main communication protocols through which remote operation of
industrial robots can be achieved are examined, and the network functions embedded
in the programming languages of Industrial Robots ST, Fanuc KAREL, and ABB
RAPID are analyzed.

Server and client code for TCP/IP connection using the PR programming
languages Fanuc KAREL and ABB RAPID are developed and compared.

A classification of the types of attacks against robotic production systems based
on three criteria is developed, and recommendations for protection against these
attacks are given.

Data encryption in PLC programming plays an important role in ensuring the
security and confidentiality of communication between robotic systems and external
devices. This is especially important when the robotic system is integrated into an
industrial network where the exchange of sensitive data may be exposed to attacks
and unauthorized access. Encryption helps protect data and communication
channels, which is critical to maintaining the confidentiality and integrity of the
system.

An example of socket communication protection during the operation of Fanuc
Industrial Robots has been developed using the KAREL language.

CHAPTER 4 AUTOMATION PROGRAMMING OF INDUSTRIAL
ROBOTS

4.1. Computer systems for programming industrial robots

These are CARC (Computer Aided Robot Control) [46] systems, which can also
be found as OLPE (Off-line Programming Environments). They apply the latest
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achievements in the field of computer technology and engineering computer
graphics.

CARC systems use 3D models of IR and other production equipment, through
which robotic production systems can be built, their operation can be simulated and
analyzed, and control programs can be generated for the IR included in them.

4.2. Analysis of the capabilities of the main modern CARC systems

Taking into account the diversity of CARC systems currently offered by
different manufacturers, a study of their functional capabilities was conducted using
publicly available sources, based on the following ten criteria:

e availability of specialized programming modules for performing various
PR tasks;
availability of libraries with 3D models of various IR;
availability of libraries with 3D models of end effector;
availability of libraries with 3D models of production equipment;
possibility of using a virtual control panel for IR management;
possibility to use high-level industrial robot programming languages and
API;
possibility to simulate and optimize the operation of IR;
possibility to design and analyze the operation of robotic cells;
possibility to exchange data with other CAx systems;
support for various IR controllers.

The results of the study are presented in Appendix 1. The data there show that
the main differences between the CARC systems available on the market are
related to their ability to exchange data with other CAx systems and support IR
controllers offered by different companies.

4.3. Methodology for generating control programs for industrial robots using
CARC systems

Regardless of the variety of CARC systems currently available, the main steps
in working with these systems largely overlap. Here, a methodology is proposed that
describes the main steps in working with CARC systems necessary for generating
Control Programs (CP) for industrial robot, and the possibilities for using API in this
process are analyzed.

The main steps required for generating CP for Industrial Robots (IR), regardless
of the CARC system used, are given in the developed methodology shown in Fig.
4.1.
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Fig. 4.1 Methodology for generating a IR management plan using CARC systems
They are as follows:

Stage 1 Selection of an industrial robot

Stage 2 Selection of an end effector

Stage 3 Selection of additional equipment

Stage 4 Development of the control program

Stage 5 Simulation of the developed program

Stage 6 Post-processing of the developed program
Stage 7 Transfer of the program to the robot controller
Stage 8 Execution of the developed program

4.4. Conclusions

A comparative analysis of the functional capabilities of various modern CARC
systems available on the market has been performed based on ten criteria.
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Modern CARC systems provide users with extensive capabilities for generating
control program’s for industrial robot’s, allowing the use of various 3D models,
virtual consoles, APIs, and high-level programming languages in the control system
development process.

A methodology comprising eight stages has been developed for generating
control program for industrial robot using CARC systems.

The main steps in using the developed methodology are discussed and the
possibilities for using APIs in this process are analyzed.

The developed methodology for generating a control program’s for IR using
CARC systems is universal and does not depend on the CARC system used and the
industrial robot for which the industrial robot is generated.

CHAPTER 5 USE OF API IN THE OPERATION OF INDUSTRIAL ROBOT
5.1. API in computer systems for programming industrial robot

Taking into account the individual steps in the proposed methodology and the
analysis of the possibilities that modern CARC systems offer users for generating
Control Programs/CP/ for Industrial Robots/IR/, the use of API in this process can
be used for:

e developing software applications for creating 3D models of various
components for designing robotic cells;

e developing applications for remote programming of IR;

e developing applications for remote data exchange between IR and a host
computer.

The API provides an interface that allows different software applications to
communicate and interact with each other. In the context of IR operation, the API
plays a key role in the following aspects:

5.2. Programming languages used in the APl when operating Industrial
Robots - IR

Table 5.1 provides a comparison of some key characteristics when using Fanuc
KAREL, ABB RAPID, C++, C#, Python, and Perl languages in the operation of
industrial robots.
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Table 5.1 Comparison of Fanuc KAREL, ABB RAPID, C++, C#, Python, and Perl
languages in industrial robot operation

Function / Fanuc ABB
ipti ++
Descrl;lptlo KAREL RAPID Cc/C C# Python Perl
Creating a [MSG_CONN/  IsqocketCreate . 10::Socket::IN
socket |MSG_CONNECT |socketdev socket() TcpListener< |socket.socket() ET->new(...)
Connecting [MSG_DISCO SocketConnect
to a server socketdev, ip, |connect() TcpClient ?;) cket.connect connect()
port
Sending |KAREL SocketSend d NetworkStrea | . print SOCKET
data  [commands socketdev, data |%"90) m.Write() send() "data"
Receiving [WRITE Ssc?cclf;tdit\e/celve recy() NetworkStrea recv() $data =
data ouffer m.Read|() <SOCKET>
Closing a |MSG_DISCO(tag [SocketClose close( Close() close() close(SOCKE
socket |-name,status)  fsocketdev T
TCP/IP
Spurré?gg;?s(,j TCP/IP, UDP |TCP/IP, UDP [TCP/IP, UDP [TCP/IP, UDP |TCP/IP, UDP
M-l e e
support Yes ( thread/std"tg Task/Threadin |threading or forkl() g
heea d) g asyncio
Error BEGIN ... TRAP try-catch try-catch try-except eval and $@
handling ERROR Handles errors  |Handles errors |Handles errors |[Handles errors |Handles errors
through TRAP [through try-  |using try-catchjusing try- using eval and
blocks catch blocks. [blocks. except blocks. |$@.
Application Processes errors
sin ;:gig‘g&t SCADA, 10T, SE”;tt;fgged Industrial (10T, Al data [, 0L
industrial controllers Web c}émmuﬁicatio applications, - |processing, automation ’
automation [communication ~ |"te9rations nwith robots |°CAPA robots
with PLC
Function / / h |
Descrlpt|0n FANUC KAREL ABB RAPID C/IC++ C# Pyt on Per

Table 5.2 provides a comparison of client code for TCP/IP connection developed
with high-level programming languages C++, C#, Python, and Perl. Client code for
TCP/IP when operating industrial robots, developed using the Fanuc KAREL and
ABB RAPID languages, is given in Table 3.3.

Table 5.3 compares the use of different high-level programming languages used
for data encryption in the operation of industrial robots.

5.3. Applications of API in industrial automation

The use of API in industrial automation can be considered in the following

aspects:

robots and other production equipment;

humans;
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e smart factories - ensures the integration of industrial robots with loT and
machine learning systems.

Table 5.2 Comparison of client codes for TCP/IP connection

High-level

TCP client — source code
language

import socket

client = socket.socket(socket. AF_INET, socket. SOCK_STREAM)
client.connect(("'192.168.1.100", 5000))

Python client.send(b"Hello, Server!")

response = client.recv(1024)

print("Received:", response.decode())

client.close()

use 10::Socket:: INET;

my $client = 10::Socket:: INET->new(
PeerHost => "192.168.1.100",
PeerPort => "5000",
Proto =>"tcp"

) or die "Could not connect\n";

print $client "Hello, Server\n";

my $response = <$client>;

print "Received: $response\n”;

close($client)

PERL

#include <iostream>
#include <sys/socket.h>
#include <arpa/inet.h>
#include <unistd.h>
int main() {
int sock = socket(AF_INET, SOCK_STREAM, 0);
struct sockaddr_in server;
server.sin_family = AF_INET;
C++ server.sin_port = htons(5000);
inet_pton(AF_INET, "192.168.1.100", &server.sin_addr);
connect(sock, (struct sockaddr*)&server, sizeof(server));
send(sock, "Hello, Server!", 14, 0);
char buffer[1024] = {0};
recv(sock, buffer, 1024, 0);
close(sock);
return O;

ki

using System;
using System.Net.Sockets;
using System.Text;
class Program {
static void Main() {
TcpClient client = new TcpClient(*192.168.1.100", 5000);
NetworkStream stream = client.GetStream();
C# byte[] data = Encoding.ASCII.GetBytes("Hello, Server!");
stream.Write(data, O, data.Length);
byte[] buffer = new byte[1024];
stream.Read(buffer, 0, buffer.Length);
Console.WriteLine("Received: " + Encoding.ASCII.GetString(buffer));
client.Close();
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5.4. Conclusions

The API in computer systems for programming industrial robots provides a
powerful tool for integration, automation, and control. It facilitates the development
of software solutions and ensures that industrial robots can be adapted to the
dynamically changing requirements of modern industry.

The possibilities and aspects that APl provides when generating UP for
Industrial Robots and their operation are discussed.

The most commonly used high-level programming languages used in APl when
operating Industrial Robots are discussed and their areas of application are analyzed.

Code for data encryption in the operation of industrial robots has been developed
and analyzed, using various high-level programming languages used in API in the
operation of industrial robots.

A comparison has been made of some of the main characteristics of using the
languages Fanuc KAREL, ABB RAPID, C++, C#, Python, and Perl in the operation
of industrial robots.

A client-server system has been created using Common LISP and Emacs LISP.

CHAPTER 6 APPLICATION OF THE DEVELOPED METHODOLOGY
FOR PROGRAMMING INDUSTRIAL ROBOTS

6.1. Programming Industrial Robots in the ROBOGUIDE Environment

The developed methodology was used for programming industrial robots in the
ROBOGUIDE environment.
Using Fanuc ROBOGUIDE, the created TCP_SERVER.kI server written in
KAREL was compiled (Fig. 6.9).
;5 Al

»n LR

(% Busld Output - Robot Controller!

==
- TA TATOS CR All Rights Reserved.
53 R
56 |CLOSE FILE fle_var
57 [ENDIF - > o
58 [ENDFOR *+* Translation successful, 756 bytes of p-code generated, checksum 3939
53
61 . R
62 M ATL v
63 [WRITE R < >
65 |END tcp_server Clear Help
56
I« >
Lines. 86 Line: 86 Cotumn: 1 /i Nun

Fig. 6.9 Compiling TCP_SERVER.kl in Fanuc ROBOGUIDE
6.2. Programming Industrial Robots in the ABB RobotStudio Environment

The developed methodology was used for programming industrial robots in the
ABB Robot Studio environment.

The manipulated item is a box with the desired dimensions and weight (Fig.
6.23).
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Fig. 6.23 Defining the ménipulatéa object

The next step is to define the movements of the Industrial robot between the
defined points Fig. 6.27.
4 13 Workobjects & Targets
4 T+ wobj0
4 Ts wobj0_of

(¥) BOX_ON_THE_CONVEYER

(¥ BOX_ON_THE_PALLET

(¥) ZP_BOX_ON_THE_CONVEYOR

() ZP_BOX_ON_THE_PALLET

4 | 4] Paths & Procedures
4 O.-O Path_20 (entry point)

Movel ZP_BOX_ON_THE_CONVEYOR
Movel BOX_ON_THE_CONVEYER
Movel ZP_BOX_ON_THE_CONVEYOR
Movel ZP_BOX_ON_THE_PALLET
Movel BOX_ON_THE_PALLET
MoveJ BOX_ON_THE_PALLET
Movel ZP_BOX_ON_THE_PALLET
Movel ZP_BOX_ON_THE_CONVEYOR
Fig. 6.27 Defining the movements of an industrial robot

EEREERERN

The developed program can transfer string data from an external client written
in a high-level language to the ABB RAPID server. The software option installed on
ABB RobotStudio is "616-1 PC Interface" — required for socket communication.

Data transfer is shown in Fig. 6.30:

e data "string"/line 1 - VALUE in RAPID WATCH/ from an external client

/Delphi/ to the server written in ABB RAPID
e data type — string, numbers from 0 to 9 and letters — Cyrillic letters — “A...5I”
and- Latin letters — “A...Z”
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Fig. 6.30. Data transmission
6.3. Conclusions

The methodology developed in Chapter 4 has been used for programming
industrial robots in the Fanuc ROBOGUIDE and ABB RobotStudio environments.
The analysis of the results obtained proves its functionality.

Using Fanuc ROBOGUIDE, a server written in KAREL was developed, which
can be used with a client program written in almost any high-level programming
language such as C, C++, C#, Java, Python, PERL, Delphi, etc., complying with the
Socket Programming syntax.

Using the high-level language Python, a client was created and tested to work
with the server created in the Fanuc ROBOGUIDE environment.

Using ABB RobotStudio, RAPID output code was generated for programming
industrial robots performing "Pick and Place" operations for conveyor service.

A server written in RAPID ABB was created, used for data transfer and
operation of industrial robots.

CHAPTER 7 PROGRAMMING THE INDUSTRIAL ROBOT IN THE
PRESENCE OF AN ADDITIONAL AXIS

7.1. Programming Industrial Robots with an Additional Axis

The use of an additional axis of motion, providing mobility to the Industrial
Robot in order to expand its working area, is a common practice in the design of
robotic cells. The control of this additional axis must be connected to the Industrial
Robot controller so that it can be controlled by the program running on the Industrial
Robot.

The presence of an additional axis of motion connected to the PR controller
requires additional steps in the development of a Control Program for Industrial
Robots using CARC systems.
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7.2. Programming the PR in the presence of an additional axis in the middle of
ROBOGUIDE

ROBOGUIDE provides users with various tools for developing control
programs when an additional axis is available. To configure the additional axis in
the ROBOGUIDE environment, the virtual mobile console of Fanuc LR Mate
200iD/7L will be used, which has the full functionality of the real one.

Using the virtual mobile console, we start a dialogue to add an additional axis
Fig.7.3, by selecting

Maintenance - > Extended Axis Control - > F4(Manual) - >

e > IR 2| B ganing Robot Controllert: Controlled Start X
Jlg - y
veve EXTENDED AXIS SETTING PROGRAM + [ g
*eev Ext Axis G: 1 Initialization »v»
L]

Hardware start axis setting ==
xis

ge
Default value = 7
o

F1 F2 F3 F4 F5 Next

?
2

Teach
I I
. “n® EE
e 55 e [..3.] CIEE
T EBH
4 5 6
(J‘J (Jl;
1 2 3 —
S B
) . ’ {5 § %)
B
W6) § (6)

TP KeyPad Current Posion Virtual Robot Settings

Fig. 7.3 Selecting the maintenance menu

7.3. Programming industrial robots with an Additional Axis in the middle of
RobotStudio

To configure the additional axis in RobotStudio, the libraries with industrial
equipment supplied with the system will be used.
3D models of robotic cells for performing "Pick and Place" operations using an
additional axis are shown as follows:
e Fanuc LR Mate 200iD/7L industrial robots and an additional axis in the
middle of Fanuc ROBOGUIDE - Fig. 7.16;
e ABB IRB 2600 industrial robots and IRBT-2005 lower movable rail in
the middle of ABB RobotStudio - Fig. 7.17.
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Fig. 7.17 Additional axis in the middle of ABB RobotStudio

7.4. Programming the PR in the presence of an additional axis using KAREL

Depending on the robot configuration, additional axes can be activated and
configured in the controller via the corresponding system parameters.

KAREL, as a high-level programming language for FANUC robots, allows
control of position data and logic for all axes, as well as the initiation of movements
via TP programs.
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By default, KAREL does not provide direct motion commands such as JIMOVE
or LMOVE. Direct control of motions and trajectories from KAREL is only possible
when the Motion Option (J601) software option is activated.

Below is an example program from KAREL fig.7.18 for controlling the seventh
axis:

FEHRE BB X oo

[PROGRAM ControlLinearAxis
COMMENT = Control of a linear h axis using TP program
NOLOCKGROUP

VAR
pos_data :XYZWPR - Postion data
target_pos : REAL ~ Target postion along Z (mm)

move_speed : REAI
STATUS  :INTEGER
move_cond : BOOLEAN
cument_pos : REAL

BEGIN
WRITE(=== Starting ControlLinearAuxis ===", CR)
7

~ lntiaiize parameters
target, _pos :=600.0
min_pos =00
max_pos :=1000.0
22| move, speed 100 0
move_cond E

— Check range
F garget_pos < min_pos) OR ﬁaga_pos > max_pos) THEN
WRITE(ERROR Target position is out of range!", CR)
ABORT
29| ENDIF
- Read current position from PR[10]
GET_POS_REG(10. pos_data, STATUS)
IF STATUS <> 0 THEN
WRITE(Emor reading PR[10], status: , STATUS, CR)
ABORT
ENDIF
WRITE(Cument Z position: ', pos_data 2:8:2, CR)

- Set the target Z coordinate
pos_data.z :=target_pos

- Wite new nostion to PRIT1 Vi
>

| Column: 4 [ RW :CAPS "NUM leS

Fig. 7.18 KAREL program for controlling the seventh axis in the Fanuc Roboguide
programming environment

7.5. Designing a robotic cell for performing *"Pick and Place™ operations in the
ROBOGUIDE environment

With the increasing complexity of the operations performed by robotic systems
and the development of computer technologies, CARC systems are becoming a
standard tool in engineering practice. These systems are constantly evolving, and in
addition to developing programs for industrial robots, they provide their users with
the opportunity to integrate industrial robots into the structure of various robotic
cells.

To demonstrate these capabilities, we will examine the design of a robotic cell
for "Pick and Place" operations, consisting of palletizing boxes measuring
300x250x200 [mm] and weighing 5 [kg] in four rows on EUR 2 1200x1000 [mm].
Fig. 7.19 shows six possible configurations of the designed cell, taking into account
the dimensions of the working area of the industrial robot used. The cell includes the
following main components:
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e Conveyor belt — delivers the boxes to the robotic palletizing cell,
e industrial robot - arranges the boxes on the pallets;
e pallets - define the area for arranging the boxes;
e additional axis - provides expansion of the working area of the Industrial
Robot.
Configuration1 ...~ Configuration2 .- - Configuration 3
o : COQveyor ‘ v".| ________ —
i i L Pallet2 75 il I i
i = ,. i — ‘ ‘ ﬁz? |:| Conveyor
i ’FiT%I?!j@: Di Conveyor ‘ ' b =
. ﬁg—%j’m ! - . —
‘ g i :: | R < - Pallet1 ,
| L 1E Palletl F ==
1 | I ;
il 1 o
Configuration 5 ”> Configuration 6 T
| [j'! Con.\.l-éiior.._ ‘ ‘-'1‘“._.1.-»‘I:-'-‘Conveyor ‘ 7 l :
: J E Pallet1 3 iFT“—:ﬂ‘I | KTIIT‘TT;] ;
E I I e H o) i Iy ! :"'“a _et,¢i
i TR S g =
Iﬁiig .7:: B E” h KF’%‘_-? ! Diii;;ve or )
] | ; = mIR"'. i ——m—
S ! H sl D 5 .al | E——
53 fILIER IR £ 3 IO |
: =T =
3 _Re_ql:ir;d_w;rk_in; a_re; _ : Exp;r;cl.e;;l“lk‘;l;/t;ri(.are.a‘m; ....... IRWorkArea ..... I Load/Unload Direction

______________

Fig. 7.19 Configurations of the designed cell

The analysis of the developed configurations includes an assessment of the
capabilities of the selected industrial robot to perform the necessary operations at
the specific location of the cell components. If necessary, the industrial robot can be
replaced with another or an additional axis of mobility can be added in order to
expand its working area.

The outcome of this step, based on the configurations shown in Fig. 7.19 and
simulated using ROBOGUIDE, for the designed robotic cell, is presented in Fig.
7.22.

The analysis demonstrates that the maximum reach and workspace dimensions
of the robots selected in step (3) are sufficient to carry out all required operations.
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Fig. 7.22 Analysis of the developed configurations in the ROBOGUIDE environment

Table 7.2 Characteristics of the developed configurations

Configuration Box arrangement time [min] Total area Cost
Pallet 1 Pallet 2 Total [m?]

1 7.58 10.91 18.49 7 1
2 7.58 7.58 15.16 8 1
3 7.58 7.48 15.06 6 0,92
4 10.78 10.78 21.56 9 0,93
5 4.86 6.20 11.06 11 0,77
6 4.86 4.86 9.72 11 0,77
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The data in Table 7.2 show that, according to the established criteria:

e the configuration with the shortest box arrangement time on the two pallets
(highest productivity) is Configuration 6 — 9.72 [min];

e the configuration occupying the least area is Configuration 1 — 7 [mZ];

¢ the configurations with the lowest cost are Configurations 5 and 6.

Based on these data, Configuration 6 is considered optimal and has been
selected for use in the subsequent stages of the design process.

7.6. Conclusions

The use of an additional axis of motion provides mobility for the industrial robot,
aiming to expand its workspace.

Additional steps have been defined in the development of control programs for
industrial robots using CARC systems when an additional axis of motion is present.

Using a virtual mobile console on the Fanuc LR Mate 200iD/7L within the
ROBOGUIDE environment, the configuration of the additional axis of motion was
carried out.

The configuration of the industrial robot’s additional axis of motion was also
performed in the RobotStudio environment, using the libraries with industrial
equipment provided by the system.

The main steps in designing robotic cells using CARC systems have been
defined.

These steps were applied in the design of a robotic cell for executing “Pick and
Place” operations within the ROBOGUIDE environment. As a result, six
configurations of the designed cell were developed.

Using ROBOGUIDE, characteristics used to evaluate the configurations were
determined. Based on the evaluation, an optimal variant of the designed cell was
selected according to the assignment criteria.

The obtained results show that modern CARC systems are a powerful tool not
only for programming industrial robots but also for designing robotic cells.

The defined steps are universal and can be applied when working with different
CARC systems.
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SCIENTIFIC-APPLIED AND APPLIED CONTRIBUTIONS

SCIENTIFIC APPLIED CONTRIBUTIONS

SAPC.1 A universal methodology has been developed for generating control

programs for industrial robots using CARC systems, and the possibilities
of using APIs in its implementation have been analyzed.

SAPC.2 A classification of types of attacks on robotic production systems has been

developed according to three criteria, and recommendations for protection
against these attacks have been provided..

APPLIED CONTRIBUTIONS

AC.1

AC.2

AC.3

ACA4

AC.5

A comparative analysis of the most commonly used high-level
programming languages for APIs in industrial robot exploitation and their
areas of application has been made.

Server and client code for TCP/IP connection using FANUC KAREL and
ABB RAPID robot programming languages has been developed and
compared.

Code for data encryption during industrial robot operation has been
developed and analyzed, using various high-level programming languages
supported by APIs in robot operation.

A server written in KAREL has been developed, which can be used together
with a client program written in different high-level programming
languages supported by APIs in robot operation.

The main steps in designing robotic cells using CARC systems have been
defined; these steps are universal and can be applied when working with
different CARC systems.
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SUMMARY
PROGRAMMING OF INDUSTRIAL ROBOTS USING API

Eng. Boryan Chavdarov Vladimirov MSc

In the dissertation thesis, the possibilities provided by different computer
systems for using API in the operation of IR (Industrial Robots) are investigated.

In the first chapter, a brief historical overview of the history of IR, control
systems, and programming methods used in the operation of IR is made. The main
functions of the application programming interface APl (Application Programming
Interface) are reviewed.

In the second chapter, high-level programming languages used in automated
programming of IR are reviewed. A comparative analysis of the capabilities of the
programming languages ST, ABB, RAPID and Fanuc KAREL is performed. The
use of programming languages Fanuc Karel and ABB RAPID in automated
programming of IR is analysed.

The third chapter examines the main communication protocols through which
remote operation of IR can be achieved. Server and client code for TCP/IP
connection are developed and compared using IR programming languages Fanuc
KAREL and ABB RAPID.

A classification of the types of attacks against robotic production systems is
developed, and recommendations for protection against these attacks are provided.

In the fourth chapter, a comparative analysis of the functional capabilities of
various modern CARC systems is performed, based on ten criteria. A universal
methodology, including eight stages, is developed for generating Control Programs
(CPs) for IR using CARC systems.

The fifth chapter discusses the use of API in the operation of IR. Some of the
main characteristics when using languages Fanuc KAREL, ABB RAPID, C++, C#,
Python and PERL in the exploitation of IR are compared. Code for data encryption
in the operation of IR, using various high-level programming languages used in the
API during IR operation, is developed and analysed.

In Chapter 6, the methodology developed in Chapter 4 is used for programming
IR in the environment of Fanuc ROBOGUIDE and ABB ROBOT STUDIO, and the
obtained results are analysed.

In Chapter 7, the specifics of programming IR with an additional axis are
discussed. The main steps in designing robotic cells using CARC systems are
defined. These steps are applied to the design of a robotic cell for performing “Pick
and Place” operations in the environment of Fanuc ROBOGUIDE.
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