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no npodgpecuoHanHo HanpasneHne 5.3 KoMyHUKaLMOHHA U
KOMNIOTHLPHA TeXHUKA,
Hay4yHa cneunanHocT ,,ABTOMaTtu3auus Ha MHXeHePHUA TpyA U
CUCTEeMM 3a aBTOMaTU3aUUA Ha NPoeKTUpaHeTo”
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1. AKTyanHoct Ha paspaborBaHuMs B [OWCEpPTALUUMOHHUA TPyA
npobnem B Hay4YHO M HAYYHONMPUNOXHO OTHOWeHue, CTeneH u HuBsa
Ha aKTyanHocTTa Ha npobnemMa W KOHKpPeTHUTE 3anavwm,
pa3paboTeHu B auceprauusaTa.

B Hawy aHu ronsm Gpoli eneKkTPOHHW YCTPOWCTBa Ca CBbP3aHW
noMexay Cv v npegaesar ronemMu KONUYECTBa AaHHW C BUCOKa CKOPOCT,
W3NON3Banku CHLBPEMEHHW TEeXHOMOrMW KaTo W3KYCTBEH WHTENexT,
uHTEpHeT Ha Hewata w 5G. Ot pgpyra cTpasa, puckoseTe 3a
knbepcurypHocTTa ce ysenuyarar. XapayepHo-5a3aupaHoTo Norm4ecko
KpunTupase npegnara cunHa 3awurta Ha HuBo cxema. CtaHpaprHata
cotbryepHo-baanpaHa 3awmra e ya3BuMa KbM aTaku CbC ChbBPEeMEeHHU
WHCTPYMEHTM 3a obpaTtHo WHxeHepcteo. [lonynposogHukosaTa
WHAYCTPUA € U3NOoXeHa Ha rornemMu puckoee nopaauv rnobanusauvaTa Ha
MPOSKTUPAHETO Ha MHTErpanHu CXemu, KOeTo BOAW A0 3annaxu KaTto
kpaxba Ha wuHTEenekTyanHa CcoOCTBEHOCT, CBPBXMNPOUM3BOACTEO W
xapayepHa maxnunynauus., BaxHo fga ce paspabortsar HOBW XapAyepHU
peLleHns 3a KubepcurypHoCT Ha KOMYHUKALWOHHWUTE CUCTEMMU, 3a aa ce
3aWNTAT CHBPEMEHHUTE CUCTEMUN OT YCHBBPLUEHCTBaHW aTaku.

NoruyeckoTo KpUMTUPaHe MOXe Aa MOMOTHE 3a 3awurara Ha
uHTenekTyanHara cobcteeHOCT U Ha uHTerpanHute cxemu (UC) cpewy
obpaTHO WHXEHEepCTBO W XapayepHa manunynauus. [lpegHasHayeHueTo
Ha Tasu TexHuka e aa nogobpu CMrypPHOCTTa Ha LMPOBUTE CXeMHU Ypes



BrpaXAaHe Ha MEeXaHM3MKU 33 KPUNTUPaHe B TEeXHUTE NOrM4ecku
enemeHT. CoblyecTsysaT peauua npeaussukaTtencrtea  npej
fIOTUYECKOTO  KpUNTUpaHe, KaTo: eMeKTUBHOTO WHTerpupaHe Ha
NOTMYECKOTO KpunTupaHe B npoueca Ha npoektupaHeto, Ges pa ce
KOMMpOMETUPa nNPOU3BOANTENHOCTTa WNKM  (OYHKUMOHANHOCTTA Ha
UndpoBuTE CXeMU, NOBULLIABAHETO HA YCTOMYMBOCTTE Ha TO3U METOA
cpeuly YCBbBLPLIEHCTBAHW araku, npaBuMNHOTO YNpPaBfieHWE Ha
KNIOYOBETE 3a KpUNTUpaHe 3a no-4obpa CUrypHoCT; MMHUMW3UPAHETO Ha
Bb3[EUCTBUETO BBPXY NIOWTA HA CXemaTa, KOHCYMauuaTa Ha MOLWWHOCT
U CKOpOCTTa.

OcHoBHaTa uen Ha Tasu AUcCepTauuns e Aa Npeanoxu anrfopuTem 3a
NIOTUHECKO KpUNTUpaHe, KOWTO Ja NOCTUTHE HageXaHa 3awuTa Ha
UNPpoBUTE CXEMU YpEe3 OUPEKTHO BKNIONBaHE Ha KPUNTUPaHeTo B
noruyeckarTa CTpykTypa Ha cxemara.

3a nocTurase Ha Taau Luen JoKTopaHTKara e hopMynupana 3agauu,
CBbp3aHNW C pas3paboTBaHeTO Ha METOAONOrus 33 OueHKa Ha
edeKTMBHOCTTa Ha TEXHUKUTE 33 XapAyepHO KpuUnTupaHe 8
KOMYHUKaLMoHHUTE cuctemu, [eduHuparn ca orpaHuyeHusita B
NPOM3BOAUTENHOCTTA Ha HacTOAWMTE noaxoau 3a XxapAayepHo
KPUNTUPaHE B KOMYyHWKauvmoHHuTe cxemu. OueHEeHW Ca pasnuuHn
TEXHUKA 32 KpUNTUPAHE Ha NOTMYECKO HMBO NO OTHOLLUEeHWE Ha Moy,
BpeMe3aKkbCHeHUA W eHepriiHu pasxogu. OnpegeneHa € TexHukara,
KOATO npeanara Han-foBpuA KOMNPOMUC MEXOY Cunarta Ha KpunTupase
U xapayepHata edekTusHocT. [lpeanoxeHuTe B Tasv Auceprauus
PelLSHUA Ca BanuaupaHu Ha NpaKkTuka.

W3cneasanunTa B QUCEpTaUMsATa Ca Haco4eHu KbMm paspaborsaHe
Ha edukacHW METOAU 33 MOrMYEecKOTO KpUnTupaHe Ha UupoBY cxemu,
noaobpseaHe Ha  YCTOWMMBOCTTA Cpelly PpasnuyHn  artakm  u
YyCTAHOBABAHE HA HAZEeXAHW MPaKTUKW 323 ynpasfeHne Ha Ko4oBe.
Yeunuata ca pokycupasu BbpXy YCbBbLPLUIEHCTBaHE Ha CbhBpemeHHaTa
XapayepHa 3awura W npefocTaBsaHE Ha NpPakTU4EeCcKu pelleHus 3a
3alUTa Ha UHTErpanHyu CXeMW OT HOBOBbL3HMKBALWM 3annaxu. 3a Tasu
Uen ce u3noni3sa KoMbuHauWs OT TEeOopeTuyeH aHanws, cumynauwu u
eMnupuyHn Banugauuu, [JeduHupaHa e TexHuka 3a KpuntupaHe, KosTo
ocurypsisa Ham-cunHa obdyckaums.

Beuuyko TOBa onpegens akTyanHocTTa Ha uacnensaHus npobnewm,
KaKTO OT Hay4YHONPUNOXHA, Taka ¥ OT NPUNOXHA FMEeaHN TOYKW.



2. CreneH Ha no3HaBaHe CHLCTOAHUETO Ha npobnema v TBopYecka
MHTEpnpeTauus Ha NnUTepaTypHUa Marepuan.

B T1asn gucepraums ca wsnonasann 200 NUTEPaTYPHU U3TOYHMKE.
MoBeyeto OT TAX ca oTF nocnegHute 10 roavsn. Tosa Mu gaea
OCHOBaHWe da cmATam, Yye AokTopaHTkara Epucenga Manai nosHasa
CBPEMEHHOTO CbCTORHUE Ha peluaBaHuTe OT Hero npobnemu, Koeto e
OCHOBA 32 YCNEeLHO peluaBaHe Ha NoCTaBeHUTE 3aaau4yu.

3. CwoteBercTeMe Ha u3bpanata MeTogMKa Ha wu3cnegsaHe C
NOCTaBeHaTa uen u 3agayu Ha QUCepTauUuoHHUA TpyA.

HoxTopanTkata Epucenna Manait e chopmynupana uen v 3anauu,
KOWTO Ca ajeKksaTHM W CbOTBETCTBAT Ha W3UCKBAHUATA 3a
AucepTauvoHeH Tpya 3a npugobusande Ha obpasosaTenHaTa u HaydyHa
creneH JokTop".

INutepaTypHOTO Npoy4YBaHe NoKassa peaula Npean3sukaTencTea u
nponycku B obnacrra Ha NOru4ecKoTO KPUMTUMPaHEe, KOUTO Ca CBBLbP3aHu
C. YCTOWYMBOCT Cpeuly HOBM YCbLBLPLUSHCTBaHNM METOAW aTaku, Kato
Te3W, MPOU3TUYALUM OT Hanpeabka B KBAHTOBUTE U3YUCNEHUR,
npeau3suKaTencrea Npu ynpasnexsneTo Ha knioyose n HeobxogumocTtTa
OT NMo-ePeKTUBHY U MaLabnupyemMu MeXaH1M3MK 3a KpUnTupase.

W3bpaHata wmeToauka  KOMDMHMpaA  TEOpeTudeH  aHanus,
NpoeKTUPaHe Ha xapayep, oueHka DasupaHa Ha cuMmynauvsa v OuUeHKa
Ha curypHocTTa. OCHOBHUAT (DOKYC € HacoyeH BbpXy paspaboTsaHeTo U
OUEHABAHETO Ha TEXHUKW 32 KPUNTUPaHE Ha NOrU4Yecko HWBO, KOWTO
noaodpABAT CUINYPHOCTTA Ha CXEMUTE, KaTo ChlUEBPEeMEeHHO NoaabpXaT
NpUeMnMBM pas3xoau 3a npoektupaxe. LIAnocTHUAT NoAXOo4 BKniouysa
cneguuTe a3u. npoeKkTUpaHe W UHTerpupaHse Ha noruYecko
KPUNTUPaHe, oOnucaHWe W BHeApPRBaHE Ha Xapayepa, oueHka Ha
MPOU3BOANTENHOCTTA; OLUEHKA Ha CUTYPHOCTTA; CPaBHUTENEH aHanus u
sanuauparHe. CaMoTo NOrM4EeCcKo KpUNTUpaHe BKMKOYBA TPWU PasfnnyHn
METOZONOTMK 33 CbOMpaHe Ha [aHHW, @ UMEHHO EeKCnepumeHTaneH
noaxod, noaxon Oasvpad Ha cuMynauva W NOAXO4 3@ OueHKa u
Banuaupase.

4, Kpatka aHanuMTU4yHa XapaKTepucTuka Ha eCTecTBOTO U OUeHKa Ha
OOCTOBEPHOCTTA Ha MaTepuana, BbpXy KOWTO Ce rpagaT npuHocuTe
Ha OUCEPTaLMOHHUA TPyA.



MpeacTasexara gucepTauus ce CbeToM OT 165 CTPaHWULM TeKeT U
1583 cTparHuum npunoxenus, MHOro Aobpe CTPYKTYpPUPaHu B NeT rnasw,
CNUCHK Ha NMyGnukauuuTe, CNUCHK Ha LUUTUPEHWUTE CTaTUM, CMIUCHK Ha
churypu v TAbnuuu, CNUCBK Ha CbKPALUEHWSTa, YBOA, OrpaHuyeHus,
Bvaeua pabora, npuHOCK W M3N03BaKa NUTepaTypa.

B rnasa | e HanpaseH nutepatypes 0630p. MNpeacrasex e nperneg
Ha BBMPOCUTE CBLP3BAHN C KMOEPCUrypHOCTTa B KOMYHUKALUOHHUTE
cuctemu. AHanuauMpaH € MeToabT 3a XapayepHa obdyckauus.
M3sbplieHo e onucaxue Ha obdyckaumsaTa Ha HuBO Register Transfer
Level (RTL), Ha oBdyckaumaTa Ha normyecko HUBo, Ha oBdyckauusaTa
Ha HWBO TOMONOrMA, Ha ODMYyCKaUURTa Ha HUBO WMHCTPYKUMM W Ha
obdhyckaumsaTa Ha HMBO nevyaTHu nnaTtky. Paarnegad e npouecsT Ha
KPUNTUPAHE Ha norukata Ha npu XapayepHoOTO NpoeKTupaHe.
HanpaseHo e cpasHeHue Mexay NOAXOAUTE 3a xapayepHa u codTyepHa
sawuta. Pasrnepanu ca npobnemute cBBLP3aHW CLC CUTYPHOCTTA U
YASBUMOCTTZ B MpoOLEca Ha NPOeKTUpaHe Ha WHTEerpanH1uTe cxemu.
N3bpoeHu ca pasnuuHuTe Buacee xapayepHu araku. OBOsacHeHo e
ECTEeCTBOTO W PUCKOBETE, CBbP3aHN C aTakuTe C XapAyepHW TPOSIHCKM
KOHE, KaKTO W TAaKCOHOMMUSATA Ha XapayepHUTe TPosHCKKU koHe, OnucaHu
ca pas3nuYyHU BUAOBE araku, KaTo HanNpuUMep artaku CBbP3aHn C
obpaTHOTO WHXEHEPCTBO, arakv Npe3 CTPaHWuYHM Kawanu, araku 3a
aHanu3s Ha MOWHOCTTA, aTakh C UHXKEeKTUpaHe Ha rpeLuku.
Knacucuumpasn w CpaBHeHM Ca PasnuuyHu BUAOBE KpunTorpadcku
anroputmMi, BHeApeHW B xapayepHute ycrpoucrtsa. llpeacrasenu ca
npeaussukaTencrearta npea XapayepHata CWIypHOCT, Kakto W
UHCTPYMEHTUTE U TEeXHUKUTE 32 3aluMTa Ha XapayepHuTe YCTpoWCTBa.
Pasrnegadv ca Haw-WMPOKO W3NON3BaHUTE TEXHWUKM 338 TNOrMYecko
KPUNTUPaHE — KpUNTUpPaHe Ype3 W3NON3BaHE Ha JIOTMMECKU ENeMeHTU
naknoyeawo WiW/maknoueauwe WIN-HE(XOR/XNOR), kpuntupase
ype3 wusnonssaHe Ha wmyntunnekcopu (MUX) wn kpuntupaHe 4pes
n3nonassaxe Ha Tpurepu (Flip-Flop).

MeToaute 3a wu3crneasaHe Ha XapayepHOTO KpunTupaHse ca
npeacrasenu 8 (nasa |l. Buanpuera e mHoroetanHa MeTogonorus 3a
uacneasaHe Ha edexkTuBHaTa WHTerpauMa W HagexagHocTra Ha
curypHocTTa. OCHOBHUAT (hoKyc € BbpXy paspaboTsaHeTo M oueHkara
Ha TEXHWKW 32 KPUNTUPAHE Ha MOru4ecKko HWBO, KOMTO nodobpsasat
CUFYPHOCTTA Ha CXEMWUTE, KaTo CbLUEBPEMEHHO NoaAbPXaT NpUemMnuen
pasxogu 3a npoektupaxe. AHanuavpasu ce dakTopuTe, BNUAELLN BbpXy
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noruyeckoTo kpuntupasde B FPGA npoektu. PaspaboTtexu ca pasanuysin
ApPXUTEKTYPU 33 noru4ecko kpuntupaHe. OnucaHu ca TexXHUKUTe 33
NOTUYECKO KpWUnTUpaHe Ypes W3NON3BaHe Ha fOorMYecKn EenemeHTy
uskniousawo WMNWmaknousawoe WIW-HE, upes uanonasave Ha
myntunnekcopu (MUX) n ypes nanonssane Ha Tpurepu. Npeacrasexa e
NOCNeaoBaTenHoOCTTa Ha xapJyepHata peanua3auus Ha NOruyYeckoTo
kpuntupaHe 3a FPGA npoextu. EdektuBHOCTTa Ha TEXHUKUTE 3a
NOrMYeCKO KpUnTupaHe ce OueHABa C nomowita Ha KoMBuHauus ot
nokasarenu 3a xapayepHa nNpou3BOAWTENHOCT W CUIypPHOCT.
Crparernute 3a ynpasneHue Ha KNio4yose Ce aHanuaupar no OTHOLLeHUe
Ha CUTYPHOTO  ChXpaHeHue, KOHTPONMPaHOTO aKTuBupaHe,
mawabvpyeMoTo pasnpeaeneHue U YyBCTBUTENHOCTTa KbM KNKJoBeTe.
MpoBeaeH e cpaBHUTENeH aHanua Ha BCUYKM NPEANOXEHW TEXHWUKW 3a
NOTUYMECKO  KpunTupawe, u3nonssamku yHuduuupad Habop orT
nokasaTesnu 3a NPon3BoAUTENHOCT U CUrYPHOCT.

B nasa Ill e npegcraseHo BHEQPSBaHETO U CUCTEMaTU4HaTa
OUEHKa Ha TEexXHWKUTE 33 XapAyepHO KpunTupaHe Ha norukara 3a
nonobpssade Ha KUBepCUrypHOCTTa Ha KOMYHUKAUMOHHWTE CUCTEMM.
WacneasaHu ca Tpu MexaHwama 33 KpUNTUPaHe: Ype3 W3Non3saHe Ha
norudeckn enemeHtTw  umskmiouBawo  WiWusknwudsawo WIN-HE,
MyNTUNNEKCOPHO-DA3nMpaHe NOTUNMECKO KPUNTUPAHE W TPUrepHo-
BasupaHo kpunTupane. MpeanoxeHa e anropuTMuYHa paMKka 33 OUEHKa,
KOATO KOMUYECTBEHO OUEHABa YCTOWYMBOCTTA Ha KPUMNTUPAHETO ¢
pasxoguTe 3a BHeApsiBaHe. |3 WHTerpupa norudeckara obdyckaums,
KITIO4OBO-3aBUCUMUTE TpaHchopMauMmM W KpunTupaHeTo, 3a ga ce
Hanpasy OLEHKa Ha CUTYPHOCTTA Ype3 eKCNepUMEHTH C UHXEKTUpaHe Ha
rPELUKW, aHanu3 Ha pPasCTOSHUMETO Ha XEeMUHr W nokasatenure 3a
pasnpocTpaHeHue Ha rpellku. AHanuaupaHo € Bb3ASUCTBUETO Ha
KPUNTUPAHETO BbpPXY BPEeME3aKkbCHEHMETa, KOHCyMauuaTa Ha MOLWHOCT
W yBENWYaBaHETO Ha nnowTa Ha cxemuTe. [peanoxeHuTe TeXHUKM 3a
KpUNTUPaHE Ce OoueHABaT ¢ nomowTa Ha craHgaptHu ISCAS cxemu.
Mony4yeHWTe pesynTaTi NOKassarT, Ye KoraTo ce W3NCKBa BUCOKO HWBO Ha
CUTYpPHOCT, anropuTbMbT [aBa NPUOPUTET Ha TpurepHo-BasupaHoTo
KpUnTupaHe.

B Mnasa IV e cb3pageH u NpeacTaseH eKCrnepuMEHTaneH TecTos
CTeHA 3@ u3cneasaHe Ha CXeMy NpY M3NoN3BaHe Ha pa3nuyHu BuaoBe
kpunTupade, 6a3upanu Ha: KPUNTUPaHE YPE3 U3NON3BaHe Ha NOTUYECKU
enemeHTU naknwysawoe WWuakmouwsawo WUITU-HE, myntunnexcopHo-
BaaupaHo NOrMYEcKo KpUnTUpaHe W TpurepHo-basupaHo KpunTupaxe.
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WscnegsaHeTo uMa 3a Uen ga TecTBa W aHanuaupa PasCTOSHUATA Ha
XeMWHr, MpY M3NON3BAHETO HA HENPaBUMHK KNIOYOBE 33 aKTUBUPAaHE U
reHepupaHe Ha Henpasunex U NpasuneH uaxogeH curHan. Jlormyeckure
cxemMu ca onucaHn Ha esmka VHDL. Axanuaupanu ca TpuM BuAaa
NIOTUMECKN TEeXHWKW 3a KpunTupaHe, GasupaHu Ha KpuUNTUpaHe u4pes
M3NON3BAHEe Ha noruMYeckn enemeHTy uaknwuysawe WNW/maknousawo
WIW-HE, mynTunnekcopHo-6asnpaHo noru4ecko KpuntupaHe W
TpurepHo-6aavpaHo KpunTupase,

B Nmasa V ca npeacraseqHy CMMyNaUMoHHU U3CNeABaHUA U OUeHKa
H2 pasnu4yHW XapayepHu pelleHuss 3a  kubepcurypHocT  Ha
KOMYHVUKaUUOHHK cuctemun. OBoOuwenn ca nonyyeHuTe pesynratu 3a
CpeAHOTO pascTosHue Ha Xemunr (AHD) u cpeaHaTa 4yBCTBUTENHOCT Ha
rpewsxu (AFS) 3a Beska ISCAS cxema. MonyyeHuTe peaynTaTti noKkassar,
Yye TpurepHo-basupaHo kpunTupaHe noctura Han-sucokoto AHD u Han-
Huckoto AFS npu uscnepsaHuTe cxemu. HanpaseHuTte 3aKnioNeHue
NOKa3BaT, Y& KPUNTUPAHETO YPEe3 UIMON3BaHe Ha NOrn4yeckn enemeHTu
usknioysawo Ui/ mskniousaio WIU-HE ocurypsiea Hait-Hucka 3awura
OT aTaku, HO NpPU HEero UMa KaW-mManko yBenuuyasaHe Ha NnowiTa Ha
cxemuTe B cneacrteMe Ha pobasenute norudeckn enemedtu. [Mpu
TpurepHo-DasupaHo kpunTupaHe ce nocTura Haw-gobpa 3awurta Ha
UMhpoBUTE CXEMU, 338 CMETKA Ha YBENUYAHA KOHCYMaLMs Ha MOLLHOCT U
3HaUNTEeNHO HapacTeBaHe Ha obwara nnow Ha cxemute. Kpuntupaxeto
Ype3 W3NON3BaHe Ha MyNTUNNEKCOpU 33aeMa CPeaHO MSACTO MeXagy
ropecrnoMeHaTuTe BUOOBE KPUNTUPAHUS NO OTHOLWEHW Ha HMBO Ha
3awmTa, yBenuyaxa nnowy Ha UnpoBUTe CXEMIW U SHEPTUIAHW pasxoau,

5. HayuyHW, HayuYHONPUNONKHK ¥ TNPUNOKHK TIPUHOCKH HA
AMCepTaLUUOHHUA TPYA.

B poxTtopckara guceprauuvs asTopsT € nocouyun 8 npuHoca.
Yetupu OT TAX ca HayuyeH, ABa Ca Hay4yHO-NPUNOXHW W faBa ca
npunox+u. lpuemam npuHocuTe, opMynuMpaHln OT AOKTopaHTKarta
Epucenpa Manaii, kouto morat ga 6bvaar 0600uieHn No Cneasna HaumnH:

» Pa3paboteH € anropuTbM 33 KONWYECTBEHA OLEHKa Ha NOrM4yecko
KpunTupaHe Ha undposu Cxemu.

» lpegnoxeHa e KONUYECTBEHA MAPKA 3@ OUEeHKa, KOATO UHTerpupa
pasnuyHn nokasartenu xapakrepusMpaiyn CUrypHoctta Ha
cuctemute. Mo TO3M HAYMH MOXE Aa Ce Hanpaswu CcpaBHeHwe



MEXOY Ppasfin4HUTE METOAW Ha INOrMYEeCcKo  Kpuntupase,
W3NON3BaHu 3a 3awuTa Ha UMPOoBK CXEMU.
MonyyeruTe eKkcnepuMeHTanHuTe pesynTaTu noTebpXKaasar, ye
TpurepHo-BasupaHo KpunTupaHe ocurypsea Ha gobpa sawwurta oT
PA3AYHN BUOOBE aTaku, Kato UHXEKTUpaHe Ha rpewwku u SAT-
Baaupaxu araku.
MpeanoxeH € nparoB anropuTem 3a npeobpasysaHe Ha
EKCNEPUMEHTaNHN nokKasaTenu 3a CUrypHOCT B ASTEPMUHUCTUYHI
pEeLUeHUs, 33 BHEAPABAHE Ha NOTUYECKO KPUNUTUPaHE C Pa3anuyHu
cTenedu Ha sawuta. Ha Basarta Ha T03u anropTem ce geduHupa
NOAXOARALIO MPUMOXKEHUE Ha NOTUYMECKOTO KpUNTUpPaHe W ce
npenopLYBaT NnaTgopmMn 3a BHeOpsBaHe, Kato nporpamupyema
norvka (FPGA) u cneuunanuaupanu neterpantm cxemu (ASIC).
HanpaBeH & cCpaBHUTENEH aHanW3 Ha PasNu3Hu TEXHWKM 3a
NOMMYECKO KPUNTUPaHEe, KaTo KpUnTupaHe Ypes W3nNon3BaHe Ha
norvdecku enementu usknousawo WNW/makmoysawo WIWN-HE,
KpUNTUPaHe Ype3 uanon3sBaHe Ha MYNTUNNEKCOPU W KpunTupaHe
4YpPEe3 U3NON3BaHE Ha TPpUrepu.
» AHanuanpaHo e BNUAHWETO Ha DPOR Ha W3NON3BaHUTE NOTMYECcKN
eNeMEeHTU NPU KPUNTUPAHETO BbPXY CTENEeHTa Ha 3awmTa Ha
CXEMUTE U Pa3xoauTe 3a BHEAPABaHE.
[MpeanoXeHWaT anropuTbM B AUCEPTALMOHHUS TPYA, KakKTo W
pasnuuHUTe aHanuanpaHu TEXHUKW 32 NOrUYECKO KpunTupase ca
BanuaupaHn Ha nNpaKkTUTa, KaTo Ca HanpaseHW W3cneaBaHwus
usnonasanku cxemute ISCAS-85 n ISCAS-89.

CmsATaM, Ye nonyyYeHuTe Ppes3ynTatu ca OpUrMHanHW W U3Usno
CbOTBETCTBAT Ha W3UCKBAHUATA 3a AuCepTaunoHeH Tpya 3a
npuaobusaHe Ha obpasosartenHara u Hay4sa crenen JokTop",
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6. OueHKa 3a cTeneHTa Ha NWUYHOTO yYyacTue Ha AMCepTaHTa B
npUHOCKTE.

3a nuyHWTE nNpuHOCKM Ha AokTopanTkata Epucenga Manai cuas oT
dhakTa, Ye TR UmMa eauH CamoCTOsTeneH HayyeH TpyA, @ B ocem OoT
OCTaHanuTe TH € MbLPBX CbaBTOP. 10Ba MU AaBa OCHOBaHWe Aa npuema,
Yye AUCEepPTaUMOHHUAT TPYA U NPUHOCUTE Ca NUYHO Aero Ha Kaxauaara.

7. Mpeuexka Ha nydnukayuuTe No AUMCEepTaunOHHUA TPYA.
OTtpaxeHue B HaykaTa.



Mo Auceprauusta ca Hanpasexw aeseT nyGnukaumm. Tpu ot
ACKnaawTe ca goknanBaHu Ha KoHdgepeHuus B Bwnrapus. Ocem or
craruuTe ca pedepupanu 8 Scopus. [JokTopaHTkaTa e CbaBTOp Ha rmasa
OT KHMra, uMtupaxa 8 Scopus.

HanpaseHute nyGnukaumn HaaxsLPNsAT MUHUMANHUTE USUCKBAHUS
38 npuckxaaHe Ha obpasosatenHata u Hayusa cTeneH JlokTop".
lMpuemam, Ye OCHOBHUTE PE3YNTaTW Ha AUCEPTALMOHHURA TPya ca
AOCTOAHKME Ha MexayHapogHaTa u Benrapckara Hayuda obLuecTBeHoCT.

8. Wanonssave Ha pe3yntaTUTe OT AUCEPTALUOHHMUS TpyA B
Hay4yHaTa M coumanHara npakTuka.

M+oro nonoxutenes e hakTsbT, Ye peanuanpaHuTe W3CnensaHus
Ha OKTOpaHTkaTa ca npoeefeHy B pamkuTe Ha CbBMECTHaTa AoKTopcka
nporpama 8 mpexata CEEPUS Homep: CIII-BG-1103-06-2122.

9. Ouerka Ha CLOTBETCTBMETO Ha aBTopedepara C U3IUCKBAHWATA
33 M3rOTBAHETO MY, KaKTO M Ha afeKBaTHOCTTa Ha OTpa3sBaHe Ha
OCHOBHWTE NONOXEeHUA U NPUHOCUTE HA AUCEPTALMOHHUA TPYA.

ABTOpedepaTsT HanbHO OTPa3siBa ChAbPKAHUETO W nonyyeHuTe
PE3yNnTatM B AUCEPTALMOHHWS TPYd, KaTo ca Nog4yepTaHu OCHOBHUTE
npuHoCcKH. CbLUO Taka U3UKRMO Ca CNa3eHn U3NCKBAHMATA 33 U3rOTBSHE Ha
asTopedgeparute 8 TexHuueckus yHusepcuteT — Codus, nopagu Koeto
Aafox U NONOXUTENEeH OT3UB 33 HEroBOTO OTNEeYaTBaHe.

10. MueHus, npenopLKku n Benexxu.

Beuwuku  npenopukm v 3abenexkn, HanpaseHW OT MeH B
NPeABapUTENHOTO MHEHWe, KakTo U Ha npeaBapuTenHoTo obcwxkaaHe Ha
AWCEPTaUUOHHUA TPYA Ca U3MbITHEHMN.

11. 3aknioueHue ¢ sicHa NONOXUTENHA UK OTPULIATENHA OLeHKa Ha
AUCepTaLUMOHHUS TPYA.

Cuutam, 4ye aucepraumoHHusT Tpya ,PaspaboTsaHe Ha Hoew
XapAyepHW peluerns 3a knbepcurypHOCT Ha KOMYHUKALMOHHU cuctemn”
Ha pokTopaxTkara Epucenaa Manait nokpusa M3UCKBaHUATE Ha 3akoHa
33 pa3suTue Ha akagemnuHus coctas B Penybnuka Bunrapus u



MpasunHuKka 3a HEeroBOTO NPUNOXKEHME. MNpuemam 4e, HanpasenuTe
U3BOAW W 33KITIOYEHUS Ca SIOTUYECKN M KOMNETEHTHO MOCTPOEHM.

Bb3 ocHoBa Ha nonyYeHWTE HayuHW, HAYYHOMPUNOXHU W
NPUNOXHW NPUHOCK B AUCepTauuaTa, AeMOHCTpUpaHuTe obpasoBaTenHo
HUBD W HAaTPyNaHuWA TEOopeTWYEeH W NPaKTUYECKW ONUT, 3HAYUMUTE
nybnukauwu no guceprauuaTa, npegnaram Ha HayyHOTO Xypu Aaa
npuceau Ha Epucenga Manait Hayuwata crenew Joktop“* no
npotbecuoHanHo Hanpasnexue 5.3 KomyHukauuoHHa u KOMMOTBbPHA
TEXHUKE, Hay4Ha CneuyuanHocT ,ABTOMaTU3aUUR Ha UHKEHEPHUS Tpya U
CUCTEeMM 332 aBTOMaTU3aUus Ha NPOSKTUPaHETO".
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1. Relevance of the problem developed in the doctoral thesis in
scientific and applied science. Degree and levels of relevance of the
problem and the specific tasks developed in the doctoral thesis.

Today, the big numbers of electronic devices are interconnected and
transfer large data with high-speed using modern technologies like Al,
loT, and 5G. On the other hand, the cybersecurity risks are increased.
The hardware-based security logic encryption offers strong protection at
the circuit level. The standard software-based security is vulnerable to
attacks with modern reverse engineering tools. The semiconductor
industry is exposed to great risks due to the globalization of IC design,
which leads to threats such as IP theft, overproduction, and hardware
tampering. It is very important to be developed new hardware solutions
for cybersecurity of communication systems in order to prevent modern
systems from the advanced attacks.

Logic encryption can help to protect intellectual property and secure
integrated circuits (ICs) against reverse engineering and hardware
tampering. This technique is designed to improve the security of digital
circuits by embedding encryption mechanisms within their logic gates.
The challenges remain: effectively integration of logic encryption into the
design process without compromising their performance or functionality,
increasing the resilience of this method against advanced attacks, proper
managing of encryption keys for better security and deployments,
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minimizing the impact over the circuit's area, power consumption, and
speed.

The main goal of this dissertation is to propose a logical encryption
algorithm to achieve robust protection of digital circuits by directly
incorporating encryption into the logical structure of the circuit.

To achieve this goal, the doctoral student has formulated tasks
connected development of methodology for evaluating the effectiveness
of hardware encryption techniques in communication systems. The
performance limitations of current hardware encryption approaches in
communication circuits are defined. Different logic-level encryption
techniques, in terms of area, delay, and power overhead are evaluated.
The technique which offers the best trade-off between encryption
strength and hardware efficiency is determined. The solutions proposed
in this thesis have been practically validated.

The investigations in the dissertation are aimed at developing efficient
methods for integrating encryption into logic gates, improving resistance
to various attack vectors, and establishing robust key management
practices. The efforts of this work are focused on to advance the state of
the art in hardware security and provide practical solutions for protecting
integrated circuits from emerging threats. For this purpose a combination
of theoretical analysis, simulation, and empirical validation are used. The
encryption technique that provides the strongest obfuscation and key
dependency is identified.

All this determines the relevance and significance of the researched
problem and the tasks set in the dissertation, both from a scientific-
applied and applied point of view.

2. Degree of knowledge of the state of the problem and creative
interpretation of the literary material.

In this doctoral thesis are used 200 literature sources. Most of them are
from the last 10 years. This gives me reason to believe that PhD student
Eriselda Malaj is familiar with the current state of the problems posed by
her, which is the basis for successful solution of the defined tasks.



3. Correspondence of the chosen research methodology with the
set goal and tasks of the dissertation.

PhD student Eriselda Malaj has formulated a goal and tasks that are
adequate and meet the requirements for dissertation work for obtaining
the educational and scientific degree "Doctor”.

The literature review identified key challenges and gaps in the field of
logical encryption, which are related to: resistance to new attack
methodologies, such as those arising from advances in gquantum
computing; key management challenges and the need for more efficient
and scalable encryption mechanisms.

Several weaknesses in hardware security area are indicated, like
increased area, delay, and power consumption caused by used logic
locking and obfuscation methods. Also there's limited empirical data on
how these methods perform under real-world attack scenarios or
industrial-scale chip designs. Universal standard for evaluating hardware
security is missing. The older techniques, like XOR-based obfuscation,
have become less effective to evolving attack methodologies such as
machine learning-based reverse engineering and side-channel attacks.

The chosen methodology combines theoretical analysis, hardware
design, simulation-based evaluation, and security assessment. The core
focus is on developing and evaluating logic-level encryption techniques
that enhance circuit security while maintaining acceptable design
overhead. The overall includes the following phases: loegic encryption
design and integration; hardware description and implementation;
performance evaluation, security strength assessment; comparative
analysis and validation. The logic encryption itself incorporates three
distinct data collection methodologies, which are experimental approach,
simulation-based approach and valuation and validation approach.

4. Brief analytical description of the doctoral thesis and assessment
of the reliability of the material on which the contributions of the
dissertation are built.

The presented dissertation consists of 167 pages of text and 153 pages
of annexes, very well structured in five chapters, abstract, list of
publications, list of cited papers, lists of figures and tables, lists of



abbreviations, introduction, limitations, future work, contributions and
references.

In Chapter | is performed literature review. An overview of cybersecurity
in communication systems has been provided. Hardware obfuscation
method is analyzed. The Register Transfer Level (RTL) obfuscation,
Gate-level obfuscation, Layout level obfuscation, Instruction Set
obfuscation and PCB obfuscation are described respectively. The
hardware design logic encryption process is discussed. Hardware vs.
software security approaches are compared. The security problems and
vulnerabilities in Integrated Circuit design process are presented.
Different types of hardware attacks are listed. The nature and risks
connected with hardware trojan attacks, as wells as taxonomy of
hardware trojans are explained. Also, different types of attacks such as
reverse engineering attacks, side-channel attacks, power analysis
attacks, fault injection attacks are described. Different types of
cryptographic algorithm implemented in hardware devices are classified
and compared. The hardware security challenges and tools and
technique in hardware devices security are presented. The most widely
used logic encryption techniques XOR/XNOR gates, MUX-based logic,
Flip-Flop encryption are reviewed.

The research methods for hardware encryption are presented in Chapter
Il. A multi-stage methodology to investigate the effective integration,
security robustness, and performance trade-offs of logic encryption
techniques in digital circuits is adopted. The research follows a design-
oriented and experimental approach. The core focus is on developing
and evaluating logic-level encryption techniques that enhance circuit
security while maintaining acceptable design overhead. The factors
Affecting Logic-Encrypted in FPGA designs are analyzed. Different logic
encryption architectures are developed to represent both combinational
and sequential locking strategies. XOR/XNOR-Based Encryption, MUX-
Based Encryption and Flip-Flop-based encryption scheme are described.
The hardware implementation flow for logic-encrypted FPGA designs is
presented. The effectiveness of logic encryption technigues is evaluated
using a combination of hardware performance metrics and security
metrics. Key management strategies are analyzed with respect to secure
storage, controlled activation, scalable distribution, and key sensitivity. A
structured comparative analysis is conducted across all proposed logic
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encryption techniques using a unified set of performance and security
metrics. The evaluation framework developed in the thesis supports:
objective comparison of XOR/XNOR-based, MUX-based, and Flip-Flop-
based encryption techniques; identification of optimal trade-offs between
hardware overhead (power, area, delay) and security strength; validation
of the proposed Flip-Flop-based encryption method.

In Chapter lll is presented the implementation and systematic evaluation
of hardware logic encryption techniques for enhancing the cybersecurity
of communication systems. Three encryption mechanisms: XOR/XNOR-
based logic encryption, MUX-based logic encryption, and Flip-Flop-
based encryption are investigated. An algorithmic evaluation framework
is proposed to quantitatively assess encryption robustness and
implementation overhead. The framework integrates logic obfuscation,
key-dependent transformations, and state-based encryption to evaluate
security strength through fault injection experiments, Hamming distance
analysis, and error propagation metrics. The impact of encryption on
latency, power consumption, and area overhead is analyzed to
characterize performance trade-offs. The proposed encryption
techniques are evaluated using standard ISCAS benchmark circuits. The
obtained results show that when high or very-high security is required
and all metric thresholds are satisfied, the algorithm prioritizes Flip-Flop-
based encryption due to its state-dependent behavior, which significantly
increases output corruption under incorrect keys, reduces fault
observability, and dramatically increases SAT (Boolean Satisfiability)
attack complexity.

The experimental test bench for investigating circuits with different types
of encryptions gates XOR/XNOR, MUX and Flip-Flop based is created
and presented Chapter IV. The research aims to measure the hamming
distances for incorrect activation keys between the incorrect and correct
output, the corruption factor and the secrecy. The logic circuits are
described VHDL language and 3 types of encryption logic techniques are
implemented. Three type of logic encryption technique investigated are
analyzed: XOR/XNOR-based encryption, MUX-based encryption and
flip-flop encryption technique.

In Chapter V are presented simulation and evaluation of hardware
solutions for cybersecurity of communication systems. The Average
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Hamming Distance (AHD) and Average Fault Sensitivity (AFS) results
per ISCAS benchmark circuit are summarized. The obtained results
show that Flip-Flop-based encryption consistently achieves the highest
AHD and the lowest AFS across all benchmark circuits. The conclusion
is that Flip-Flop-based encryption provides superior robustness against
functional and fault-based attacks, especially in state-intensive
communication hardware. The key observations of the investigations are:
AHD increases with circuit size, indicating stronger diffusion in larger
designs, AFS decreases for Flip-Flop-based encryption, showing
improved fault resilience, sequential circuits benefit most from Flip-Flop-
based encryption; XOR/XNOR remains lightweight but offers weaker
obfuscation. The analysis of SAT attack runtime per ISCAS Benchmark
show that, XOR/XNOR-based encryption is rapidly broken across all
benchmarks, whereas MUX-based encryption exhibits moderate
resistance. Flip-Flop-based encryption significantly increases SAT solver
runtime, particularly for sequential circuits. The performance overhead
analysis shows that XOR/XNOR-based encryption incurs the lowest
overhead across all benchmarks, while MUX-based encryption
introduces moderate increases due to additional selection logic. Flip-
Flop-based encryption results in the highest power and delay overhead,
particularly in sequential benchmarks. The overall conclusions are:
increasing key-gate density consistently improves security metrics;
sequential (Flip-Flop-based) encryption provides superior scaling in
AHD, AFS, and SAT resistance; XOR/XNOR-based encryption is
suitable only for lightweight protection; performance overhead scales
predictably and remains manageable for security-critical deployments;
the Composite Security Score effectively bridges experimental evaluation
and real-world deployment decisions.

5. Scientific, scientific-application and application contribution of
the dissertation.

In the doctoral thesis the author has indicated 8 contributions. Four of
them are scientific, two of the indicated contributions are scientific-
application and two are application contributions. | accept the
contributions formulated by the PhD student Eriseida Malaj, which can
be summarized as follows:



» A unified framework is developed to quantitatively evaluate logic-
encrypted circuits using functional, fault-based, and SAT-based
security metrics alongside hardware performance overhead.

» A novel composite metric is proposed to integrate multiple security
dimensions into a single score, enabling direct comparison across
benchmarks, encryption styles, and key-gate densities.

» Experimental results confirm that Flip-Flop-based, state-dependent
encryption provides superior resistance to fault injection and SAT-
based attacks compared to purely combinational schemes.

» A threshold-based algorithm is proposed to translate experimental
security metrics into deterministic FPGA and ASIC deployment
decisions.

» A structured comparison of XOR/XNOR-based, MUX-based, and
Flip-Flop-based encryption techniques is presented across both
combinational and sequential benchmark circuits.

» The impact of key-gate density on security strength and
implementation cost is systematically analyzed for 2, 5, 10, and 16
key-gate configurations.

» Synthesizable VHDL implementations of all encryption technigues
are provided, facilitating integration into practical communication-
oriented hardware subsystems. The framework is validated on
standard ISCAS-85 and ISCAS-89 benchmark circuits, ensuring
reproducibility and relevance to real-world digital designs.

| believe that the results obtained are original and fully comply with the
requirements for dissertation work for obtaining the educational and
scientific degree "Doctor".

6. Assessment of the degree of personal participation of the
dissertation in the contributions.

For the personal contributions of the PhD student judges from the fact
that she has one independent scientific paper, and in eight of the others
she is the first co-author. It is very positive that presented papers of the
PhD student have 5 citations. This gives me reason to accept that the
dissertation and contributions are the personal work of the candidate.

7. Evaluation of dissertation publications. Reflection in science.

Nine publications and have been made on the dissertation. Three of the
papers are reported at conferences in Bulgaria. Eight of the articles are
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referenced in Scopus. The PhD student is co-author of a book chapter
referenced in Scopus.

The publications made exceed the minimum requirements for the award
of the educational and scientific degree "Doctor". | accept that the main
results of the dissertation are available to the international and Bulgarian
scientific community.

8. Application of the results of the dissertation in scientific and
social practice.

It is very positive that the realized researches of the PhD student is
developed in the framework of the Joint Doctoral Program in the
CEEPUS NETWORK number: ClII-BG-1103-06-2122.

9. Assessment of the compliance of the abstract with the
requirements for its preparation, as well as the adequacy of
reflecting the main points and contributions of the dissertation.

The abstract fully reflects the content and results obtained in the
dissertation, emphasizing the main contributions. Also, the requirements
for the preparation of abstracts at the Technical University - Sofia are
fully met. Therefore, | gave a positive feedback on its printing.

10. Critical remarks and recommendation

All recommendations and remarks made by me in the preliminary
statement, as well as in the preliminary discussion of the dissertation are
fulfilled.

11. Conclusion

| believe that the doctoral thesis "Development of new hardware
solutions for cybersecurity of communication systems" by PhD student
Eriselda Malaj meets the requirements of the Law on the Development of
Academic Staff in the Republic of Bulgaria and the Regulations for its
implementation. | accept that the conclusions made are logically and
competently constructed.



Based on the scientific, scientific-application and applied contributions
received in the dissertation, the demonstrated educational level and
accumulated theoretical and practical experience, the presented
scientific papers, | propose to the Scientific Jury to award the scientific
degree "Doctor” in professional field 5.3 Communication and computer
engineering, scientific specialty" Computer-aided engineering and
computer-aided design systems " to Eriselda Malaj.
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