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BbPXY AUCEpTaUUOHEH TPYA
3a npuaobusaxe Ha oBpaszoBaTenHa u HayyHa cteneH ,.Jlokrop*
no npodecuoHanHo Hanpaenexue 5.3 KomyHukaumoHHa u
KOMNIOTHLPHa TEXHUKA,
Hay4Ha cneunanHocT ,ABTOMaTM3auusa Ha HHXEHEePHUA TPyA U
CUCTEMM 33 aBTOMaTU3aLusa Ha NpoeKTupaHeTo”
ABTOp Ha ANCEpPTaLMOHHUA TPYA.

mar. Epucenpa Manaw
Tema Ha gucepTauvorHus TpyA: ,PaspaboTeaHe Ha HOBU
XapAyepHU peLLleHns 3a KMbepcurypHocCT Ha
KOMYHVKALMOHHU cucTemm ”
UneH Ha Hay4HOTO Xypw: Bou. A-p uHX. Poctucnae Pyces,

TexHunyeckn YHusepcutet - Codus

1. AKTyanHocT Ha pa3paboTBaHus B AMCEPTALUUOHHMA TPYA npobnem B Hay4YHo
¥ HayYHOMPUIOXHO OTHOWeHWe. CTeneH U HBa Ha aKTyanHoCTTa Ha npobnema
¥ KOHKpeTHUTe 3aaaum, pa3paboTeHu B AuCepraumnTa.

Temata Ha AWCEPTAUMOHHWA TPYA € aKTyanHa M WHOBAaTUBHA, Tbil Kato ce
doKycipa BbpXy METOAWTE 32 NOTUHECKO KpunTUpaHe. Upes TAx ce ocurypssa
3awuTa u kubep CUIypHOCT Ha WHTerpanHuTe Ccxemu (UC) cpewy obpaTHo
WHXEHEepPCTBO U xapayepHa Mawunynauws. B pawceprauusTa ca pazpaboTeHu
anropuTMi ¥ METOAW 32 OLeHKa ebeKTUBHOCTTa Ha KpUNTUpaHe W BIUSHUETO My
BbPXy KOHCYMauWsiTa Ha eHeprus, 3aemanarTa nnol U 3aKLCHEHWETO Ha Cxemara.

LlentTa Ha auceprauvsTa € Aa Ce MPOoeKTupaT MOoAynW 33 XapayepHo
KpUNTUPaHe, U3NON3BalU MOTUMECKU CTPYKTYPU, Aa C& BHEAPAT B KOMYHUKAUVOHHMW
XapAyepHW CUCTeMM, Aa Ce OUeHW W CpaBHU THAXHATa MPOM3BOAWTENHOCT,
W3NON3BAMKN KITIOYOBY XapAyepHU nokasaTteny (MowWHOCT, nnowy, 3abassake), ga ce
OLEHWU CHNaTa Ha CUTYPHOCT Ha BCEKW METOA, W3NON3Baiku nokasateny Kato AHD,
AFS u ycroiumsocT Ha SAT artaku, U ga ce NpeanoXv HOBa pamka 33 oueHka ha
XapAyepHO KpunTupaHe, NPUNoX1Ma 33 KOMyHUKaUMOHHN NOACUCTEMA.

HanpasexaTta cnpaska B Hay4HuTe Basu aaHHW nokassa Hag 1500 nyGnukayu,
cabp3anu ¢ Logic encryption, kato ot 2017 roguxa ce 3abennsBa exkcnoHeHuuaneH
pecT Ha nybBnukaywute. Bouuko TOBa onpepens akTyansoctia Ha nacneasaHns
npotnem.

2. CrenmeH Ha nO3HaBaHe CbLCTOSHMETO Ha npobnema W TBOpHecka
UHTEPNPEeTaUMA Ha NUTepaTypHUs MaTepuan.

B Tasu auceprtauus ca usnonasaxy 200 nUTepaTypHU USTOUHUKA. B ob3opHuTe
rnasy ca uATUpaHu 28 nybnukauum OT NocneaHwuTe NeT roavHA.



ToBa Mu nasa ocHosaHue Aa cMATam, ye goktopaHTkata Epucenaga Manait
NO3HaBa CHBPEMEHHOTO ChbCTOSHWE Ha pewasanuTe oT Hes npobnemu, koeto e
OCHOBa 3a yCnelHo pellaBase Ha NnocTaseHuTe 3agauun.

3. CroTBeTcTBUE Ha u3bpaHara meToauka Ha uacneasane ¢ nocraeeHara yen u
3afayM Ha AMCEePTaLMOHHUA TPYA.

HokTopauTkata Epucenaa Manai e thopMynupana uen u 3aaaun, KouTo ca
30EKBaTHW W CbOTBETCTBAT HA WINCKBAHWATA 3a AuceprauvoHeH Tpya 3a
npugobusaxe Ha obpasoBaTenHara u Hay4Ha creneH [loktop”,

3a pelwasaHe Ha nocTaseHUTe 324344 W nocTuraHe Ha uenta Ha
ANCEPTaUVMATA Ca UINON3BAHW Pa3NUYHN METOAM,

4. HayuHu, HayYHONPUIOXHY U NPUNOXHA NPUHOCK Ha AUCEPTALMOHHUS TRPYA
B nokropckara AvcepTauua morat ga ce oboBWAT chegxuTe NPYUHOCH.
Hayuumn npuHocu:

* Bubeexgane Ha kKoMBUHUPaHa oueHka 3a curypHocT. lpeanara ce Hosa
komMOuHMpaHa meTpuka 3a WHTErpMpaHe Ha MHOXECTBO U3MepeHus Ha
CUrYPHOCTTa B e4Ha OUEHKa, KOeTO NO3BONARa AVPEKTHO CpaBHeHue
mexay OeHymapkose, cTunose Ha KpUNTUpaHe W NMLTHOCTU Ha
KITIo4oBUTE NOpTOBRE.

e ATOPUTHLM 33 B3eMaHe Ha PEWeHNA 33 BHEApRBaHE, OPUEHTMPaHU
KbM CurypHOCTTa u pasxoaure. lMpegnara ce anropuTeM, Basupax Ha
fpar, 3a aa ce npeobpasysar ekcnepuMeHTanHu nokasarenu 3a
CUTYDHOCT B AETEPMUHUCTMYHU pelueHus 3a BHeApasaHe Ha FPGA u
ASIC.

HayuHONpunoXHU npuHock:

e AHanus Ha mawabupyemocTTa Ha nnNbTHOCTTEZ Ha KpUnTupase.
Cucrematuyno ce aHanusupa BNUAHUETO HA TMABTHOCTTE Ha
KNK40BUTE reToBE BBLPXY cunata Ha CUrypHOCTTa ¥ pasxogute 3a
BHEApsiBaHe 3a koHdurypaumm ¢ 2, 5, 10 u 18 knloyosu reiTa.

MpunoxHu npuHock:

* Banuaupase, ynpaenssaHo oOT Benymapk, ¢ nomowTa Ha ISCAS
cxemn. Pamkata e sanugupaHxa BbpXy CTaHgapTHu Dexumapk cxemwu
ISCAS-85 u ISCAS-89, koero fapaHTupa Bb3NPOU3BOAMMOCT W
PENEBaHTHOCT KbM peanHu UMDPOBM NPoeKTy..,

*» lotoBu 32 sHegpasaHe XxapayepHn wmopgenu. [pegoctasedu ca
cuHTeaupyemn VHDL umnnemeHTayum Ha BCUYKM  TEXHUKU 3a
KpUnNTUpaHe, ynecHaBawum UHTerpayuaTa El NpaKkTU4ecKu
KOMYHUKaUMOHHO-OPUEHTUPAHU XapayepHU NOACUCTEMM.

CmsTam, ye nonyyenute peayntart ca OPUrMHanNHW M CLOTBETCTBAT Ha
WSNCKBAHWATA 3a AucepTaLMOHEH TPYA 3a npuaobusare Ha obpasosaTtenHara
W Hay4Ha cTeneH JlokTop".



5. OueHka 3a cTenenTa Ha NUYHOTO y4acTue Ha gucepraKTa B NpUHOCUTe,

38 NUYHUTE NPUHOCU Ha AckTopaHTkata Epucenga Manai 3aknioyasam oT
thakTa, Ye TR UMa eauH CamoCTosTeneH Hay4yeH Tpya, a B8 9 OT OcraxanuTe e
CbasTop (TS € CbABTOP U B rNasa OT kHura). ToBa MW A4aBa OCHOBaHME 4a npuema, ye
AVCEPTALWUOHHUAT TPYA WU NPUHOCUTE Ca NIMYHO Aen0 Ha KaHAWAATa.

6. Mpeuenka Ha nyGnukaumuure no AUCepTaunoHHuA TpyA.

Mo auceprauwata ca HanpaseHu 9 nyBnukauuw, kato B OT cratuure ca
pedrepupann. [JOKTOpaHTKaTa € ChLaBTOpP B rNasa OT KHUra, pethepupana 8 Scopus.
MNpeacraseHaTa aBTOpCcKa cNpaska Nokassa 7 UUTUPaHKUS B CTATUM.

HanpaeeHute nyBnukauMn HagXBLPNAT MUHUMANHUTE W3NUCKBAHUS 3a
npucbxpade Ha obpaszoeatenHata M HayyHa CTeneH waokTop®. lMpuemam, ye
OCHOBHWTE pe3ynTaTi Ha QUCEPTaUMOHHWA TPYA Ca JOCTOSHUE Ha MeXOyHapogHaTa
» Bbnrapckata Hay4yHa oBGUECTBEHOCT.

7. Kputnunm 3abenexkn 1 npenopuku
Hamam cepuosxmn 3abenexkn KoM npeacTaBeHaTa AvcepTtayus.
UuTtupanara nutepaTtypa He e NpasunHo NoApeaeHa B OCHOBHUS TEKCT.

8. 3axknioueHMe C© HCHa NONOXWUTENHa WNM OTPMUATEeNHa OueHKa Ha
ANCepPTaUUOHHUS TPpyA.

Cuuram, Ye AuCepTaUMOHHUAT Tpya .Paspaboreare Ha HOBM XxapayepHu
PelleHns 3a KMbepcurypHOCT Ha KOMYHUKALMOHHW cucTemu ” Ha AOKTOpaHTKaTa

Epucenpa Manaih nokpusa wu3NCKBaHWUSATA Ha 3aKkoHa 3a passutue Ha
akagemMuinua cbcras B PenyBnvka bBonrapus u [MpasunHuka 3a HerosoTvo
NpUnoXeHue,

Mpuemam, Ye U3BOAUTE W 3AKNIOYSHUSTAE B AucepTauunTa ca Noruyecku M
KOMNETEHTHO NOCTPOSHM,

Bba ocHOBa Ha nonyueHute Hay4YHONPUNOXHUA MPUHOCK B AMCEPTaUWATa,
00pasoBaTenHoTo HUBO, HATPYNaHWUA TEOPETUYEH W NMPakTUYECKU ONWUT, 3HAYUMUTE
nyGnukauun nNo auceprauMsiTa, Nnpeanaram Ha HaY4HOTO Xypu Aa NpUCHLAKM Ha Mar.
Epucenga Manan wsayunata crenew Joktop“ no npodgecuorantHo
Hanpasnexune 5.3 KoMyHUKaUMOHHA ¥ KOMNIOTLPHA TEXHWKA, Hay4yHa cneumanHocT
ABTOMaTUSAUMS Ha WHXEHEPHUS Tpyad W CUCTeMu 3a aBTOMaTU3aUNSA Ha
NPOEKTUpaHeTo",

03.09.2026r. UNEH HA XKXYPUTO:
(mou. a-p Poctucnée Pyces)



"'.L::“” Vit ~S S
-7 7 ’., —
[ A @"‘-‘a@‘ 74
~ | HY
A STATEMENT

of doctoral thesis
for obtaining the educational and scientific degree "Doctor"
in a professional field
5.3 Communication and Computer Engineering,

in the scientific speciality ,Computer-aided engineering and
computer-aided design systems”
Author of doctoral thesis:

M.Sc. Eriselda Malaj

Topic of doctoral thesis: ,Development of new hardware solutions
for cybersecurity of communication systems”
Assoc. prof. Dr. Eng. Rostislav Rusev,
Technical University of Sofia

1. Relevance of the problem developed in the doctoral thesis in scientific and
applied science. Degree and levels of relevance of the problem and the specific
tasks developed in the doctoral thesis.

The topic of the dissertation is relevant and innovative, as it focuses on logic
encryption methods. These methods provide protection and cybersecurity for
integrated circuits (ICs) against reverse engineering and hardware manipulation. The
dissertation develops algorithms and methods for evaluating encryption effectiveness
and its impact on power consumption, area overhead, and circuit delay.

The objective of the thesis is to design hardware encryption modules using logic
structures, to implement them in communication-related hardware systems, to
evaluate and compare their performance using key hardware metrics (power, area,
delay), to assess the security strength of each method using metrics such as AHD,
AFS, and SAT attack resistance and to propose a new hardware encryption
evaluation framework applicable to communication subsystems.

A review of the scientific databases reveals more than 1,500 publications related to
Logic encryption, with an exponential growth in publications since 2017. All of this
determines the relevance of the researched problem.

2. Degree of understanding of the current state of the problem and creative
interpretation of the literature reviewed.

This dissertation uses 200 literary sources. In the review chapters are cited 28
publications from the last five years.

This gives me reason to believe that the PhD student Eriselda Malaj is well
acquainted with the current state of the art in the addressed research problems,
which is the basis for successfully solution of the defined tasks.



3. Correspondence of the chosen research methodology with the set goal and
tasks of the dissertation.

PhD student Eriselda Malaj has formulated a goal and tasks that are adequate and
correspond to the requirements of a dissertation work for acquiring the educational
and scientific degree "Doctor”. Various methods were used to solve the tasks and
achieve the goal of the dissertation.

4. Scientific, scientific-applied and applied contribution of the dissertation.

The following contributions can be summarized in the doctoral dissertation.
Scientific contributions:

* Introduction of a Composite Security Score A novel composite metric is proposed to
integrate multiple security dimensions into a single score, enabling direct comparison
across benchmarks, encryption styles, and key-gate densities.

* Security-Cost Driven Deployment Decision Algorithm A threshoid-based algorithm
is proposed to translate experimental security metrics into deterministic FPGA and
ASIC deployment decisions.

Scientific-application contribution:

« Scalability Analysis of Encryption Density The impact of key-gate density on security
strength and implementation cost is systematically analyzed for 2, 5, 10, and 16 key-
gate configurations.

Application contributions:

* Benchmark-Driven Validation Using ISCAS Circuits The framework is validated on
standard ISCAS-85 and ISCAS-89 benchmark circuits, ensuring reproducibility and
relevance to real-world digital designs.

* Implementation-Ready Hardware Models Synthesizable VHDL implementations of
all encryption techniques are provided, facilitating integration into practical
communication-oriented hardware subsystems.

| believe that the obtained results are original and fully comply with the requirements
for dissertation work for obtaining the educational and scientific degree "Doctor™.

5. An assessment of the degree of the dissertation candidate's personal
participation in the contributions.

For the personal contributions of the PhD student Eriseida Malaj, | judge from the fact
that she has one independent scientific paper, and she is co-author in @ of the others
(she is also a co-author in a book chapter). This gives me reason to assume that the
dissertation work and contributions are the personal work of the candidate.

6. Evaluation of dissertation publications.
Nine publications have been made on the dissertation, with 8 of the articles being
refereed. The PhD student is a co-author of a book chapter referenced in Scopus
The presented author reference shows 7 citations in articles.



The publications exceed the minimum requirements for awarding the educational and
scientific degree "Doctor"”. | accept that the main results of the dissertation are
available to the international and Bulgarian scientific community,

7. Critical remarks and recommendations.
| have no serious remarks to the presented dissertation.
The cited references are not properly arranged in the main text.

8. Conclusion

| believe that the dissertation "Development of new hardware solutions for
cybersecurity of communication systems" by PhD student Eriselda Malaj meets
the requirements of the Act on the Development of Academic Staff in the Republic of
Bulgaria and its implementing Regulations.

I accept that the conclusions and final remarks in the dissertation are logically and
competently constructed.

Based on the scientific and applied contributions received in the dissertation, the
educational level, the accumulated theoretical and practical experience, the
significant publications on the dissertation, | propose to the scientific jury to award
M.Sc. Eriselda Malaj the academic degree "Doctor” in professional field 5.3
Communication and Computer Engineering, in the scientific speciality .Computer-
aided engineering and computer-aided design systems ".

03.09.2026. Member of the Scientific Jury: '
(Assoc. prof. Rostislav Rusev)



