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3a JIHCEpPTALMOHEH TPYA 3a mpuioOHBaHe Ha oOpasoBarTeNHa W HAYHHA CTENCH
JaokTop” 1o npodecHonanHo Hanpasnenwe 5.3 KomyRMKauMoOHHA M
KOMMIOTbPHA TEXHHKA" Hay4Ha CTICLHATHOCT "ABTOMATH3AIHA HA HHIKCHEPHUA
TPYZ ¥ CHCTEMH 3a aBTOMATH3MPaHO NpoeKTHpaHe".

ABTOp Ha AucepTanHonnusa Tpya: Mar. Epucenia Masnai

Tema na anceprannonnus Tpya: “Development of new hardware solutions for
cybersecurity of communication systems™, (PaspaboTsane Ha HOBH Xap/yepHH
peleHHs 33 KHOEPCHIYPHOCT Ha KOMYHMKAIHOHHH CHCTeMH)

Ynen wa HAYYHOTO Awypw: npod. ard wumx. Toaop Crounos,
HueTuTyT N0 HHQOPMAUHOHHH H KOMYHHKALHOHHH TEXHOIOHH — BAH, Codns,
yn. Axan. T'. bonues 61.2

1. AKTyaanocT Ha pa3padoTBaHNN B AHCEPTAUHOHHEASN TPYA

TemaTHUHATA HACOUSHOCT Ha JHCEPTAMORHNS TPY/ € 3a pa3padoTBaHe Ha
HOBH TeXHHYECKH CpeJACTBa, NpWTeXaBalld BBTPeMIHa CHTYPHOCT Cpelly
NpOrpaMHO M XapAyepHO BB3NEHCTBME, UENANIO [POMFHA HA TiIXHA
dynximHonanHocT, Tasy BBTpelIHa CHIYPHOCT C€ PEIH3Hpa Hpes Brpakiant Ha
OMTBIHATENHA NOTHKA B €JSKTPOHHATA CXeMa, KOATO JIOIHKa CE peamusupa C
JOTBAHMTENHH XapAyepHH eleMeHTH. Taka ce HHTerpHpa (yHKIIHOHATHOCTTA HA
e/1eKTPOHHATA CHCTEMA ¢ JIONBIHHTEIHA KPHITTHINATA SIeKTPOHHA KOMIIOHCHTA.
Topa pellicHRe MpejOCTaBs OMBIHUTEIHA CHIYPHOCT KakTO 33 HOpMaTHATA
paGoTa Ha eEKTPOHHA CHCTeMa, BBIPEKH MOTEHUHATHO BHHIIHO Bb3AeHCTBHE
gpe3 CHTHAIM M JaHHH, Taka M C€ TrapaHTHpa BBHIIHA HCMPO3pauHOCT Ha
prpajieHara (QYHKIHOHATHOCT HA CEKTPOHHATA CHCTEMA. JuceprannoHHaTa
paboTa HM3MO/A3BAa TepPMHHA KHOGPCHIYpHOCT 33 J3 nedhurApa TOBA
npeIHazHAYEHHe Ha JIOMbIHMTENHATA JIOTHKA 33 CHXpaHCHHE H CKpHBaHe Ha
dyHKIHOHATHOCTTA HA EICKTPOHHA CXeMa.

JIMCepTaMOHHOTO W3CAeABaHe € MpeACTaBeHo Ha AHITIHICKH  €3HK.
OCHOBHO NMPHHOCHA YacT Ce ChCTOH B NPOCKTHPAHETO H pa3paboTBaHeTo Ha
Xap/lyepHHTEe KOMIOHSHTH 3a BIPakjane B CICKTPOHHH CXCMH, W3M0JI3BaHHA B
KOMYHHKALMATA.



JIMCepTAlMOHHOTO ~ M3C/eABaHe MOAPOSHO  MPeACTaBs  HANpaBeHH
CHMYZIAIMOHHHN SKCIIEPHMEHTH Ha MOAH(HIMPAHH TECTOBH EACKTPOHHH CXEMH C
TpH BHAA TEXHONOTTHYHM PELISHHS 33 PeRIH3UPAHE HA JONLIHHTEIHATA JOTHKA
3a KpHIOTHpaHe # KNOEPCHTYPHOCT.

OueHsBaM NONOKHTEITHO CAOKHOCTTA ¥ HAYUHO-TIPHIIOKHATA OPHSHTALIHA
Ha JIMCepPTALMOHHOTO W3clelBaHe 3a pa3paboTBaHe Ha AOMBIHHTEIHH
SNEKTPOHHH CXEMM, PeaTH3HPAlIH JOIAKa Ha OrpaHHYeHHE HA HEOTOPH3HPAHO
H3NOJI3BaHe HA ENEKTPOHHH CXeMHM H 3a HeloOpOCHBECTHO Bh3ACHCTBHE HA
TsXHata HopManHa paGora. EjnexkTpoHHHTE CHCTEMH HE NPOMEHAT CBOA
(hYHKIMOHAIHOCT NIPH BBHIIHO HEOTOPH3HPAHO Bb3/ICHCTBHC BEPXY TAX.

PazpaboTBaHuTe TeXHWYECKH PEIIEHHs, pealH3npalld AOMBIHHTSIHATA
AOrMKA 3a rapaHTUpaHe HA CHIYPHOCT ca NPHIOKEHW HA TECTOBH ETAIOHHH
enexTpoHHH cxemu. OunensBana e TAXHZ (YHKUHOHATHOCT MO KPUTEpHH 33
eHeprHiiHa KOHCYMalUM#, 3acMaHa [UIONl HAa JIONBIHHTENHATa XapayepHa
peanuzaluys, N0 Ppe3yATaTHO 3aKbCHEHHE OT GYyHKUHOHUPAHETO Ha
eNeKTPOHHATKA CHCTEMA.

B amceprauuonHara pabora ca NpeacTaBeHy KOMHHYECTBEHN Pe3yaTaTH OT
MHOMKECTBO TECTBAHMS B CHMYJALIMOHHA Cpefia Ha paspaboTeHH JOMbIHUTEIHH
e/IeMEHTH 32 CHCTEMH 332 KOMYHHKAIHA.

2. Crenen HAa nolHABaHe CHLCTOANHETO Ha npobiaema H TBOpHECKa
MHTEPNPETAINA HA TUTEPATYPHHA MaTepra

HanmpaseHusT ananui Ha W30paHMTe TEXHOJOIHH 33 peATH3IMpaHE Ha
NOMBAHMTE/HA JOTMKa 3a 3ana3BaHe Ha e€JeKTPOHHAa CXeMa OT BBHHIIHO
pEagelicTBHE @ MO3BOAMAO Ha AuceprauuorHara pabota aa aeduHupa
NpaKTHYeCKH MPHIOKHMH PpEIIeHHs 33 BrpakjiaHe B EICKTPOHHH CXEMH.
Hanpases ¢ w3bop 3a MpHjarase HA AONBIHATENHA JIOTHKA BbB
GYHKIHOHATHOCTTA HA €CKTPOHHA CXEMa 4pe3 H3MO/A3BAHE HA metoaure XOR
(exclusive OR)/XNOR (exclusive NOR), MyATHILICKCHPAHE MUX, =8 ¢
H3Moa3BaHe HA pemreHus ceetasenn ot purepn Flip/Flop.

He3aBHCHMO OT C/I0HHASA XapaKTep Ha MpONECHTEe, KOHTO HMAT MACTO B
Tasy OONACT Ha SISKTPOHHKATa U ENEeKTPOTeXHHKaTa, AOKTOPaHTBHT IOKa3sa
MHOI'0 J0o0pa npodecHoHaIHa MOATOTOBKA 33 n30padara JUCcepTallHOHHA TeMa.
CupraMm, H€ € [OoKa3aHo MHOro a00po no3HasaHe Ha ChCTOAHHETO HA
npoG/ieMaTHKAaTa 3a Ch3ZAaBaHE M M3MON3BAHE HA CICKTPOHHH JIOTHYECKH
pelleHHs B HETPAAHUHOHHH eJICKTPOHHH CHCTEMH. JIOKTOpadTHT flOKa3Ba M
3aTpIOOYEHH TO3HAHHR 32 M3BLPIIBAHETO HA CHMYIAIMOHHH H3CICABaHHA H



5. lMpeunenka na nyvannalHATE 00 THCEPTANHOHHNUE TPYA

B nucepTauMoOHHOTO M3che/ABaHe ca BkaloyeHH 10 3arnaBs HA HAYIHH
nyoankaumn. [Toedero OT TAX ca mpaseHH Ha xoHdepeHumsHa “Telecom™ u
“TechDefence” nposexmanm y Hac, Enma nyOnmkauus e HalpaseHa Ha
kondepennus 8 Kocoso e eana e karo rnasa ot odm cbopuuk. Ilydnukaimure
ca MHISKCHDaHH M BKIIOYEHH B enexkTponHata Oubimoreka Ha [EEE.
ChillecTBEHO MOCTHKEHHE € B 4e TPH MyOIHKAIAN ¢8 HaMepHIITH MEAAYHApO/ICH
OT3BYK C TpeACTaBsHe Ha 7 TexXHH uuTHpanus. Kato oruuTam G6pos Ha
nyonmkauunTe W winckeanusTa Ha TY-Codus TOBA YAOBIETBOPABA HCKaHMA
Mpar oT TOYKH 33 3ammTa Ha 00pa3oBaTeNHO-HAY4HATA CTENeH ,JIOKTOp™ 1pe3
kateropuute A, I'7 n I'8.

6. Muenns, NPenopbKH 1 HeJeKKH

Karo MHeHHe, CYHTaM, He AMCepPTAlHORHATA H3CTIeaBaHe € MHOro ao0pe
M3MbJHEHO. [IpuMIaranM ca TOYHH HHKCHEPHH TMOAXOAM 33 MPOEKTHPaHe,
eKCHepHMEHTUPaHe M OLeHKa Ha pesyaratdH. OUeHABaM BUCOKO paborara Ha
JIOKTOPaHTA M ChABPKATENHATA YaCT Ha AHCEPTAHOHHASA TPYA.

7. 3aka0OvMeHHe ¢ ACHA NOAOKHTEHA WIH OTPHUATEIHA OUeHKAa Ha
ANCePTANHOHHHUS TPy

OlleHSBaM MOJNOKHTENHO HANpaBeHUTE HAVHHO-TIPHIOKHH MPHHOCH Ha
aucepraumdonHus Tpya Ha Mar. Epucenna Manait.  CuauraMm, u4e
W3UCKBAHMATAZ HA 3aKOHA 3a pasBUTHE HA aKajeMHHYHHA CheTaB B bbiarapus u
[NpaBunEAKa 3@ HEroBOTO [pHJAraHe ca W3ILAHCHH B NPEACTABCHHA
AUCepPTALHOHEH TPYA.

[OpeH3I0KeHOTO MH JaBa OCHOBaHWE J1a AaM MOJOKHTE/IHA OLCHKA 34
MpeAcTaBenis AHCEPTAlMOHEH TPY/ H [a npenopbyaM Ha Hay4HOTO XKypH Aa
npuckan Ha Epucenna Manait obpazoBatesHara M HaydHa CTeNeH
LJIOKTOP™ 10 NpoecHOHAIHO HANpaBieHHE 5.3 KomyHWKaiHOHHa H
KOMITIOTHPHA TEXHHKA™ HAy9YHA CHCUHATHOCT "ABTOMATH3ALMNA HA HIDKCHCPHHA
TPYIL H CHCTEMH 3a aBTOMAaTH3HPAHO NMPOSKTHDaHe".

24.07.2026 WIEH HA XKYPHUTO:
npod. arn miz. Toaop CToHI0B
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Professional field of study: Professional field: 5.3 Communication and
Computer Engineering

Scientific specialty: Computer-aided Engineering and Systems for Design
Automation

Ph.D. student: MSc. Eriselda Malaj

Title of the Ph.D. thesis: Development of new hardware solutions for
cybersecurity of communication systems

Member of the jury: prof. D.Sc. Ph.D. Eng. Todor Stoilov. Institute
of information and communication technologies — Bulgarian Academy of
Sciences, Sofia, Acad.G.Bentchev str., BL.2

1. Actuality of the problems in the PhD thesis

The thematic focus of the dissertation is on the development of new
technical solutions, possessing internal security against software and hardware
influences, aimed at changing their functionality. This internal security is
implemented by embedding additional logic in the electronic circuit, which logic
is implemented with additional hardware elements. Thus, the functionality of the
electronic system is integrated with an additional encrypted electronic component.
This solution provides additional security both for the normal operation of an
electronic system, despite potential external impact through signals and data, and
guarantees external opacity of the built-in functionality of the electronic system.
The dissertation uses the term cybersecurity to define this purpose of the
additional logic for storing and hiding the functionality of an electronic circuit.

The Ph.D. thesis is presented in English language. The main contribution
consists in the design and development of hardware components for integration
into electronic circuits used in communication.

The Ph.D. thesis it its researches presents in detail simulation experiments
of modified referenced electronic circuits with three types of technological
solutions for implementing additional logic for encryption and cybersecurity.

| positively assess the complexity and scientific and applied orientation of
the dissertation research for the development of additional electronic circuits,



implementing logic for limiting unauthorized use of electronic circuits and for
unscrupulous impact on their normal operation. Electronic systems do not change
their functionality in the event of external unauthorized impact on them.

The developed technical solutions, implementing the additional logic for
ensuring security, are applied to test reference electronic circuits. Their
functionality is assessed according to criteria for energy consumption, occupied
area of the additional hardware implementation, and the resulting delay in the
functionality of the electronic system.

The dissertation presents quantitative results from multiple tests in a
simulation environment of developed additional elements for communication
systems.

2. Degree of knowledge of the state of the problem and academic
interpretation of the literary material

The analysis of the selected technologies for implementing additional logic
to protect an electronic circuit from external influences has allowed the
dissertation work to define practically applicable solutions for embedding in
electronic circuits. A choice was made to implement additional logic in the
functionality of an electronic circuit by using the XOR (exclusive OR)/XNOR
(exclusive NOR) methods, MUX multiplexing, and using solutions composed of
Flip/Flop triggers.

Regardless of the complex nature of the processes that take place in this
field of electronics and electrical engineering, the doctoral student shows very
good professional background for the chosen dissertation topic. My assessment
for the professional background of the PH.D. student is that it demonstrates a very
good knowledge of the state of the issues for creating and using electronic logic
solutions in non-traditional electronic systems. The doctoral student also shows
in-depth knowledge of conducting simulation studies and evaluating the
functionality of modified electronic circuits with additional logic for built-in
security.

3. Correspondence of the chosen research methodology and the set goal and
tasks of the dissertation with the contributions achieved

The Ph.D. research motivates the need for development new additional
logics and embeds them in electrical circuits for the purposes of resistance to
external unregulated impacts as well as for preserving the internal logic of



electronic circuits. The chosen methodology in the dissertation work fully
corresponds to an engineering approach. Additional logic is designed, which is
integrated and embedded in existing electronic circuits. The functioning of the
modified circuit is simulated and its characteristics are analyzed and compared
when using different hardware implementations of the additional embedded logic.
A comparison is made between different technological solutions for a given
security logic.

This engineering methodology is difficult, due to the complexity of the
solutions for integrating existing electronic functionality with additional logic
arising from security requirements. As a result, the dissertation research has the
character of a complete scientific and experimental engineering study of a new
type of technical devices created using a new technology.

4. Scientific and practical achievements in the PhD thesis

I find scientific and applied contribution for the creation of additional
logical solutions and their hardware implementation, that is integrated into the
functionality of selected reference electronic circuits. I also evaluate as a scientific
and applied contribution the proposed and used programming environment for
evaluating the functional qualities of the developed technological security
solutions. A feature of the developed electronic circuits and solutions is that they
are practically evaluated in a simulation environment. The dissertation illustrates
results with measurements, which are also proof of the high professionalism of
the doctoral student.

5. Assessment of the Ph.D. publications and correspondence with the
minimal national legislative requirements

The dissertation research includes 10 titles of scientific publications. Most
of them were made at the “Telecom™ and “TechDefence” conferences held in our
country. One publication was made at a conference in Kosovo and one is as a
chapter of a general collection. The publications are indexed and included in the
IEEE electronic library. A significant achievement is that three publications have
found an international recognition with the presentation of 7 of their citations.
Considering the number of publications and the requirements of TU-Sofia, this
satisfies the required threshold of points for the defense of the educational and
scientific degree “doctor” through categories A, G7 and GS.



6. Few assessments, recommendations, and remarks

In my opinion, I find that the dissertation research is very well performed.
Accurate engineering approaches have been applied for design, experimentation
and evaluation of results. T highly appreciate the work of the doctoral student and
the content of the dissertation work.

7. Conclusion

I positively assess the scientific and applied contributions made by the
dissertation work of MSec. Eriselda Malaj. I believe that the requirements of
the Act on the Development of the Academic Staff in Bulgaria and the
Regulations for its Implementation are met in the presented dissertation work.

The above gives me reason to give a positive assessment of the presented
dissertation work and to recommend to the Scientific Jury to award Eriselda
Malaj the educational and scientific degree of "doctor” in professional field 5.3
Communication and Computer Engineering, scientific specialty “Computer-aided
Engineering and Systems for Design Automation™

27.07.2026 Member of the jury:
Prof. D.Sc. Ph.D. Eng. Todor Stoilov



