PVEA A+ /L2
/ ) é !_j’ 7 AN AT e

= Q'L/..'ﬁ".' . "

) . PEUEH3UA
BbPXY AUCEP aununsm [PYA 32 npuaobusare Ha obpasosaTenHa v Hay4Ha
“Copun ° cTeneH ,AoKTop’
no npogecuoHanHo HanpasneHue 5.3. ,KomyHuMKaLUUOHHE U KOMMIOTBPHA
TEXHUKA®, Hay4Ha CreuManHocT ,ABTOMaTH3aLMA Ha UHKEHEPHUA TPYA 1
cUCTEMU 332 aBTOMATU3UPaHO NpoeKTUpaHe”

ABTOp Ha AUCEPTALMOHHWA TPYA:
Mar. Epucenpa Manau

Tema Ha ANCEPTALMOHHUA TPYA!
PaspaGoTBaHe Ha HOBM XapayepHU pelleHus 3a KuGepcUrypHocT Ha
KOMYHMKaLMOHHU CUCTEMMU

pou. a-p uHX. Agpuasa Bopoaxuesa

PyCeHCKN yHUBEpCUTET LAuren KbHuyes”, chakynrer ,ENEeKTpoTex-HuKa,
eneKTpoHUKa U aBpromMmaruka“, kategpa ., TenekomyHukauun*

rp. Pyce - 7017, yn. ,CTyaexTcka“ Ne 8

1. AKTyanHocT Ha paspaborsaHus B AUCepTalMoHHUA TpyAa
npobnem B Hay4YHO W Hay4HO-NPUNOXHO oTHOoweHue. CteneH u HUBa Ha
aKTyanHocTTa Ha npobnema ¥ KOHKpeTHWTE 3apauu, paspaboteHu B
AuceprayuAaTa

[lncepTaunoHHNAT TPYA € noceeTeH Ha pa3paboTBaHeTO ¥ OUeHKaTa Ha HOBU
XapAyepHW peleHun 3a kubepcurypHoCT Ha KOMYHWUKALMOHHK CUCTEMU upes3 fOrU4ecko
KpUNTUPaHE Ha HUBO Cxema. WiacneaBaHeTo pasrnex@a TPU OCHOBHW noaxoAa 33
normdecko kpuntupaxe — XOR/XNOR-6asupaHo, MUX-Bazupato u Flip-Flop-basuparo —
W aHanuaupa TAXHatTa edeKTMBHOCT, YCTOW4YMBOCT Ha ataky W NPUNOXUMOCT B
KOMYHVKALMOHHO-OPUEHTMPAH Xapayep.

AxTyanHocTTa Ha Temara ce onpeaens ov HAKOMNKO KMouoBK (hakTopa:

> rno6anu3nMpaHoToO NMPOU3BOACTBO Ha WHTErpanHu CXEMM, KOETO yBenu4asa
puUcka OT NUPaTCTEO, CBPBXNPOUIBOACTEO U NOAMSIHA Ha MHTENeKTyanHa COBCTBEHOCT,

» peanuuTe XapayepHu 3annaxu, akniouuTenHo reverse engineering, fault
injection, side-channel ananua u SAT-0a3npaxn aTaky, KouTo 3a00MKanaT TpaguUMoHHKUTE
codhTyepH MEXaHU3MK 38 3aLLUTE;

» HapacTsawjarta HeoOXoguMOCT OT 3awuTa Ha XapayepHo HWBO B
KOMYHUKALIMOHHU, BIPaAeHi U KPUTUUHU CUCTEMA, KbAETO KOMNpoOMeTHpaHe Ha xapayepa
8OO A0 CepUO3HN (YHKUNOHANHN U CUTYPHOCTHU nocneacTsus.

B auceprauuaTa € opmynupar ACEH HayyeH (okyc: NOrMHeckoTo KpunTupaxe
KaTo CPEACTEO 3a 3auwTa Ha umdposu KOMYHWUKALIMOHHK CXEMMU. W3cneasaHeTo nocrasn

AKLEHT BbPXY:
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» yHKumoHanHa obgyckauums, oueHeHa 4pes Average Hamming Distance (AHD);

» YCTOWMMBOCT Ha FPELLKN U aTakn, USMepeHa Hpes Average Fault Sensitivity (AFS)
u fault-based aHanus,

7 SAT-ycCTOWHMBOCT Ha KPUNTUPaHUTE ApXUTEKTYPU.

» XapayepHW NokasaTenu Kato MOLLHOCT, NAoW U 3aKBCHEHNE,

» anropuTbM 33 B3EMaHe Ha pelleHus Npy sBHejpRBaHe (deployment decision) 3a
FPGA u ASIC nnaTtchopmu Cnopes UamepeHuTe MeTpuki,

MpoBnemMbT € HayyHO ¥ Hay4HO-MPUNOXHO IHAHAM, Th#A KaTo CcTBNBa BBLPXY
yTELPAEHU TEOPETUYHW  OCHOBMU — NOTUHECKD saknousane, SAT arvaku, |ISCAS
BeHYMapKose — i BOOM A0 NPaKTUMECKM HACOKW 33 3aliuTa Ha peantin KOMyHWKaLUOHHK
NOACUCTEMMU.

CTpyKkTypaTa Ha gucepTauuaTa € nioruiHa v nocnefoearesia.

Mnasa1 npeacrass 3agbnboued o630p Ha ChluecTsysalara nurepartypa B
oBnacTTa Ha XapAyepHaTa CUrypHOCT, NIOTUMECKOTO KpUNTUpaHE U obdyckaumnaTa, KaTto
ouMepTaBsa NponyckuTe B CbBPEMEHHUTE NOAXOAN.

[nasa 2 OnWcBa TeOpeTW4HATA OCHOBA, MOZeNWTe Ha aTaku ¥ uanonssaxara
HAay4Ha METOAONOrUA, BKNIOYUTENHO METPHKM 33 CUryPHOCT U NPOEKTHN MHCTPYMEHTU.

Mnasa 3 pasrnexaa NpoeKTUpPaHeTo U peanu3ayuaTa Ha KpUNTUPALLUTE MOAYNH,
apXWTEKTYPHUTE PELEHUs W CTpaTeruuTe 3a ynpasnedue na Kniovose.

nasa4 npeacTaBs cpejara 3a CMMynauus, usnon3sanute BeHumapkose W
pesynTaTuTe OT OUSHABAHETO Ha CUTYPHOCTTA U XapayepHuTe nokasartenu.

nasa5 aHanuaupa noONyuYeHWTe PpesynTary, OueHABa KOMNpOMWCUTE mexay
CMIYPHOCT W XapayepHa eeKTWBHOCT U pasrnexaa yCTOMYUBOCTTa Ha NMPEanoxexHuTe
TEXHWKM CpeLly pa3nuyHn BU4oBe aTaku.

3axknioNeHveTo oBobuiaBa OCHOBHUTE NMPUHOCH W OuYepTaBa Hacoku 33 Gbnaewa
paboTa, BKNIOUMTENHO BBMPOCH, CBBP3aHM C mawabupyemocTTa # 3awurarta Ha
WHTErpanHu Cxemu OT crnegsauio NoKonexue, MPpUNOXEHUATA ChAbPXKAT AOMBAHUTENHNA
mMaTepuanu, NporpamMeH KOA W eKcrnepuMeHTanHu AaHHW, KOUTO NOAKPENAT OCHOBHOTO
nscneasaxe.

dopMynvpaHuTe Lenu W 3ajaiu Ca nocnejoBatentu, Hay4Ho obocHoBaHu U
HAMLAHO CHLOTBETCTBAT Ha aKTyanHuTe TeHAeHUWW B XapayepHara curypHocT. Beunuko
TOBa ONMPEAENns BWUCOKAaTa HayyHa W HaY4HO-NPUIOXHA 3HAYMMOCT Ha pasrnexaaHus
npobnem.

2. CTeneH Ha No3HaBaHe CHLCTOAHWETO Ha npobnema u TBOpUecka

WHTepnpeTauus Ha NuTepaTypHus marepuan

[ucepTauMoHHURT Tpya € B obem oT 165 cTpaHuuM, KaTo BKMIOYBA BbBEASHUE,
5rnasi 3a pewasane Ha (OpMynupaHuTe OCHOBHW 3afiayn, CNUCbK Ha OCHOBHWUTE
NPUHOCKH, OrpaHuyeHns u Guaewa pabota, cnucbuw Ha durypute, Tabnuuute W
CbKPaLEHWATa, CNUCHK Ha nyGnukauuuTe No AuceprauuaTa, CnuchbK Ha W3BecTHUTE
UMTUPaHWA W CMIUCBK Ha W3nonssaxata nutepatypa. B AOMbAHEHW Ca NPUNOXEHW
17 aHexca c obem or 153 cTpasuuu. B gucepTauMoHHus TPYA uma obuio 54 durypy v
33 Tabnuum.



PeanuaupaHoTo nUTEepaTypHO NpOyYBaHe € Bb3 ocHosa wa 200 nuTepaTypHU
W3TOYHMLMW, KaTO BCUYKM Ca Ha NaTuHuLa (B 7082 HUCTIO U yeGcaToBse) 1 noseyeTo ca ot
nocnegnute 10 roguHn.

NutepaTypHusT 0630p (Mnaea 1) € MHOTO LWKPOK W aKTyanes:

» Obxsaw@a xapayepHa CurypHocT: Trojans, counterfeit ICs, reverse
engineering, side-channel, fault attacks.

» ToapobHo paarnexaa Noruiecko KpUunTupare w obbyckaums — XOR/XNOR,
MUX. Flip-Flop, layout-level Texxuku, SAT atakut ¥ KOHTPamepky.

> Wanonssa ronam Opoi  WM3TONHULW (200 pedhepeHUmMM), BKIIOUUATENHO
sopeww astopu (Bhunia, Tehranipoor, Rajendran, Sinanoglu # Ap.).

Wma sicHO OYepTaHu.

» TAKCOHOMMM Ha aTakv U 3aLUTH,

» W3ChenoBaTencku MNPasHuHW —NuWnca Ha eauHHa METPUK-OpUeHTHpaHa
pamka, Manko paboty, kouTo CBBPIBAT AHD/AFS, SAT runtime ¥ peanHv overhead-n B
envH deployment anropuTbM.

[lucepTaumsTa NPeACcTaBs WWPOK, akTyaneH aHanwua Ha nureparypara, KOsTo He €
NPOCTO NPEenuUcaHa, a uMa KpUTUHEH NPoHUT W NOrMYHO NpeMuHaBaxe KoM cobcTeeHata
metogonorms (Tnasa 2 - Mnaea 3). KangnaarsT noKasea pnobpo BnageeHe Ha
CbBpEMEHHW HacoKku Ha uscnegsane W WHTEepnpeTMpa nuTepaTtypata KpeaTusHo.
OBxsaThT € uadepnaTeneH 3a uenuTe Ha AUCepTaLMoRHNA TPYA.

Eux HanWcana, Ye CTENEHTa Ha No3HaBaHe Ha CbCTORHUETO Ha npobnema e MHOro
nobpa, a UHTepnpeTauuaTa — TBop4ecka n yeneHacoyeHa KoM hopMynupasuTe 3anaiin.

3. ChoTBeTcTBMe Ha wu3bpaHara meToauka Ha wu3cnegsaHe C

nocrageHara uen v 3apasum Ha .qucep'rauuonuun TRYA
LlenTta: paspaboTBaHe Ha HOBA METOAOMNOIMS W anropuTbm 32 OueHKa WU u3bop Ha
XapAyepHu noruHeckd kpuntupaim TEXHUKU 33 KMBEpCUrypHOCT Ha KOMYHWKALMOHHW
cUcTeEMU.
OcHOBHWUTE 334341 (N0 CHABPXKAHNETO Ha (naea 2 — Mnasa 5) sKno4saT.
» peduHUpaHe Ha MEeTPUKA AHD. AFS, key sensitivity, SAT resistance,
power/area/delay overhead,
» paspaboTsaHe Ha anropuTbMm 33 ouekka (Mnasa 3.2) n Bnok-cxema (®ur. 21,
dwur, 22);
» CUAMynauws Ha Kpuntupase BbpXy cnydqaiHK flOru4eckn Cxemu u BBpXy
ISCAS-85/89 Berymapkose;
» eKcnepuMmeHTaneH ceten c FPGA (Vivado) 3a peantxa gepuduKkauus,
5 aHanus Ha KopynuuoHeH daxrop, deceptiveness w secrecy npu multi-bit
knioyose (Tnasa 4),
» paspaboTBane Ha Security-Cost Driven Deployment Decision Algorithm
(Tnasa 3.5, Masa 5.3, nasa 5.6).
MeToaonorusTa e:
» konuuecTeeHa — Python cumynauva, dopmanty METPUKH, CTaTUCTUNECKN
ananua (AHD/AFS, scaling ¢ key-gate density);
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» eKcnepumeHTanHa — VHDL/FPGA  vMmnnemeHTauuu,  U3Mepeaxe  Ha
power/area/delay,

» cucTemHa — AcHO aeduHupad workflow: benchmark netlists — parsing —
baseline — encryption — security metrics — performance metrics — SAT proxy —
deployment decision.

Wma nobpa Bpbaka Mexay.

» TeopeTu4HuTE AehrHULUN (popmynn 3.1 =3.7, 2.13-2.21),

» ANTOPUTMUYHUTE CTBIMKK (CTHNKK 1 -8 8 nasa3.2),

» v peannute peayntati (T abnuua 17 — Tabnuua 22, Owr. 45 — Our. 54).

Bux Hanucana, e MeroavkaTta OTroBaps HanbnHo Ha uenTa ¥ 3ajauvte u €
TUNWYHA 33 CEPUO3EH UHXEHEPHO-HaY4eH TPYA.

OcHOBHaTa uUen Ha auceprauwsTa € Aa fuaat paspaboTenn xapayepHiu
kpunTorpadcki MOAYNK, MSrpaneHi BbPXY Norudeckv CTpyKTypw, Aa ObAaT BHEAPEHU B
KOMYHUKaLIMOHHU XapAyepHu cucTemi W Aa fbae oueHeHa TaAxHaTa eeKTUBHOCT HYpes
KITIOMOBY NOKA3ATENM KaTo MOLHOCT, ANOL 1 3aKbCHEHWE. [onbnHUTENHO ce aHanuanpa
HUBOTO Ha CUIYPHOCT Ha BCEKW NOAXOA 4pes meTpuiu kato AHD, AFS 1 yCTOMMUBOCT Ha
SAT aTtaku, KaKTo u ce npegnara Hosa pamka 3a OLEHABAHE Ha XapAyepHO KpUNTUpaHe,
NPUNOXUMA KbM KOMYHUKaLIMOHHA NOACUCTEMM,

3a U3MbIHEHUE Ha Tasv Len ca opMynupaxu cnepHuTe 3agaum.

1. JeduHunpare Ha NOTUHECKU moaynu — usbop u onucaxue Ha kpunTorpadckm
NOTMYECKU CTPYKTYpH, peanusaumns 4pes xapayephi ONWCATENHU e3auln U u3rpaxaaHe Ha
cpefda 3a OueHABaHe.

2. AHanu3 Ha orpaHuyeHusaTa — waeHTuuupare Ha cnabocTy ¥ orpaHu4eHun B
ChUlECTBYBALLWUTE XapayepHU kpunTorpadCkn pelleHns 3a KOMYHWUKGLIMOHHN CXEMMU.

3. CpaBHUTENHa OUEHKA — W3CneasaHe Ha pasnuuHy TEXHWKW 33 NOTUHEecKo
KpUNTUPaHe Mo OTHOLUEHUE Ha nioL, 3aKbCHEHUE W EHEPIVHE KOHCYMAUWNA.

4, N3bop Ha onTumaneH mMeToA — onpefensHe Ha noaxoaa, KOWTO Npeanara Haw-
po6up GanaHc MeXay CUrypHoCT U xapayepHa eexTUBHOCT.

5. PaspaboTBaHe Ha METOAONOMMA = cb3faBaHe Ha cucTemaTuyHa pamka 3a
oueHABaHEe Ha XapAyepHW KpUNTOrpadpcky TEXHWKNA B KOMYHUKALIMOHHN CUCTEMW.

6. Banuaauus Ha peleHusTa — nposepka ¥ nOTBbPXAEHWE Ha pelynrarure o1
NPeANOKEHNTE METOAW.

MocoueHnTe 3agayu ca nocneaoBaTentu v nopxoasiio obxsaTHW 3a AOKTOPCKA
paboTa. Kato uano chopmynupoBKaTa Ha npoBnema ¥ 3aaajuTe nokassar Bucoka Hay4HO-
NPUNOXHa aKTyanHocT.

[uceprauusTa ovepTasa W3CNENoBaTENCKUA NPOUEC ¥ TEOpPEeTUHHWTE OCHOBM,
Heobxoaumu 3a pabortara, YCTaHOBSBAHETO Ha MeTofonorus 3a WHXEHEepHO Npoy4saHe
W3aNCKea CTPYKTypupaH NOAXOA, KOWTO edgeKTUBHO pasrmexaa nacneaoBsaTenckuTe
SBLNPOCH, XMNOTE3W WY NOCTAHOBKW HA npobnemure. MeToponorwsTa Ha aucepTaunaTa
cnensa #AcHa norudecka nocneaosaTenHocT, a eKCNEpUMEHTANHUTE n3cnegsaHna ce
OCHOBaBaT Ha NPeABapUTENHO paspaboTeHa MeTOA0NOMMSA.

Lienta 1 3apauure, (opMynupani OT AOKTOpaHTa, CboTBETCTBAT Ha W3UCKBaHUATA
3a auceprauuva 3a npuaobusaxe Ha ofpasosarenHaTa u Hay4Ha cTeneH Jlokrop”.
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4. KpaTka aHanuTU4Ha XapakTepucTuka Ha ecTecTBOTO M OUeHKa Ha
[AOCTOBEPHOCTTa Ha Martepuana, BbpXy KOWTO Ce rpagsT npuHocuTe Ha

AUcepTaunoHHUA TPYA
MaTtepuansT BKIIO4BA:
» Python-GasupanHy cumynauvy Bbpxy cny4anHu SIoTM4ecKkn cxemu U ISCAS
BeH4yMapKoBee.
» VHDL RTL umnnemexHTauuu Ha TpuTe KPUMTUPALLWN TEXHWKK (XOR/XNOR,
MUX, Flip-Flop) u Tectben4ose (onucaHy B NPUNOXEeHWATA — Annex 1.9 - 1.16).
» FPGA excnepumeHTaneH cernil (Vivado 2014.4) 3a peanto cpaBHEeHWe Ha
OpUrMHanHa v KpunrTupawia cxema (®ur. 23 — Owr. 27).
» Toppo6xu Tabnuuw ¢ pesynTati.
~ AHD/AFS no DeHymapKk U METCA (Tabnuua 17),
o SAT runtime (Tabnuua 18),

c  KOMOMHWpaHW security/performance METPUKN (Tabnuua 19 -
Tabnuua 22),

o composite Security Score W deployment thresholds (TaBnuua 22,
Tabnuua 23).

[laHHWTE Ca KOHCUCTEHTHU Flip-Flop-6asnpatoTo KpUNTUPaHe CUCTEMATUHHO paea:
» Haw-sucok AHD,
» Han-Hucek AFS,
» wHan-gbnur SAT runtime (8. timeout > 10 000 s 3a s5378),
» HO W Han-ronsm power/area/delay overhead.
Tosa & norvudHO U podpe apryMeHTUpaHo B TeKkcTa. Kato usno 6asara e
[OCTOBEpHa U AOCTATBHHO Borata, 3a 43 HOCWU TEXKK W3BoAW.

5. Hay4Hu W/Mnu Hay4HO-NPUIOKHUA NPUHOCH Ha AUCEepPTaUUOHHUA
TPYA

B npegcrasexara guceprauus [OKTOpaHTLT e hopMynvpan NpuHoCKH OT HayueH,
HAYHHO-IPUNOXKEH ¥ NPUITOXEH xapakTep. Mpuemam NpUHOCUTE, HO cropeg MeH Te Morat
pa 6waat 0bobLWeHn U knacuduumpaHu KaTo Hay4HO-NPUNOXHN W/NNKU NPUNOXKHK. A3 Bux
ru chopmynupana Taka (1 neko rpynupana):

Hay4HO-NPUMNOKHW NPUHOCH

1. EnwHHA pamMKa 3a OLEHKa Ha noruyecko KpunTupaHe
» PaspaGoreHa € KomnAnekcHa mMeToaosniorMa 3a oueHka Ha fIOTUYECKN
3aKNIOYEHN CXEMU, KOATO KoMOUHMPA:
¢hyHKUMOHANHA KOPYNUWA (AHD),
o fault ycronuusocT (AFS),
o key sensitivity,
o SAT resistance,
o W xapayepHu overhead-u (power, area, delay).
5 ToBa Hagrpaxaa Knacuyecku Noaxoan, KOWTO HeCTo pa3rmexaat camo eaHa
MeTpUKa.
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2. ANTOpMTBLM 323 OUEHKa U cpaBHeHue Ha KPUNTUPALLKA TEXHUKH
» [MpennoxeH e popmaneH anropuTsM (Tnasa 3.2, dwr. 21 — Qur. 22) 3a.
o WHTErpupaHe Ha KpunTUpaHe B cxema,
o (hyHKUMOHANHA BEpUdUKALNS,
o security/performance aHanws,
o W CpasHuTenHa oueHka Ha XOR/XNOR, MUX u Flip-Flop kpunTupase.
3. [lokassawe Ha npeauMcTEaTa wa Flip-Flop-6a3upanoTo, state-
dependent kpunTupaHe
» EKCnepMmeHTanHo e nokasaHo, He Flip-Flop-6a3upaHoTo KpunTupaHe.
o pasa Hait-8ucok AHD (ao ~0.52-0.56),
o Hai-HuCHK AFS,
o W Hai-sucoxa SAT ycTOA4MBOCT (timeout 3a $5378).
» OcoBeHo cuneH edekT npu nocnefosaTentu ISCAS-89 cxemu, KbaeTo
CBCTOSHWUETO YCUNBa CUrypHOCTTa.
4. Composite Security Score ¥ deployment thresholds
» BousegeH @ KOMMO3WTEH nokasaren 3a curypHocT (Security Score /100),
kowuTo arperupa AHD, AFS, key sensitivity v SAT proxy.
» [edmHupadu ca nparose 3a.
o Low / Moderate / High / Very High/ Critical security,
5 W CbOTBETHO Npencpb4an nnatcopmu (FPGA vs ASIC) n key-gate
nnbTHOCTM (Tabnuua 22).
5. Security-Cost Driven Deployment Decision Algorithm
» PaspabBoted e anroputem 3a B3eMaHe Ha pelweHue 3a BHeapABaHe
(Tnasu 3.5, 5.3, 5.6), KOWTO:
~ wanonasa AHD, AFS, SAT runtime # Composite Security Score,
o wn3bupa mexay XOR/MUX/Flip-Flop,
o w mexay FPGA w ASIC, cnopen W3UCKBAHOTO HWBO Ha CUIypHOCT W
ponycTtum overhead.
6. Ananu3 Ha scaling ¢ key-gate density
5> CuCTEeMaTH4HO & M3cneAsaHo BNAHNETO Ha 2. 5, 10 n 16 key-gates BBbPXY:
o AHD, key sensitivity, AFS,
o power/area/delay overhead,
> u Composite Security Score (®ur. 45 — Our. 54).
» [MoxasaHo €, 4e:
o CUrypHOCTTa pacTe MOHOTOHHO C Bpos key-gates,
o NOCNeaoBaTenHuTe CXemn (s5378) ne4enat Haf-MHOIo,
5 HO LUEeHaTa B MOLWHOCT/NNOLY ChLUO HapacTea npeasvnauMo.
MpUNOXHW MPUHOCH
7. Benchmark-6aaupaxa sBanugauuns BBLpXY ISCAS-85/89
5 PamkaTa e npunoxeHa sbpXy CTaHAapTHW Benumapkose (c432, c499, c880,
c1355, s298, s344, s349, §5378), KOETO!
5 rapaHTWpa Bb3npou3soAuMOCT,
o W Npasu pe3ynTatuTe CPasHMM C Apyrk U3cneasaxuna.
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8. Peanex FPGA ekcnepumerTanes ceTnn
» PaspaboteHe ekcnepuMeHTaneH CTeHa (Dwur, 23 — Owr. 27) za:
o CpaBHeHWe Ha OpuruHanta u SHKpUNTUPaHa CXema,
o HabnioaeHue Ha rpelLuKky NpU rpetleH KITHOM,
5 W oueHka Ha crabocTu Ha nawsHo" XOR kpuntupaHe (npumepsT € 75 %
npasuniu M3Xoan A0pu Npu rpeLLeH Kimou).
9. Cunuteaupyemu VHDL mopenu
» Cwv3japgeHw ca roTosu 33 amnnemexTaums VHDL wmogynu 33 TpUTe
SHKPUNUNOHHN TEXHUKW 1 TecTBeH4oBe, KOUTO MoraT 4a ce wanonaear.
o B Obaelm uscneasaHnsg,
4 W B NpaKTUYECKO NpoeKTUpaHe Ha 3awuTeH xapayep.

MpeacTaBeHuTe NPUWHOCK UMaT CBLLIECTBEHO 3HaueHue, 3auloTo no3NUMOHUPAT
AWCEpTauuATa B npecedHara TOMKA MEXOy Hay4HOTO PpassBuTue U NPaKTUHEcKoTO
npunoxexue B ofnacTTa Ha xapayepHata CWTypHOCT. TsaxHata CbLWHOCT HaW-TOMHO Cce
BAUCBa B KATErOPUUTE HAYHHO-NPUIOXKHNA | MPUNOXHY, Thbit KATO!

» npeanarat HOBW METOQONOTAN W anTopuTMu, KOUTO UMaT TeopeTudHa
CTOWHOCT, HO Ca AUPEKTHO NPUIOXUMA B peantu XapAyepHu CHCTEMW,

» ocurypaeaTt eKcnepumeHTanka BpanuaauMsa, KORTO Npasu pesynrarute
NpOBEPUMK, BB3NPOU3BOANMK nonesHu 3a MHAYCTPUATA,

» Cb3gasaT MHCTPYMEHTU U MOAEn:, «oWTO MoraT aa GvbaaT uanonssaHn oT
ApYr¥ u3cneaosaTteni 1 WHXEHEDW.

6. OueHKa 3a creneHTa Ha NIMMHOTO y4acTue Ha puceprtaHTa B

npuHocUTe
B auceprauyuaTta ca 13DpOoEHN MHOXECTBO nybnukauui 8 koHdbepeHuun, B KOUTO
KaHAMAATHT € MbpBW asTop vnn CbasTop, @ AOKYMEHTUP2HUTE peanusauuu nokassart
NPaKTU4ECKO PasBuThe. O6xBaThT W CbrnacysaHocTia Ha paborata npegnonarat
3HAYUTENHO NUYHO y4acTue 8 rexHudeckarTa vact. CnucokeT © nyBnukauuuTe, CBbp3aH C
TeMuTe Ha QucepTauusTa, noaKpens BUCOKa CTEMEH Ha NMWHEH NPUHOC OT [AOKTOpaHTa.
Cnopen TeKcTa Ha AucepTauuATa 1 NPUNOXEHUATA KbM HER, [OKTOPaHTLT &
» paspabotun Python CUMYNaUMOHHaTa pamKa,
» ONWcan u MnnemeHTupan VHDL moaynuTte u TecTOeH4oBeTe,
» npoBen cumynauwi n FPGA exkcnepumeHTy,
7 chopmynupan Composite Security Score u deployment anfopuTema,
» W © MbpBU GBTOP H3 OCHOBHUTE nyGnukauvu no Temarta (CbernacHo LIST OF
PUBLICATIONS — 10 nyGnvkauuu, ronama 4acy |EEE/Scopus).
FIUHOTO YHaACTHE MOXE [ia CE OLCH KaTO BMCOKO M BOAeWoO.

7. Npeuexka Ha nybnukauuuTe no aucepTaunoHHuA TRYA: opon,
xapaKtep Ha W3AaHUATa, B KOWTO Ca oTnevyaraHu. OrpaxeHue B

HaykarTa — uanon3BaHe u uuTupane OT ApYr¥ aBsTopu
B cnuchka ¢ nybnukauwu ca nocouenu 10 nyGnukauuu, CBBLP3aHu C Temara:
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» |EEE koHdeperuun (TELECOM, TechDefense, IWSSIP v ap.) — norM4ecko
KpUnTUpaHe, excnepumeHTaneH ceten, Secrecy C multi-bit kniouose, anropuTMU4Ha
pamka.

» Kuura/rmaea (IOS Press) 3a xapayepHi pelueHua 3a kmBepcuUrypHocT Ha
KpWTULHA UHDPACTPYKTYPaA.

» Yact or nybnukayuute Beye Umar uuTUpanus (nocoyeHu B LIST OF CITED
PAPERS).

WapaunaTa ca peHoMUpaHi, uHAEKCUpaKu B Scopus/IEEE Xplore, koeTo € HanbHO
AOCTAaTBUHO 338 AOKTOPCKA AUCepTauvs B TOBa Hanpasnexue,

Cuutam, Ye wmetoaute W cpeacTearta, paspaboTeHu OT ACKTOpaHTa, wumat
noTeHuwan aa bvpat KomepchanuaupaHu.

OCHOBHWTE TMOCTWKEHMA W pesynTat oT AaucepraumusTa ca nyOnukysaHu B
10 Hay4Hu nybnukauwu, paanpegenexu no BiA, KaKTo cnepjea.

» [nasa OT KkHUra, WHAekcupara B Scopus — 1 Spo# (Ne 5, 8 Monitoring and
Protection of Critical Infrastructure by Unmanned Systems),

» [yBnukaunu B MEXIYHAPOAHN koHdepeHumn 1 cOOpHUUM Ha KoHhepeHLUny,
UHOEeKcUpaHu 8 IEEEXPLORE, Scopus wwnn Web of Science —6 BpoR, kakTo cnepsea:
Nei1 u Ne2 B cOopHuum Ha National Conference with International Participation
(TELECOM) (Sofia, Bulgaria, 2020 r. v 2021 r.), Ne 3 8 cOOpHUK IWSSIP Ha International
Conference on Systems, Signals and Image Processing (Sofia, Bulgana, 2022 1.), Ne6 mn
Ne 7 8 cBopHuk Ha IEEE International Workshop on Technologies for Defense and Security
(TechDefense) (Rome, Italy, 2023 r.), Ne 8 B cOOpHMK Ha IEEE International Workshop on
Technologies for Defense and Security (TechDefense) (Naples, Italy, 2024 r.).

» TyBnukauuu B MeXayHapOAHA KoHdbepeHUuM 1 cOopHULM Ha KoHhepeHuun,
KOWTO O4aKsaT uHAekcupaxe 8 |IEEEXPLORE, Scopus w/vnv Web of Science, HO KoM
MOMeHTa He ca — 2 Bpos, KakTo cnensa: N2 9 n Ne 10 B8 cHopHUK Ha IEEE International
Workshop on Technologies for Defense and Security (TechDefense) (Rome, ltaly,
2025 r.).

» [Mybnukauusn B MeXayHapoaHu koHdepeHun W cOopHuUM  Ha
KoHcbepeHuun — 1 Bpoi, kaKTo cneasa: Nz 3 8 cOopHuka Ha International Conference on
Science, Technology, Business and Innovation of UBT assembles in Kosovo (2021 r.).

Ot tean 10 nyBnukauuu AOKTOPaHTBLT UMa camo eaHa caMoCTOoATENHa nyGnvkauna
(Ne 10), cepem ca B CbaBTOPCTBO CaMO C Hay4HWA pbKOBOAUTEN (Ne1, Ne2, Ne3, Ne 8,
Ne 7. Ne B, Ne 9), kaTo AOKTOPaHTLT € Ha MbPBO MSCTO W ABe €2 B CbaBTOPCTBO C TPETH
yueH (Ne 4, Ne §5), kato OT TaX [OKTOPaHTHLT € Ha MbpBo mscro B enHa ot Tax (Ne 4).
Bcuuko TOBa nokassa, 4e nony4eHuTe 8 AMCEpTaUMOHHUR TPYA peayntath ca nuyeH
NPUHOC Ha AOKTOPAHTA.

[OKTOpaHTeT € npeacTasun CNnUcHK C 5 W3BECTHW LWTUpaHWA, KaTo B Scopus ca
BUAMMK 3 LUTUP3HUA. Mpenopbysam Ha poxTopaHTa Aa KOHKpeTW3npa Koje ca BUAVMMU
teau unratu, OcseH T0Ba, 6ux morna Aa BoMbNHA

» CurnacHo Scopus, Nydnukauma Ne 1 uma gsa uuTata. A B Google Scholar e
BuAeH owe eauH (oT Bpasunus).

» MyGnmkauyus Ne 3 uma 1 yuTar.
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» TyBnukauus Ne 5 — crniopeq AOKTOpaHTKata wmMa 3 uurata, HO He €
KOHKPETM3NPaHO Kbae ca. He ca BMaMMU HUTO B SCOPUS, HWTC B Google Scholar.

8. Vanon3saHe Ha pesynrarure OT AucepTauMoHHUA Tpya B
HayyHaTa M couuanHara npakTuka. Hanuuue Ha NOCTUrHaT NPRK
UKoHOMMUHECKM edpekTt U np. [lOKyMeHTH, Ha KOWTO C€ ocHOBaBa

TB'preHMeTO
PesynTaTuTe umar npska NPUNOXUMOCT:
» 3a OW3aliHepw Ha CUrypeH Xapayep — u3bop Ha KpuUnTMpalwa TEXHUKa W
nnaTdopma cnopen uamMepumu METPUKW,
» 3a FPGA/ASIC npoektv B KOMYHUKaLMOHHW U KDUTUHHW cUcTEMMI,
> 3a akapemuyHa cpena-— VHDL wmogenute W ISCAS-HazupaHuTe
eKCNepUMEHTH Ca MOAXOAALLM 33 nabopaTopHK YNpaXHEeHWA No xapayepHa CurypHocT.
MpAK WKOHOMWUYECKN ethext He € KOMUUecTBEeHO OUEHeH, HO noTeHuuansT €
ouesnaeH — no-aobpe 3almTed |P. no-MarnbK PUCK OT NUPATCTBO ¥ aTaku.

9. OueHKa Ha ChOTBETCTBUETO Ha agTopedhepaTta C U3UCKBAHUATA
3a WM3rOTBAHETO My, KaKTo U Ha ajleKBaTHOCTTa Ha OTpa3snBaHeé Ha

OCHOBHUTE NONOXeHusa U npuHocurte Ha Aucep'rauuonuun TPYA

MpencTaBeHunT asTopedepat € C obem oT 32 ctpanHuum. Kato cTpyKTYypa €
ochopMeH CbiNacHo W3UCKBAHWATA HA HOPMATUBHWUTE NOKYMEHTW W NPEACTasA OCHOBHWUTE
fmasu Ha AUCEepTaUMOHHUA TPYA, Kakto u obobuexute nNPUHOCHK. OTpaseHn ca
anpoBauuute Ha nony4eHuTe peayntati, HomepauusaTa Ha curypute 1 Tabnuuute B
asTopedepaTa CboTseTCTBa Ha Teaun B AucepTauunsaTa.

10. MHeHus, Npenopbkn U Benexku.

HamaMm CblLieCTBEeHW KOMeHTapy no avcepraumsita. [penopbrUTe u 3abenexkuTe,
HanpaseHu OT MeH B NpeasapuTenHoTo  MHEHWE, KaKTo W Ha NpeABapuTenHaTo
oBcbKaaHe HAa ANCEPTaLMOHHUA TPYA, Ca W3NbNHeHW A0 ronama creneH. MNpenopbyBaM
Ha pokTopadTa, B fuaellata cu HaydHa “ npenopasarencka OSAHOCT, A2 3acuim
nyGnukauyumTe ci B cuctemute Scopus ¥ Web of Science, KaKkTo U B CNUCaHUA C UMNAKT

chaxTop.

11. 3aknioueHne C AiCHa NONOXUTeNHa WNKU oTpuuaTenHa oueHka

Ha nuceprauuouuua TPYA
B 3aKNIO4eHUe, AUCEPTALUOHHUAT TPYA:
» e aktyaneH, pobpe mMoTueupan ¥ SICHO CTPYKTYPUPaH,
» npepnara UanocTHa, METPUK-OpUEHTUpaHa paMKka 33 OUEHKA Ha NOTU4ECKOTO
KpUNTUPAHE,
» CbObpxa CblieCTBEHU HaYYHO-NPUOXHN nNpUHOCH B obnacTtra Ha
xapayeprarta CUrypHOCT,

» e foAKpeneH ¢ gocraTbHer 6po nyBnukaLmuu B peHOMUPaHA W3A3HUR;
9



» T[OKa3Ba BWCOKa CTened Ha camocTosTenHa pabora OT CTpaHa Ha
AOKTOpaHTa.

MpeAcTaBeHnAT aucepTaumoHeH TPYA oTrosaps Ha WU3UCKBAHWATa Ha 3akcHa 3a
pa3BuTMe HA aKafeMU4HWR CbeTas g Penybnuka Bonrapus v lMpaBunHUKa 3a HErosoTo
npunarase, a Cbuo Taka W Ha MpouegypHuTe npasuna 3a npupobusaHe Ha Hay4HW
cTENEHW W 3aeMaHe Ha aKaaeMusHu ANBXHOCTUH Ha TexHu4eckn yHUBEPCUTET, Codun.
[lasam nonoXuTenHa oLeHkKa Ha AMCEpPTaUMOHHUA TRYA U npeanaram Ha mar. Epucenga

Manai ga Obae npuceaeHra obpaaosarensara W Hayuha cTeneH JoKTop® no
Hay4yHata CneuvanHoct Astomatnsauus  Ha WHKEHEpHUA TPYA W CUCTEMW 3a
ABTOMATU3MPAHO NpoeKTUpaHe”, npogecnoHanHo wanpaenexue 5.3. KomyHukaumcHHa v
KOMMIOTHPHA TEXHUKE.

[ara: 03.09.2026 .
/pou. A-p Aopwana Bopogxuesal
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1. Relevance of the problem developed in the dissertation work in
scientific and scientific-applied terms. Degree and levels of relevance of

the problem and specific tasks developed in the dissertation

The dissertation is dedicated to the development and evaluation of new hardware
solutions for cybersecurity of communication systems through logical encryption at the
scheme level. The research examines three main approaches for logical encryption —
XOR/XNOR-based, MUX-based and Flip-Flop-based — and analyzes their efficiency,
resistance to attacks and applicability in communication-oriented hardware.

The topicality of the topic is determined by several key factors:

» the globalized production of integrated circuits, which increases the risk
of piracy. overproduction and substitution of intellectual property.

» real hardware threats, including reverse engineering, fault injection, side-
channel analysis and SAT-based attacks, which bypass traditional software protection
mechanisms,

» the growing need for hardware-level protection in communication,
embedded and critical systems, where compromising the hardware leads to serious
functional and security consequences.

The dissertation formulates a clear scientific focus: logical encryption as @ means of
protecting digital communication circuits. The research emphasizes:

» functional obfuscation, assessed by Average Hamming Distance (AHD);
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5 resistance to errors and attacks, measured by Average Fault Sensitivity
(AFS) and fault-based analysis;

» SAT-resistance of encrypted architectures;

» hardware indicators such as power, area and delay;

» deployment decision algorithm for FPGA and ASIC platforms according to
the measured metrics.

The problem is scientifically and scientifically significant, as it is based on
established theoretical foundations — logical locking, SAT attacks, ISCAS benchmarks —
and leads to practical guidelines for protecting real communication subsystems.

The structure of the dissertation is logical and consistent:

Chapter 1 presents an in-depth review of the existing literature in the field of
hardware security, logical encryption and obfuscation, outlining the gaps in current
approaches.

Chapter 2 describes the theoretical basis, attack models and the scientific
methodology used, including security metrics and design tools.

Chapter 3 discusses the design and implementation of the cryptographic modules,
architectural solutions and key management strategies.

Chapter 4 presents the simulation environment, the benchmarks used and the
results of the security and hardware performance evaluation.

Chapter 5 analyzes the obtained results, assesses the trade-offs between security
and hardware efficiency and examines the robustness of the proposed techniques against
various types of attacks.

The conclusion summarizes the main contributions and outlines directions for future
work. including issues related to scalability and protection of next-generation integrated
circuits. The appendices contain additional materials, program code and experimental data
that support the main research,

The formulated goals and objectives are consistent, scientifically justified and fully
consistent with current trends in hardware security, All this determines the high scientific
and scientific-applied significance of the problem under consideration.

2. Degree of knowledge of the state of the problem and creative

interpretation of the literary material

The dissertation is in a volume of 165 pages. including an introduction, 5 chapters
for solving the formulated main tasks, a list of main contributions, limitations and future
work, lists of figures, tables and abbreviations, a list of publications on the dissertation, a
list of known citations and a list of used literature. 17 annexes with a volume of 153 pages
are attached as supplements. There is a total of 54 figures and 33 tables in the
dissertation.

The literature study carried out is based on 200 literature sources (references), all of
which are in Latin (including websites) and most of which are from the last 10 years.

The literature review (Chapter 1) is very broad and up-to-date:

» It covers hardware security: Trojans, counterfeit ICs, reverse engineering,

side-channel, fault attacks.



» It examines in detail logical encryption and obfuscation — XOR/XNOR, MUX,
Flip-Flop, layout-level techniques, SAT attacks and countermeasures.

» It uses a large number of sources {200 references), including leading authors
(Bhunia, Tehranipoor, Rajendran, Sinanoglu, etc.).

it has clearly outlined:

» taxonomies of attacks and defenses,

» research gaps — lack of a unified metric-oriented framework, few works that
connect AHD/AFS, SAT runtime and real overheads in a single deployment algorithm.

The dissertation presents a broad, up-to-date analysis of the literature, which is not
simply copied, but has a critical reading and a logical transition to its own methodology
(Chapter 2 — Chapter 3). The candidate shows good knowing of contemporary research
directions and interprets the fiterature creatively. The scope is comprehensive for the
purposes of the dissertation.

| would write that the degree of knowledge of the state of the problem is very good,
and the interpretation is creative and purposeful to the formulated tasks.

3. Correspondence of the chosen research methodology with the

goal and tasks of the dissertation work

Goal: development of a new methodology and algorithm for evaluation and
selection of hardware logical encryption techniques for cybersecurity of communication
systems.

The main tasks (according to the content of Chapter 2 — Chapter 5) include:

> definition of metrics: AHD, AFS, key sensitivity, SAT resistance,
power/area/delay overhead;

» development of an avaluation algorithm (Chapter 3.2) and a flowchart
(Fig. 21, Fig. 22).

» simulation of encryption on random logic circuits and on ISCAS-85/89
benchmarks;

» experimental setup with FPGA (Vivado) for real verification;

» analysis of corruption factor, deceptiveness and secrecy in multi-bit keys
(Chapter 4);

» development of Security-Cost Driven Deployment Decision Algorithm
(Chapter 3.5, Chapter 5.3, Chapter 5.6).

The methodology is:

» quantitative — Python simulations, formal metrics, statistical analysis
(AHDJ/AFS, scaling with key-gate density);

» experimental — VHDL/FPGA implementations, power/area/delay
measurements;

» systemic — clearly defined workflow: benchmark netlists — parsing —
baseline — encryption — security metrics — performance metrics — SAT proxy —
deployment decision.

There is a good connection between:
» the theoretical definitions (formulas 3.1 - 3.7, 213-2.21),
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» the algorithmic steps (steps 1 — 8 in Chapter 3.2),
5 and the real results (Table 17 — Table 22, Fig. 45 — Fig. 54).

In my opinion, the methodology fully meets the goal and tasks and is typical of
serious engineering and scientific work.

The main goal of the dissertation is to develop hardware cryptegraphic modules
built on logical structures, to be implemented in communication hardware systems and to
evaluate their effectiveness through key indicators such as power, area and delay.
Additionally, the security level of each approach is analyzed through metrics such as AHD,
AFS and resistance 1o SAT attacks, and a8 new framework for evaluating hardware
encryption applicable to communication subsystems is proposed.

To achieve this goal, the following tasks have been formulated:

1. Definition of logical modules — selection and description of cryptographic logical
structures, implementation through hardware description languages and construction of an
evaluation environment.

2. Constraint analysis — identifying weaknesses and limitations in existing hardware
cryptographic solutions for communication schemes.

3. Comparative evaluation - examining different logical encryption technigues n
terms of area, delay and energy consumption.

4. Optimal method selection — determining the approach that offers the best balance
between security and hardware efficiency.

5. Methodology development— creating a systematic framework for evaluating
hardware cryptographic techniques in communication systems.

6. Solution validation — verifying and confirming the results of the proposed
methods.

The specified tasks are consistent and appropriately comprehensive for a doctoral
thesis. Overall, the formulation of the problem and the tasks demonstrate high scientific
and applied relevance.

The dissertation outlines the research process and the theoretical foundations
necessary for the work. Establishing a methodology for engineering research requires a
structured approach that effectively addresses the research questions, hypotheses or
problem statements. The methodology of the dissertation follows a clear logical sequence,
and the experimental studies are based on a previously developed methodology.

The goal and tasks formulated by the doctoral student correspond to the
requirements for a dissertation for the acquisition of the educational and scientific degree
“Doctor”.

4. A brief analytical characterization of the nature and assessment
of the credibility of the material on which the contributions of the

dissertation are built
The material includes:
» Python-based simulations on random logic schemes and ISCAS
benchmarks.
5 VHDL RTL implementations of the three encryption techniques (XOR/XNOR,

MUX, Flip-Flop) and testbenches (described in the annexes — Annex 1.9 -1 .16).
4



» FPGA experimental setup (Vivado 2014 4) for real comparison of the original
and encryption scheme (Fig. 23 - Fig. 27).
» Detailed tables with results:
& AHD/AFS by benchmark and method (Table 17),
& SAT runtime (Table 18),
.~ combined security/performance metrics (Table 19 — Table 22),
o composite Security Score and deployment thresholds (Table 22,
Table 23).
The data is consistent: Flip-Flop-based encryption systematically gives:
» highest AHD,
> lowest AFS,
» longest SAT runtime (incl, timeout > 10,000 s for 85378),
» but also, the largest power/area/delay overhead.
This is logical and well argued in the text. Overall the base is reliable and rich
enough to bear serious conclusions.

5. Scientific and/or scientific-applied contributions of the

dissertation work
In the presented dissertation, the doctoral student has formulated contributions of a
scientific, scientific-applied and applied nature. | accept the contributions, but in my
opinion, they can be summarized and classified as scientific-applied and/or applied. |
would formulate them like this (and slightly group them):
Scientific and applied contributions
1. A unified framework for evaluating logical encryption
» A complex methodology for evaluating logically locked schemes has been
developed, which combines:
o functional corruption (AHD),
- fault resistance (AFS),
o key sensitivity,
o SAT resistance,
- and hardware overheads (power, area, delay).
» This builds on classical approaches that often consider only one metric.
2. Algorithm for evaluating and comparing encryption techniques
» A formal algorithm has been proposed (Chapter 3.2, Fig. 21 — Fig. 22) for:
o integration of encryption into a scheme,
o functional verification,
security/performance analysis,
and comparative evaluation of XOR/XNOR, MUX and Flip-Flop
encryption.
3. Proving the advantages of Flip-Flop-based, state-dependent encryption
% It has been experimentally shown that Flip-Flop-based encryption:
o gives the highest AHD (up to ~0.52-0.56),
o the lowest AFS,
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5 and the highest SAT resilience (timeout for s5378).
7 Particularly strong effect in sequential ISCAS-89 schemes, where the state
enhances security.
4. Composite Security Score and deployment thresholds
» A composite security indicator (Security Score /100) is introduced, which
aggregates AHD, AFS, key sensitivity and SAT proxy.
» Thresholds are defined for:
- Low / Moderate / High / Very High / Critical security,
5 and respectively recommended platforms (FPGA vs ASIC) and key-gate
densities (Table 22).
5. Security-Cost Driven Deployment Decision Algorithm
» A deployment decision algorithm has been developed (Chapters 3.5, 53
5.6), which:
uses AHD, AFS, SAT runtime and Composite Security Score,
chooses between XOR/MUX/Flip-Flop,
and between FPGA and ASIC, according to the required level of security
and allowable overhead.
6. Scaling analysis with key-gate density
» The impact of 2, 5, 10 and 18 key-gates has been systematically
investigated, on:
o AHD, key sensitivity, AFS,
o power/area/delay overhead,
5 and Composite Security Score (Fig. 45 — Fig. 54).
It is shown that:
o security grows monotonically with the number of key-gates,
o sequential schemes (s5378) gain the most,
~ but the power/area cost also increases predictably.
Applied contributions
7. Benchmark-based validation on ISCAS-85/89
» The framework is implemented on standard benchmarks (c432, c499, c880,
c1355, 5298, 5344, s349, s5378), which:
o guarantees reproducibility,
» and makes the results comparable with other studies.
8. Real FPGA experimental setup
» An experimental stand (Fig. 23 - Fig. 27) has been developed for:
o comparison of original and encrypted scheme,
monitoring of errors with wrong key,
and assessment of weaknesses of “naive” XOR encryption (the example
with 75 % correct outputs even with wrong key).
9. Synthesizable VHDL modeis
» Ready-to-implement VHDL modules for the three encryption techniques and
testbenches have been created, which can be used:
o in future research,
o and in practical design of secure hardware.
6
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The presented contributions are of significant importance because they position the
dissertation at the intersection between scientific development and practical application in
the field of hardware security. Their essence most accurately fits into the categories of
scientific-applied and applied, since:

» they offer new methodologies and algorithms that have theoretical value, but
are directly applicable in real hardware systems;

» they provide experimental validation that makes the results verifiable,
reproducible, and useful fo industry;

» they create tools and models that can be used by other researchers and
engineers.

6. Assessment of the degree of the dissertation candidate’s

personal participation in the contributions

The dissertation lists numerous publications in conferences in which the candidate
is the first author or co-author, and the documented implementations show practical
development. The scope and coherence of the work suggest significant personal
involvement in the technical part. The list of publications related to the topics of the
dissertation supports a high degree of personal contribution by the doctoral candidate.

According to the text of the dissertation and its appendices, the doctoral student
has:
developed the Python simulation framework,
described and implemented the VHDL modules and testbenches,
conducted simulations and FPGA experiments,
formulated the Composite Security Score and deployment algorithm,

» and is the first author of the main publications on the topic (according to LIST

OF PUBLICATIONS — 10 publications, most of them IEEE/Scopus).

Personal participation can be assessed as high and leading.

V VYV

7. Evaluation of the publications on the dissertation work: number,
nature of the editions in which they were printed. Reflection in science —

use and citation by other authors
The list of publications lists 10 publications related to the topic:
» IEEE conferences (TELECOM, TechDefense, IWSSIP, etc.)— logical
encryption, experimental setup, secrecy with multi-bit keys, algorithmic framework.
» Book/chapter (I0S Press) on hardware solutions for cybersecurity of critical
infrastructure.
» Some of the publications already have citations (listed in the LIST OF CITED
PAPERS).
The publications are reputable, indexed in Scopus/IEEE Xplore, which is quite
sufficient for a doctoral dissertation in this field.
| believe that the methods and tools developed by the doctoral student have the
potential to be commercialized.



The main achievements and results of the dissertation have been published in
10 scientific publications, distributed by type, as follows:

» Chapter of a book indexed in Scopus — 1issue (Ne5, in Monitoring and
Protection of Critical Infrastructure by Unmanned Systems);

» Publications in international conferences and conference proceedings
indexed in IEEEXPLORE, Scopus and/or Web of Science — 6 issues, as follows: Ne 1 and
Ne2 in proceedings of the National Conference with International Participation
(TELECOM) (Sofia, Bulgaria, 2020 and 2021), Ne3 in proceedings of IWSSIP of the
international Conference on Systems, Signals and Image Processing (Sofia, Bulgaria,
2022), Ne 6 and Ne 7 in proceedings of the |EEE International Workshop on Technologies
for Defense and Security (TechDefense) (Rome, italy, 2023), Ne 8 in proceedings of the
IEEE International Workshop on Technologies for Defense and Security (TechDefense)
(Naples, ltaly, 2024).

5 Publications in international conferences and conference proceedings that
are awaiting indexing in IEEEXPLORE, Scopus and/or Web of Science, but are not
currently indexed — 2 issues, as follows: Ne @ and Ne 10 in the proceedings of the IEEE
International Workshop on Technologies for Defense and Security (TechDefense) (Rome,
Italy, 2025).

5 Publication in international conferences and conference proceedings —
1 issue, as follows: Ne 3 in the proceedings of the International Conference on Science,
Technology, Business and Innovation of UBT assembles in Kosovo (2021).

Of these 10 publications, the doctoral student has only one independent publication
(Ne 10), seven are co-authored only with the scientific supervisor (Ne 1, Ne 2, N2 3, Ne 6,
Ne 7. Ne 8, Ne 8), with the doctoral student in the first place, and two are co-authored with a
third scientist (N2 4, Ne 5), with the doctoral student in the first place in one of them (Ne 4),
All this shows that the results obtained in the dissertation are the personal contribution of
the doctoral student.

The doctoral student has presented a list of 5 known citations, with 3 citations
visible in Scopus. | recommend that the doctoral student specify where these citations are
visible. In addition, | could add:

» According to Scopus, publication Ne 1 has two citations. And in Google
Scholar, one mare is visible (from Brazil).

» Publication Ne 3 has 1 citation.

5 Publication Ne 5 — according to the doctoral student, there are 3 citations, but
it is not specified where they are. They are not visible in either Scopus or Google Scholar,

8. Use of the results of the dissertation work in scientific and
social practice. Presence of achieved direct economic effect, etc.

Documents on which the statement is based

The results have direct applicability:
» for designers of secure hardware — selection of encryption technique and

platform according to measurable metrics,
» for FPGA/ASIC projects in communication and critical systems;
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5 for academic environment—VHDL models and ISCAS-based experiments
are suitable for laboratory exercises in hardware security.
Direct economic effect has not been quantified, but the potential is cbvious — better
protected IP, lower risk of piracy and attacks.

9. Assessment of the compliance of the abstract with the
requirements for its preparation, as well as the adequacy of reflecting
the main points and contributions of the dissertation work

The presented abstract is in a volume of 32 pages. Its structure is designed in
accordance with the requirements of the regulatory documents and presents the main
chapters of the dissertation work, as well as the summarized contributions. The
approbations of the obtained results are reflected. The numbering of the figures and tables
in the abstract corresponds to those in the dissertation.

10. Opinions, recommendations and notes

| have no significant comments on the dissertation. The recommendations and
remarks made by me in the preliminary opinion, as well as in the preliminary discussion of
the dissertation work, have been implemented in a great degree. | recommend that the
doctoral student, in her future scientific and teaching activities, increase her publications in
Scopus and Web of Science, as well as in journals with an impact factor.

11. Conclusion with a clear positive or negative assessment of the

dissertation work
In conclusion, the dissertation work:
» is up-to-date, well-motivated and clearly structured;
» offers a comprehensive, metric-oriented framework for evaluating logical
encryption;
» contains significant scientific-applied contributions in the field of hardware
security,
» is supported by a sufficient number of publications in reputable journals;
» shows a high degree of independent work on the part of the doctoral student.
The presented dissertation meets the requirements of the Law on the Development
of the Academic Staff in the Republic of Bulgaria and the Rules for Its Implementation, as
well as the Procedural Rules for the Acquisition of Scientific Degrees and the Occupancy
of Academic Positions of the Technical University, Sofia. | give a positive assessment of
the dissertation work and offer M.Sc. Eriselda Malaj be awarded the educational and
scientific degree “Doctor” (PhD) in the Doctoral program: “Computer-Aided Engineering
and Systems for Design Automation”, Scientific area 5.3. “Communication and Computer

Engineering’”.

Date: 03.09.2026
/Assoc. Prof. Adriana Borodzhieva, PhD/
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