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1. AKTYanHocT Ha pa3paboTBaHus B AUCEPTALMOHHUA TPYA Npobnem B Hay'uHo
M Hay4YHONPUNOXHO OTHOWweHue. CTeneH u HUBa Ha aKTyanHOCTTa Ha npobnema
KOHKPeTHWTE 3afayu, pa3paboTeHu B gucepraumnnaTa.

3anuckaTa Ha QUCEPTaUUOHHUAT TPYA € HanucaHa Ha AHIMUACKK e3uK.

EnekTpoHuKaTa Hamupa npunoXeHue BbB BCWYKM cdepu Ha [erHoCT Ha
YOBEYECTBOTO, HO NapanefiH0 C pPa3BUTUETO W YCLBLPLUEHCTBAHETO Ha ENEeKTPOHHOTO
NPOU3BOACTBO CE Pa3BMBAT W 3annaxute OT kpaxba Ha WHTenekTyanHa cobCTeeHoCT,
CBPBLXNPOU3BOACTBO, ODPaTHO WHXEHepPCTBO W XapAyepHa Hameca, Kakto W Apyru
sannaxv. NpoTUBOASNCTBMETO HA 3aNSaxvuTe OT ataku e efHa aKTyanHa v aHaynma 3agaqa
npesa y4yeHure.

Paspaborkarta Ha mar. uix. Epucenaa Mana#n e nocserteHa 3a paspaborsaHe
W OUEHKa Ha HOBM XapAyepHW peLueHns 3a kubepcurypHOCT Ha KOMYHUK2UMOHHW CUCTEMU
Ypes NOTUMECKO KPUNMTUPAHE B CTPYKTypaTa Ha uHTerpankute cxemn. MpeanoxeHu ca v ca
uacnensann Tpu cxemu: XOR/XNOR-6asmpana, MUX-6asupara u Flip-Flop-6asupana,
3aLUWTHN CXEMU 3a KDUNTUPAHE.

2. CreneH Ha no3HaBaHe CBLCTOAHMETO Ha npobneMa w TBOpuYeCKa
MHTEpPNpeTauun Ha NUTepaTypHUs marepuan,

MpeacTaBeHUsT 3a CTaHOBUMLLE AMCEPTaUMOHEH Tpya € B obem oT 165 cTp. u
CbAbPXa AHOTALUMA, CNUCHK HA NyDAMKauwWTe, CAMCHK Ha UMTUPaHuTe nydnukauum,
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CMUCHUN Ha Urypu 1 Tabnuumn, CNUCBK Ha CbKPaLUEeHUATA, MeT rMasy, OrpaHuYeHns u
Bvaewa pabota, npuHocu, wanonssaHa nutepatypa, 54 cwurypun, 33 Tabnuuv u 33
dopmynu. Otgento s npunoxenue ot 153 cTp. ca npegcraseHn 17 nporpaMum koaa.

MpoBegeHo e nutepatypHo npoyysaHe Ha 200 NUTEPaTYpHU WU3TOMHUKA OT
nocnegtute 10 roguHn, Mo TemaTukata Ha uvacneasBaHWs npobnem: xapayepHoTo
KpunTUpaHe W 3aWWUTHATE TeXHUKW, NOrMYecKOTO KpunTupaHe, obdyckauwsata u
CBbP3aHWUTE C TAX KOHTPaMEpKN, TEXHWUTE CUNHWU CTPaHW, OTPaHUYEHUs U NPONYCKN, KOETO
A3Ba Ha QOKTOpaHTKaTa obwupHa 1 3aabN0oYeHa NOArOTOBKA 3a@ YCNelHo pellasaHe Ha
NoOCTaBEHUTE 3aaaum.

3. CuotBercTBMe Ha n3bpaHaTa MeToAuKa Ha U3CNeABaHe C nocTaBeHara uen
W 334aYM Ha AUCEPTaUUOHHUA TPYA.

B gucepTaunoHHUs TPYA 3a NPOBEXAAHETO Ha M3CNEeABaHUATAE B OTASNHUTE 3aaauv
Ca W3NOM3BaHW pasnUyHK METOAWKM, KaTo TEeOpeTUMEeH awanus, npoeKkTUpaHe u
BHEpABAHE Ha Xap/yepa 3a 3aluTa B CTPYKTYpaTa Ha UHTErpanHuTe CXeMmu, TeCTBaHe ¢
OUEHKM Ha MPOU3BOAWTENHOCTTA U CUIYPHOCTTA, CPaBHUTENEH aranua Mexay noaxoaure
3a xapayepHa v codtyepHa 3awmura. MeTogukuTe CLOTBETCTBAT Ha NOCTaBEHUTE 3a4a4ym,
KOETO € NPeAnocTaska 33 HaAeMAHOCT Ha NONYyYeHUTE PeaynTaTi.

4. Hay4yHu u/unu Hay4YHONPUNOXHKU NPUHOCK Ha AUCEPTALIMOHHUA TPYA.
B avcepTauvoHHUA TPYA AOKTOPaHTKaTa € NocouYuna ocemM NpUHoca, onpeaeneHn
KaTO Hay4HW, HAYYHO-IPUNOXHU W NPUNOXHW. [puemam NpUMHOCUTE Taka KakTo ca

hopMynupaHu,

5. Npeuexka Ha nybnukaumuTe NO ANCEPTALMOHHUA TPYA: Gpon, xapakTep Ha
M303aHUATA, B KOWTO ca oTnevataHu. OTpaxeHue B HayKaTa — U3NOSN3BAHE W UUTUPaHE
OT ApPYrY aBTOPM, B ApPYru naboparopum, cTpaxu u np.

[ducepraumata e nybnukysaHa 4actuyHo 8 10 nybnukauuu, OT KOMTO AeBeT B
HayuHu kongeperuun (TELECOM, IWSSIP, TechDefence) u egHa nybnukauus e rnasa 8
eneKkTpoHHa kHura. B egHa nyBnukaums JOKTOpaHTKaTa @€ CamoCcTOATENeH aBTop, B CEieM
€ CbasTOop C HayuyHUs pPbKOBOAWUTEN W B ABE € B CLaBTOPCTBO C APYrM yyenu. Bouukm
nybnukauwm ca wugekcupanu B |IEEE-Xplore, Scopus u WoS Basam pgawHmn, koeto e
noKasaTen 3a TAXHOTO BUCOKO Hay4YHO HWBO. Taka, nonyyYeHuTe B ANCEPTaALMOHHWUA TPYA
pesynTaTv ca craHanu AoCTOsHME Ha HayyHaTta obLWecTBeHOCT, BUAHO OT nokasaHute 7

LUATUPEHUS.

6. MHeHuR, npenopbKn U Genexku.

KbM 3anuckata Ha AUcepTayuoHHUs TpyA Hamam 3abenexxu.

Mpenopbkata My € Oa ce NpoAbLMKM Aa ce pabotu no gobpe dopmynupaxuTe
6baelun nscnegeaxus 8 Touka Limitation and Future Work", koeTo uie gonpuHece 3a no-
HaTaTbLWHO pPassUTUE W YCLELPLWIEHCTBAHE Ha KpunTorpadekata 3awura  Ha
eNeKTPOHHUTE u3aenus OT ObJeliy HOBOBLIHMKBALLWM 3annaxu 4pe3 sceobxsaTHu
apXUTEKTYpU 33 CUTYpHOCT, BasupaHy Ha W3KYCTBEH WHTENeKT U MawuHHO obyueHue, U
MHTErpaumns C KBaHTOBO-YCTOWYUBYN KpUNTOrpadckn NPUMUTUBK.



7. 3aknwyeHMe C ACHA MNONOXKMTENHa WNU OTpUuaTenHa OueHKa Ha
AucepTauMoHHUA TPyA.

MNpeacTaBeHUsT QUCEpPTaLMOHEH TPYA OTroBaps Ha W3WUCKBaHWATA Ha 3akoHa 3a
pa3BuTHe Ha akagemuyHus cecras B Penybnuka Bonrapus v lNpasunHuka 3a HErosoTo
npunarasde, a cbllyo Taka v Ha [poueaypHute npasvna 3a npuaobusaHe Ha Hay4HW
CTEMNEHN U 32eMaHE Ha aKagEeMUYHN ANbXHOCTY Ha TexHuyeckn ysusepcuteT - Codus.

[lasam nonoxurenHa oueHKa Ha AUCEPTAUVOHHUMAT TPYA W nNpeanaram Ha mar.
mHk. Epucenpa 2 Manawh na ce npuchan obpaszosatenHara U HaydHa crened
»~dOKTOp" No goKTopcKka nporpama ,ABTOMaTU3aUMUA Ha WHXEHEPHUA TPyA U CUCTEMU 33
asTOMaTU3NPaHo npoekTupaHe”, npoecuoHanto Hanpasnexue 5.3. KoMyHukaumoHHa u
KOMMIOTbPHA TEXHMKA", oOnacT Ha suclueTo obpaaosanue 5  TexHUYeckn Hayku'.

Oara: 08.09.2026 . YneH Ha Hay4HOTO Xypu:
/aou. a-p wrx. Banexstud Mytkos/
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"Doctor"
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professional direction 5.3. "Communication and Computer Engineering"
field of higher education 5 "Technical Sciences"

Author of the dissertation:
M.Sc. Eng. Eriseida Malaj

Topic of the dissertation:;

"Development of New Hardware Solutions for Cybersecurity of Communication
Systems"”

Member of the scientific jury:

Assoc. Prof. Eng. Valentin Mutkov, PhD

University of Ruse "Angel Kanchev", Faculty of "Electrical Engineering, Electronics and
Automation”, Department of "Automation and Electronics”
city of Ruse — 7017, 8 "Studentska" Str.

1. Relevance of the problem developed in the dissertation in scientific and
applied science terms. Degree and levels of relevance of the problem and specific
tasks developed in the dissertation.

The dissertation note is written in English.

Electronics finds application in all spheres of human activity, but in paralle! with the
development and improvement of electronic production, threats of intellectual property theft,
overproduction, reverse engineering and hardware interference, as well as other threats,
are also developing. Counteracting the threats of attacks is a current and significant task
for scientists.

The development of M.Sc. Eng. Eriselda Malai is dedicated to the development
and evaluation of new hardware solutions for cybersecurity of communication systems
through logical encryption in the structure of the integrated circuits. Three schemes have
been proposed and studied: XOR/XNOR-based, MUX-based and Flip-Flop-based,
protective encryption schemes.

2. Degree of knowledge of the state of the problem and creative interpretation
of the literary material.

The dissertation work presented for opinion is 165 pages long and contains an
annotation, a list of publications, a list of cited publications, lists of figures and tables, a list
of abbreviations, five chapters, limitations and future work, contributions, used literature, 54



figures, 33 tables and 33 formulas. Separately, in an appendix of 153 pages, 17 program
codes are presented,

A literature review of 200 literature sources from the last 10 years was conducted on
the topic of the research probiem: hardware encryption and security techniques, logical
encryption, obfuscation and related countermeasures, their strengths, limitations and
shortcomings, which provides the doctoral student with extensive and in-depth preparation
for successfully solving the assigned tasks.

3. Compliance of the selected research methodology with the set goal and
tasks of the dissertation.

In the dissertation work, various methodologies have been used to conduct research
in individual tasks, such as theoretical analysis, design and implementation of hardware for
protection in the structure of integrated circuits, testing and evaluation of performance and
security, comparative analysis between hardware and software protection approaches. The
methodologies correspond to the tasks set, which is a prerequisite for the reliability of the
results obtained.

4. Scientific and/or applied scientific contributions of the dissertation work.

In the dissertation, the doctoral student has indicated eight contributions, defined as
scientific, scientifically applied and applied. | accept the contributions as they are
formulated.

5. Assessment of publications on the dissertation work: number, nature of the
editions in which they are printed. Reflection in science — use and citation by other
authors, in other laboratories, countries, etc.

The dissertation has been partially published in 10 publications, of which nine in
scientific conferences (TELECOM, IWSSIP, TechDefence) and one publication is a chapter
in an e-book. In one publication, the doctoral student is an independent author, in seven
she is a co-author with the scientific supervisor and in two she is a co-author with other
scientists. All publications are indexed in IEEE-Xplore, Scopus and WoS databases, which
is an indicator of their high scientific level. Thus, the results obtained in the dissertation
have become available to the scientific community, as evidenced by the 7 citations shown.

6. Opinions, recommendations and notes.

| have no comments on the dissertation note.

My recommendation is to continue working on the well-formulated future research in
the "Limitation and Future Work" section, which will contribute to further development and
improvement of cryptographic protection of electronic devices from future emerging threats
through comprehensive security architectures based on artificial intelligence and machine
learning, and integration with quantum-resistant cryptographic primitives,



7. Conclusion with a clear positive or negative assessment of the dissertation
work.

The presented dissertation meets the requirements of the ,Act on the develepment
of the academic staff" in the Republic of Bulgaria and the Regulations for its implementation,
as well as the Procedural rules for the acquisition of scientific degrees and occupying
academic positions of the Technical university - Sofia.

| give a positive assessment of the dissertation and propose to M.Sc. Eng.
Eriselda Malaj to be awarded the educational and scientific degree "Doctor” on the
doctoral program "Computer-Aided Engineering and Systems for Design Automation",
professional direction 5.3. "Communication and Computer Engineering”, field of higher
education 5 "Technical Sciences".

Date: 08.09.2026 Member of the scientific jury:
(Assoc. Prof. Eng. Valentin Mutkov, PhD)



