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[OuncepTaunsta ce obebxaa 1 Hacoysa 3a 3awmta ot CbBeTa Ha Kategpata "TexHonorum
W yNpaBreHne Ha KOMYyHUKaLUMOHHM cuctemu” Kbm dakynTeTa no TenekoMyHuKkaumm Ha TY-
Codhusa Ha pegoBHa cpella, nposeaeHa Ha 11.06.2026 r.

[ybnnyHaTa 3awmTa Ha gucepTaumaTa e ce npoeeae Ha 01.10.2026 r. ot 15:00 vaca
B KoHtpepeHTHaTa 3ana Ha BUK Ha TexHuuyeckus yHusepcuteT — Codms Ha OTKPUTO
3acefjaHne Ha Hay4YHOTO Xypu, onpeaeneHo ¢ HapexaaHe Ne OX — 5.3 - 55/24.06..2026 .
Ha pekTopa Ha TY-Codus, CbCTaBeHo OT

1. Oou. o-p nex. Tuxomup bpyces - lNpeacenaten

2. [ou. o-p nHx. PocTtucnas Pyces - HayyeH cekpetap
3. MNpodh. atH Togop Ctonnos

4. fou. o-p vex. AgpvwaHa bopomxuesa

5. [lou. a-p nHx. BaneHtuH MyTkoB

PeveHaeHTu:
1. dou. a-p nex. Tuxomup bpyces
2. [ou. o-p nHx. AgpuaHa bopogxuesa

MaTepuanuTe no 3awiuTarta ca 4OCTbNHU 3a 3anHTEPECOBaHNTE B ocuca Ha PakynTeTa
no TenekomyHukauumn Ha TY-Codomst, 6nok No1, ocprc No 1306.

[lucepTaHTLT € 3a[04eH [OKTOpPaHT KbM KaTeapa ,TeXHOMOrMM U MEHWIKXMBHT Ha
KOMYHMKALMOHHM CMCTeMM" Ha chakynTeT Nno TenekoMyHukauuu. MscnegeaHusta no
aucepTalLoHHaTa paspaboTka ca HanpaBeHW OT aBTOpa, KaTo HAKOW OT TSX Ca NOAKPENeHM
OT Hay4HOM3CNeaoBaTeNCKI NMPOEKTU.

AsTop: mar. Epucenga Manan

3arnasue: PaspaboTBaHe Ha HOBM XapayepHU PeLLeHNs 3a KNBGepCurypHoCT Ha
KOMYHUKALMOHHN CUCTEMM.

Tupax: 20 6pos

OtnevataHo B UMK Ha TexHunyeckn yHusepcuteT — Codus
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l. OBLLA XAPAKTEPUCTUKA HA OUCEPTALIMOHHUA TPY[

AKTyanHocT Ha npobnema

JlornyeckoTo KpunTUpaHe e TeXHUKa, NpeaHa3HaveHa fa NoBMLLM CUTYPHOCTTa Ha LNgpoBKUTE CXEMU Ypes
BrpaxxaaHe Ha MexaHW3Mm 3a KpuntupaHe. To3u NoAX0A Leny Aa 3aluTi MHTenekTyanHata cOBCTBEHOCT 1
na 3awmtun uHterpantute cxemu (UC) ot obpaTteH MHXEHepUHr 1 XxapayepHa Hameca. ANropuUTbMbT, Npea-
noXeH B Ta3n paboTa, 13nonasa NorMyecko KpUnTUpaHe, 3a Aa NOCTUrHe ctabunHa 3awmTa 3a Lmdposu
NPOEKTM Ype3 AMPEKTHO MHTErPUPaHE Ha KPUMTUPAHETO B IorMyeckaTa CTPYKTypa Ha cxemarta.

CbpLeBMHaTa Ha HOBMSI anropUTbM BKITKOYBA BrpaxaaHe Ha kpunTorpadckiu TpaHcopmauui B noruyec-
KUTE eneMeHTI Ha cxemaTa, CbafaBaiiku curypeH n obaycLieHnpaH npoekT. ToBa ce NocTura Ype3 Npumo-
KeHue Ha KoMOWHaLMs oT GyneBu dyHKLMM 1 KpunTorpadicku KIto4oBe 3a NpoMsiHa Ha (hyHKLMOHaNHOCTTa
Ha enemeHTuTe. MonyyeHaTa KpUNTMPaHa CXeMa e YCTOMYMBa Ha HEOTOPU3MPaH A0CTb U 06PaTHO UHXeE-
HEpPCTBO, Thil KaTo NoruyeckaTa YHKLMOHANHOCT € CKpUTa U JOCTbIHA CaMO 3a Te3un C NPaBUIHUTE KIto-
YoBe 3a JeKpuUnTUpaHe.

HalwumsT nogxop BKNKOYBA 1 MeXaHWU3MI 3a YNipaBneHue 1 pa3npoCTpaHeHUe Ha KIKOYOBE, rapaHTUpanki, Ye
KIIOYOBETE 3a KpUNTUPaHe ce 06paboTBaT CUrypHO U AOCTLNBAT CaMo OT OTOPU3MPaHK NoTpebutenu. [le-
MOHCTpMpame eDeKTUBHOCTTA Ha NPELNOXEHNS anropUTbM Ypes Cepusi CUMyMaLMmM 1 OLEHKM, noayepTa-
BaiiK HEroBaTa yYCTOMYMBOCT CPELLY YECTO CpeLaHi BEKTOPU Ha aTaku KaTo 06paTeH UHXEHEPUHT U COH-
[MpaHe.

MpeanoXeHNsT anropuTbM 3a NOTMYECKO KPUNTUPaHe OCUrypsiBa 3HAYUTENHO NoAobpeHIe Ha CUrypHocTTa
Ha L1pOBUTE CXEMM, KaTO Npeanasea oT kpaxba Ha MHTeNeKTyanHa COBCTBEHOCT M XapAyepHU aTaku, kaTo
CbLLEBPEMEHHO 3ana3Ba (YHKLMOHAHOCTTA 1 NPOM3BOAUTENHOCTTA. TO3W NPUHOC pasBKBa 0bnacTTa Ha
XapfyepHaTa CUrypHOCT Ype3 BbBeXaaHe Ha MpakTUYeH W edheKTMBEH METOA 3a 3alyTa Ha MHTerpasnHu
CXEMM YPE3 NIOMMYECKO KpUNTUPAHE.

HapacTBalata CnoXHOCT M B3aMOCBbP3aHOCT Ha CbBPEMEHHUTE KOMYHUKALMOHHN CUCTEMU 3acunBat
HY)XAaTa OT HafEXaHU MEXaHU3MI 38 CUTYPHOCT C HICKA TAaTEHTHOCT. TPaanLMOHHOTO COTYEPHO KpUnTu-
paHe, MaKkap M rbBkaBo, CTaBa BCE MO-YSI3BUMO KbM XapAyepHM 3annaxu KaTo CTPaHUYHW KaHamHu aTtakm,
06paTHO MHXEHEPCTBO 1 U3BMMYaHe Ha noruka. Tasu aucepTauus npeacTass paspaboTBaHeTo, CUMynaLm-
aTa 1 OLleHKaTa Ha HOBM TEXHWKM 3a KpUNTUPaHe Ha XapAyepHO HUBO, HACOYEHM KbM NoaoGpsiBaHe Ha Ku-
BepcurypHocTTa Ha KOMyHUKALMOHHUTE UHGPACTPYKTYPU.

W3cnepeat ce Tpu norudeckn 6asvpaHn MeToda 3a KpuUnTUpaHe: Kpuntupade, 6asmpaHo Ha cxemu
XOR/XNOR, obdhyckauusi upes myntunnekcop (MUX) n nocnegosatenHo kpuntupade, 6asmpaHo Ha Tpu-
repu (Flip-Flop). Tean TexHuku ca peanusnpanu BB Verilog/VHDL v uHTerpupaHu B ctaHaapTHU BeHuMapk
CXeMW 1 KOMYHWKaLWOHHK noamMoaynu. PaspaboTsa ce UsAnoCTHa pamka 3a OLeHKa C MOMOLLTa Ha UHCTPY-
MeHTU 3a cuHTe3 1 cumynaums (ModelSim, Vivado, Quartus), a npou3BognTENHOCTTa Ce OLEHsIBa Ypes Kpu-
TUYHW METPUKM: KOHCYMaLUMsi Ha €Heprusi, OOMbIHUTENHA NMOL, 3aKbCHEHWE, CPEAHO PasCTOsHME Ha
XamuHr (AHD) n cpepHa uvyBcTBUTENHOCT KbM noBpean (AFS).

Pesyntatute nokassat SCHU KOMIpoMUCK Mexay edektuBHocTTa U curypHoctTa. XOR/XNOR kpuntupa-
HeTO npeanara MUHUMArHO M3MON3BaHe Ha PeCcypcu, HO OrpaHUYeHa YCTOMYMBOCT Ha ataku. [poekTurte,
6asupann Ha MUX, nogobpssat obdpyckaumsTa ¢ yMepeHu pasxoau, AoKaTo KpuntupaHeTo, 6asupaHo Ha
Tpurepu, ocurypsisa Ham-B1COKa 3alyuTa 3a nocrefoBaTesiHa norvka 3a cMeTka Ha Mno-ronsiMa CroXHOCT.
Pesynrtatute nogkpensT nepcoHan13vMpaHo BHeApsIBaHE Ha NToruka 3a KpUntupaHe B 3aBUCUMOCT OT U3UCK-
BaHWATa 32 CUTYPHOCT M NPOU3BOAUTENTHOCT Ha NPUIOXEHNETO.



[lncepTaLMOHHMAT TpyA LONPUHACS C BanuaMpaHa METOLONOTUS 3a CUrYPEHO XapayepHO NMpoekTMpaHe B
KOMYHWKaLWMOHHNTE CUCTEMM W Mpeanara Hacoku 3a Gbaeluy nopobpeHns Ypes XUBPUAHN apXUTEKTYPK,
TecTBaHe, 6a3nNpaHo Ha U3KYCTBEH UHTENEKT, N MHTErpaLus C KBAHTOBO-YCTOMYMBM KpUNTOrpadhckv npumu-
TUBM.

CbluecTByBalUTe MeTOAN 3a NOTMYECKO KPUMTMpaHe CpewlaT npeausBMKaTencTBa KaTto fowa
CTaHAapTU3aLMs, orpaHndeHa MallabupyeMocT 1 KOMMNPOMIUCK MEXIY CWUrypHOCT U MPOU3BOAUTENHOCT
(nnowy, 3aKbCHeHWe, 3axpaHBaHe). MHOro 0T TsiX ca unu TBbpAE CKbMK 3a CUCTEMU B peariHo BpeMe, Uim
HE[0CTaTbYHO HaAEXAHM Cpellyy HanpedHanmu ataku kato SAT peluaTenu, COHOax M MHXEKTUpaHe Ha
rpeLkn. Bbnpeku noteHumana ci, HAKOMKO KMHOYOBM BLMPOCA OCTaBAaT HEPELLEHU B MPUMOXKEHUETO Ha
NOMMYECKOTO KpUNTUPaHE:

o EdektuBHa HTerpaums: Kak nornieckoto KpuntupaHe Moxe ehekT1BHO fa 6bae MHTerpupaHo B
npoLeca Ha NpoekTMpaHe Ha LMgpoBK cxemun, 6e3 fa ce KOMNPOMETMpa TsXHaTa NpoM3BOANTEN-
HOCT MnM (DYHKLIMOHANHOCT?

e YcToWYMBOCT Ha aTaku: [10 kakBa CTENeH NorM4yeckoTo KpUnTupaHe MoXxe fa yCTou Ha HanpeaHanm
TEXHUKM 3@ 0BpaTEeH MHKEHEPUHT M COHAMPALLMW aTaku, U Kak Moxe Aa 6bae KONMYeCTBEHO U3Me-
peHa 1 nogobpeHa HeroBaTa yCTOMYMBOCT?

¢ YnpaBneHue Ha knoyvoBe: Kou ca Hail-0obpuTe npakTuKK 3a ynpaBneHne n pasnpocTpaHeHne Ha
KpUNTUPALLM KMOYOBE MO HAYMH, KOMTO rapaHTMpa KakTo CUIypHOCT, Taka 1 NPakTUYHOCT, 0COBEHO
npw mMaLabHn BHeapsiBaHWA?

e Design Overhead: Kak moraT fa ce onTummanpaTt KOMNPOMUCUTE MEXAY CUIYPHOCTTa U JOMbIHK-
TErHUTE pecypcu 3a NPoekTa, 3a Aa Ce MAHUMM3MPA Bb3AENCTBMETO BbPXY NAOLLTA Ha CXemaTa,
KOHCYMaLusTa Ha eHepris 1 6bp3oaencTBueTo?

Tasn gucepTauns agpecupa Te3n Npean3BMKaTencTBa, kato npeasiara HoB anropuTbm 3a NOrMYecko Kpur-
TUPaHe, KOWTO Lieny Aa MOBULLIM CUTYPHOCTTA Ha LMGPOBUTE CXEMU, KaTO ChbLIEBPEMEHHO 3ana3Ba NpaKTy-
YeckiTe OrpaHUYeHIs Ha NpoekTa. MacneaBaHeTo ce hokycupa BbpXy pa3paboTBaHETO Ha eqheKTUBHI Me-
TOAW 3a WHTErpUpaHe Ha KpUNTUPaHe B NIOTUYECKUTE ENeMEHTH, NofobpsiBaHe Ha yYCTONYMBOCTTA Ha pas-
TNINYHY BEKTOPU Ha aTakyl 11 yCTaHOBSIBAHE Ha CTabWMHM NpaKTUKK 3a ynpaBneHue Ha Kntoyose. Ypes kombu-
HaLMs OT TEOPETMYEH aHanu3, CUMynauus U eMnpuyHa Banuaauus, Tasm pabota Luenu Aa HanpegHe B
obnactTa Ha xapayepHaTa CUrypHOCT M [ja NPeA0CTaBM NPaKTUYECKM PELLEHMS 3a 3aLLMTa Ha UHTErpanHu
CXeMU OT HOBOBB3HMKBALLM 3annaxu. OcTaHaraTta YacT OT Tasu AucepTaLms € CTPYKTypupaHa Taka, ye fa
NpesocTaBy LSNOCTHO M3CMeaBaHe Ha XapfyepHaTa CUrypHOCT Ypes fOTUYecko KpunTupaHe, npemuHa-
Balikn OT OCHOBHM KOHLIENLMM KbM NPaKTUYECKa peannsaLms v aHamms.



Llen Ha aunceprtauunaTa, OCHOBHU 3agaydu U MeToan Ha n3cnegBaHe

Bb3 OcHOBA Ha CMHTE3a Ha mpernefaHata nuTepaTtypa, AucepTauusita WAEeHTUUMUMPA  KIHoHOBM
npeaun3BrKaTencTea 1 Nponycki B 06nacTTa Ha NorMieckoTo kKpunTupaHe. Te BKMKOYBAT:

- YCTOMYMBOCT KbM HOBW METOAONIOMAM 3a aTaka, kaTo Teau, MPOU3TUYALLM OT Hanpeabka B KBaHTO-
BUTE U34MCTIEHMSI.

- [lpeansBsukaTencTaa npu YnpaBneHWETO Ha KNo4oBe U HEOBXOAMMOCTTa OT Mo-eDEKTUBHM U Ma-
Labupyemn MexaH13Mm 3a KpUnTupaHe.

Llenta Ha aucepTauusTa e fa ce NpoeKkTUpaT XxapAyepHn Kpuntupalyy Mogynm ¢ Noruiecku CTpykTypu, aa
Ce BHeapAT B KOMYHUKALMOHHM XapayepHu CUCTEMM, A CE OLEHM W CPaBHW TIXHATa NPOM3BOAMTENHOCT
ypes KIYOBY XapayepHN METPUKM (MOLLHOCT, NNOLL, 3aKbCHEHUE), a Ce OLieHW BCEKWN METOL Ype3 METPUKM
kaTo yctoinumeocT Ha AHD, AFS 1 SAT ataku, kakTo 1 ja ce Npeanoxm HoBa pamka 3a OLEHKa Ha Xxap4yepHo
KpUNTUpaHe, NpUNoXMMa KbM KOMYHUKALMOHHW NOACUCTEMMU.

3a nocturaHe Ha Tasu Luen ca p,e(bleleaHM cnegHnTe 3ajavdn:

A) 3a feduHmpaHe Ha NOrMyecki MoAyNM 1 NIOTMYECKN CTPYKTYPM 3a KpunTupaHe. [a ce peannsupart
XapayepHu e3nLin 3a OnncaH1e Ha KOMYHUKALMOHHUTE XapayepHu CUCTEMU U cpeaa Ha OLieHbYHa
cucrTema.

B) [a ce fedmHupat orpaHnyeHnsTa B NPOU3BOANUTENHOCTTA HA CbBPEMEHHUTE XapAyepHU KpuUnTy-
paLLy NoAX0an B KOMYHUKALIMOHHM CXEMM.

B) 3afa ce OLeHM Kak pasnuyH1Te TEXHWUKM 3@ KpUMTUPaHE Ha TOrM4ecko HUBO Ce CPaBHSBAT Mo MO,
3abaBsiHe 1 pa3xof 3a 3axpaHBaHe.

') Te onpeaenst TexHuKaTa, KosiTo npeanara Hail-gobpust KOMNPOMUC MEXaY cunaTa Ha Kpuntupa-
HETO 1 XapLyepHaTa eqeKTUBHOCT.

J1) [a ce paspaboTi HOBa METOAONOMMS 3a OLIEHKA 3a CUCTEMATMYHO OLIEHSIBAHE Ha e(heKTUBHOCTTA
Ha XapAyepHUTE KpUNTUPALLM TEXHUKM B KOMYHUKALIMOHHN CUCTEMM.

E) [la Banuaupa npeanioxeHuTe peLleHus.

ToBa u3crieBaHe npunara cucTeMaTMYHa U MHOTOCTENEHHa METOAOMNOMS 3a U3crieBaHe Ha edhekTBHaTa
NHTErpauusi, YCTOMYMBOCTTA HA CUTYPHOCTTA 1 KOMMPOMUCKTE MEXAY TEXHUKUTE 3a MOTUYECKO KpUNTUPaHe
B UMpoBUTE CXxemu. peanoxeHaTa MeTO4OMNOMs KOMOMHMPA TEOPETUYEH aHanu3, XxapayepeH MpoexT,
CMMyNaLMOHHa OLEHKA U OL|EHKA Ha CUIYpHOCTTA, 3a Aa rapaHTMpa KakTo akafieMUyHa CTPOrocT, Taka U
rpaKTU4YecKa 3Ha4YMMOCT.

W3crneasaHeTo crieaBa ekcriepuMeHTaneH Noaxon OpUEHTUPaH KbM NpoekTupaHeTo. OCHOBHUST (DOKyC e
BbPXY pa3paboTBaHETO W OLiEHKaTa Ha TEXHUKW 3@ KPUMTUPaHE Ha MOTMYECKO HUBO, KOMTO nogobpsiBat
CUIYPHOCTTa Ha BEPUIUTE, KaTO CbLUEBPEMEHHO 3anasBaT NpUeMIMBYM NPOEKTHU pasxoau. Tpy pasnnyHu
METOLONOrMM 3a NOTMYECKO KpUMTUPaHe ca NPOEKTUPaHW, peannaupaHi U aHannuaupaHu, 3a a ce oCurypu
LISINIOCTHO CPaBHEHE MEXAY CTPYKTYPHM, (OYHKLIMOHAMHN W CUTYPHOCTHU U3MEPEHNS.

Obuiata MeTogornorus e CTpyKTypupaHa B cregHute ¢asu:

MpoekTMpaHe 1 MHTErpaLms Ha NorM4ecko KpunTupaHe
XapayepHo onucaHue 1 peanusaums

OueHka Ha npeacTaBsHETO

OueHka Ha curypHocTTa

CpaBHUTENEH aHanu3 n Banuanpaxe.

Q1 B WON —
~— ~— — ~— ~—



Tabnuua 11 O6obLieHne Ha xapaKTEPUCTUKMTE Ha N3CMeaoBaTENCKUTE METOAN

MeTog Ha Tun Llen 3non3saxu
nscrneaBaHe WHCTPYMEHTH
MaTemaTuyecko KonuyectseHu | GopmynupaHe Ha METPUKM 3a MATLAB, Python
MogenunpaHe CUIYPHOCT M NPOU3BOANTENHOCT
XapayepeH npoekt n | Konuvectsenu | Peanuaupare Ha apxutektypu 3a | Verilog/VHDL
peanu3aums TNOrNYECKO KpUNTUpaHe
Nornyeckn cuHte3 n | KonnyecTsenn | OueHka Ha nnowyta, mowHoctTa u | Vivado / Design
cumynaums 3aKbCHEHMETO Compiler, ModelSim
AHanu3 Ha KonuuectseHu | /amepBaHe Ha ycToinumsocTTa Ha | Python, MiniSAT
CUrypHOCTTa AHD, AFS n SAT
5. | CpaBHutenHa oueHka | CmeceHm CpaBHeHIE Ha TEXHUKMTE 3a MATLAB, Python
KpunTupaxe
6. | Mperneq Ha CmeceHu VoeHtudmuympare Ha tengeHumn | IEEE Xplore, Google
nuteparyparta W NpOMNyCKW B U3cnefBaHnsTa Scholar

W3cneaBaHusiTa BbpXy NOTMYECKOTO KPUMTUPAHE BKMIOYBAT TPW PasninyHiN METOZOMOMMN 3a cbbupaHe Ha
[aHHK:

1) EkcnepumeHTaneH noaxoA, EKCNEePUMEHTANHMAT NOAXO4 Ce M3ron3ea 3a HabnogeHue
Ha Bb34eNCTBMETO Ha NOMMYECKOTO KpUNTUPAHE BbpXY NOBEAEHWETO Ha BEpUraTa npu KoH-
TPONMpPaHN yCnoBus.

2) Mopxop, 6a3upaH Ha cumynaums MNogxoawbT, 6asupaH Ha cuMynauust, No3eBonsBea aetai-
NeH aHanm3 Ha yHKLMOHaNHaTa KOPEKTHOCT, BPEMETO, 3axXpaHBaHETO M HAaTOBAaPBaHETO
Ha NroLLTa Ype3 xapayepHN MHCTPYMEHTU 3a OMUCAHME U CUMYnaLms.

3) Mopxop 3a oueHka U BanupupaHe. Hakpas, NOAXo4bT 3a OLEHKa W BanuaupaHe ce ns-
Nnon3Ba 3a OLieHKa Ha YCTONYMBOCTTA M €PEKTUBHOCTTA Ha MPEATIOKEHUTE CXEMM 3@ KpUN-
TUpaHe Ype3 KONMMYECTBEHN METPUKM 1 CPABHUTENEH aHanM3.

ToBa n3cnefBaHe akLeHTUpa BbpXy B3EMAHETO Ha pelueHusi, basupaHn Ha JaHHW, B U3cneBaHusTa Ha
XapayepHaTta CUrypHOCT 4pe3 MnpuraraHe Ha MaTemaTWyeckm W CTaTUCTUYECKM aHamm3, W3non3Baiiku
MATLAB v Python. Teau nnatdopmu ca n3non3saHu 3a 06paboTka n aHanmu3 Ha eKCNePUMEHTAITHU U CUMY-
NaUWOHHM AaHHK, NOMYYEHMN OT NIOrMYECKN KpUNTUpaHu Lnudgposn cxemu. Heka HabopbT OT AaHHM e fedu-
HWPaH Karo:

D={Caydlt,  (21)

KbaeTo L npeacrasrisgBa BEKTOpPa Ha HE3aBUCUMUTE NMapaMeTpu Ha NMpoeKTa, BKNIOYNTENHO TUM Ha KPUNTU-

paHe, AbIPKMHA Ha KIKYa W CMOXHOCT Ha cxemata, ! Yi 03HayaBa CbOTBETHUTE 3aBMCUMM MPOMEHIINBY,
KaTO KOHCYMaLMs Ha eHeprus, HagpasxoA Ha nrow, 3abassiHe Ha pasnpocTpaHeHne, AHD un AFS. Onuca-
TEMNeH CTaTUCTUYECKN aHanu3 bellie U3NoN3BaH 3a XapakTepusupaHe Ha pasnpesenieHneTo Ha Beska MeT-
pyKa 3a NPOU3BOAUTENTHOCT U CUTYPHOCT.

Hay4Ha HoBOCT

Tasn guceprtaums nNpegocTaBs YHUUUMPAHO NPOYYBaHE M CPaBHUTENEH aHanmM3 Ha TEXHWKW 3a
nornyecko kpuntupaxe, 6asmpaHo Ha XOR/XNOR-, MUX- u Flip-Flop, 3a xapayepHa curypHocT. 3a pasnuka
OT NpeauLHL U3cnegBaHus, KoUTo ce hoKycupaT BbpXy OTAEMHM METOAM, TO YCTaHOBsBa 0bLa pamka 3a
OLEHKa Ha TAXHaTa eeKTUBHOCT MO CUIYPHOCTTA, CROXHOCTTA Ha BHEAPSBAaHETO M HAaTOBAapBaHETO Ha
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npou3BoauTeNHOCTTa. PaboTaTa uaeHTUdMLMpa KNKOYOBY M3CNEeA0BaTENCKM NPOMYCKM 1 npeanara 6baeLLm
HaCOKM 3@ pa3paboTBaHe Ha Mo-CUryPHN U eDEKTVUBHIM XapayepHU KPUMTUPALLN PELUEHNS 33 CbBPEMEHHM
WHTErpanHn CXeMm 1 BrpafieHn CUCTEMMU.

Mn PaKTnyeckKa npunoxmmocTt

Pesynratute OT Tasn Te3a MoraT fa ce npuioxar npu NPpOEKTUPaHETO Ha CUryPHU UHTErPasH CXEMMU,
BrpageHn cuctemu, loT ycTponcTBa M KOMyHUKaUMOHEH Xapayep. Ypes npefocTaBsHe Ha CpaBHWUTENEH
aHanm3 Ha TEXHUKM 3a NIorM4ecko kpuntupaxe, 6asmpaHn Ha XOR/XNOR-, MUX- n Flip-Flop, nscneasaHeTo
nomara Ha WHXeHepu W w3cregoBaTenu Aa u3bepaT NOAXOLALWM MEXaHW3MU 3@ CUTYPHOCT, KOWTO
BanaHcupat 3awmraTa, NpoM3BOAUTENHOCTTA, PA3TOBAPBAHETO Ha MMOLTA U KOHCYMaUMWsiTa Ha eHeprus.
MpeanoXeHnaT HOB MoAxoL AONpuUHacs 3a paspaboTBaHETO Ha MO-CUTYPHU M YCTOWYMBU XapayepHu
cucTeMu cpelly obpaTeH UHXEHEPUHT, MaHUNynMpaHe 1 HeOTOPU3MPaH LOCTb.

My6nukauum

OCHOBHUTE MOCTUXEHUS 1 pe3ynTaTit OT AucepTauusTa ca nybnukysaHn B 10 HayuHu nyGnmkaumm,
npeacTaBeHu B cneaHata Tabnuua.

2 Cratum WHdexcupaHo
Homep 1, TENEKOM (2020) om IEEE Xplore,
No 2 TENEKOM (2021) Scopus,
5 Cratum
B?(::Ioc::::; Eg S TechDefense (2023) ViHgekcmpaHo ot
Scopus, Web | No TechDefense (2024) I[EEE Xplore,
’ TechDefense (2025) Scopus

of Sciencen | No9
IEEEXPLORE | No10

MMy6rnukysaHo B

1 Cratum IWSSIP (2022) Science Direct
No 4 IWSSIP (2021 Underline ’
Science Inc.) VHOCKCUPEHO OT
Scopus.
MexayHapopg,
Ha 1 Cratus MexayHapoaHa KoHdepeHLus
koHdpepeHuma | No 3 no Hayka, UBT (2021)
U cnucaHue
MoHumopuHe u 3awuma Ha
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Il. CbABbPXXAHUE HA OUCEPTALUATA

IMABA |. AHanuTUYeH npernea Ha XapAyepHU MeToAu, TEXHUKN, MYyNTUMEAUAHWU UHC-
TPYMEHTU 3a NPOEKTUPaHe Ha KOMYHUKALMOHHN CXeMU

B Ta3n rnaBa ce npeactas noapobeH nperneq Ha nuTepaTypaTa 3a CbLUeCTBYBALMTE TEXHWMKM 3a
XapfyepHO KpUNTUpaHe ¥ CUrypHoCT. AHanu3mpaHy ca NpeauLUHN U3cneBaHus B 06nacTTa Ha norMyeckoTo
KpunTupaHe, oBdyckaumsTa U CBbP3aHUTEe C TSX KOHTPAMEpKM, KaTo CbLUeBPEMEHHO MaeHTUdMLMpa
TEXHWUTE CUIHW CTPaHM, OrpaHNYEHMs 1 MPOMYCKY, KOUTO TOBA U3CNEABaHE Lienu aa aapecupa.

XapayepHata obdyckauns e nacneasaHa kakto 3a FPGA, taka 1 3a ASIC npoekTHM noTouu, KakTo 1 3a
Pa3nMyYHM HMBA Ha abcTpakums, HanpUMep NPy NPEXBLPNSHE Ha perucTpy v IP Ha HUBO enemeHT. MogensT
Ha CUrypHOCT B xapayepHaTta obdyckauns e nogobeH Ha KpUNTUPAHETO, HO TYK pasyuTa Ha TailHaTa Ha
Knova, a He Ha Tuna anroputsbM. Llenute Ha TpaHcdopmaumusTa 1 HauMHUTe, N0 KOWTO Te ce MoCTurar.
lornyeckoTo KpunTUpaHe Ce W3BBPLUBA Ype3 BbBEXAAHE Ha CreuyuaniavpaHn IOrMYecki CTPYKTYpU uim
NOpTOBE, KOHTPOMMPaHM OT KIHOYOBE, KOWTO BOAAT A0 PELiHW pe3ynTaTi 3a rpeLleH Koy n obpaTHo.
BropaTa Len e NpoekTbT fa Ce CKpue Ypes3 CTPYKTYpHa TpaHcopmauws. Tasu Len e ChluecTBeHa No Ase
NPUYNHK;

1)  3awuTaBa camus KaTuHap Kato 6nokep, KOWTO NeCHO MOXe Aa Obae NpemaxHaT M CbLLo Taka fTecHO
pasno3HaBaem;
2) npepoTBpaTsABa M3TUYAHETO Ha CEeKpeTHaTa MH(OPMaLMS 3a NPOeKTa, KaTo NOrM4eckus CTun U Tuna
WN3MbIIHABaHA PYHKLMA

MpOEKTUPAHETO Ha CUTYPHW KOMYHUKALIMOHHI CUCTEMM BKIHOYBA LISNOCTHO pa3bupaHe KakTo Ha CopTyepHM,
TaKa 1 Ha XapZyepHn MeXaHU3Mu 3a CUrypHOCT. Bbrpeku Ye cothTyepHaTa CUrypHOCT TPaanLMOHHO e 6una
(hOKYC Ha NOBEYETO PeLLeHIs 3a KMGEPCUIyPHOCT, HapacTBaLlaTa CNOXHOCT Ha HanafaTenuTe 1 eBOoLM-
Ta Ha BrpafieHnTe TEXHOMOIMM HanoXmuxa NPexos KbM No-xapAayepHO OpUEHTUPaHN NOAXOAM 3a CUTYPHOCT.
Toau pasgen pasmexaa PyHAAMEHTanHUTE pasnuuus, AOMbBALLUTE C& PO U KOMMPOMUCUTE MEXIy
Te31 JBa NapaaurMu.

KputyHo € fga ce pasbepaT Bb3MOXHUTE Xakepu, KOUTO MOraT Aa 3aroyHaT aTaka, M3nonaBaiku Teau
MpONycKM B CUrypHOCTTA. ToBa MOXE Aa MOMOTHE Ha MPOEKTaHTUTe fJa pasbepaTr Bb3MOXHOCTUTE Ha
HanagaTenuTe u ga n3bepat NOLXOLALLM KOHTPaMepky Cropes onepauysita U Lenesus npoTUBHKK. Tol
MOXe [ia npuemMe chopmaTa Ha MHAMBWA UNK OpraHu3MpaHa rpyna, KosiTo 1cka a nonyyu, YHULLOXKM UK ce
Hamecy B akTVB, 40 KOWUTO HAIMA NpaBo Aa UMa A0CTbA. MPOTUBHULMTE MOTaT Ja Cce pasaensT Ha BbTPeLLHY
W BBHLUHM LA, KaTo ce B3eMe NpeaBua NPOLECHT Ha MPOEKTUPaHE Ha MHTErpanHu CXeMM 1 y4acTBalLuTe
KomnaHun. B To3n pasgen ca u3o0paseHy Ha pasnMyHW eTanu OT npoueca Ha npoektupaHe Ha SoC.
NutepatypHusT 0630p B 06MacTTa Ha XxapayepHaTa CUrypHOCT NPeACTaBst Pa3HOOBPa3HN TEXHUKM U TTeaHM
TOYKM, HO B Tasu pasBuBalla ce obnact moraT Aa 6baaT MAEHTUDULUMPAHM HSIKOMKO CUMHU CTpaHw,
OrpaHNYEHMs 1 MPOTUBOPEYNS.

MABA Il. UscnepgoBaTencku meToau 3a xapayepHo KpUnTupaHe, TEXHUKU U
MYNTUMEANUHU UHCTPYMEHTU 3a NPOEKTMPaHe Ha KOMYHUKALIMOHHN BepUru

B Tasnrnasae O606LU,€HO OMNncaHKneTo, (bOKyCleaHO BbpPXYy TEOPETUYHNA q)OH 1 n3cneposarerickata MeTo-
ponorust. Toil BbBeEXaa OCHOBHUTE NPMHUMNIN Ha KpI/II'ITOFpa(bI/IﬂTa W XapayepHarta CUrypHocCT, obsicHsIBa MO-
Jennte Ha noTeHumarnHu atakm n onincea MeToaonornmTe, MHCTPYMEHTUTE N MPOEKTAHTCKUTE Noaxoaun, ns-
nons3BaHu B 13CIedBaHETO.

2.1 MeTtogonorusa Ha uscneaBaHe



ToBa u3crnefBaHe npunara cMCTEMaTUYHA 1 MHOTOCTENEHHa METOAOMONS 3a U3crefBaHe Ha epekTBHATA
WHTErpaLusl, CUrypHOCTTa M KOMMPOMUCUTE MEXOY TEXHWUKATE 3a NOTUYECKO KpUMTUPaHe B LMGpOBUTE
cxemu. 3a [ja rapaHTipa KakTo akafieMu4Ha CTPOroCT, Taka W MpaKTU4Yecka 3HaYMMOCT, MpeanoxeHaTa
MEeTOLONOrMst KOMBIHMPA TEOPETUYEH aHanN3, XapayepHHO NPOeKTMPaHe, CUMYyMaLMOHHa OLEHKa U OLieHKa
Ha CUrypHoCTTa.

W3cneaBaHeTo creaBa MPOEKTHO-OPUEHTUPAH ekcrnepuMeHTaneH noaxod. OCHOBHMST ¢hOKYC € BbpXy
paspaboTBaHETO M OLEHKaTa Ha TEeXHUKW 3a KpUMTUpaHe Ha IOMMYEcKo HMBO, KOMTO nogobpsieat
CUTYpPHOCTTa Ha CXEMWTE, KaTO CbLUEBPEMEHHO 3ana3saT MpUeMIMBM MPOEKTHW pasxoau. MpoekTpaHy,
peanuavpaHu 1 aHannaupaHu ca Tpu pasnnyH1 METOAONOMM 3a NIOTMYECKO KpUNTUPaHe, 3a Aa ce OcUrypu
LISANIOCTHO CPaBHEHUe MeXay CTPYKTYPHU, (PYHKLIMOHANHM U CUTYPHOCTHI U3MEPEHUS.

O6LiaTa MeToONOrMs € CTPYKTypMpaHa B criegHuTe dhasu:

MpOeKTUPaHE M MHTErpaLys Ha NOTMYECKO KpUNTUPaHE
XapayepHo onucaHue 1 peanu3auns

OueHka Ha npeacTaBsHETO

OueHka Ha curypHocTTa

CpaBHUTENEH aHanu3 u Banuampaxe.

a1 B N -
~— — — ~— ~—

Tabnuuya 11 OBobLueHre Ha XapakTepUCTUKUTE Ha U3CneLoBaTeNCKUTE METOAM

Metoa Ha Tun e HN3nosa3Banu
u3cjaeBaHe HHCTPYMEHTH
MaremaTu4ecko KonnuectBenu | @opmynupane Ha MATLAB, Python
MojIeJIMpaHe METPHKH 33 CHTYPHOCT U
IPON3BOIUTEITHOCT
XapayepHo KomnyecrBenu | Peanusupane na Verilog/VHDL
ANPOEeKTHPAaHE H ApXHUTEKTYpH 32
peajm3anus JIOTHYECKO KPUNTHPAHE
Jlornuecku cunre3 u | KommuectBenu | OrieHKa Ha IUIONITA, Vivado / Design
CUMYJIANU S MOIITHOCTTA U pa3xozakara | Compiler,
3a BpeMe ModelSim
AHaJIu3 HA KonmuectBenu | Onpenensiae Ha Python, MiniSAT
CHUI'YpPHOCTTA ycroitunBoctta Ha AHD,
AFS u SAT
CpaBHuTtenHa Cmecenn CpaBnenue Ha Texuukute | MATLAB, Python
OIIeHKA 3a KpUNTHPaHe
IIpernen na Cmecenn Wnentudunupane Ha IEEE Xplore,
JuTepaTypara TeHaeHIuH U nponycku B | Google Scholar
U3CJIe/IBAaHMITA

/3cneasanusaTa BbPXY JIOrMY4ECKOTO KpUNTUPaAHE BKNIOYBAT TPU pa3nn4yHn METOAOJSI0rMu 3a c1>6|/|paHe Ha
OaHHK:

1) EkcnepuMeHTanHUAT NOAXO[, eKCepUMEHTANHUAT NOAX04, Ce M3rnon3sa 3a Habnoge-
HWe Ha Bb3AENCTBMETO Ha TIOTMYECKOTO KpUNTUpaHe BbpXy NOBEAEHUETO Ha BepuraTa npu
KOHTPOMMPaHH YCroBUS.

2) MopxoabT, 6azupaH Ha cuMMynaums, NO3BONSABA AETalNEH aHau3 Ha (hYHKLMOHanHaTa
KOPEKTHOCT, BPEMETO, 3aXpaHBaHETO 1 HAaTOBApBaHETO Ha NOLTa Ype3 XapayepHn MHC-
TPYMEHTU 32 OMKUCaHME U CUMYMaLms.



3) Mopxop 3a oueHka u BanuaupaHe. Hakpas, Nogxo4bT 3a OLEHKa W Banuaauus ce us-
non3sa 3a OLEHKa Ha YCTONYMBOCTTA U €(PEKTUBHOCTTA Ha NPEANOXEHUTE CXeMU 3a Kpun-
TUpaHe Ype3 KOMMYECTBEHW METPUKM 1 CPABHUTENEH aHanu3.

2.2 daktopu, Bnusewn BBHPXY NOrMYECKOTO KPUNTUpaHe NpU NpPOEKTMpaHe Ha nporpamupyemu
nornyeckn matpuum (FPGA)

To3u pasgen nokasea, 4e NOrMYECKOTO KPUMTMpaHe BOAM OO CbLUECTBEHA MPOMSHA Ha MPOEKTHWUTE
XapakTepucTUkL Ha cuctemute, 6asnpann Ha FPGA, kaTo BbBexXaa JOMbIHATENHA forvka, 3aBicMMa ot
KMIOYOBE, CMOXHOCT Ha MapLupyTM3auumsiTa M akTMBHOCT MpW MpeBkntoyBaHe. B To3n pasgen obscHete
(hakTopuTe, BNnseLwm BbpXy KoHBeHUMoHanHuTe FPGA gusaitHn, KouTo umaT 3acuneHo Bb3neincTame npu
WHTErpupaHe Ha MexaHuammuTe 3a KpuntupaHe. PasbupaHeTo Ha Te3n hakTopu € OT CbLLECTBEHO 3HAYEHNe
3a GanaHcupaHe Ha CUrypHOCTTa, eHeprumHaTa eqhekTUBHOCT, HaTOBApBAHETO HA NMPOWU3BOANTENHOCTTA W
YCTOMYMBOCTTA Ha XapayepHu aTaku.

2.3 MeToau 3a npoeKkTUpaHe Ha apXUTEKTYpa 3a NIOrMYecKo KpuntupaHe
Pa3paboTeHu ca Tpu apXMTEKTYPK 3a NOMMYECKO KpUNTUPaHE, KOUTO NPEACTaBAT KaKTO KOMOUHATOPHM, Taka
W nocnegoBaTeNHK CTpaTerny 3a 3akntouBaHe: Heka HekpunTupaHa uudposa cxema 6bae mogenvpaHa
KaTo TIOMbI (KOPTeX):
C=(X)Y,F) (2.1)

KbOEeTo

e X={x1,x2,...,Xxn} 03Ha4aBa MHOXECTBOTO OT MbPBUYHI BXOLOBE,

e y={y1,y2,....,ym} 03Ha4aBa MHOXECTBOTO OT MbPBUYHU U3XOAM,

e F:{0,1}" - {0,1}™npeacrasnssa bynesata (yHKLMOHAIHOCT.
KpuntupaHa (3akrnoyeHa) cxema ce aeduHupa karto:

CL=XKKYF) (22

KbaeTo

o K={k1,k2,...,kp} € BEKTOPBT Ha CEKPETHMS KMtoY,
o Fp:{0,1}"*P - {0,1}™ e kpunTupaHaTa Oynesa yHKLMS.

lMpaBunHaTta yHKLUMOHANHOCT Ce U3MbIHSABA aKo 1 Camo aKo:

FLX,Ko) =F(X) (23)
KbaeTo KC e NpaBunHKUAT KNoY 3a KpUnTupaHe.
1) KpuntupaHe, 6asuparo Ha enemeHT XOR/XNOR,
Enementnte XOR/XNOR ce BMBbKBAT B CTpaTerM4ecky n3bpaxu Bb3anum B cxemarta. KopekTHOCTTa Ha u3xoga
Ha Cxemata 3aB1CH OT NMPUIIOKEHNS CEKPETEH KIoY. [peLLHUTe KITlo4oBe BOAAT A0 NOBPESEHN U3X0au, OCK-
rypsiBanku 3alynta cpeLly HeotopuaupaHa ynotpeba n obpaTHO MHXeHepCTBO. KpunTupaHeTo ce peanu-

3upa ypes nocrassHe Ha enemeHTute XOR/XNOR B 13bpaHu BbTPELLHM Bb3NW. KpunTupaHusT curHan ce
neduHnpa Kato: v;vi
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Vi’ =Vj @ ki or Vi’ =Vj @ ki (24)

3a rpeLueH kntoy K#Kc BeposiTHOCTTa 3a M3X0[Ha NOBpeaa Ce yBenuyaBa CTaTUCTUYECKM MO NOTUYECKNs
KOHYC, yBenuyaBanki hyHKLMOHaMHaTa eHTponus.

2) KpunTtupane, 6azupaso Ha MUX,

NornyeckoTo 3akntoyBaHe, 6asmpaHo Ha MyMTUNNEKCOPK, Ce peanuanpa Ypes BbeexaaHe Ha MUX cTpyk-
TYpM, YNpaBnsiBaHu Ype3 KMNIOYOBE, KOUTO AMHAMUYHO M3OGMpaT MeXay NPaBWiHM W rPELUHA MbTULLA Ha CUr-
Hana. Tasu TexHuka yBenuyasa (hyHKLUMOHaNHaTa HeACHOTa W YCMOXHSABA CTPYKTYPHUS aHanu3 oT CTpaHa
Ha Hanapatenute. KpunTupaHeTo, 6a3npaHo Ha MynTUNNeKcop, BbBexaa oruka Ha u3bop, KOHTponupaxa
OT KIOYOBE:

Vi’ = K;  fire (vi) + k_l + ftaise (Vi) (2.5)

KbaeTo fiyse € YMULLNEHO rpeLUeH Noruyeckn MbT. Tasu CTPYKTypa yBenuyaBa HesicHoTata npu obpaTtHus
WHXXEHEPWHT, KaTo Cb3[aBa MHOXECTBO (hyHKLMOHANHO NpaBLonog06HM KOHUrypaLmw.
3) KpunTtupane, 6aznpaHo Ha Tpurepu

Mpegnara ce HoBa cxema 3a kpunTupaHe, basupaHa Ha Tpurepu (Flip-Flop), 3a nocnegosatenHn cxemu.
KpunTupaHeTo ce noctura Ypes BrpaxgaHe Ha noBefeHue, KOHTPOIMPAHO OT KIOYOBE, B ENIEMEHTH, Obp-
Kally CbCTOSHUETO, KAaTo N0 TO3U HAYMH Ce 3alyMTaBaT KakTo MbTAT HA AAHHUTE, Taka U NPeXOAUTe KbM
CbCTOSAHMETO. TO3M NOAXOZ 3acuriBa YCTONYMBOCTTA CPeLLy aTaku, KOUTO M3MON3BaT BEPUTA OT CKaHUpaHe

1 nocnegoBaTerHO NoBeAeHMe. 3a NocneaoBaTenHN Cxemu €BOoJIloUnATa Ha CbCTOAHMETO Ce MoJennpa
KaTo:

St+1 = G(Sp, Xp) (26)
KpunTupaHusiT npexod Ha CbCTOSHUETO CTaBa:
St+1 = GL(S X K)  (27)
MoBeaeHMeTo Ha TpUrepa, 3aBUCMMO OT KITKoYa, MPOMEHS UK

J CDyHKLLI/II/I 3a 0BHOBSIBaHE Ha CbCTOSHUETO, UMK
e Jlornka Ha redTuHr 3a TaKToBMS reHepartop unu 3a gaHH1Te

ToBa BbBEXAA BpemMeBa 3aBMCUMOCT OT Knto4a, 3Ha4YNTENHO yBeJ'II/I‘-IaBaIZKI/I yCTOI7I‘~II/IBOCTTa KbM CKaHMpaLLlK
M nocnenoBaTenHu ataku.

2.4 XappyepHa peanu3saums

Bcuukn apxutekTypu 3a KpunTupaHe ca peanuampanu ¢ nomowTa Ha Verilog/VHDL, 3a ga ce rapaHTupa
CMHTE3MPYEMOCT U CbBMECTUMOCT C peariHu 6.110K-CXeMnTe Ha LndpoBIUTE NPOEKTU.

o KpunTtupalumrte enemMeHTH ca MHTErpUpaHN B KOMyHUKALMOHHM XapayepHu 6rokose.

o [lpoektutece cuHTE3MpPaT Ype3 BUBNMOTEKM CbC CTAHAAPTHM KNETKM.

o [punarat ce yHuLMpaHn orpaHN4eHNs 3a An3aitH, 3a Aa Ce rapaHTupa CnpaBean1Bo CpaBHEHNE
Mexay TEXHUKUTE.
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Tasu (pasa Ha BHeapsiBaHe rapaHT1pa, Ye NPeanoxeHUTe peLleHns ca roToBu 3a BHeapsiBaHe 1 NOAXOL4ALLM
3@ WHTErpauus B MPaKTUYECKM KOMYHUKaUMOHHM noacuctemu. OBWmAT npouec Ha XapayepHa
UMNIeMeHTaUmMs, Bb3NPUWET B TOBA M3cnensaHe, e wnwctpupaH Ha durypa 19. [loTokbT cnepsa
CTPYKTYpupaHa ¥ CbBMECTUMa C WHCTPYMEHTUTE MeTOZONIOTMS Ha npoekTupaHe, 3amousawa ¢ HDL
MoZennpaHe v 3aBbpLUBALLA C OLEHKa Crief CUHTesa.

Crenundukanus
!
HDL nu3aiin (Verilog/VHDL)

l

BMbKBaHE Ha JIOTHYECKO KPUIITUPAHE
!
OyHKIIMOHATHA CUMYJIALHs
\psi
Cunte3 (FPGA/CranaapTHa KieTka
4

AmnHanu3 Ha MOIIHOCT, IUIOI 1 3a0aBsiHe

!

OI_ICHKa Ha CUTYPHOCTTa
Ourypa 19 XapayepHa peanusauus 3a noruvecku Kpuntupaxu npoektn sbpxy FPGA

To31 anropUTbM rapaHTVpa NocneaoBaTeNHOCT, NOBTOPSIEMOCT M KOPEKTHO CpPaBHEHME MEXAY BCUYKM TeX-
HUKW 3a KpUNTUpaHe.

e HTerpaums Ha KpUNTUpaLM MOAY M

Kpuntupawwm mopynu, 6asmpann Ha enemeHtute XOR/XNOR, 3akntouBaHe upe3 myntunnekcop MUX u
KpunTupaHe, 6asMpaHo Ha TpUrepu, ca MHTErpUpaHn B KOMyHWUKaLMOHH XapayepHu 6110KoBe KaTo Lwndpa-
TOPW, KOHTPOMEPU M YCTPOIACTBA 3a 0BpaboTka Ha AaHHW. JlorvkaTa Ha KpunTupaHe ce BMbKBA B CTpaTeri-
YeCKM N30paHN TOYKM B MbTS HA AAHHUTE W KOHTPOSHMS MbT, 3@ Aa Ce MaKCUMM3npa Bb3AENCTBNETO BbPXY
CUIYPHOCTTA, KaTo CbLEBPEMEHHO C& MUHUMM3NPAT LOMbIIHUTENHATA NNOLL.

Inputs — Functional Logic — Encryption Logic — Outputs

!

TaeH kv

KntoyoBuTe CUrHanm ce CbxpaHsiBaT B 3aLLMTEHM PETUCTPM W Ce pasnpeaensT BbTPeLLHO, 3a Ja ce NpeaoT-
BpaTW BbHLLUHA HabntogaeMocT. KpunTupaHusiT NpoekT AaBa NpaBUIHWA U3XOHM Pes3ynTaTit CaMo KoraTo e
MPUNOXEH NPABUIHUST KITHOY.

e HDL mopenupaHe n cumynaums

Bcuukn npoektu ce onuceat ype3 cuHtesmpyem Verilog/VHDL kog Ha HOBO peructbpeH TpaHcdep RTL.
KbeTo e Bb3MOXHO Ce npeanoynTa noBedeHYEecKo OnucaHue, KOeTo no3BosisiBa Ha MHCTPYMEHTUTE 3a
CMHTE3 [ja M3BBPLUBAT NIOrMYecka ONTUMU3aLmMs 1 cnogensiHe Ha pecypcu. CTPYKTYPHUTE OnuCaHust ce 13-
non3BaT CENEKTUBHO B KPUMTUPALLM MOAYNK, 3a Ja Ce NoaLbpxa NpeumseH KOHTPOS BbPXY NOMMYEecKoTo
noBeieHWe, 3aB1CELLO OT KITova.
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OyHKUMOHaNHaTa CUMynaumsi ce U3BbpLUBA 3@ NOTBbPXKAEHWE Ha:

o [paBunHa paboTta npu NPaBUHUS KMHOY,
 M3xoaHa noBpesa npu HeMpaBuIHY KNo4oBe,
o Jlnnca Ha hyHKLMOHAMHM HAPYLLEHWS, BbBELEHM OT KpUNTUpaHe.

L orpaHW-IEHVIiI MPU CUHTE3 U NPOEeKTUpaHe

3a pa ce rapaHTMpa 06EKTUBHO CpaBHEHWE KPUNTUPAHUTE 1 HEKPUNTUPAHUTE MPOEKTU Ce CMHTE3MpaT Ypes
e[JHaKBW OrpaHn4eHmns. 3a BCUYKM peanuaauum ce npunarat WOEHTUYHU TaKTOBW YECTOTH, HUBA Ha Hanpe-
KEHWE W HACTPOMKM 3a ONTUMM3aums. B 3aBucMMOCT OT Lienesata nnatgopma ce nanonseat Gubnuotekm
CbC CTaHaapTHY KneTku (3a ASIC-cTun oueHka) unu FPGA nsgatencku bubnuoteku.

OcHoBHUTE Lesin Ha CMHTEe3a BKITO4YBAT.

e MuHuMM3NpaHe Ha gobaBeHaTta BCeACTBMUE HA KPUNTUPAHETO NIOLL,
o 3anasBaHe Ha 3aKbCHEHUATA,
o OrpaHunyeHve 3a yBenuyeHaTa nopaau fobaBeHa norvka napasxofgsaHa MOLHOCTTA.

Tasn xapayepHa MeTOZ0OrMs 3a BHePsIBaHE rapaHTupa, Ye:

o  Bcuukum apxutekTypu Ha KpunTUpaHe ca HaMbMHO CUHTE3NPYEMM,
o [lpoekTute Morat AMpekTHO Aa ce umnnementupat Ha FPGA unn ASIC nnatdopmu,
 [lokasaTennte 3a NPOU3BOAMTENHOCT U CUFYPHOCT CE ONPELENST NPU MAEHTUYHM YCIOBUS.

CTpYKTYpUpaHUAT MOTOK no3sonsiea 6e3npobrnemHa MHTerpauyst Ha NorMYeckoTo KpUNTUpaHe B MpaKTW-
YeCKM KOMYHUKALMOHHN NOACUCTEMM, BanNMAMPaiiki Bb3MOXHOCTTa Ha MPEANOKEHUTE TEXHUKM 3a peanHi
XapayepHU NPUAOKEHUS 3a CUFYPHOCT.

Tabnuya 12. lMocnegoBaTeNHOCT Ha UMMNEMEHTAUMA M eKCMEPUMEHTArHO MariBaHe Ha pesynraTtute
cneumguyHmM 3a MHCTpyMeHTa/nnatcopmara

HNucrpyment/Ilnargopma Eran na I'enepupanu usxoau Tabauum
NMpOeKTHpPaHe CBbP3aHHM C eKC-
MepUMEHTAJIHUTE
pe3yJaTaTu
Xilinx Vivado RTL cunres, LUT/FF/DSP/BRAM (JombHuTETHA

pasmojarase u U3I0JI3BaHe, TAWMHHT, | TUTOIIL),
MapIIpyTU3alis | TMHAMUYHA U cTaTH4YHA | (3aKbCHEHHE),

aHaJIN3 Ha M3pa3xoJiBaHa (3axpaHnBane),
MOIIHOCTTa MOIIIHOCT (Bw3neiicTBre Ha
CKOPOCTTa Ha
IPEBKIIIOYBAHE)
Intel Quartus Prime Cunres, W3non3Banu pecypew, (CpaBenue Ha
HaracBaHe, Fmax, n3pasxonBana peanu3anu BbpXy
OLICHKa Ha MOIIITHOCTMOIIHOCT CXEMH OT
MOIIIHOCTTA pa3IUYHU
TPOM3BOIUTEIH),
(CpaBHeHue Ha
3aKbCHEHHETO),
(U3pazxonBana

MOIIHOCT 3a
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peanu3aiiy BbpXy
CXEeMH OT
pa3InYHU
IPOM3BOJIUTEIIHN)
Synopsys Design CHUHTE3 Ha Bpoii reiitose, mioi (ITmour Ha HUBOTO
Compiler ASIC Ha KJICTKH, TeHEpUpPAHE | Ha CIICMEHTHTE),
Ha HETJIUCT (AHanu3 Ha
3aKbCHCHHSITA)
Synopsys PrimeTime/PX | Ananu3 Ha W3pa3xonBana (Pa3buBane Ha
BpPEMETO U MOIIHOCT OT TOKa Ha 3axXpaHBAHETO HA
MOIIHOCTTA yTeuKa, ITMHAMHAYHA ASIC), (TaliMuHT
MOIITHOCT, KpUTHYHH Ha HUBO I'eHT)
IBTUIIA
ModelSim/XSim ®dynkiuonanta | [IpaBunHo/HenpaBuino | (Bamumupane Ha
u RTL MMOBEJICHHE Ha KIII0Ya, (dyHKIMOHATHATA
CHUMYJIAIUs BaJIMIUpaHe Ha KOPEKTHOCT)
BpEeMeIarpaMuTe
MATLAB / Python Cratuctnuecku | AHD, AFS, SAT AHD, (AFS),
aHallu3 U aHaJIM3 | PE3MCTEHTHOCT, (SAT Runtime),
HA CUTYPHOCTTa | PErpEeCUOHHU (Ananu3 Ha cuiata
pe3yaTaru Ha KJIFOYOBETE)

2.5 XapayepHu METPUKM M OLIEHKa Ha CUTypHOCTTa

EchekTMBHOCTTA Ha TEXHUKATE 3a NIOMNYECKO KPUMTUPaHe Ce OLEHsIBa Ype3 KOMOWHALMS OT XapayepHu
METPVKM 33 NMPOU3BOAMUTENHOCT U MEepKY 3a CUrypHoCT. MokasaTennTe 3a NPOM3BOAUTENHOCT KONMYECTBEHO
onpeaensT HaTOBApBaHETO Ha MMMNEMEHTaUWsiTa, BbBEAEHO OT KPUMTUPAHETO, [JOKAaTO MepkuTe 3a
CUTYPHOCT OLIEHSIBAT YCTOMYMBOCTTA HA KPUNTUPAHUS MPOEKT CPeLLy PasnindyHn MOZenu Ha aTaku. 3aedHo
TE3N MeTPUKM NPedoCTaBAT LSNOCTHA pamka 3a OLEHKa 3a CPaBHEHWE Ha PasfnyHW apXMTEKTYpU Ha
TIOMMYECKOTO KpUMTUPAHE.

A. lokasartenu 3a npeacTaBsHe:

Mokasatenute 3a NPOM3BOAMTENHOCT W3MEpPBAT Bb3LENACTBMETO Ha JIOrMYECKOTO KpUMTUpaHe BbpXy
(hr3nYeCcKUTE 1 BPEMEBIUTE XapaKTEPUCTUKN HA XapLyEepHUs MPOEKT.

e KoHcymaums Ha eHeprus,
e (O6nacteH obpxen (bpoit nornueckw remtose, LUT)

o [laTeHTHoCT/3abaBsHe (KpUTMYEH MbT, 3abaBsHE Ha Pa3npPOCTPaHEHNETO)

2.6 CtpaTerus 3a ynpaBneHue Ha Knio4oBe

EcheKTMBHOTO ynpaBrieHre Ha KIioYoBe € OT CbLUECTBEHO 3HauYeHie, 3a a Ce rapaHTUpa, Ye MOrYeckoTo
KpUNTUPaHe OCUTYpsiBa CWMHW TapaHUMM 3a CUTYPHOCT, KaTo CblUEBPEMEHHO MPOEKTUTe ocTaBaT
MalLabupyemm 1 NPaKkTUYHKM 3a peanHo BHeapsBaHe. B ToBa M3cneaBaHe ce aHanuaupart cTpaTerumte 3a
yNpaBreHne Ha KrioyoBe MO OTHOLIEHME Ha CUIYpPHOTO CbXpaHeHWe, KOHTpomnMpaHaTa akTUBaLus,
MallabupyeMoTo pasnpedeneHue UM YyBCTBUTENHOCTTA KbM  KMKOYOBETE, KOETO rapaHTupa, ue
MPeanoXeHUTe apXUTeKTypu 3a KpuUNTUpaHe MoraT Aa Ce WHTerpupat B MaljabHW XxapayepHu cucTemu
WN3BBLH NTabOPATOPHM YCIOBHS.
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2.7 CpaBHUTENEH aHanu3 U BanuaupaHe

3a BCUYKM NpeasioKeHN TEXHWKM 3a NOTUYECKO KpUNTUPAHE Ce NMPOoBEXaa CTPYKTYpUpaH CpaBHUTENEH aHa-
113, U3Non3Banki YHUMLUMpaH Habop OT nokasaTenu 3a NPOWU3BOAMTENHOCT W CUTYPHOCT. TO3M aHanms
ocurypsisa 0GEKTMBHA 1 Bb3NPOM3BOAMMA OLEHKA Ha CTpaTernuTe 3a KpUnTUpaHe Npu MAEHTUYHYM au3ait-
HEPCKW OrpaHnyeHmst, NO3BOIABaNKI CNPaBEASIMBO CPABHEHME 1 CMUCTIEHM 3aKITOYEHNS.

PamkaTa 3a olieHKa, pa3paboTeHa B TOBa M3crieBaHe, No3BoMsBa:

o OB6eKTMBHO CpaBHEHWE Ha TEXHUKUTE 3a KpunTupaHe, 6asupann Ha XOR/XNOR, MUX u Flip-Flop

o VoeHTuduumpaHe Ha oNTUManH1 KOMMPOMUCK MEXIY XapayepHUTe Haapasxoam (MOLHOCT, MO,
3aKbCHEHWE) M CUTYPHOCT

o BannaupaHe Ha npeanoxeHus MeToa 3a kpuntupae, 6asupaH Ha Flip-Flop, ocobeHo 3a nocnego-
BaTerHN CXEMMU.

FMABA lll: HoBa metogonorus, anropuTbM U MMMNEMEHTaLMA Ha TeXHUKU 3a
XapAyepHo KpunTupaHe

Ta3u rnaea nNpeAcTaBs BHEAPSBAHETO M CUCTEMAaTUYHATa OLEHKA Ha TEXHWKU 3@ XapAyepHO NOr14ecko
KpunTUpaHe 3a nopobpsisaHe Ha KMBEPCMrypHOCTTa Ha KOMYHUKaLUMOHHKM cucTemu. M3cnegsaHeTo pasr-
nexnaa Tpu NpeLCcTaBUTENHN MexaH3Ma 3a KpUnTupaHe: formyecko kpuntupade, 6asupaso Ha XOR/XNOR,
nornyecko kpuntupae, 6asmparo Ha MUX, 1 kpuntupaHe, 6asupaHo Ha Tpurepy. Tean TEXHWUKW Brpaxaar
NPUMUTUBK 3a CUTYPHOCT OMPEKTHO B XapdyepHaTa ThKaH, KaTo Mo TO3W HaYWH YKpenBsaT yCTOMYMBOCTTA
cpelly obpaTeH WHXEHEPWHT, aTaku C MHXEKTUPaHe Ha rPEeLLKM 1 eKcnnoataums Ha CTPaHW4YHU KaHamnu.
Mpegnara ce anropuTMUYHa pamMka 3a OLeHKa Ha KOMEHTanHaTa yCTOMYMBOCT Ha KpUNTUPaHe U pecypeuTe
3a uMnnemeHTauusTa. Pamkata uHterpupa nornyecko obdyckupaHe, Kno4oBo-3aBUCUMI TpaHChopmaLImn
W KpunTupaHe, 6a3mMpaHo Ha CbCTOSHWE, 3a Aa OLEHW CUTYPHOCTTA Ype3 eKCNEPUMEHTM C UHXEKTUPaHE Ha
rPeLKK, aHann3 Ha pasCTOSHUETO Ha XaMUHT U METPUKW 3a pasnpocTpaHeHue Ha rpelwku. MNapanenHo ce
aHanuaupa BrMSHUETO Ha KPUNTUPAHETO BbPXY NaTEHTHOCTTA, KOHCYMaLMsATa Ha eHepris 1 pa3xogkata Ha
nnowyTa, 3a 4a ce xapakrepusupat KOMIpoOMUCUTE B MPon3BoauTenHocTTa. LlenTa Ha Tasu rnasa e ABYyCT-
paHHa: (i) 4a ce uaeHTUMUMpa TeXHUKaTa 3a KpUnTupaHe, KOSTO OCUrypsiBa Han-cunHata obdyckauus n
3aBUCUMOCT OT KNKYOBE, U (ii) Aa Ce YCTaHOBM Bb3NPOW3BOAMMA METOLONOMS 3a OLEHKA, KOSTO a NoaK-
penst MHPOPMUPaHK NPOEKTAHTCKM PeLLEeHNs 3a CUrypeH Xxapayep B KOMYHWUKALMOHHN CUCTEMM.

3.1 Pamka 3a peanu3sauusa Ha xapayepHa Kpuntupatya noruka

Mpunara ce 4BYCNOMHA pamka 3a UMMMEMEHTALMS, KOSTO NO3BOMSABA KAKTO BUCOKO HMBO Ha OLEHSIBaHE,
Taka u xapZyepHo To4HO BanuampaHe. Cumynaumsra, 6asupaHa Ha Python, ce nanon3ea 3a anroputMuyeH
aHanu3 u MeTpudHK nsumcnenus, gokato VHDL-6a3upaHa peanusaums Ha RTL ce npunara 3a xapgyepHa
BepuuKaLms.

o Python cumynaumoHeHn cnoi: OueHsiBa cuniaTa Ha KpUNTUPaHETO, Pa3CTOSHUETO Ha XaMUHT U
YYBCTBMTEMHOCTTA KbM rPELLKU NPU KOHTPONMUPAHM YCIOBUS.

« VHDL xapayepeH cnoi: Peanusupa v Banuaupa norukara Ha kpuntupare Ha HuBo RTL, ocury-
PSABaNKN CUHTE3MPYEMOCT U KOPEKTHOCT.

ToBa pa3gensHe no3sonsaBa 6bP30 NPOTOTUNMPAHE, KATO ChLLEBPEMEHHO 3arna3Ba KOPEKTHOCTTa Ha pear-
HOTO XapZyepHO NoBefeHMe.

o Cumynauusa Ha ycTOW4YMBOCTTA Ha KpunTMpaHeTo, 6asupaHa Ha Python
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CumynaumoHHaTa pamka 6asupaHa Ha Python oueHsiBa cunata Ha KpunTupaHe Ypes criegHata npoueaypa:

e [eHepupaHe Ha Cry4anHun NIOrMYECKU CXeMU 1 U3XOAHU BEKTOPMW.

o [lpunoxeHve Ha kpuntupaHe, 6asmpaHo Ha XOR/XNOR, MUX u Flip-Flop.

o l3uncnssare Ha HD mexay opuruHanHu n KpuntupaHu U3xoam.

e /I3MbnHeHWe Ha MHXeKUMs Ha BUT-pnnn rpeLuka, Nnpu KoSTo BCekn BxoaeH but ce obpwblua 3a us-
MepBaHe Ha U3xofHaTta YyBCTBUTENHOCT.

Toan noaxof no3sonsiBa €heKTUBHO, CTATUCTUYECKM 3HAYMMO CPaABHEHWE HAa CXEMW 3a KpUNTUpaHe npy
WAEHTWNYHN YCrIOBUSI.

o HDL-6a3upaHna xapayepHa Bepudukaums

RTL peanusauumuTte Ha BCUYKM TEXHUKM 3a KpUNTUpaHe ce pa3paboTeaT ¢ noMoLLTa Ha cuHTeaupyem HDL.
YHUuumpanusaT TectbeHy npoeepsisa:

MpaBUAHOTO (hYHKLIMOHANHO MOBEAEHWE NPY NPABUITHUS KITHOM.
W3xoaHa noBpeaa nog rpeLuHu Kno4ose.

PasnpocTpaHeHm1e Ha rpeLUka Npu UHXeKTUpaHe Ha rpeLuka.
MocnenoBaTeNHOCT C pe3ynTaTuTe Ha HUBO CUMYNaLus.

To3u eTan NOTBbPXXAABA NpaKTMYecKkaTa XM3HECNOCOOHOCT Ha NpeaIoXeHaTa KpUnTupalla noruka 3a BHea-
psiBaHe Ha FPGA un ASIC.

] CpaBHMTeﬂHa OLEeHKa Ha TeXHUKU 3a KpuntupaHe
TpI/ITe CXeMu 3a KpuntupaHe ce oueHaBaT rno cnegHna Ha4vmH:

o Kpuntupane, 6asmpaHo Ha XOR/XNOR: BtBexaa nHBepcys, 3aBicMMa OT KItoua, 13non3Baiku
enemeHtn XOR/XNOR.

o Kpuntupane, 6asupano Ha MUX: /136mpa mexay npaBunHu U rpeLUHM NOrMYeckn mbTuwla Ypes
MYITUNNEKCOPU, KOHTPOIMPaHH C KIT4OBe.

o KpuntupaHe, 6a3mpaHo Ha Tpurepu: BkrouBa 3aBUCUMOCT OT NOCMeLOBaTeNIHN CbCTOSHUS Ypes
D-Tun Tpurepw, BbBEXAKN BpemeBa 06gyckaLms.

PaboTeH npouec Ha oLeHkKa:

'eHepupaHe cryyaiHa normyecka Cxema 1 TeCTBOBW BEKTOPM.

MpunaraHe Bceku METOA 3a KpUMTUPAHE.

W3uncnssaHe Ha MeTpuku 3a curypHocT (AHD, AFS).

CpaBHeHWe yCTONYMBOCTTa U Bb3ENCTBMETO BbPXY NMPOU3BOAUTENHOCTTA.

3non3sanu cMe ckpunTa 3a reHepupaHe Ha CryyalHa Nlornyecka cXxema v U3BbpLUBaHE Ha KpunTupaHe ¢
metogn XOR/XNOR, MUX u Flip-Flop. Cneg ToBa Tean cxemu ce Bu3yanuampaT WU ce CpaBHsiBa TsIXHaTa
NPOW3BOANTENTHOCT Bb3 OCHOBA Ha Pa3CTOSHUETO HA XaMUHT W YyBCTBUTENHOCTTA KbM MOBPEAM.

AHD (3a fa u3mepw KONKo Aaney ca KpunTUpaHUTE M3X0AMW OT OpuriHanHuTe). ToBa € CpegHOTO XaMMHIOBO
pasCToOsHUE Mexay OpuriHamHaTa M KpunTupaHata cxema. ToBa Ce U3YucnsBa 3a BCAKAa BXogHa
KOMBUHaLMs Ype3 CpaBHEHME Ha u3xoguTe.

AHD = izm HD (09). ., 09 3(3.1)
ML, correct ’ Yincorrect '
m- GpOil TECTOBM BEKTOPY
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0/- N3X0[1 3a TECTOBWA BEKTOP;"
o [lo-HUCKWUTE CTOMHOCTM NOKa3BaT, Ye METOABLT Ha KpUNTUPaHe 3ana3Ba noBeyve CXOACTBO C OpUru-
HanHUTe JaHHK, KOeTO NOTEHLMANHO ro NpasK No-Manko CUrypeH.
 [lo-BuCOKNTE CTOMHOCTM NOKa3BaT no-gobpa obdhyckaums, KOeTo 0GUKHOBEHO € MO-CUrypPHO.

CpeaHa YyBCTBUTENHOCT KbM rpeku (AFS) (3a cumynupaHe Ha Bb3AENCTBUETO Ha BUT-hnnoBe BbPXY
BCEKW MeTod Ha KpunTupaHe). TOM ce U3YMCnsBa Ype3 cuMynupaHe Ha GuToBn 0BpbLUAHNS Ha BXOLHUTE
CTOHOCTW W M3MepBaHe Ha npomsiHaTa B u3xoga. KomkoTo no-Bucoka € YyBCTBUTENHOCTTA KbM IPELLKH,
TONKOBA NOBEYE KPUNTUPAHETO Ce Brusie OT BuT-chnnose.

ars =25 Hp(0®@  o® (3.2)
-N =1 ( normal’ faulted) .

N: Bpon ekcnepuMeHTH C UHXEKTUPaHE Ha pasriomMu
00 mat: O ouieea’ V3XOML 32 TECTOBMSA BEKTOP: "
 [lo-BuCOKaTa YyBCTBMTEMHOCT KbM IPELLKM 03HAYaBa, Ye METOABT Ha KPUNTUPAHE € NO-YS3BUM KbM
BuT-conun, koeTo Moxe fa 6bae npobnem 3a peanHu NPUNOXeHUs, KbAETO rPeLLK MoraT Aa Bb3-
HWKHAT MO BPeEMeE Ha NpefaBaHe UK CbXpaHeHwe.
e [lo-HUCKMTE CTOWHOCTW NOKa3BaT, Ye KPUNTMPAHETO € MO-YCTOWYMBO U NO-Marnko 3acerHaro of
rPeLUKu.

Tabnuuya 15 Peayntatute 3a MeToda Ha KpunTupaHe

MeToa Ha AHD AFS
KpunTupaHe
XOR/XNOR 1.876 230
basupaHo Ha MUX 2.053 210
Tpurepu 2.331 190

Cnep cumynupaHe Ha HAKOMKO TUNna NIOrMYeckn CXeMu, pesyntaTiute ca kakto B Tabnuua 15. lethuHupasute
napameTpu ca 0BsICHEHW MO creaHus HaumH: Han-gobpuaT MeTon 3a KpunTupaHe, Kakto e nokasaHo Ha
curypa 19, e kpuntupareto, 6asnparo Ha Tpurepu (FLIP-FLOP), 3awoto:

e ToWn UMa Han-BMCOKOTO Pa3CTOsIHWME Ha XaMuHr (N0-0obpo 3amMbrisiBaHe).

o Tol MMa Hal-HUCKa YYBCTBUTENHOCT KbM Pa3noMM (M0-YCTOMYMB Ha AedekTh).

Combined Comparison of Encryption Methods (Performance Metrics)

XOR/XNOR MUX Flip-Flop

Encryption Method

Gueypa 19 CpasHeHue Ha Memodume 3a Kpunmupare no nokasamesiu 3a NPOU3BOOUMeETHOCM
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Comparison of Encryption Methods by AHD and AFS

AHD

KORSXNOR MUX-hased Flip-Flop-based
Encryption Method

Queypa 20 CpagHeHue Ha Memodume 3a KpunmupaHe no MepMPUKU 3a cu2ypHocm

Kakto e nokasaHo Ha cpurypute 19, 20. Mpu XOR/XNOR kpunTupaHeTo, n3pasxogsaHata MOLLHOCT € Hail-
HWUCKa OT BCuYKK MeToam, Mnow: MuinmanHa; EdpektuseH Gpon Ha enemenTute. JlateHTHOCT: Han-6bp3
uaean 3a CUCTEMU C HACKM PECYPCM W BUCOKa ckopocT. M3soa: Han-gobpo 3a neku npunoxexus, Kbaeto

e(*)eKTI/IBHOCTTa € KIo4oBa.

MUX-6a3npaHo KpunTupaHe, MOLLHOCT: CPEeAHO HMBO, mnowy: nogobHo Ha XOR, Ho gobaBs CrioxHOCT
nopaay norukata Ha u3bopa, NaTeHTHOCT: yMepeHa NAaTEHTHOCT OT AOMbIIHUTENHA norvka. M3soa;: [Jobbp
BanaHc mexay cunata Ha 0bgyckaumsaTa 1 M3non3BaHeTo Ha pecypcu. Kpuntupaxe, 6asupaHo Ha Tpurepu,
MOLLHOCT; Hain-BMCOKWTE TpUrepy ca enemeHTH, Obpxalyd CbCTOSHWE, M KOHCymupaT nosede. [now:
CwbBnaga ¢ ocTaHanute no Gpon enemMeHTH, HO C NO-TEXKM KOMMOHEHTH. JlaTeHTHoCT: Hait-6aBHa nopaau
nocnegoBaTeNHNS Xxapaktep W 3aeucumocTTa oT TakToBus reHepatop. XOR/XNOR e ontumaneH no
ecbekTBHOCT. MUX pobaBs cnoxHocT ¢ ynpasnsemu pasxoau. Flip-Flop e curypeH, HO ¢ MHOrO pecypcy,

Nno-noaxoALL 3a KpUTUYHW CUCTEMIN, HyXOaeLKn ce OT CiITHa 3allnTa.

3.2 MpeanoxeH anropmTbM 3a OLIEHKA Ha XapAyepHaTa formka Ha KpuntupaHe

Bxoonu oannu:
n_inputs <— bpotl 6xo0oee na cxemama
n_gates «<— bpotl eremenmu 6 kpvea
key bits «— Knrouose 3a kpunmupane
Pesynimam:
Kpunmupana eepuca, pascmosanue na Xamume, oyewka HaA epewiKu,
npOU3800UMETHOCMMA
Ilpoyeoypu:
1. Jlepunupaiime noeuvecku ¢ynkyuu Ha ceuma:
U@ 6)—alb
HJIN (a, 6) «— a HJIH 6
XOR (a, b) «<— u XOR b
XNOR (a, b) <— HE (XOR b)
NOT(a) < Obvpreme a
MUX(a,b,sel) < a if sel = 0 else b
D FLIP FLOP (d, clk, q) < d, axo clk = 1, unaue q
2. I'enepupane Ha cayuauna 102u4ecka cxema:
exo0oee «— [x0, x1, ..., xn]
1IposooHuyu «— 6xodose
Kpve — 0
3ai =100 n_gates npasu:
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gate «— Cnyyaiino uzdoepeme om {AND, OR, XOR, XNOR}
(a, 6) «— Cnyuaiinu sxHcuyu om Hcuyu
Usznez — "W" + 1
Jlobassane (eetim, a, b, out) kbm cxemama
Hobasane kom kaberume
3. llpunacaiime kpunmupane:
a. Kpunmupane, 6azupano na XOR/XNOR:
3a ecexu eeiim 6 cxemama.
Axo eetimvm e XOR unu XNOR:
Bwmwvreane na XOR/XNOR nozuka, 3a8ucuma om Ki4oee
b. Kpunmupane, 6azupano na MUX:
3a ecexu eceiim 6 cxemama.
Bmvkneme MUX (a, b, key bit) noeuxa
6. Kpunmupane, 6aszuparno na gaun-gnon:
3a sceku eelim 6 cxemama:
3ameneme uzxooa ¢ D _FLIP FLOP(a, clk=1)
4. Oyenka na eepucama:
3a ecexu 6xooen éexmop 6 {0,1}"n:
Oyeneme gepucama ¢ NpaGUIHUS K104
Cmoiinocm Ha u3xo0a 3a cvXpaneHue
5. Ananus na pascmoanuemo Ha Xamume:
3a 6cexu 6xo0en gekmop:
Oyeneme usxooa c npasunen kiowog — O _correct
Oyenxa Ha usxoda c Henpasuien kuasuuer — O_wrong
Compute Hamming_Distance(O_correct, O_wrong)
6. Ananuz Ha uHIICEKMUpare Ha NOBPeol:
fault score < 0
3a 6cexu 6xo0en exkmop:
bazosa «— oyenxa(cxema, 6xooose)
3a eécexu 6xoden bum:
ObvpHeme «— obvpHeme eOuH 6x00eH bum
Hechexmen «— oyenu (6epuea, oopvuane)
fault score += Hamming Distance(6azo60, deghekmmo)
7. Oyenka Ha noxazamenume 3a NPpeoCmMassiHe:
Hnuyuanusupatime gate weights:
AND/OR =1, XOR/XNOR =2, MUX =3, D_FLIP_FLOP =4
3a 6cexu kpunmupanu 2etim 6 cxemama:
Hampyneane:
Power <« ) gate weight
Inow < Y, puxcupana epama (nanpumep LUT unu exeusanenm na NAND)
Jlamenmunocm <« ) 3aKbCHEHUEMO HA HUBO 2elim 3a 8CEKU MUn
8. Pesynmamu om epaguka:
Croorcem:
- Memoo na 3axpansane cpewyy Kpunmupaue
- Memoo 3a kpunmupane Ha niow cpeuyy Kpunmupame
- Jlamenmnocm cpewyy memoo Ha Kpunmupate
Bpvwane:
Kpunmupana eepuca,
Pezynmam 3a oucmanyusma na Xamune,
Oyenxa 3a 4y6CmMEUMenTHOCH KbM 2peuKu,
I'paghuxu na mownocm, nnow u namenmuocm
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Logic Circuits
v

Define Logic Gates

!

[ Generate Random Circuit]

v

Implement Encryption Method

* XOR/XNOR Encryption
* MUX-Based Encryption
* Flip-Flop-Based Encryption

!

[ Evaluate Circuit with Inputs]

l !

[ Evaluate Encrypted

Simulate Fault Perform Side-Channel
Injection Leakage Assessment
» Measure Sensitivity « Compare Traces from
e Hamming Distance Correct and Incorrect
Keys
[ Estimate Power, Area, Latency Metrich
Power —_
Area =
Latency —

Queypa 21 Aneopumsbm onucaH ¢ b10kosa cxema

TANropuTbMbT OT (purypa 21 NnpeaocTaBs CUCTEMATUYHA OLEHKa Ha XapayepHaTa Jlioruka Ha KpuntupaHe,
KaTo rapaHTupa, Ye TexHukuTe 3a kpuntupaHe Ha cxemu kato XOR/XNOR, MUX-6asupann n Flip-Flop-
6a3upaHu, nogobpsiBaT CUrypHOCTTa Ha CXEMMTE, KaTO CbLUEBPEMEHHO 3ana3BaT edheKTMBHOCTTA Ha
npoussoauTenHocTTa. MeTogonorusta onpegens cunata Ha KpUnTMpaHeTo KOMUYEeCTBEHO, KOETO S NpaBy
LleHHa 3@ NPOEKTaHTW Ha WHTErpanHu cxemu, ekcnept no FPGA curypHOCT v WHXeHepu no Brpagexm
CUCTEMM.

3.3 CumynupaHe Ha MeTOAa Ha KpMNTUPAHE BbPXY CXeMUTE

[MpeanoxeHuTe TEXHUKM 3a KpUNTUPaHe Ce OLeHsBaT ¢ noMmowTa Ha cTaHgapTHU ISCAS BeHuMapk cxemu,
KOMTO Ca LUMPOKO M3MON3BaHW B nuTepaTypaTa 3a BanuaupaHe Ha KOPEKTHOCTTa Ha NMOrNYeckusi MpOoeKT,
YCTOMYMBOCTTA Ha IPELLKM 1 MexaHu3mmuTe 3a curypHocT. Mo-koHkpeTHo, ISCAS-85 koMBUHALMOHHM CXeMM
n ISCAS-89 nocnegoBaTtenHy CxeMn ce 13M0N3BaT 3a OLeHKa Ha eheKTUBHOCTTA Ha JIOTMYECKOTO KpUNTU-
paHe KakTo B KOMOWHATOPHW, Taka 1 B apXUTEKTYpU 3aBUCUMU OT CbCTOSHUETO. Crieq nonyvaBaHe Ha
BeHUMapK HETAINCTUTE, CXEMUTE Ce Napcupar 3a M3BMMYaHe Ha NOrNYeckn eNemMeHTU, B3aMMOBPB3KY U ene-
MeHTU Ha Tpurepa. 3a ISCAS-85 cxemute cumynaumsTa BKMKYBa AMPEKTHA OLEHKA Ha KoMBKUHaTOpHaTa
noruka 4pes npunaraxe Ha bynesu yHKLUMM KbM BxogHuTe BekTopu. 3a ISCAS-89 cxemute nocneposarten-
HOTO NOBeAEHME Ce MOAENMpPa U3pUYHO Ype3 BKIMKOYBAHE HA TaKTOBW aKTyanu3auun Ha CbCTOSHUETO, Npu
KOMTO CbAbPXAHWNETO Ha Tpurepa ce 06HOBSIBa NPy BCEKM TAKTOB LKL CNOPEA NnorvkaTta Ha NpexoauTe Ha
CbCTOSHMETO Ha cxemata. To3u cuMynaumoHeH noaxog, 6asmpaH Ha GeHUMapkoBe, NpesocTaBs peanuc-
TMYHA 1 MaLlabupyeMa oLeHKa Ha TEXHUKWTE 3a NOTMYECKO KpUNTUPaHe, AEMOHCTPUPAIKN TSXHaTa NpuUno-
KUMOCT KbM NPaKTUYECKM XapayePHN NPOEKTU, U3MNON3BaHN B CUrYPHI KOMYHUKALMOHHM cucTemu. Tabnuua
16 0bo6wwasa etanoHHuTe cxemmn ISCAS-85 n ISCAS-89, nsnonssaHu B ToBa M3cneasaHe, 06xBaLLanku
pasnnyH1 pa3mMepy 1 CTPYKTYPHMN CIIOKHOCTY, 3a [4a Ce OCUrypu NpeacTaBnUTeNHa OLEHKa Ha NpeasioxXeHuTe
TEXHUKM 33 KpUNTUpaHe.
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Tabnuua 16 O6o6wieHne Ha ISCAS 6eHuMapk CxemuTe, M3MON3BaHK 3a OLEHKA Ha KPUNTUPAHETO

BeHumapk Tun cxema Bpown Bpown Noruyeckun enemeHTH
Tpace BX0JoBe u3xoam (npubnuautenHo)

C432 KombuHatopeH (ISCAS- | 36 7 ~160 enemeHTa
85)

C499 KombuHatopeH (ISCAS- | 41 32 ~202 enemeHTa
85)

C880 KombuHatopeH (ISCAS- | 60 26 ~383 enemeHTa
85)

C1355 KombuHaTopeH (ISCAS- | 41 32 ~b46 enemeHTa
85)

S$298 lNocnepoBareneH 3 6 14 FF, ~100 enemeHTa
(ISCAS-89)

S344 lMocnegosaTteneH 9 11 15 FF, ~160 enemenTa
(ISCAS-89)

S$349 NocnepoBareneH 9 11 15 FF, ~170 enemeHTa
(ISCAS-89)

S$5378 NocnepoBareneH 35 49 179 FF, ~2 700 enemeHTa
(ISCAS-89)

/3bpoeHUTe eTanoHHM CcXeMu npuHagnexaT KbM LUMPOKO u3nonssaHute naketn ISCAS-85 u
ISCAS-89, kouto ca cTaHOapTHW Habopu OT JaHHM 3a OLEeHKa Ha UMPOBM TEXHWKM 3a NMPOEKTUpaHe,
TecTBaHe M onTumusaumsi. beHumapkoeeTe ISCAS-85 ce CbCTOAT OT KOMOWMHATOPHM CXEMM, AOKATO
TectoBeTe ISCAS-89 BkrouBaT NocnenoBaTenHn CXemMu ¢ NaMeTHW eNIEMEHTU KaTo Tpurepw.

3.4 brniok-cxema 3a LIANOCTHA OLIEHKa Ha MEPKM 3a CUFYPHOCT U NPOU3BOANTENHOCT Ha JIOrMYeCKM
KpUNTMpaHun 6eHYMapK cXxemm

PaboTHUSIT NpoLiec cried TOBa Ce PasKnoHsiBa KbM €Tamn Ha MHTerpaLyst Ha KpunTupaHe, KbAaeTo ce reHepu-
paT TpU KPUNTUPaHW BapuaHTa Ha cxemaTa OT 6a3oBUsl NPOekKT:

1) Jlornyecko kpuntupare, 6asnpaHo Ha XOR/XNOR,
2) Tlornyecko kpuntupaHe, 6asupaHo Ha MUX,
3) Tlormyecko kpuntupaHe, 6asnpaHo Ha Tpurepy.

Bcsika kpunTupaHa cxema BKIo4Ba Kii4Y0BO-3aBUCHMM NOTUYECKM MOAMMDMKALIMK, KAaTO CbLUEBPEMEHHO 3a-
na3ea (pyHKLMOHAHATA KOPEKTHOCT NOA BanMOHNS KoM,

Crepn BbBEXAaHETO Ha KpUnTMpaHe, MOTOKbT MpOAbIKaBa KbM Broka 3a OLeHKa Ha CUrypHOCTTa, KOWUTO
CbAbpXa TPY NapanenHu MbTs 3a aHanus:

e AHanu3 Ha pa3cTosHMeTO Ype3 XamuHr: /1axoaute, npomsseaeHn npy NpaBuIHUA KoY, ce CpaB-
HABAT C U3XOAM, FeHepUpaHu ¢ HempasuiHK Knioyosw. AHD ce u3uncnsiea 3a BCUYKM TECTOBM BEK-
TOpW, 3a Aa Ce KONMYeCTBEHO onpeaeny gyHKLyMoHanHaTa obdyckaLms.

e AHanu3 Ha UHXeKTUpaHe Ha rpewkun: KOHTponMpaHu rpeLlkn (Hanpumep obpblyaHe Ha BXOAHM
BuToBe Mnn GNOKMPaHN rPELLKM) Ce MHXEKTUPAT B KpUNTUpaHUTE BepUrn. VI3XOQHUTE OTKIOHEHMS
ce M3MepBar, 3a da ce nsumciu AFS, oTpassBaiku yCTONYMBOCTTA KbM aTaku, 6asupaHm Ha rpeLuku.

o AHanus Ha YyBCTBUTENHOCTTa Ha kntoyoBeTe: OTaenHuTe B1UTOBE Ha KNtoya ce 0bpbLUAT, 4OKATO
BXOZOBETE 0CTaBaT MOCTOSHHU. /3xodHaTa Bapuaums ce u3MepBa, 3a [ja Ce OLEHW YyBCTBUTEN-
HOCTTa KbM Marikiu MPOMEHM B TOHAMHOCTTA.
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MapanenHo NOTOKbLT NpemMnHaBa KbM Brioka 3a OLEeHKa Ha NPOM3BOAMUTENHOCTTA, KbAETO BCEKW KpUNTUPaH
NPOoeKT ce cuHTe3npa u peanuaunpa vpe3 FPGA unu ASIC nHctpymenTtn. OT foknaguTe Crief CUHTE3 U cnep
pasnonaraHeTo 1 MaTLLpyTU3aLMsTa ce U3BNMYaT 1 HopManuanpaT KOHCyMaLmsTa Ha eHeprus (CTaTnyHa u
[VHAaMWYHA), M3NON3BAHETO Ha NIOLTA U KPUTMYHOTO 3aKbCHEHWE Ha MbTA CpsmMo 6a3oBus NPOekTH. Pa-
OOTHMAT NpoLiec HaBnM3a B eTana Ha oueHka Ha SAT atakuTe, KbETO HETAMCTUTE HA HWUBO FENT Ha Kpun-
TUpaHuTe Bepuru ce nognarat Ha SAT-6a3npaHu aeobdyckalnoHHM atakn. MeTpukM KaTo BpeME Ha U3MbIl-
HeHue Ha SAT solver, 6poit opakymnHu 3asBku W TaliM-ayT CbOUTUS Ce 3anucBart, 3a 4a ce onpeaeny Konm-
YeCTBEHO YCTOMYNBOCTTA CPELLY anropuTMUYHKM ataki. Beuyku nsyncneHn MeTpuku ce cbbupart B eTana Ha
arperupaHe Ha pes3ynraTuTe, KbeTo faHHUTe No GeHYMapK U MeTOA 3a KpUNTUPaHe Ce KOMNUAMpaT B CpaB-
HWUTENHM Tabnuum 1 rpadomkun. Tesn pesynTaTii NO3BONABAT CPABHEHWE MEXIY METOANTE W NOLAKPEnsT aHa-
113 Ha KOMNpOMMCa MEXZY CUTYPHOCT ¥ NPOU3BOAMTENHOCT.

3.5 AnroputbM: PelieHne 3a BHegpsiBaHe, 6asMpaHO Ha Pa3xoauTe 3a CUTYPHOCT, 3a NOTUYECKH
KpMNTUPaH KOMYHUKALIMOHEH Xapayep

Bxon

e l3uckBaHuA 3a CUTYPHOCT S

e OrpaHuuyeHus Ha pa3xoauTe U rbBKaBocTTa C

o EkcrnepuMeHTaIHU METPUKH 32 CUTYPHOCT:
o Cpenno pazcrosaue Ha Xamusr (AHD)
o CpennHa yyBCTBUTENHOCT KbM 1oBpeau (AFS)
o TSAT no Bpeme Ha u3nbinenue Ha SAT araka

H3xon

o IlIpenopbunrenna maatdopma 3a BHeapsiBane (FPGA wiu ASIC)
o IIpenoppunTenHa TEXHUKA 3 JIOTHYECKO KPHUITUPAHE

HOCJ’IGIIOBaTeJIHOCT Ha B3€MaHe¢ Ha PCIICHUSA
Crapt
!
[ehuHnpaHe Ha N3MCKBaHE 3a CUTYPHOCT Ha MPUIOXEHUETO (S)
!
S = HKCKO MK ymepeHo nu e?
F— Da — W3bepete FPGA
|
| KputinuHo nu e saxpanBaHeTo/nnowTa’?
| — Na, — xpunTupare, 6asuparo Ha XORIXNOR
| L— Hsama — kpuntupane, 6asupaHo Ha MUX
|
| Kpair
|
L— He (S = BICOKO 1N MHOTO BMCOKO)
!
OueHKa Ha ekcnepuMeHTanHUTe METPUKN
!
AHD 2 2.3 U AF<S 200 rv e?
— No — Select FPGA
|
| Wanonssaiite kpunTupae, 6asnpao Ha MUX unu ontummanpato Flip-Flop
|
| Kpait
|

|_D'a
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|

SAT Runtime = 10% nn e?
—— No — FPGA (curypHo npoToTinupaHe / bnrpeiin Ha none)

|l
| Kpuntupare, Gasuparo Ha Tpurepu
-
| Kpait
I
!
CvicTemaTa YyBCTBUTENHA N € KbM PasXoauTe Uik MOXe fa Ce NPeKoH(urypupa?
—la — FPGA paarpuLuaHe
-
| Kpuntupare, 6asupaHo Ha Tpurepn
|l
| Kpaii
I
L—He
l
/3bepete ASIC pasrpbluaHe
!
Wanonasaiite KpunTupaxe, GasupaHo Ha Tpurepu
!
AKTvBMpaHe Ha aKTMBMPaHETO Ha KMioYoBe cnep u3paboTkara
l

Kpait

AnroputbMBT (hopManuanpa nNpolec Ha B3eMaHe Ha pelleHusi, 6asupaH Ha CuUrypHocTTa, 6asupaH Ha
pasxoauTe, 3a BHeApsiBaHe Ha IOTMYECKU KpUNTUPaH KOMYHWKALMOHEH Xapayep, KaTo CbBMECTHO B3ema
NpeaBua W3WUCKBAHUSATA 32 CUTYPHOCT Ha MPUIOXKEHWATA, OrpaHUYeHUsTa Ha MWMMMeMeHTauusTa u
eKCMepPUMEHTaNHO U3MEPEHNTE METPUKM 3a CUrYPHOCT. ANrOPUTBMBT B3EMa KaTO BXOAHM JaHHW HUBOTO Ha
LienieBa CUrypHOCT, OrpaHUYeHNsTa 3a LieHa 1 MPEeKOHMUTypupyeMocT, KakTo 1 KOIMYECTBEHUTE METPHKM,
nony4eHu ot oueHkata, a MeHHo AHD, AFS 1 SAT aTaka 3a n3nbnHeHue. [paroBeTe 3a Te3M METPUKK Ce
onpefensT Bb3 OCHOBAa Ha eMnupuyHK pe3yntati, kbaeto AHD = 2.3 nokassa cunHa (yHKUMOHaNHa
obdpyckaums, AFS < 200 oTpassiBa BUCOKA YCTOMYMBOCT Ha NOBPEAM, @ BPEMETO Ha M3MbiHeHMe Ha SAT =
10°® cekyHOM O3Ha4aBa 3HauMTESIHA YCTOWYMBOCT Ha anropUTMUMYHM aTtaku 3a fe-obdyckaums. 3a
NPUNOXEHUS C HACKA [0 YMEpEHa CUrypHOCT ce U3bupat ek MEeTOAM 3a KpunTupaxe, 3a fa ce MUHUMU3Mpa
HaTOBapBaHETO. 3a pa3nuka OT TOBa, KoraTo € HeobxoayuMa BIUCOKa UMM MHOTO BUCOKA CUTYPHOCT U BCUYKM
nparoBe Ha MeTpuKaTa ca U3MbJIHEHW, anrOPUTLMbBT NPUOPUTM3NPA KpUNTUPaHeTo, 6asupaHo Ha Flip-Flop,
nopagu NOBEeAEHUETO, 3aBUCELLO OT CbCTOSIHUETO, KOETO 3HAYMTENHO YBEnuyaBa KOPyMMMPaHEToO Ha
n3xoda MNpu rPeLHN KIYoBe, HamansBa HabniogaemocTTa Ha rpewku M 3HAYUTEeNHO yBenuyasa
cnoxHoctta Ha SAT atakute. [pu Tesn ycnosus ce npenopbyBa BHeapsisaHeTo Ha ASIC, korato
OrpaHNYeHnsiTa Ha pas3xoauTe W PEKOH(UrypupyeMocTTa No3BONABAT, Tb KaTO MOCTOSIHHO NOMMYECKO
CBbp3BaHE W aKTUBMPAHETO Ha KM4oBe cred u3paboTka AOMbIHUTENHO 3acunBaT rapaHuuuTe 3a
CUIypHOCT.

MMABA IV: OueHka Ha ¢hakTopa Ha KOpYNuUMUA M CEKPEeTHOCTTa MpPU XapAyepHo
NOrnYecKo KpunTupaHe ¢ MHOrooUTOBM KnovoBe

B Tasn rnasa onucea cuMynaunoHHaTa cpefa W npoueca Ha OueHKa, BKITHOYUTENHO HaCTDOIZKaTa,
MHCTPYMEHTUTE U 6qumapKOBeTe, n3non3saHn 3a TeCTBaHe Ha NPeasIoKEeHNTE NPOEKTU. Ton npencrasA
pesynratute, CpaBHHBaVIKVI npeacraBAHETo, 34paBMHATa Ha CUIYypHOCTTa W pa3xoduTte Crnpamo
CblLeCTBYBALLUNTE TEXHUKN.
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4.1 EkcnepumeHTanHa HacTpouka. XapayepHa KpuntupaLia noruka

3a BCUYKM TEXHUKM 3a KPUNTUPAHEe MECTOMONOXEHUETO Ha KIHYOBUS €NEMEHT Ce MPOMEHs, 3a Aa ce
NPOBEPY BIUSHUETO HA MECTOMOSIOXEHUETO M TUNA Ha KPUNTUPALLMS FeiT BbPXY CUIYPHOCTTa Ha cxemara.
LlenTa Ha Ta3u rnasa e Aa cb3gane ekcriepuMeHTaneH TeCTOB CTEHA 3@ U3CNeBaHe Ha CXeMM C PasnnyHu
BMAOBE KpunTupalyy enementn, 6asmpann Ha XOR/XNOR, MUX u Flip-Flop. Lienta Ha u3cneasaHeTo e aa
N3Mepu pasCcToSHWUATA Ha XaMUHT NPU HENPaBUITHW aKTUBALMOHHU KMKOYOBE MEXIY MPeLHWS 1 NpaBuiHUS
n3xoq, (hakTopa Ha Kopynuust U CekpeTHocTTa. Bcuuku mscneaBaHu cxemu uMat WOEHTUYHA NpOMsHa B
CTPYKTypHaTa crnoxHocT. [TbpBo, normyeckute cxemu ce ommcsaT Ha VHDL e3uk, a nmo-kbCHO ca
peanuanpaHu 3 TMna TEXHUKM 3a KpunTupaLla noruka: kpuntupaxe, 6asmpaHo Ha XOR/XNOR, kpuntupaHe,
6asuparo Ha MUX, Texnuka Encrypt flip-flop. Peanuanpanu ca cneghnte cTbnku:

1) Pa3paboTBaHe Ha Noryeckn KpUnTMpaLLm enemeHTy ¢ nomowta Ha VHDL.

2) PaspaboTtBaHe Ha TECTOBM NNAT(OPMM 3a NIOTUHECKM KPUNTUPALLW ENEMEHTM!.

3) YcnewHo cumynupaHe Ha NPOEKTUPAHN NOTNYECKI KPUMTUPALLM ENEMEHTH,

4) PaspaboTtBaHe Ha cxema upe3 crrobsBaHe Ha NOrYeckUTe KpUNTMpaLLM eneMeHTH.

4.2 Jlornyecko KpunTupaHe, 6a3mpaHo Ha aHanu3 Ha rpeLku

Cera Le pasrneaame kak usnonssame kntoyosute enemeHtn (kato XOR/XNOR) 3a kpunTupaHe Ha npoekTa,
TaKa 4e BCEKM MPELLIEH KoY a BOAM A0 rPeLLeH naxoa. ToBa e CpaBHMMO ChC CUTyaLMsTa, Npu KOSTO CXema
C AedekT, KONTo € Bb30YaEeH M pa3npoCTpaHEH KbM U3XOANTE, reHepupa HenpasuneH n3xoa. AHanusbT Ha
TPELIKM MPW TECTBAHETO Ha MHTErpanHW CXeMM U NOTMYECKOTO KPUMTUPaHe Ca CBbP3aHW B CreAHuTe
HabnogeHus. Tean HabnogeHns e ce u3nonaeat 3a gobassHe Ha enemeHTuTe XOR/XNOR.

4.3 Kpuntupane, 6asupano Ha XOR/XNOR,

TexHukaTa 3a kpuntupare, 6asnpara Ha XOR/XNOR, BmbkBa enemeHtn XOR/XNOR (kno4oBm reinTose) B
NpoeKkTa Ha crnyyaeH npuHuun. lMpu Tasu TexHuka ce NPOMEHS MECTOMOSIOXEHUETO Ha KpUNTUpaLyms
erIeMEHT, 3a ia Cce HabrlofaBa kak ce NPOMEHAT XaMuHroBoTo pasctosiHue (HD) [6], hakTopbT Ha kopynums
n namamara. [1ga tuna cxemu ca kpuntupanu: AND/OR (egHa Tabmmua Ha uctuiHocTTa) 1 AND/OR/XOR
(Tabrmua ¢ UCTUHa C 2 MPEBKMOYBaAHKS), 3a 4a Ce Onpedesy Kos OT TAX € MO-NlecHa 3a KpuntupaHe.
CTonHoCTUTE Ha npasunHus kntoyoB 6ut 3a XOR/NXOR kpuntupalynte rentose ce U3BexaaTt AMPEKTHO OT
Tabnuuata Ha TPOTOBETE M WMEHHO Ta3n CTOWHOCT MO3BOMSBA BTOPUS 3anuC Ha u3xopa. [paBunHuaT
kntovoB 61T 3a XOR renta e "0", a 3a NXOR reitta e "1". lprnunHaTta 3a M3non3BaHETO Ha KITKYO0BW efIEMEHTH
Npu Ta3n TEXHUKa e, Ye MpW W3MOM3BaHE Ha MPaBWIHWA KMOY HA BXO4A Ha CXemaTa Cce rapaHTupa
npaBunHaTa YHKLMOHAMHOCT Ha cxemaTa. B cryyait Ha Hameca OT HEOTOPM3NPaHK N C FPELLEH KIHOY,
TOBA LU JOBEAE [0 PELLEH M3X0[.

Cxemu 6e3 KpunTupaHe

MbpBuAT ANpoekT Ha durypa 29 HAMa peanuanpaHo KpunTMpaHe M Ce CbCTOM OT KOMOWHATOPHM
KOMMOHEHTW. [MTbpBOHaYanHaTa cxema ce CbCTOM OT 8 BXOAHO-M3X0aHM (7 Bxoga u 1 uaxoa). CbeTom ce ot
4 AND, 2 OR norudyeckn enemenTa. Cnep ycnewHarta oueHka Ha VHDL npoekTa, Toit 6elle peanuanpaH Ha
passoiHata cuctema Zed Board. Cneg nporpamupaHeto Ha VHDL koga B FPGA yctpoiicteoto, RTL
cxemute ce cuHTesnpart B uHcTpymeHTa VIVADO. BTopute opurHanHm cxemm ca B KOHUrypaumsTta Ha
Ourypa 5 1 19 e cberaBeHa oT AND/OR/XOR reitoBe, kbaeto XOR mma Tabnuua 3a UCTUHHOCT € 2
NPEBKITI0YBAHMS.

SHScc = — = 0.166 (4)

e XOR/XNOR kpuntupaHe ¢ 1 6uT Knoy
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MbpBaTta TexHWKa 3a kpuntupaHe e 6asupaHata Ha XOR/XNOR, kosTO BMbKBA Ha CryvyaeH MpUHLMM
enemeHtn XOR/XNOR  (knto4oBu reiToBe) B npoekTa. [pn Ta3m TexHUKa 3a NOMMYeCcKo KpuntupaHe Lie
NPOMEHUM MO3NLMSATA Ha PasNNYHUTE KIKOYOBM BpaTH, HE CMe NpoMeHsnu B6posi Ha BpaTuTe. [lpuynHaTa
3a W3NON3BaHETO Ha KMKYOBUTE BpaTK € [a Ce rapaHTupa, Ye NpaBUIHUTE KITH0YOBE Ce M3MOS3BaT KaTto
BXOOOBE, M [Ja Ce rapaHTupa, 4Ye (PYHKUMOHANHOCTTa Ha cxemaTta e npasunHa. B cnyyan Ha
HeYyNMbIIHOMOLLEH NOTPebUTEN, rPeLUHNAT KNaBuLL Ha BXOAA LLe OCUrypu rpeliHa (yHKUmMs Ha usxoga. 3a
[a ce TeCTBa Ta3u TEXHUKA B OPUTMHANHUTE CXeMW, Ce BMbKBAT, CUMYNIUPAT M oLeHsBaT eneMenTutee XOR
C Kno4oB buT K v pasnnyHmu mecta, Bk ®urypu 29, 30 1 31.

Queypa 32 Tpema no3uyus Ha enemeHm XOR, kpunmupaHe, 6asupaHo Ha XOR/XNOR
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Queypa 34 Bmopama nosuyusi Ha 1 XOR eelim ce npomeHs ¢ kpunmupaHe, 6a3upaHo Ha XOR, XOR/XNOR

02

Queypa 35 Cxema ¢ kpunmupare (XOR 2elim), B nbpsama kpunmupaxa cxema ce npomensi 2etim om OR
Ha XOR.

[TbpBaTa cxema He e KpunTpaHa u ce CbCToM OT peauLa NocneaoBaTeNHN N KOHKATEHUPAHN KOMMOHEHTMU.
7 Bxoaa v 1 u3xog cbetasnssar 8-Te I/0 B ocHoBHaTa cxema. Kakto ce Buxaa Ha durypa 35, Toi ce CbCTou
ot yetupn AND Bpatn n gBa OR renta. RTL cxemute ce cb3pasaxa, cneg kato VHDL koabT belwe
peanuaupaH BbB FPGA ycTpoicTBoTO.

CTPYKTYpHW NMPOMEHM B CIIOXKHOCTTA NPY CLiEHApHK ¢ 2-BUTOBO — KITHoY:
SHScc == = 0.3 (6)

CTPYKTYpHM NPOMEHM B COXHOCTTA NPY CLieHapum ¢ 3-BUTOBO —KITOYOBO KpUNTUpaHe:
SHScc === 0.5(7)
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CnepBanku noBefeHYeckaTa cuMynaums 1 NOrM4eckoTo NpoekTupaHe Ha cxemata BbB VHDL, npumepute
3@ OLEHKA Ha CUIYpHOCTTa Ha PasnuyYHK XapayepHW METOAM 3a KPUMTMPAHE Ha Norvka ce cuMynupar u
OLeHsIBAT N0 OTHOLIEHWe Ha (hakTopu Ha KOpynuus, U3MaMHOCT M CEKpeTHOCT. [TbpBUAT cleHapui 3a
KpunTupaHe Bkntousa fobassHe Ha aa XOR reita ¢ kntoyose K1, K2, kakTo e nokazaHo Ha durypa 36.
Bnok-guarpamara Ha ®urypa 36 nntocTpupa kak METOABT Ha KpUNTUpaHe ce pa3paboTea Ype3 Npon3BOSHO
BMbkBaHe Ha XOR/XNOR reitoBe € ABa KI40BM reiTa. YUpes noBeAeHYECKO MogenupaHe ce uacneasa
(DYHKUMOHANHOCTTa Ha KpunTupawata cxema, 6asupaHa Ha XOR/XNOR. B crnegsawms cueHapuin 3
XOR/XNOR reiita (knto4oBM reiToBe) Ce BbBEXOAT HA CryyYaeH NPUHUMN B CXxemaTa, 3a Aa ce TecTea
meToabT Ha kpuntupaHe XOR/XNOR. Cxemata Ha ®urypa 37 e cb3gafeHa ype3 Tpu OTAEMHM KIT0YOBY
renta — K1, K2 n K3 - B Ta3un TexH1ka 3a Noru4ecko Kpuntupaxe.

§6=01

S§15=0

s16 | 313 s14-02

§6=01

515=0

513 4
516 514=02

134 s8 511
s10

i m
K2

Queypa 37 3-6umoe Koy 3a kpunmupane, 6asupaHo Ha XOR/XNOR,

MUX-6a3mpaHo KpunTupaHe

B To3n cnyyan, npu metoamTe 3a Kpuntupae, 6asupann Ha MUX, ce n3nonasat 2 BXogHu ¥ 1 KOHTPOMHM
ButoBn mynTunnekcopu. B To3u cnyvan koHTponHuaT But Ha MUX we Aenctea kato Kno4voB 6uT, a
NPaBUMHATE W TPELUHMTE CTOMHOCTM Ha KntoyoBus 6ut ce onpegenst ot VHDL onucaHueto Ha
MynTunnekcopa. EAuH OT BXO4oBETe Ha MyNTUMMEKCOpa € NPaBUiHWAT CUrHan, a ApyrusiT BXOA MOXe Aa
naBa OT BCsKa Apyra Touka Ha cxemara. AKO HiMa pa3peLUeHo 13non3BaHe Ha BepuraTa, Le ce akTuempa
rPELLEH BXO4 1 pe3ynTaTute OT u3xoauTe e ca rpellHn. PasnuyHute mecta Ha MUX reita ce oueHsBar,
3a [ia ce BMOM KaK TOBA BIUSie Ha CUTYpPHOCTTa Ha BepUruTe.

Queypa 38 lNbpsa nosuyusi Ha 1 MUX nopman, kpunmupare, 6azupaHo Ha MUX
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Queypa 39 Bmopama nosuyusi Ha 1 MUX nopman, kpunmupane, 6asupaHo Ha MUX

Cnep 3aBbpLUBAHE Ha BHEAPSBAHETO Ha kKpunTupaHe, 6asupaHo Ha XOR/XNOR, ce cumynupart 1 oueHsiBat
MeToauTe 3a KpuntupaHe, 6asupann Ha MUX, kakTo npu npeauwuHaTa TexHuka, ce fobaBsaT 2 1 noseve
MynTUMIIEKCopa 3a KpunTupaHe. eHepupat ce pasnuyHi KITlo4YoBY enemMeHTH. Bbnpeku ToBa e TpyaHo Aa
Cce onpeent TUMbT Ha KITl4Y0BWS eNleMeHT. TpyaAHOCTTa Npu pasrpaHNyYaBaHETOo Ha "MCTUHCKUTE BPB3KK" OT
"thanwumeuTe" onpeaens KOKo CurypeH e MeToabT, 6asnpaH Ha MUX.

D 515=0

513 |g514-02

@ueypa 41 3-6umoeo KpunmupaHe, basupaHo Ha MUX knroy
TexHMKa 3a KpMNTUPaHe Ha Tpurepa
MeToabT 3a KpUNTHUPaHe Ha Tpurepa u3nckea Aeata nsxoaa Ha FF aa 6baat cebpaanu ¢ 2 BxogHn MUX. B

TO3M CNy4an KMIYbT 3a CUTYPHOCT Ce Npunara KaTo Bxog 3a n3bop Ha nuHma Ha MUX. Ypes n3nonseaHe Ha
rpeweH 3awuTeH ko, MUX e no3sonu rpeLleH BXo4 Ha naxoga Ha cxemara. ToBa cBbp3BaHe Ha MUX
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¢ D-FF e HanpaBeHo, 3a ja He Ce CNy4n cuTyaLus,, Ye A0PY C rPeLLEH KoY MOXe Aa NomyyuTe npaBuHms
pe3ynTaT Ha 13xoaa Ha cxemara.

Queypa 42 TexHuka 3a KpunmupaHe Ha mpuzepa

Mpn TexHukaTa 3a kpunTupaHe Ha Tpurepa (FF), 3a ga ce msnonasat aea FF u3xopa, Tpsbea ga 6bae
CBbp3aHa ¢ MynTunnekc ¢ 2 Bxoga. B Tosu cnyyan BxoawT select line Ha MUX ce npunara ¢ knova 3a
CUrypHOCT. AKO Ce 13M0SI3Ba rPELLEH 3aLMTEH KMoy, MyNTUNEKCHT LLE NMYCHE rPELLHNS BXOA Ha 1U3xoda Ha

Bepurara.
MUX e cBbp3aH kbM D-FF no 1031 HaunH, 3a ga ce u3berHe Bb3MOXHOCTTA @ HATUCHETE MPELUEH KMaBuLL

M BBMNPEKN TOBA [a NONYy4YUTE XeNnaHua pe3yntart Ha U3Xoda Ha CXxemarta.

$6=01

D 515-=0

513/514-02

S6=01

D 515-0

513|514-02

522

Queypa 44 3-6umogo kpunmupaHe, 6asupaHo Ha FLIP-FLOP
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HAYYHW, HAYYHO-MPUNOXHW U NPUNOXHU NPUHOCH

Hay4HuTe npuHocK Ha Tasu aucepTaums ca:

1)

2)

3)

4)

3)

6)

7)

8)

KomnnekcHa pamka 3a OLeHKa Ha Noryecko kpuntupaHe. PaspaboTteHa e yHudmumpaHa pamka 3a
KONMWUYECTBEHA OLIEHKA Ha NTOMMYECKN KpUNTUPAHM CXEMU, U3NON3Bankn (PYHKLUMOHANHK, 6asnpanmu Ha
rpewkn n SAT-BasnpaHu nokasaTenm 3a CUrypHOCT, KakTO W XapAyepHU pasxoay 3a npou3BOAUTEN-
HOCT.

BbBexgaHe Ha KOMMO3WTEH PENTUHT 3a cUrypHOCT. lMpeanara ce HOBa KOMMO3UTHA METPUKA 3@ UHTEr-
pupaHe Ha MHOXECTBO N3MEPEHMS 3@ CUTYPHOCT B €AMH pe3ynTaT, No3B0NsBaLLa ANPEKTHO CPaBHEHME
Mexay 6eHYMapKoBe, CTUIOBE Ha KpUNTUPAHE W MITbTHOCTM Ha KITO4YOBW ENEMEHTM!.

[leMOHCTpaLms Ha NPeauMMCTBa Ha KpUNTMPaAHETO, 3aBUCMMO OT ChCTOSHUETO. EkcnepumeHTanHuTe
pesynTaTi NoTBbPXAABAT, Ye KpUNTUPaHETo, 6a3npaHo Ha TpUrepy 1 3aBUCUMO OT CbCTOSIHUE, OCUTy-
psiBa No-aobpa YCTONYMBOCT Ha MHKEKTUPAHE Ha rpeLLku 1 ataku, 6asnpanu Ha SAT, B CpaBHEHWE C
YMCTO KOMOMHALMOHHNTE CXEMM.

AnropuTbM 3a B3eMaHe Ha peLleHns, 6asupaHu Ha curypHocTTa u pasxogute. MNpeanara ce anropu-
TbM, 6a3npaH Ha npar, KOTO NpeBexaa eKCnepUMEHTaNHNTE METPUKM 3@ CUTYPHOCT B A€TEPMUHUPAHK
peleHus 3a BHeapsisaHe Ha FPGA n ASIC.

Hay4Ho-npunoxH1Te NpMHOCK Ha aucepTaumsiTa ca:

CpaBHUTESNEH aHaNW3 Ha TEXHUKK 3a NOrnyecko Kpuntupare. CTPYKTYpUMPaHOTO CPaBHEHWE HA TEXHU-
kuTe 3a kpunTtupaHe, 6asnpann Ha XOR/XNOR, 6a3upanu Ha MUX u Flip-Flop, e npeactaBeHo kakto
B KOMOMHATOPHK, Taka W B NOCNeL0BaTesNHN ETaNOHHN CXEMU.

AHanus Ha mMaLlabupyemMocTTa Ha NiTbTHOCTTA Ha KpUNTUpaHeTOo. BAUSHWETO Ha NTbTHOCTTA Ha KIto-
YOBUTE ENIEMEHTU BbPXY 3ApaBMHATa Ha CUIYpPHOCTTa W pasxoauTe 3a peanusauus ce aHanusmpa cuc-
TEMaTWU4HO 3a KOHUrypauu Ha 2, 5, 10 1 16 kno4oBmM enemeHTa.

MpUnoXH1Te NPUHOCK Ha AuCcepTaLmsiTa ca:

Banuaupane, 6asupaHo Ha GeHumapk, ¢ uanonasaHe Ha ISCAS cxemu. Pamkata e BanuaupaHa Ha
crangaptHn ISCAS-85 n ISCAS-89 eTanoHHM cxemu, KOETO rapaHTMpa Bb3npou3BOANMOCT U pene-
BaHTHOCT 3a peanHu AuruTanHu ausanHu.

XapZyepHu Mogenu, roToBM 3a umnnemeHTaums. lNpegoctaBeHn ca cuHtesmpyemm VHDL peanusauum
Ha BCUYKM TEXHWKM 3a KpUNTUPaHe, KOETO YrecHsIBa MHTerpauysaTa B NpakTMYeckn KOMyHUKaLMOHHM
XapAyepHW noacncTemu.

CMUCBK HA NYBNUKALUMWTE NO AUCEPTALINATA
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SUMMARY
DEVELOPMENT OF NEW HARDWARE SOLUTIONS FOR CYBERSECURITY OF COMMUNICATION
SYSTEMS

This thesis investigated the problem of securing communication-oriented hardware systems against reverse
engineering, fault injection, and algorithmic de-obfuscation attacks through the use of logic encryption. With
the increasing globalization of IC design and manufacturing, hardware intellectual property has become a
critical security concern, particularly for communication infrastructure, embedded systems, and safety-critical
applications. The central objective of this research was to develop and evaluate a systematic, quantitative
framework for assessing the effectiveness and deployment feasibility of logic-encrypted hardware.

To address this objective, the dissertation proposed a unified evaluation methodology that combines func-
tional obfuscation, fault resilience, key sensitivity, SAT attack resistance, and hardware implementation cost.
Three representative logic encryption techniques XOR/XNOR-based, MUX-based, and Flip-Flop-based en-
cryption were implemented and evaluated across a wide range of ISCAS-85 combinational and ISCAS-89
sequential benchmark circuits. Encryption density was systematically scaled using 2, 5, 10, and 16 key-gate
configurations to capture the security—cost trade-off inherent in logic encryption design.
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The experimental results demonstrate that logic encryption effectiveness is strongly dependent on both en-
cryption density and circuit structure. Increasing the number of key-gates consistently improves functional
obfuscation, key sensitivity, and resistance to SAT-based attacks. However, these security gains are accom-
panied by predictable increases in power consumption, area overhead, and delay.

A major finding of this work is the superior security scaling behavior of sequential, state-dependent encryption
mechanisms. Flip-Flop-based encryption consistently outperformed purely combinational locking schemes
across all benchmarks, particularly for large sequential circuits. The presence of memory elements amplifies
key-dependent behavior over time, significantly increasing attack complexity and reducing fault observability.

To enable holistic comparison across benchmarks and encryption strategies, this dissertation introduced a
Composite Security Score that integrates multiple security metrics into a single, deployment-oriented meas-
ure. This score proved effective in differentiating lightweight, moderate, and high-assurance security config-
urations and directly supported the formulation of deployment thresholds for FPGA and ASIC platforms.

One of the primary contributions of this thesis is the translation of experimental security analysis into action-
able deployment guidelines. The proposed Security Cost Driven Deployment Decision Algorithm maps meas-
ured Composite Security Scores to recommended encryption densities and hardware platforms. Low scores
favor FPGA deployment with sparse encryption for cost-sensitive applications, while high scores mandate
high-density or sequential encryption and ASIC deployment for mission-critical systems.

In conclusion, this thesis demonstrates that effective hardware security cannot be achieved through isolated
design choices or single-metric optimization. Instead, robust protection of communication-oriented hardware
systems requires a balanced integration of encryption density, circuit structure, and platform-specific con-
straints. By providing a systematic evaluation framework, quantitative deployment thresholds, and validated
experimental results, this research establishes a solid foundation for the design and deployment of secure
hardware in an increasingly adversarial environment. The integration of threshold-based decision rules, sup-
ported by experimental data and visualized through flowchart-based deployment models, bridges the gap
between academic security evaluation and real-world hardware design practice. This approach enables de-
signers to make informed, metric-driven decisions rather than relying on ad-hoc or heuristic security assump-
tions. The methodologies and insights presented in this work are expected to remain relevant as hardware
security challenges continue to evolve, and they provide a strong basis for future research into adaptive,
side-channel-aware, and system-level hardware protection mechanisms.

32



P TECHNICAL UNIVERSITY OF SOFIA

(ECHN/

Faculty of Telecommunications
Department “Technologies and Management of
Communication Systems”

Sofpyv®

4119}33

MSc. Eriselda Guri Malaj

DEVELOPMENT OF NEW HARDWARE SOLUTIONS FOR
CYBERSECURITY OF COMMUNICATION SYSTEMS

EXTENDED SUMMARY (AVTOREFERAT)

of a dissertation for obtaining the educational and scientific degree "DOCTOR"

Field: 5. Technical sciences
Professional field: 5.3 Communication and Computer Engineering

Scientific specialty: Computer-aided Engineering and Systems for Design
Automation.

Scientific supervisor: Assoc. Prof. Dr. Galia Marinova

Sofia, 2026
33



The dissertation is discussed and directed for defense by the Department Council of the
Department of “Technologies and Management of Communication Systems” at the Faculty
of Telecommunications of TU-Sofia at a regular meeting held on 11.06.2026.

The public defense of the dissertation will take place on 01.10.2026 from 15:00 hours in
the Conference Hall of the BIC of the Technical University - Sofia at an open meeting of the
scientific jury, determined by order Ne OX — 5.3 — 55/ 24.06..2026 of the Rector of TU-Sofia
composed of

1. Assoc. Prof. Ph.D. Tihomir Brusev - President

2. Assoc. Prof. Ph.D. Rostislav Rusev - Scientific Secretary
3. Prof. DSc. Todor Stoilov

4. Assoc. Prof. Ph.D. Adriana Borodzhieva

5. Assoc. Prof. Ph.D. Valentin Mutkov

Reviewers:
1. Assoc. Prof. Ph.D. Tihomir Brusev
2. Assoc. Prof. Ph.D. Adriana Borodzhieva

The materials on the defense are available to those interested in the office of the Faculty
of Telecommunications of TU-Sofia, block Ne1, office Ne 1306.

The thesis belongs to a part-time doctoral student in the Department of Technology and
Management of Communication Systems of the Faculty of Telecommunications. The
research in this dissertation was conducted by the author, and some of it was supported by
research projects.

Author: MSc. Eriselda Malaj

Title: Development of new hardware solutions for cybersecurity of communication systems.
Circulation: 10 pieces

Printed in the IPC of the Technical University — Sofia

34



|. GENERAL CHARACTERISTICS OF THE DISSERTATION

Relevance of the problem

Logic encryption is a technique designed to enhance the security of digital circuits by embedding encryption
mechanisms within their logic gates. This approach aims to protect intellectual property and secure integrated
circuits (ICs) against reverse engineering and hardware tampering. The algorithm proposed in this work
leverages logic encryption to achieve robust protection for digital designs by incorporating encryption directly
into the circuit’s logic structure.

The core of our algorithm involves embedding cryptographic transformations within the logic gates of a circuit,
creating a secure and obfuscated design. This is accomplished through the application of a combination of
Boolean functions and cryptographic keys to alter the functionality of the gates. The resulting encrypted circuit
is resistant to unauthorized access and reverse engineering, as the logic functionality is obscured and only
accessible to those with the correct decryption keys.

Our approach also includes mechanisms for key management and distribution, ensuring that the encryption
keys are securely handled and accessed only by authorized entities. We demonstrate the effectiveness of
the proposed algorithm through a series of simulations and evaluations, highlighting its resilience against
common attack vectors such as reverse engineering and probing.

Overall, the proposed logic encryption algorithm provides a significant enhancement to the security of digital
circuits, safeguarding against intellectual property theft and hardware-based attacks while maintaining
functionality and performance. This contribution advances the field of hardware security by introducing a
practical and effective method for protecting integrated circuits through logic encryption.

The growing complexity and interconnectivity of modern communication systems have intensified the need
for robust, low-latency security mechanisms. Traditional software-based encryption, while flexible, is
increasingly vulnerable to hardware-level threats such as side-channel attacks, reverse engineering, and
logic extraction. This thesis presents the development, simulation, and evaluation of novel hardware-level
encryption techniques aimed at enhancing the cybersecurity of communication infrastructures.

Three logic-based encryption methods are investigated: XOR/XNOR-based encryption, MUX-based
obfuscation, and Flip-Flop-based sequential encryption. These techniques are implemented in Verilog/VHDL
and integrated into standard benchmark circuits and communication submodules. A comprehensive
evaluation framework is developed using synthesis and simulation tools (ModelSim, Vivado, Quartus), and
performance is assessed through critical metrics: power consumption, area overhead, delay, Average
Hamming Distance (AHD), and Average Fault Sensitivity (AFS).

Results demonstrate clear trade-offs between efficiency and security. XOR/XNOR encryption offers minimal
resource usage but limited resistance to attacks. MUX-based designs improve obfuscation with moderate
overhead, while Flip-Flop-based encryption provides the highest protection for sequential logic at the cost of
increased complexity. The findings support tailored deployment of encryption logic depending on the
application's security and performance requirements.

This thesis contributes a validated methodology for secure hardware design in communication systems and

proposes guidelines for future enhancements through hybrid architectures, Al-based testing, and integration
with quantum-resilient cryptographic primitives.
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Existing logic encryption methods face challenges like poor standardization, limited scalability, and trade-offs
between security and performance (area, delay, power). Many are either too costly for real-time systems or
not strong enough against advanced attacks like SAT solvers, probing, and fault injection. However, despite
its potential, several key issues remain unresolved in the application of logic encryption:

o Effective Integration: How can logic encryption be effectively integrated into the design process of
digital circuits without compromising their performance or functionality?

e Resistance to Attacks: To what extent can logic encryption withstand advanced reverse
engineering techniques and probing attacks, and how can its resilience be quantified and enhanced?

o Key Management: What are the best practices for managing and distributing encryption keys in a
way that ensures both security and practicality, especially in large-scale deployments?

o Design Overhead: How can the trade-offs between security and design overhead be optimized to
minimize the impact on the circuit's area, power consumption, and speed?

This thesis addresses these challenges by proposing a novel logic encryption algorithm that aims to enhance
the security of digital circuits while maintaining practical design constraints. The research focuses on
developing efficient methods for integrating encryption into logic gates, improving resistance to various attack
vectors, and establishing robust key management practices. Through a combination of theoretical analysis,
simulation, and empirical validation, this work seeks to advance the state of the art in hardware security and
provide practical solutions for protecting integrated circuits from emerging threats. The remainder of this
dissertation is structured to provide a comprehensive exploration of hardware security through logic
encryption, progressing from foundational concepts to practical implementation and analysis.

Objective of the dissertation, main tasks and research methods

Based on the synthesis of the reviewed literature, the thesis identifies key challenges and gaps in the field of
logical encryption. These include:

- Resistance to new attack methodologies, such as those arising from advances in quantum
computing.
- Key management challenges and the need for more efficient and scalable encryption mechanisms.

The objective of the thesis is to design hardware encryption modules using logic structures, to implement
them in communication-related hardware systems, to evaluate and compare their performance using key
hardware metrics (power, area, delay), to assess the security strength of each method using metrics such as
AHD, AFS, and SAT attack resistance and to propose a new hardware encryption evaluation framework
applicable to communication subsystems.

To achieve this goal the following tasks are defined:

A) To define logic modules and logic structures for encryption. To implement hardware description
languages for the communication-related hardware systems and cration of an evaluation set-up.

B) To define the performance limitations of current hardware encryption approaches in communication
circuits

B) To evaluate how different logic-level encryption techniques compare in terms of area, delay, and
power overhead?

I') The determine the technique which offers the best trade-off between encryption strength and
hardware efficiency.
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JT) To develop a new evaluation methodology to systematically assess the effectiveness of hardware
encryption techniques in communication systems
E) To validate the solutions proposed.

This research adopts a systematic and multi-stage methodology to investigate the effective integration,
security robustness, and performance trade-offs of logic encryption techniques in digital circuits. The
proposed methodology combines theoretical analysis, hardware design, simulation-based evaluation, and
security assessment to ensure both academic rigor and practical relevance.

The research follows a design-oriented and experimental approach. The core focus is on developing and
evaluating logic-level encryption techniques that enhance circuit security while maintaining acceptable design
overhead. Three distinct logic encryption methodologies are designed, implemented, and analyzed to provide
a comprehensive comparison across structural, functional, and security dimensions. The overall
methodology is structured into the following phases:

A. Logic encryption design and integration
6. Hardware description and implementation
B. Performance evaluation
. Security strength assessment
[. Comparative analysis and validation
Table 11 Summary of research methods characteristics
Research Method Type Purpose Tools Used
1. | Mathematical Modeling Quantitative | Formulate security and MATLAB, Python
performance metrics
2. | Hardware Design & Quantitative | Implement logic encryption | Verilog/VHDL
Implementation architectures
3. | Logic Synthesis & Quantitative | Evaluate area, power, and Vivado / Design
Simulation timing overhead Compiler, ModelSim
4. | Security Analysis Quantitative | Measure AHD, AFS, and Python, MiniSAT
SAT resistance
5. | Comparative Evaluation | Mixed Compare encryption MATLAB, Python
techniques
6. | Literature Review Mixed Identify trends and research | IEEE Xplore, Google
gaps Scholar

The research on logic encryption incorporates three distinct data collection methodologies:

A. Experimental approach, The experimental approach is used to observe the impact of logic
encryption on circuit behavior under controlled conditions.

b. Simulation-based approach The simulation-based approach enables detailed analysis of
functional correctness, timing, power, and area overhead using hardware description and
simulation tools.

B. Valuation and validation approach. Finally, the evaluation and validation approach is
employed to assess the security robustness and effectiveness of the proposed encryption
schemes through quantitative metrics and comparative analysis.

This study emphasizes data-driven decision-making in hardware security research through the application of

mathematical and statistical analysis using MATLAB and Python. These platforms were utilized to process
and analyze experimental and simulation data obtained from logic-encrypted digital circuits.
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Scientific novelty

This thesis provides a unified survey and comparative analysis of XOR/XNOR-, MUX-, and Flip-Flop-
based logical encryption techniques for hardware security. Unlike previous studies that focus on individual
methods, it establishes a common framework for evaluating their security effectiveness, implementation
complexity, and performance overhead. The work identifies key research gaps and proposes future directions
for developing more secure and efficient hardware encryption solutions for modern integrated circuits and
embedded systems.

Practical applicability

The results of this thesis can be applied in the design of secure integrated circuits, embedded systems,
loT devices, and communication hardware. By providing a comparative analysis of XOR/XNOR-, MUX-, and
Flip-Flop-based logical encryption techniques, the study helps engineers and researchers select suitable
security mechanisms that balance protection, performance, area overhead, and power consumption. The
findings contribute to the development of more secure and resilient hardware systems against reverse
engineering, tampering, and unauthorized access.

Publications

The main achievements and results of the dissertation are published in 10 research works presented
in the following table.

2 Papers
NI 1, TELECOM (2020) ;’(’dli’rfdsbcyo ’iiE
NF. 2 TELECOM (2021) plore, cops,
Journals E:’zpers
listed in Nr 7 TechDefense (2023) Indexed by IEEE
Scopus, Web Nr8 TechDefense (2024) Xolore. Seonus
of Science Nr.9 TechDefense (2025) plore, wcop
and '
Nr.10
IEEEXPLORE Published in
1 Paper IWSSIP (2022) Szience Direct
Nr. 4 IWSSIP (2021 Underline ’
; Indexed by
Science Inc.)
Scopus.
Igf;:::;ﬁ::' 1 Paper International Conference on
Nr. 3 Science, UBT (2021)
and Journal
Chapters in | 1 Chapter Mo'r'ntor/ng and Protection of Indexed by
Books NF 5 Critical Infrastructure by SeonUs
' Unmanned Systems, iOS Press P
Citations 7 Citations

Structure and volume of the dissertation

The dissertation is in a volume of 165 pages, including an introduction, of 5 chapters for solving the
formulated main tasks, a list of the main contributions, a list of the dissertation publications and used
literature. Total 200 of literature sources are cited. The work includes total 54 figures and 33 tables. The
numbers of figures and tables in the abstract correspond to those in the dissertation.
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Il. CONTENT OF THE DISSERTATION

CHAPTER I. Analytical Review of Hardware Encryption Methods, Techniques,
multimedia tools for the design Communication Circuits

The chapter presents a detailed literature review of existing hardware encryption and security techniques. It
examines prior work in logic encryption, obfuscation, and related countermeasures, while identifying their
strengths, limitations, and gaps that this research aims to address.

Overview of Cybersecurity in Communication Systems

Hardware Obfuscation has been investigated for both FPGA and ASIC design flows, and for different
levels of abstraction, for example, register transfer and gate-level level IPs. The security model in hardware
obfuscation is similar to encryption but here relies on the secret of the key and not on the type of algorithm.
The objectives of the transformation and the ways in which they are achieved. Logic encryption is performed
by introducing specialized logic structures or key-controlled ports which produce erroneous results for the
wrong key and vice versa. The second objective is to conceal the design through structural transformation.
This objective is essential for two reasons:

1) protects the lock itself, as a blocker, which can be easily removed and can also be easily identified;
2) prevents the leakage of design secrets, such as the logical style and the type of function performed.

The design of secure communication systems involves a comprehensive understanding of both software and
hardware security mechanisms. While software security has traditionally been the focus of most cybersecu-
rity solutions, the increasing sophistication of attackers and the evolution of embedded technologies have
necessitated a shift towards more hardware-oriented security approaches. This section explores the funda-
mental differences, complementary roles, and trade-offs between these two paradigms.

It's critical to comprehend the possible enemies who might launch an assault using the security flaws. This
can assist designers in understanding the capabilities of attackers and selecting appropriate
countermeasures based on the operation and targeted adversary. The enemy may take the form of an
individual or an organized group that wants to get, destroy, or interfere with an asset that they are not
authorized to access. Adversaries can be divided into insiders and outsiders when considering an integrated
circuit design process and the companies involved. In this section are depicted at various points during the
SoC design process.

The IC design process involves multiple stages, tools, and stakeholders, making it inherently vulnerable to a
wide range of security threats. As modern ICs are increasingly designed using globalized supply chains and
third-party IP, vulnerabilities can be introduced intentionally or unintentionally at different phases of the design
and manufacturing lifecycle. Understanding these vulnerabilities is essential for developing effective
hardware security countermeasures such as logic encryption. A SoC vulnerability is a weakness that could
be used by an adversary to launch an attack and take control of assets. Each vulnerability must be allocated
to one or more appropriate abstraction levels so that it may be effectively detected during the development
of the DSeRC framework. An IC design typically involves specification, RTL, gate-level, and physical layout
design. The goal of the DSeRC framework is to find vulnerabilities as early in the design flow as possible,
since a lengthy development cycle and expensive design can result from a delayed review. Furthermore, if
vulnerabilities in one stage are not fixed, they may create new ones when moving from one level to the next.
Based on the abstraction layers, vulnerabilities are categorized in this section The current body of literature
in hardware security presents a diverse range of techniques and perspectives, yet several strengths,
limitations, and controversies can be identified across this evolving field.
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CHAPTER Il. Research Methods for Hardware Encryption, Techniques and Multimedia
Tools for the design Communication Circuits

In this chapter is summarized the description of focuses on the theoretical background and research meth-
odology. It introduces the fundamental principles of cryptography and hardware security, explains the models
of potential attacks, and describes the methodologies, tools, and design approaches used throughout the
research.

2.1 Research Methodology - This research adopts a systematic and multi-stage methodology to investigate
the effective integration, security robustness, and performance trade-offs of logic encryption techniques in
digital circuits. The proposed methodology combines theoretical analysis, hardware design, simulation-based
evaluation, and security assessment to ensure both academic rigor and practical relevance.

The research follows a design-oriented and experimental approach. The core focus is on developing and
evaluating logic-level encryption techniques that enhance circuit security while maintaining acceptable design
overhead. Three distinct logic encryption methodologies are designed, implemented, and analysed to provide
a comprehensive comparison across structural, functional, and security dimensions.

The overall methodology is structured into the following phases:

Logic encryption design and integration
Hardware description and implementation
Performance evaluation

Security strength assessment
Comparative analysis and validation

BPhwo >

Table 11 Summary of research methods characteristics

Research Method Type Purpose Tools Used
1. | Mathematical Quantitative | Formulate security and | MATLAB, Python
Modeling performance metrics
2. | Hardware Design & Quantitative | Implement logic Verilog/VHDL
Implementation encryption
architectures
3. | Logic Synthesis & Quantitative | Evaluate area, power, | Vivado / Design
Simulation and timing overhead Compiler, ModelSim
4. | Security Analysis Quantitative | Measure AHD, AFS, Python, MiniSAT
and SAT resistance
5. | Comparative Mixed Compare encryption MATLAB, Python
Evaluation techniques
6. | Literature Review Mixed Identify trends and IEEE Xplore, Google
research gaps Scholar

The research on logic encryption incorporates three distinct data collection methodologies:

. Experimental approach, the experimental approach is used to observe the impact of logic
encryption on circuit behavior under controlled conditions.

[. Simulation-based approach the simulation-based approach enables detailed analysis of
functional correctness, timing, power, and area overhead using hardware description and
simulation tools.
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E. Valuation and validation approach. Finally, the evaluation and validation approach is
employed to assess the security robustness and effectiveness of the proposed encryption
schemes through quantitative metrics and comparative analysis.

2.2 Factors Affecting Logic-Encrypted in FPGA Designs

This section defines Logic encryption significantly alters the design characteristics of FPGA-based systems
by introducing additional key-dependent logic, routing complexity, and switching activity. In this section
explain the factors affecting conventional FPGA designs have an amplified impact when encryption
mechanisms are integrated. Understanding these factors is essential for balancing security strength, power
efficiency, performance overhead, and resistance to hardware attacks.

2.3 Methods for Logic Encryption Architecture Design

Three logic encryption architectures are developed to represent both combinational and sequential locking
strategies: Let an unencrypted digital circuit be modeled as a tuple:

C=(X,Y,F) (2.1)
where
o X={x1,x2,...,xn} denotes the set of primary inputs,
e Y={y1,y2,...,ym} denotes the set of primary outputs,
e F:{0,1}" - {0,1}™represents the Boolean functionality.
An encrypted (locked) circuit is defined as:
CL = (X, K, Y, FL) (22)

where

o K={k1k2,...,kp} is the secret key vector,
o Fy:{0,1}™"P — {0,1}™ is the encrypted Boolean function.

Correct functionality is satisfied if and only if:
FLXK) =FX) (23)
where Kc is the correct encryption key.
1) XOR/XNOR-Based Encryption
XOR/XNOR gates are inserted at strategically selected nodes in the circuit. The correctness of the circuit
output depends on the applied secret key. Incorrect keys result in corrupted outputs, providing protection

against unauthorized use and reverse engineering. Encryption is implemented by inserting XOR/XNOR gates
at selected internal nodes v;. The encrypted signal v; is defined as:

Vi, =Vj ea ki or Vi, =Vj @ ki (24)

For an incorrect key K#Kc, the probability of output corruption is statistically amplified across the logic
cone, increasing functional entropy.
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2)MUX-Based Encryption

Multiplexer-based logic locking is implemented by introducing key-controlled MUX structures that dynamically
select between correct and incorrect signal paths. This technique increases functional ambiguity and com-
plicates structural analysis by attackers. Multiplexer-based encryption introduces key-controlled selection
logic:

, —
vi = K fige (Vi) + Kj - fraise (vi) (25)

Where f50 is a deliberately incorrect logic path. This structure increases ambiguity in reverse engineering

by creating multiple functionally plausible configurations.

3)Flip-Flop-Based Encryption

A novel Flip-Flop-based encryption scheme is proposed for sequential circuits. Encryption is achieved by

embedding key-controlled behavior into state-holding elements, thereby protecting both the data path and

the state transitions. This approach strengthens resistance against attacks that exploit scan chains and se-
quential behavior. For sequential circuits, state evolution is modeled as:

St+1 = G(Sp, Xp) (26)
The encrypted state transition becomes:
St+1 = GL (Sti th K) (27)
Key-dependent Flip-Flop behavior modifies either:

» State update functions, or
o Clock/data gating logic

This introduces temporal dependency on the key, significantly increasing resistance to scan-based and se-
quential attacks.

2.4 Hardware Implementation

All encryption architectures are implemented using Verilog/VHDL to ensure synthesizability and compatibility
with real-world digital design flows.

« Encryption modules are integrated into communication-oriented hardware blocks.
o Designs are synthesized using standard-cell libraries.
« Uniform design constraints are applied to ensure fair comparison across techniques.

This implementation phase ensures that the proposed solutions are implementation-ready and suitable for
integration into practical communication subsystems. The overall hardware implementation flow adopted in
this research is illustrated in Figure 19. The flow follows a structured and tool-compatible design methodology
beginning with HDL modeling and ending with post-synthesis evaluation.

42



Specification
!
HDL Design (Verilog/VHDL)

!

Logic Encryption Insertion
}
Functional Simulation
\psi
Synthesis (FPGA/Standard Cell
4
Power, Area, Delay Analysis

l

Security Evaluation
Figure 19 Hardware Implementation Flow for Logic-Encrypted FPGA Designs

This flow ensures consistency, repeatability, and fair comparison among all encryption techniques.

e Integration of Encryption Modules
Encryption modules based on XOR/XNOR logic, MUX-based locking, and Flip-Flop-based encryption are
integrated into communication-oriented hardware blocks such as encoders, controllers, and data-processing
units. The encryption logic is inserted at strategically selected points within the datapath and control path to
maximize security impact while minimizing overhead.
Inputs — Functional Logic — Encryption Logic — Outputs
l
Secret key

Key signals are stored in secure registers and distributed internally to prevent external observability. The
encrypted design produces correct outputs only when the correct key is applied.

e HDL Modeling and Simulation
All designs are described using synthesizable RTL-level Verilog/VHDL. Behavioral modeling is preferred
where possible to allow synthesis tools to perform logic optimization and resource sharing. Structural de-
scriptions are used selectively in encryption modules to maintain precise control over key-dependent logic
behavior.
Functional simulation is performed to verify:

o Correct operation under the correct key

o Output corruption under incorrect keys
« Absence of functional violations introduced by encryption

e Synthesis and Design Constraints
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Encrypted and unencrypted designs are synthesized using uniform constraints to ensure objective compari-
son. ldentical clock frequencies, voltage levels, and optimization settings are applied across all implementa-
tions. Standard-cell libraries (for ASIC-style evaluation) or FPGA vendor libraries are used depending on the
target platform.

Key synthesis objectives include:

e Minimizing encryption-induced area overhead
e Preserving timing closure
« Limiting power increase due to added logic

This hardware implementation methodology ensures that:

« All encryption architectures are fully synthesizable
 Designs can be directly deployed on FPGA or ASIC platforms
« Performance and security metrics are measured under identical conditions

The structured flow enables seamless integration of logic encryption into practical communication subsys-
tems, validating the feasibility of the proposed techniques for real-world hardware security applications.

Table 12. Tool-Specific Implementation Flow and Experimental Results Mapping

Tool / Design Stage Outputs Generated Linked Experimental
Platform Results Tables

Xilinx Vivado | RTL synthesis, LUT/FF/DSP/BRAM (Area Overhead),

place & route, utilization, timing slack, (Delay), (Power),

power analysis dynamic & static power (Toggle-Rate Impact)
Intel Quartus | Synthesis, Logic utilization, Fmax, early | (Cross-Vendor Area),
Prime fitting, power & post-fit power (Timing Comparison),

estimation (Cross-Vendor Power)
Synopsys ASIC-style Gate count, cell area, netlist (Gate-Level Area),
Design synthesis generation (Timing Analysis)
Compiler
Synopsys Timing and Leakage power, dynamic (ASIC Power
PrimeTime/ | power analysis power, critical paths Breakdown), (Gate-
PX Level Timing)
ModelSim / Functional & Correct/incorrect key (Functional Correctness
XSim RTL simulation | behavior, waveform validation | Validation)
MATLAB / Statistical & AHD, AFS, SAT resistance, AHD, (AFS), (SAT
Python security analysis | regression results Runtime), (Key Strength

Analysis)

2.5 Hardware Metrics and Security Evaluation

The effectiveness of logic encryption techniques is evaluated using a combination of hardware performance
metrics and security metrics. Performance metrics quantify the implementation overhead introduced by
encryption, while security metrics assess the robustness of the encrypted design against various attack
models. Together, these metrics provide a comprehensive evaluation framework for comparing different logic
encryption architectures.

A. Performance Metrics:
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Performance metrics measure the impact of logic encryption on the physical and temporal characteristics of
the hardware design.

e Power Consumption
e Area Overhead (number of logic gates, LUTs)

o Latency/Delay (critical path, propagation delay)

2.6 Key Management Strategy

Effective key management is essential to ensure that logic encryption techniques provide strong security
guarantees while remaining scalable and practical for real-world deployment. In this research, key
management strategies are analyzed with respect to secure storage, controlled activation, scalable
distribution, and key sensitivity, ensuring that the proposed encryption architectures can be integrated into
large-scale hardware systems beyond laboratory settings.

2.7 Comparative Analysis and Validation

A structured comparative analysis is conducted across all proposed logic encryption techniques using a
unified set of performance and security metrics. This analysis ensures an objective and reproducible evalu-
ation of the encryption strategies under identical design constraints, enabling fair comparison and meaning-
ful conclusions.

The evaluation framework developed in this research supports:

o Objective comparison of XOR/XNOR-based, MUX-based, and Flip-Flop-based encryption tech-
niques

« Identification of optimal trade-offs between hardware overhead (power, area, delay) and security
strength

« Validation of the proposed Flip-Flop-based encryption method, particularly for sequential circuits

CHAPTER Ill: New Methodology, Algorithm and Implementation of Hardware
Encryption Techniques

This chapter presents the implementation and systematic evaluation of hardware logic encryption techniques
for enhancing the cybersecurity of communication systems. The study investigates three representative en-
cryption mechanisms: XOR/XNOR-based logic encryption, MUX-based logic encryption, and Flip-Flop-based
encryption. These techniques embed security primitives directly into the hardware fabric, thereby strength-
ening resistance against reverse engineering, fault injection attacks, and side-channel exploitation.

An algorithmic evaluation framework is proposed to quantitatively assess encryption robustness and imple-
mentation overhead. The framework integrates logic obfuscation, key-dependent transformations, and state-
based encryption to evaluate security strength through fault injection experiments, Hamming distance anal-
ysis, and error propagation metrics. In parallel, the impact of encryption on latency, power consumption, and
area overhead is analyzed to characterize performance trade-offs. The objective of this chapter is twofold: (i)
to identify the encryption technique that provides the strongest obfuscation and key dependency, and (ii) to
establish a reproducible evaluation methodology that supports informed design decisions for secure hard-
ware in communication systems.
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3.1 Implementation Framework for Hardware Encryption Logic

A dual-layer implementation framework is adopted to enable both high-level evaluation and hardware-accu-
rate validation. Python-based simulation is used for algorithmic analysis and metric computation, while VHDL-
based RTL implementation is employed for hardware verification.

« Python Simulation Layer: Evaluates encryption strength, Hamming distance, and fault sensitivity
under controlled conditions.

o VHDL Hardware Layer: Implements and validates encryption logic at the RTL level, ensuring syn-
thesizability and correctness.

This separation enables rapid prototyping while maintaining fidelity to real hardware behavior.
o Python-Based Simulation of Encryption Robustness
The Python simulation framework evaluates encryption strength through the following procedure:

e (Generation of random logic circuits and output vectors.

o Application of XOR/XNOR-based, MUX-based, and Flip-Flop-based encryption.

e Computation of HD between original and encrypted outputs.

e Execution of bit-flip fault injection, where each input bit is inverted to measure output sensitivity.
This approach enables efficient, statistically meaningful comparison of encryption schemes under identical
conditions.

o HDL-Based Hardware Verification

RTL implementations of all encryption techniques are developed using synthesizable HDL. A unified
testbench verifies:

Correct functional behavior under the correct key.
Output corruption under incorrect keys.

Error propagation under fault injection.
Consistency with simulation-level results.

This stage confirms the practical viability of the proposed encryption logic for FPGA and ASIC deployment.
o Comparative Evaluation of Encryption Techniques
The three encryption schemes are evaluated as follows:
o XOR/XNOR-Based Encryption: Introduces key-dependent inversion using XOR/XNOR gates.
o MUX-Based Encryption: Selects between correct and incorrect logic paths using key-controlled
multiplexers.
« Flip-Flop-Based Encryption: Incorporates sequential state dependency using D-type flip-flops,
introducing temporal obfuscation.

Evaluation Workflow

e (Generate a random logic circuit and test vectors.
e Apply each encryption method.
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e Compute security metrics (AHD, AFS).
o Compare robustness and performance impact.

We have used the script has generated a random logic circuit and performs encryption with XOR/XNOR,
MUX, and Flip-Flop methods. It have then visualize these circuits and compare their performance based on
Hamming distance and fault sensitivity.
AHD (to measure how far apart the encrypted outputs are from the original outputs). It is the average
Hamming distance between the original circuit and the encrypted circuit. This is calculated for each input
combination by comparing the outputs.

AHD = %Z:nzl HD (Og?rrect'oi(rgorrect (31)
m- number of test vectors
o0’- output for the ;¢ test vector
o Lower values indicate that the encryption method retains more similarity with the original data,
potentially making it less secure.
« Higher values indicate better obfuscation, which is generally more secure.

Average Fault Sensitivity (AFS) (to simulate the impact of bit-flips on each encryption method). It is
calculated by simulating bit-flips in the input values and measuring the change in output. The higher the fault
sensitivity, the more the encryption is impacted by bit-flips.

ars =25 Hp (0® ® (3.2
S = N =1 (Onarmal 'Ofaul!:ed) .

N: Number of fault injection experimentes
05 mat: O aureea: OUtpUL for the it test vector
 Higher fault sensitivity means the encryption method is more vulnerable to bit-flips, which could be
a concern for real-world applications where errors may occur during transmission or storage.
o Lower values indicate that the encryption is more robust and less affected by errors.

Table 15 The results for Encryption Method

Encryption Method AHD AFS
XOR/XNOR 1.876 230
MUX-based 2.053 210
Flip-Flop-based 2.331 190

After simulating several types of logical circuits, the results are as in Table 15. The defined parameters are
explained as follows: The best encryption method as shown in figure 19 is FLIP-FLOP-based encryption,
because:

e |t has the highest Hamming Distance (better obfuscation).
¢ |t has the lowest fault Sensitivity (more resilient to faults)
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Combined Comparison of Encryption Methods (Performance Metrics)

XOR/XNOR MUX Flip-Flop
Encryption Method

Figure 19 Comparison of Encryption Methods by Performance Metrics
Comparison of Encryption Methods by AHD and AFS

20

1.5

AHD

1.0

0.5

0.0

KORSKNOR MLIX-based Flip-Flop-based
Encryption Method

Figure 20 Comparison of Encryption Methods by Security Metrics

As shown at figure 19, 20. XOR/XNOR Encryption, Power: Lowest of all methods, Area: Minimal; efficient in
gate count. Latency: Fastest ideal for low-resource, high speed systems. Takeaway: Best for lightweight
applications where efficiency is key.

MUX-based Encryption, Power: Medium level, Area: Like XOR, but adds complexity due to selection logic,
Latency: Moderate latency from additional logic. Takeaway: A good balance between obfuscation strength
and resource usage.

Flip-Flop-based Encryption, Power: Highest flip-flops are state-holding elements and consume more. Area:
Matches the others in gate count, but heavier components. Latency: Slowest due to sequential nature and
clock dependency.

XOR/XNOR is optimal for efficiency. MUX adds complexity with manageable overhead. Flip-Flop is secure
but resource-heavy, better for critical systems needing robust protection.

3.2 Proposed Algorithm for Evaluating Hardware Encryption Logic

Input:
n_inputs <« Number of circuit inputs
n_gates «— Number of gates in the circuit
key bits <« Encryption key bits
Output:
Encrypted Circuit, Hamming Distance, Fault Score, Performance Plots
Procedure:
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1. Define Logic Gate Functions:
AND (a, b) — a AND b
OR (a,b) <—a ORD
XOR (a, b)) — a XOR b
XNOR (a, b) — NOT (a XOR b)
NOT(a) «— Invert a
MUX (a, b, sel) <« aifsel =0 elseb
D FLIP FLOP (d, clk, q) < d if clk = 1 else g
2. Generate Random Logic Circuit:
inputs <« [x0, x1, ..., xn/
wires <— inputs
circuit «— (@
For i =1 to n_gates do:
gate < Randomly select from {AND, OR, XOR, XNOR}
(a, b) < Random wires from wires
out «— "w" +1i
Append (gate, a, b, out) to circuit
Add out to wires
3. Apply Encryption:
a. XOR/XNOR-based Encryption:
For each gate in circuit:
If gate is XOR or XNOR:
Insert key-dependent XOR/XNOR logic
b. MUX-based Encryption:
For each gate in circuit:
Insert MUX (a, b, key_bit) logic
c. Flip-Flop-based Encryption:
For each gate in circuit:
Replace output with D_FLIP_FLOP(a, clk=1)
4. Circuit Evaluation:
For each input vector in {0,1}"n:
Evaluate circuit with correct key
Store output value
5. Hamming Distance Analysis:
For each input vector:
Evaluate output with correct key — O_correct
Evaluate output with incorrect key — O_wrong
Compute Hamming_Distance(O_correct, O_wrong)
6. Fault Injection Analysis:
fault score «— 0
For each input vector:
baseline < evaluate(circuit, inputs)
For each input bit:
[lip < invert one input bit
faulty <« evaluate(circuit, flip)
fault_score += Hamming_Distance(baseline, faulty)
7. Performance Metrics Estimation:
Initialize gate_weights:
AND/OR =1, XOR/XNOR =2, MUX =3,D_FLIP_FLOP =4
For each encrypted gate in circuit:
Accumulate:
Power <« 3 gate weight
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Area < ) fixed gate area (e.g., LUTs or NAND equivalent)
Latency < Y gate-level delay per type
8. Plot Results:
Plot:
- Power vs. Encryption Method
- Area vs. Encryption Method
- Latency vs. Encryption Method
Return:
Encrypted Circuit,
Hamming Distance Score,
Fault Sensitivity Score,
Plots of Power, Area, and Latency

Evaluate Encrypted
Logic Circuits
v

[ Define Logic Gates ]

!

[ Generate Random Circuit]

!

Implement Encryption Method

* XOR/XNOR Encryption
* MUX-Based Encryption
* Flip-Flop-Based Encryption

!

[ Evaluate Circuit with Inputs}

l !

Simulate Fault Perform Side-Channel
Injection Leakage Assessment
» Measure Sensitivity » Compare Traces from
e Hamming Distance Correct and Incorrect
Keys
[ Estimate Power, Area, Latency Metrics]
Power —
Area —
| Latency —

Figure 21 Algorithm Block Schema

This algorithm at figure 21 provides a systematic evaluation of hardware encryption logic, ensuring that
encryption techniques like XOR/XNOR, MUX-based, and Flip-Flop-based enhance circuit security while
maintaining performance efficiency. The methodology quantifies encryption strength, making it valuable for

IC designers, FPGA security experts, and embedded system engineers.

3.3 Simulating the Encryption Method on the Circuits

The proposed encryption techniques are evaluated using standard ISCAS benchmark circuits, which are
widely adopted in the literature for validating logic design correctness, fault tolerance, and security mecha-
nisms. Specifically, ISCAS-85 combinational circuits and ISCAS-89 sequential circuits are employed to as-
sess the effectiveness of logic encryption across both combinational and state-dependent architectures.
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After obtaining the benchmark netlists, the circuits are parsed to extract logic gates, interconnections, and
flip-flop elements. For ISCAS-85 circuits, simulation involves direct evaluation of combinational logic by ap-
plying Boolean gate functions to the input vectors. For ISCAS-89 circuits, sequential behavior is modeled
explicitly by incorporating clock-driven state updates, where flip-flop contents are updated on each clock
cycle according to the circuit's state transition logic.

This benchmark-driven simulation approach provides a realistic and scalable evaluation of logic encryption
techniques, demonstrating their applicability to practical hardware designs used in communication-oriented
secure systems. Table 16 summarizes the ISCAS-85 and ISCAS-89 benchmark circuits used in this study,
covering a range of circuit sizes and structural complexities to ensure representative evaluation of the pro-
posed encryption techniques.

Table 16 Summary of ISCAS Benchmark Circuits Used for Encryption Evaluation

Benchmark Circuit Type Number of Number of Logic Elements
Circuit Inputs Outputs (Approx.)
c432 Combinational 36 7 ~160 gates
(ISCAS-85)
c499 Combinational 41 32 ~202 gates
(ISCAS-85)
c880 Combinational 60 26 ~383 gates
(ISCAS-85)
c1355 Combinational 41 32 ~b46 gates
(ISCAS-85)
s298 Sequential (ISCAS- 3 6 14 FFs, ~100 gates
89)
s344 Sequential (ISCAS- 9 11 15 FFs, ~160 gates
89)
s349 Sequential (ISCAS- 9 11 15 FFs, ~170 gates
89)
s5378 Sequential (ISCAS- 35 49 179 FFs, ~2,700
89) gates

The benchmark circuits listed belong to the widely used ISCAS-85 and ISCAS-89 suites, which are
standard datasets for evaluating digital circuit design, testing, and optimization techniques. The ISCAS-85
benchmarks consist of combinational circuits, while the ISCAS-89 benchmarks include sequential circuits
with memory elements such as flip-flops.

3.4 Flowchart for Comprehensive Security and Performance Metric Evaluation of Logic-Encrypted

Benchmark Circuits

The workflow then branches into an encryption integration stage, where three encrypted circuit variants are
generated from the baseline design:

A. XOR/XNOR-based logic encryption
6. MUX-based logic encryption
B. Flip-Flop-based logic encryption

Each encrypted circuit incorporates key-dependent logic modifications while preserving functional correct-
ness under the valid key.
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Following encryption insertion, the flow proceeds to the security evaluation block, which contains three par-
allel analysis paths:

« Hamming Distance Analysis: Outputs produced under the correct key are compared with outputs
generated using incorrect keys. The AHD is computed across all test vectors to quantify functional
obfuscation.

« Fault Injection Analysis: Controlled faults (e.g., input bit flips or stuck-at faults) are injected into the
encrypted circuits. Output deviations are measured to compute the AFS, reflecting resistance to
fault-based attacks.

« Key Sensitivity Analysis: Individual key bits are flipped while holding inputs constant. Output vari-
ation is measured to assess sensitivity to small key changes.

In parallel, the flow transitions to the performance evaluation block, where each encrypted design is synthe-
sized and implemented using FPGA or ASIC toolchains. From post-synthesis and post-place-and-route re-
ports, power consumption (static and dynamic), area utilization, and critical path delay are extracted and
normalized against the baseline design. The workflow then enters the SAT attack evaluation stage, where
gate-level netlists of the encrypted circuits are subjected to SAT-based de-obfuscation attacks. Metrics such
as SAT solver runtime, number of oracle queries, and timeout events are recorded to quantify algorithmic
attack resistance. All computed metrics are collected in the results aggregation stage, where per-benchmark
and per-encryption-method data are compiled into comparative tables and plots. These results enable cross-
method comparison and support security—performance trade-off analysis.

3.5 Algorithm: Security Cost Driven Deployment Decision for Logic-Encrypted Communication
Hardware

Input

e Security requirements S

o Cost and flexibility constraints C

o Experimental security metrics:
o Average Hamming Distance (AHD)
o Average Fault Sensitivity (AFS)
o SAT attack runtime TSAT

Output

e Recommended deployment platform (FPGA or ASIC)
o Recommended logic encryption technique

Decision Flow
Start

l
Define Application Security Requirement (S)

)
Is S = Low or Moderate?
— Yes — Select FPGA

l

|
| Is power/area critical?

| — Yes — XOR/XNOR-based encryption
|  L—No — MUX-based encryption
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|l
| End

I
L— No (S = High or Very High)
l

Evaluate Experimental Metrics

l
Is AHD = 2.3 AND AFS = 2007

— No — Select FPGA
|l

|  Use MUX-based or optimized Flip-Flop encryption
|l

| End

|

L— Yes
l
Is SAT Runtime = 10° s?
—— No — FPGA (secure prototyping / field upgrade)

l
Flip-Flop-based encryption

|

|
|
| End
|

L Yes
!

Is system cost-sensitive or reconfigurable?
— Yes — FPGA deployment

|

| Flip-Flop-based encryption

|

| End

|

L—No
l
Select ASIC Deployment
l
Use Flip-Flop-based Encryption
l
Enable post-fabrication key activation

i)
End

Algorithm formalizes a security—cost—driven decision process for deploying logic-encrypted communication
hardware by jointly considering application security requirements, implementation constraints, and
experimentally measured security metrics. The algorithm takes as inputs the target security level, cost and
reconfigurability constraints, and quantitative metrics derived from evaluation, namely AHD, AFS, and SAT
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attack runtime. Thresholds for these metrics are established based on empirical results, where AHD = 2.3
indicates strong functional obfuscation, AFS < 200 reflects high fault resilience, and SAT runtime = 10°
seconds signifies substantial resistance to algorithmic de-obfuscation attacks. For low-to-moderate security
applications, lightweight encryption methods are selected to minimize overhead. In contrast, when high or
very-high security is required and all metric thresholds are satisfied, the algorithm prioritizes Flip-Flop-based
encryption due to its state-dependent behavior, which significantly increases output corruption under
incorrect keys, reduces fault observability, and dramatically increases SAT attack complexity. Under these
conditions, ASIC deployment is recommended when cost and reconfigurability constraints permit, as
permanent logic binding and post-fabrication key activation further strengthen security guarantees.

CHAPTER IV: Evaluation of Corruption Factor and Secrecy in Hardware Logic
Encryption with Multi-Bit Keys

In this chapter describes the simulation environment and evaluation process, including the setup, tools, and
benchmarks used to test the proposed designs. It presents the results, comparing performance, security
strength, and overhead against existing techniques.

4.1 Experimental setup Hardware Encryption logic

For all encryption techniques, the location of the key gate is changed in order to verify the impact of the
location and type of encryption gate on the security of the circuit. This chapter's goal is to create an
experimental test bench for investigating circuits with different types of encryptions gates XOR/XNOR, MUX
and Flip-Flop based. The research aims to measure the hamming distances for incorrect activation keys
between the incorrect and correct output, the corruption factor and the secrecy. All studied circuits have an
identical structural complexity change. First, the logic circuits are described VHDL language, and later 3
types of encryption logic techniques are implemented: XOR/XNOR-based encryption, MUX-based
encryption, Encrypt flip-flop technique. The following steps:

. Develop logic encryption gates using VHDL.

Develop Test benches for logic encryption gates.
Successfully simulate designed logic encryption gates.
Develop a circuit by assembling the logic encryption gates.

W

4.2 Logic Encryption Based on Fault Analysis

Now, we'll go over how we using key-gates (such XOR/XNOR) to encrypt a design so that any incorrect key
results in an incorrect output. This is comparable to the circumstance in which a circuit with a fault that has
been excited and spread to the outputs generates an incorrect output. The fault analysis in IC testing and
logic encryption are related in the following observations. These observations will be used to add XOR/XNOR
gates.

4.3 XOR/XNOR-based encryption

The XOR/XNOR-based encryption technique randomly inserts XOR/XNOR gates (key-gates) into the design.
In this technique the location of the encryption gate is changed to observe how the Hamming Distance (HD)
[6], corruption factor and deceptiveness change. Two types of circuits are encrypted: AND/OR (one toggle
truth table) and AND/OR/XOR (2 toggle truth table) based, in order to determine which of them is easier for
encrypting. The values of the correct key bit for the XOR/NXOR encrypting gates is directly deduced from
the troth table of the gates and it's the value which lets the second entry at the output. The correct key-bit for
the XOR gate is “0” and for the NXOR gate is “1”. The reason for using key gates in this technique is that in
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case of using the rights keys at the entrance of the circuit, it will ensure the correct functionality of the circuit.
In case of interventions by unauthorized persons with the wrong key, will result a wrong output.

Circuits with no encryption

The first design in Figure 4 has no encryption implemented and it is composed of combinatorial components.
The initial circuit consists of 8 1/0 (7 inputs and 1 output). It consists of 4 AND, 2 OR logic gates [1]. After the
VHDL design was evaluated successfully, it was implemented on the Zed Board device. After the
implementation of the VHDL code in the FPGA device, the RTL schematics is synthesized in VIVADO tool.
The second original circuits are in the setup in Figure 5 and it is composed of AND/OR/XOR gates, where
XOR has a 2 toggle truth table.

SHScc = — = 0.166 (4)

o XOR/XNOR encryption with 1 key bit

The first encryption technique is the XOR/XNOR-based, which randomly inserts XOR/XNOR gates (key-
gates) into the design. In this logic encryption technique, we will change the position of different key gates,
we didn’t change the number of gates. The reason for using the key gates is to ensure that the right keys
are used as inputs, and guarantee that the functionality of the circuit is correct. In cases of any not authorized
user, the wrong key at the input will provide the wrong function at the output. To test this technique in the
original circuits, XOR gates with key bit K and different locations are inserted, simulated and evaluated, see
Figures 29, 30 and 31.

11—
12

13 -
14—

Figure 30 The first position of 1 XOR Gate, XOR/XNOR-based encryption

55



02

16

15 D o
510

14 59
16

Figure 33 In the first encrypted circuit, we change a gate from OR to XOR to see the change and the effect
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Figure 34 The second position of 1 XOR Gate we change the OR gate with XOR, XOR/XNOR-based
encryption
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Figure 35 Circuit with encryption (XOR gate), In the first encrypted circuit, we change a gate from OR to
XOR.

The first circuit non encrypted and is made up of a number of sequential and concatenated components. 7
inputs and 1 output make up the 8 I/O in the basic circuit. As seen in Figure 35, it consists of four AND gates
and two OR gate. RTL schematics were created once the VHDL code was implemented in the FPGA device.

[8]

Structural complexity changes for 2 bit —key encryption scenarios:

SHScc == = 0.3 (6)
Structural complexity changes for 3 bit —key encryption scenarios:
SHScc =2 = 0.5 (7)

Following the behavioral simulation and logic design of the circuit in VHDL, the examples to gauge the
security of various hardware logic encryption methods are simulated and evaluated in terms of corruption
and deceptiveness factors and secrecy. The first encryption scenario consists in adding two XOR gates with
K1, K2 keys as shown in Figure 36.
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The block diagram in Figure 36 illustrates how the encryption method is developed through arbitrary inserting
XOR/XNOR gates with two key-gates. Using behavioral modelling, the XOR/XNOR-based encryption circuit's
functionality is examined. In the next scenario 3 XOR/XNOR gates (key gates) are randomly introduced into
the circuit to test the XOR/XNOR encryption method. The circuit in Figure 37 is created utilizing three
separate key gates, K1, K2, and K3, in this logic encryption technique.
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Figure 36 2 key XOR/XNOR-based encryption
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MUX-based encryption

In this case, with the MUX-based encryption methods, 2 input and 1 control bit multiplexors are used. In this
case, the control bit of the MUX will act as a key bit and the right and wrong values of the key bit are
determined by the VHDL description of the multiplexor. One of the inputs of the multiplexor is the correct
signal and the other entry can come from any other point of the circuit. If there is no authorized usage of the
circuit, the wrong input will be activated and the results of the circuit outputs will be wrong. Different locations
of the MUX gate are evaluated to see how it affects the security of the circuits.
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Figure 39 The second position of 1 MUX Gate, MUX-based encryption

After completing the implementation of XOR/XNOR based encryption, the technology MUX-based encryption
methods are simulated and evaluated, like the previous technique, 2 and more encryption multiplexors are
added. Various key gate locations are generated. It is challenging to recognize the type of the key gate,
nevertheless. The difficulty of telling the ,true wires* from the ,false wires* determines how secure is the MUX-
based method.
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Figure 41 3-bit key MUX-based encryption
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The encrypt flip-flop technique requires the two outputs of the FF to be connected with 2 input MUX. In this
case, the security key is applied as the select line input of the MUX. By using the wrong security key, the
MUX will allow the wrong input at the output of the circuit. This connection of the MUX with the D-FF is done
in order not to occur the scenario that even with the wrong key you might have the right result at the output
of the circuit.
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Figure 42 Encrypt flip-flop technique

The encrypt flip-flop (FF) technique in order to use two FF outputs need to be coupled with a 2 input MUX.
In this instance, the choose line input of the MUX is applied with the security key. If the incorrect security key
is used, the MUX will let the incorrect input at the circuit's output.

The MUX is connected to the D-FF in this way to avoid the possibility that you might press the wrong key
and yet get the desired result at the circuit's output.
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Figure 44 3-bit key FLIP-FLOP-based encryption
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SCIENTIFIC-APPLIED AND APPLIED CONTRIBUTIONS

The scientific contributions of this thesis are:

A. Comprehensive Evaluation Framework for Logic Encryption

A unified framework is developed to quantitatively evaluate logic-encrypted circuits using func-
tional, fault-based, and SAT-based security metrics alongside hardware performance overhead.
Introduction of a Composite Security Score

A novel composite metric is proposed to integrate multiple security dimensions into a single score,
enabling direct comparison across benchmarks, encryption styles, and key-gate densities.
Demonstration of State-Dependent Encryption Advantages

Experimental results confirm that Flip-Flop-based, state-dependent encryption provides superior
resistance to fault injection and SAT-based attacks compared to purely combinational schemes.
Security-Cost Driven Deployment Decision Algorithm

A threshold-based algorithm is proposed to translate experimental security metrics into determinis-
tic FPGA and ASIC deployment decisions.

The application-scientific contributions of the thesis are:

[. Comparative Analysis of Logic Encryption Techniques

A structured comparison of XOR/XNOR-based, MUX-based, and Flip-Flop-based encryption tech-
niques is presented across both combinational and sequential benchmark circuits.

Scalability Analysis of Encryption Density

The impact of key-gate density on security strength and implementation cost is systematically ana-
lyzed for 2, 5, 10, and 16 key-gate configurations.

The application contributions of the thesis are:

K. Benchmark-Driven Validation Using ISCAS Circuits

The framework is validated on standard ISCAS-85 and ISCAS-89 benchmark circuits, ensuring re-
producibility and relevance to real-world digital designs.

Implementation-Ready Hardware Models

Synthesizable VHDL implementations of all encryption techniques are provided, facilitating integra-
tion into practical communication-oriented hardware subsystems.
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SUMMARY

DEVELOPMENT OF NEW HARDWARE SOLUTIONS FOR CYBERSECURITY OF COMMUNICATION
SYSTEMS

This thesis investigated the problem of securing communication-oriented hardware systems against reverse
engineering, fault injection, and algorithmic de-obfuscation attacks through the use of logic encryption. With
the increasing globalization of IC design and manufacturing, hardware intellectual property has become a
critical security concern, particularly for communication infrastructure, embedded systems, and safety-critical
applications. The central objective of this research was to develop and evaluate a systematic, quantitative
framework for assessing the effectiveness and deployment feasibility of logic-encrypted hardware.

To address this objective, the dissertation proposed a unified evaluation methodology that combines func-
tional obfuscation, fault resilience, key sensitivity, SAT attack resistance, and hardware implementation cost.
Three representative logic encryption techniques XOR/XNOR-based, MUX-based, and Flip-Flop-based en-
cryption were implemented and evaluated across a wide range of ISCAS-85 combinational and ISCAS-89
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sequential benchmark circuits. Encryption density was systematically scaled using 2, 5, 10, and 16 key-gate
configurations to capture the security—cost trade-off inherent in logic encryption design.

The experimental results demonstrate that logic encryption effectiveness is strongly dependent on both en-
cryption density and circuit structure. Increasing the number of key-gates consistently improves functional
obfuscation, key sensitivity, and resistance to SAT-based attacks. However, these security gains are accom-
panied by predictable increases in power consumption, area overhead, and delay.

A major finding of this work is the superior security scaling behavior of sequential, state-dependent encryption
mechanisms. Flip-Flop-based encryption consistently outperformed purely combinational locking schemes
across all benchmarks, particularly for large sequential circuits. The presence of memory elements amplifies
key-dependent behavior over time, significantly increasing attack complexity and reducing fault observability.

To enable holistic comparison across benchmarks and encryption strategies, this dissertation introduced a
Composite Security Score that integrates multiple security metrics into a single, deployment-oriented meas-
ure. This score proved effective in differentiating lightweight, moderate, and high-assurance security config-
urations and directly supported the formulation of deployment thresholds for FPGA and ASIC platforms.

One of the primary contributions of this thesis is the translation of experimental security analysis into action-
able deployment guidelines. The proposed Security Cost Driven Deployment Decision Algorithm maps meas-
ured Composite Security Scores to recommended encryption densities and hardware platforms. Low scores
favor FPGA deployment with sparse encryption for cost-sensitive applications, while high scores mandate
high-density or sequential encryption and ASIC deployment for mission-critical systems.

In conclusion, this thesis demonstrates that effective hardware security cannot be achieved through isolated
design choices or single-metric optimization. Instead, robust protection of communication-oriented hardware
systems requires a balanced integration of encryption density, circuit structure, and platform-specific con-
straints. By providing a systematic evaluation framework, quantitative deployment thresholds, and validated
experimental results, this research establishes a solid foundation for the design and deployment of secure
hardware in an increasingly adversarial environment. The integration of threshold-based decision rules, sup-
ported by experimental data and visualized through flowchart-based deployment models, bridges the gap
between academic security evaluation and real-world hardware design practice. This approach enables de-
signers to make informed, metric-driven decisions rather than relying on ad-hoc or heuristic security assump-
tions. The methodologies and insights presented in this work are expected to remain relevant as hardware
security challenges continue to evolve, and they provide a strong basis for future research into adaptive,
side-channel-aware, and system-level hardware protection mechanisms.
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