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,aoKkTop*

ABTOP Ha AVCEPTAUMOHHIA TPYA: Mmar. uhx. Mapuan Xpucrtos

Tema Ha gucepraumonnns Tpya.  WicneneaHe Ha obnayHo-bazupana cucTema
23 HaBniogeHWe u aHanus Ha cubuTua

YnieH Ha Hay4YHOTO XKyp! [ou, A-p WHK. Knpwn Ksces

1. AkTyanHocT Ha pa3paboTeaHWAa B OMCepTauMoHHWA TPYA npobnem B
Hay4HO W Hay4HOMPUIOKHC OTHOWEHWE,

[ACEPTAUMOHHMAT TPYA aKuSHTMpa BbpXy aKkTyaned HEYYHO-TIPUMOKEH
npoSnem, Npou3TM4aW oOf 3agendouasalara  ce KOHBEPreHUWA  Memay
wHcpopmaumonnm (IT) v onepatwshu TexHonorn (OT), B KOHTEKCTE Ha MacosoTo
waanmaaxe Ha loT/loT ycTpoicTEa B MHRAYCTPWAanHATE CUCTEMA KomnpomeTupaHeTo
Ha Toau BWA WHMpPACTpyKTypa HOCK 3HaYMMW  DWCKOBE ToBa npwpaeEa Ha
wacneaeaHara npobnemartuka ocobena FHAYMMOCT,

ABTOPBLT KOPEKTHO uaeHTMhMUMPa CregHWTe CUCTEMHN NpeAn3BUKATENCTE],
kouto ofiycnasaT HeoGxogMMOCTTa OT HOB NOAXOA. TEXHMHESCKA HEBBLIMOKHOCT 38
WHETANWDAHE Ha areHTV W OrpaHuveHns Npef aKTWBHOTO ckanupane 8 OT cpaga,
XETEPOFeHHOCT Ha W3TOYHWUUMTE Ha TENeMETDWA, KOATC 3aTpyaHARa KopenaumATa U
TpaHcpOpMUpaHE Ha AeTeKumsTa B onepaTMBHW ASWCTBMA, NMNCa Ha Gop3a W
HajewaHa Bpb3ka Mexay SEeTeKuMA W peakuynn, HapacTEallia TeHZeHuus 32
NPUKPWBAHE Ha 3NOHAMEPEHW ASACTBUR 3af NETUTUMHA poOLIECH, KOETO W3WCHBa
KOHTEKCTHO-OpUEHTWPAHAE SHaNUTUYHE NaruKa.

Bupxy Tasu OcHoBa & ODOCHOBaH u3bopa Ha pbnayxo-Dasupar noaxog 33
HAOAIOOEHUE W aWanus Ha CuhuTWA, KaTo aAeKsaTHO PELISHWE, CHYETABALD
LeHTpanusauuns, MalabupyemMocT WM aHanUThHHKY NpoLeaypn B peanHo BpeMe,
cH0oBpasHo CneundusHWTE MINCKBAHKA 32 WHZYCTPWanNHW cpeau.

2 CTeneH Ha no3HasaHe CLCTOAHWETO Ha npobnemMa W TBOpHecka
WHTEPNpPETALWA Ha NUTEPaTyPHUA MaTepuan.

NokTopaHTsT AemMmoHCcTpUpa 2aqLnOOYEH0 NO3HaBaHe Ha CBCTORHWETO Ha
npoGnewma. B AWCEpTaunATa Ca uanonasani 240 watounuka. MNpeobnaaasaila 4acT ca
nioa chopmarta Ha OHNanH ChAbDMAHME. WMasbplieH & aHanu3 Ha MeTeau, anropuTMn
W NPOTOKOMY, CELP3AHN C HBOMOABHNE 1 aHalna ha CEOUTUS B MHOYTTPUANHW MPEHN.
Bougko TOBa NOKa3Ba, Ye [OKTOPaHTBT € 3ano3HaT CbC CHCTORHWETO Ha npoGnema.
Hz 6Gazara Ha npegcTaBEHvA nWTepaTyped of30p. KOpPEKTHO Ca AediMHUpaHK
3apaunTe 3a NOCTUraHe Ha nocTaseHara uen.
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3. CuwOTBeTCTEME Ha uabpaHaTa meToaunka Ha W3cnegeaHe W nocTasedara uen
W 330344 Ha AWCEPTALUOHHWA TRYA C NOCTUTHaTUTE NpUHOCH,

MocTaseruTe 3aaaqv B AMCEpTaUnoHHUA TRYA C3 peLeHn B Heobxogumus obem
WscrniensaHuaTa ca NoBYMHEHW HA NOAXOA, KOiTO obxsalla; aHanus Ha ofnayHo-
Baavpana cucTema 3a cubupare n obpaboTeane Ha CEOUTWA; OLIEHKE Ha pasnutiHiTe
augose cubuUTIS, 0DOTaTABAHE HE KOHTEKCT U MEXaHW3IMW 3@ anapMupaHe, Ce3faBaHe
Ha NPOUEAYPW 3G aBTOMATU3ALMA W KaHan 33 yBEAOMABaHE, C KOWTO C& noanomarat
onepaTuBHWTE O2MHOCTM, NPOUSAYPY 38 BanuaWpaHe, 4pes NPOBEAEHA TECTOBS B
peanHa uHAycTpManta cpeas.

4, [pWHOCK Ha AWCEPTAUMOHHWA TPYA

MpWHOCUTE B QWCEPTaUMOHHWR TDYA WMET Hay4HO-NPUNOMEH ¥ NPANOHKEH
wapakTep. lNpeacrasnasar nopobpaBane Ha WIBECTHW NOAX0AW, MOOENW W METOAWN.
Morat ga Gugat OLUEHEHW KaTo PEneBaHTHM, ApMNCKUMN W MONE3HK 33 noswllaBaHe
Ha edeKTUBHOCTTa Ha CUCTEMU 33 KNBEp3aWMTa B UHAYCTPUANHA CRean. MpwHoCHTE
morat Aa Guaar obobueqn, KakTo Creaea NEEANOKEHW W BaNMANPaHN MEXaHNIMA 38
yBeAOMABaHE B PEANHO BPEME, oBoraTABaHE Ha anapMUTE C ONepaTeeH KOHTEKCT 1
MepBOHEYaNHa oueHka Ha pucka Hpes CMDB v OSINT nposepku; paspalboTeH
sanuaMpaH NOAXOA 33 TPYAHO pasnvyimMi SL3ASUCTBAR, UMUTVPALM NETVTUMHA
npouecu (version-aware AeTeKUMs Ha firmware-downgrade), npeanoxeHa SIEM-
OpWeHTApaHa pamKa 3a ASTeKUMR Ha pasnuyHi hasn Ha kubeparaka, Ypes Kopenauns
Ha OMepauMOHHW W MpPEXOBU TNOroBe, chb3jajeHu W BHEAPSHW Tpaswna,
aETOMATHUIALMN U MEXAHWU3MK 33 yBeAOMABaHE B YTBLPASHN CREAN 33 nabniwaerne v
aHaNU3 HA NOTEHUMANHO eniacHy cuBuTna

5. [peueHka Ha nyGnuKauMuTe No AMCEPTALMOHHUA TRYA.

EposT Ha  aBTOpCKMTE nyBnwkaumy,  OTRasRsalli nocTMmexusTa B
avcepTauMcHHNA TPYA, ca 6. B yetvpw OT TAxX mar. wHK Mapuad XpWiCTOB © OCHOBEH
asToOp, 8 B OCTaHanuTe 2 & B ChaBTOPCTRO.

BcuukW npeacTaseHn nybrvkaumw ca Ha FHITIWACKA 23VK M €3 B aKTyanHa v
passwealia ce cENacT, C aKUEHT BbpXy wabmopedne ¥ aHanus Ha cebutva B
WMHAYCTRWAMHN  MPEXW. Mybnukysaxn ca 8 MEMAYHaPOAHW KOHDepeHun W B
HaLoHANHM KOHMEREHUMA C MeXayHapoaHo y4acTue. Epnxa OT Hay4HUTE paspabotku
& nybnukyeara & MENAYHAPORHO CNWMCaHWE Cwe SJR 0424 (2025), nonapailio B
kgapTvwn Q2. fonsnHuTeneH arectar 3a KaUECTEOTO Ha NyDBNUKaLMOoHKHaTa AEWHOCT &
WHOSKCWPAHETO Ha BCUMKM nyGnvkauun 8 Dasara AalHW Scopus. 3atenaasar ce U
LUMTHPAHWA Ha EBTOPCKMTE NyDnMKaLWn — 38 uHoekcupaxsuTe B Gasata AanHu Scopus
ca HanusHn 30 uTKUpaHuA.

MyBnukauMoHHaTa QeAHOCT Ha kaHAWAATA NoKa3sa, Je OVNCEPTaLMoHHMA TRYA €
nomy4nn NyGnAusHoCT npea cneywanuctire 8 obnacria. B kOnMMecTeeHC W
KaUEeCTBEHC OTHOLLEHWE HaNMLNHC YAOBNSTEOPABET MUHWMETHWTE  HALWOHAMHA
WWCKBAHWA, KaKTO M MWUHWManNHWTE W3NCKBaHWS Ha TeXHUHECKN YHWBEDCUTET —
Cothua 3a npugobusane Ha obpasoBEatenta i HayuHa CTeneH JAoxTop”



6. MueHus, NpenopLku 1 Benemen,

[IOKTOPaHTET & FONAMA CTENEH & OTHEN HanpaBeHTE NpenopLki 1 3abEnemim,
cnepfcTeve OT NpougaypaTta 32 NpessapuTento gBcexaaHe. Hamam CulUeCTEEHMW
KpuTU4HKW 2abenexin, @ No-Cropo CNERHNTE NPENoPBKNA’

o [MpuHocUTe Ha aBTOPE KLM OTASMHWTE (MABK Ha OVCERTALUMOHHWA TRYA
Buxa Mornw aa ce dopmynupar no-potpe,

« [ucepTaunoHHuaT Tpya OW cneuenun ot no-sagenGoded cpasHuTeneH
aHanu3, CNPAMOC YTELPASHW PelueHns:, U3BLH CUCTEMETA HA Microsoft
Defender for loT.

BLApeK! rOPEMINOKEHOTO. NOCOMEHWTE NPenophkin  He oManosamasar
NOCTUIHATUTE HayYHO-NPUNDHHN W NPUNOXHN PESYTATIA

7. 3aknloveHue ¢ RCHa MONOMMTENHa WNW OTpuuaTenHa oOUSHKA Ha
ANCEePTaUMOHHWA TPYA.

Temara Ha OWCSPTALMOHHMA TPYA € akTyanHa [lonyyenwTe pedynrath ca
CNeacTsWe OT NPOBEASHW WICNEABAHWUA, KOWTO Ca CTaraM NOCTOSHWE Ha HayyHaTta
ofHoeT. MoaxXoaUTe I METGANTE, M3NCA3IAAHM 33 PeLUaBaHe Ha NOCTABEHWTE 3a8a4W,
Ce OTNVHABaT € aAeKBATHOCT U UMAT HAaYHHO-NPUNOAKEH W NPUNOMEH XapaKkTep.

BauMaiik¥ NoA  BHAMaHWe NPUHOCWTE Ha  [OOKTOPaHTa, cyMTam H4e ca
YACENETBOPEHN M3UCKBAHWATA Ha IPACPBE W MNpaBunHuka 33 ycroBuATa ¥ peaa 3a
npuaobveane Ha Hay4qHW CTenenn B8 Texunueckw yHuaepcwrer — Codwn. [lasam
MONOMATENHA OLEHKE Ha ANCEPTALMONHIS TRYA U NDefnaram Ha yBamaSMoTo Hay4Ho
Kypv A3 npuceau oDpasoBaTenkara v Hay4Ha creneH [AoKTop” Ha mar wHk, Mapuan
XpUCTOB. N0 AOKTOpCka nporpama OCcUrypuTenta TexHuka n cucteMu”, B obnacr 5.
TexHu4ecku Haym. npodecuoHanto nanpasnenve 53 . KomyHukayuonHa W
KOMMIOTBPHA TexHUKa"

fara 07.07.2026r YMEH HA XXYPUTO:
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Em 5 HWmnﬁed for the award of the ,,Ph.D." degree

Thesis Author: Marian Hristov, MSc Eng.

Thesis Title: Investigation of a Cloud-based Security
Information and Event Management System

Scientific Jury Member: Dr. Kiril Kassev, Assoc. Prof

1. Relevance of the problem addressed in the dissertation in scientific and
applied-scientific terms.

The thesis focusses on a relevant scientific and applied problem arising from the
deep convergence between informalion technologies (IT) and operalional technologies
(OT), in the context of the widespread Introduction of loT/lloT devices into industrial
systems. Compromising this infrastructure type entails significant risks. This gives the
research topic particular importance.

The author correctly identifies a set of challenges paving the way for new
approaches both technical impossibility of installing agents and the limidations on
active monitoring in an OT environment, the heterogeneity of telemelry sources, which
complicates correlation and the transformation of detection inte operational actions:
the lack of a rapid and reliabie link between detection and response, and the growing
tendency to mask malicious actions behind legitimate processes. which requires
context-oriented analytical logic.

On this basis, the choice of a cloud-based approach for event monitering and
analysis Is justified as an adequate solution combining centralization, scalability and
real-time analytical procedures, in line with the specific requirements of industnal
environments.

2. Degree of familiarity with the state of the problem and the references
creative interpretation.

The doctoral candidate demonstrates an in-depth knowledge of the state of the
problem. The dissertation draws on 240 references, the predominant part of which
consists of onfine content. An analysis has been carried out of methods, algorithms
and protocals related to the monitoring and analysis of events in industrial networks:
All this shows that the docioral candidate is well acquainted with the state of the
problem. On the basis of the literature review presented, the tasks for achieving the
stated aim have been correctly defined
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3. Compliance of the selected research methodology as well as the stated aim
and objectives of the dissertation with the contributions achieved,

The tasks set in the dissertation have been solved to the required extent The
research follows an approach that encompasses analysis of a cloud-based system for
collecting and processing events; assessment of different types of events, context
enrichment and alerting mechanisms; development of automation procedures and
notification channels supporting operational activities: and validation procedures
through tests eonducted in a real industrial environment.

4. Dissertation contributions

The contributions of the dissertation are ofa scientific-applied and appited nature.
They represent improvements to known approaches, models and methods. They can
be assessed as relevant, applicable and useful for increasing the effectiveness of
cybersecurity systems in Industnal environments. The contributions can be
summarized as follows: proposed and validated mechanisms for real-time notification,
enrichment of alerts with operational context, and initial risk assessment through
CMDB and OSINT checks; a developed and validated approach for hard-to-distinguish
impacts that mimic legitimate processes (version-aware detection of firmware-
downgrade attacks), a proposed SIEM-oriented framework for detecting different
phases of a cyberattack through correlation of operational and network logs:. and rules,
automations and netification mechanisms created and implemented within established
monitoring and analysis environments for potentially dangerous events.

5. Assessment of the publications related to the dissertation.

The number of author's publications reflecting lhe achievaments of the
dissertation is 8. In four of them, Marian Hristov, MSc¢ Eng., is the principal author, while
in the remaining 2 he Is a co-author

All submitted publications are in English and fall within a current and developing
field, with an emphasis on event monitoring and analysis in industrial networks. They
have been published at international conferences and at national conferances with
international participation. A scientific paper has been published in an international
journal with an SJR of 0 424 (2025), falling within quartile Q2. A further testament to
the guality of the publication activity is the fact that all publications are indexed in the
Scopus database. Citations of the author's publications are also observed — 30
citations are recorded for those indexed in Scopus

The candidate's publication activity shows that the dissertation has gained
visibility among specialists in the field. In quantitative and qualitative terms. it fully
satisfies the minimum national reguirements, as well as the minimum requirements of
the Technical University of Sofia for the acquisition of the “PhD" degree



6. Opinions, recommendations and remarks.

The doctoral candidate has largely considered the recommendations and
remarks made following the preliminary discussion procedure. | have no substantial
critical remarks, but rather the following recommendations:

* The author's contributions to the individual chapters of the dissertation
may be formulated more clearly,

+ The dissertation would benefit from a more in-depth comparative analysis
against established solutions outside the Microsoft Defender for loT
system.

Notwithstanding the above, these recommendations do not diminish both the
scientific-applied and applied results achieved.

7. Conclusion with a clear positive or negative assessment of the dissertation.

The lopic of the dissertation is relevant. The results obtained are a consequence
of research that has become known to the scientific community. The approaches and
methods used to solve the stated tasks are characterized by adequacy and have a
scientific-applied and applied nature.

Taking into account the doctoral candidate’'s contributions, | consider that the
requirements of both the Act for the Development of the Academic Staffin the Republic
of Bulgaria and the Regulations on the Terms and Procedure for the Acguisition of
Scientific Degrees at the Technical University of Scofia have been satisfied | give a
positive assessment of the dissertztion and propase to the respecled Scientific Jury
that the educational and scientific degree "Dactor” be awarded to Marnan Hnistov, MSc.
Eng., in the doctoral programme “Safety and Security Syslems Engingering”, in Area
5. Technical Sciences. professional field 5.2 “Communication and Computer

Engineaerin_g“.

07 July 2026 SCIENTIFIC JURY MEMBER:
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