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1. AKTyanHoCT Ha paspabovsaWnsA B AWCEepTaLUMOHHMA TPYA npobnem.
ChAbpXaHWe Ha AUCepTaUuoHHUA TRYA.

MNpeacTaseHNAT MU 33 PELEeH3VpaHe ANCcepTaLUoneH TpYA € npegHasHadYeH 3a
npuacbvsare Ha obpa3osaTenHara u HayuHa creneH - [lokTop.

Temara e akTyanHa ¥ 3Ha4MMa 8 Hay4YHO-IPUNOKEH 1 NPUNONEH acnexT, Thit KaTo
e HacodeHa KbM €eauH OT HaW-CbILeCTBEHUTE npobneMn Ha CbBpemeHHaTa
kuBepcurypHocT - HabniogexueTo, axanusa v CBOEBPEMEHHOTO pearmpane Ha
cubuTus 8 unayctpuansu OT/ICS, loT v loT cpeaw.

AxTyanHocTTa Ha W3CNeaBaHwA npobnem npowaTMya OT YcKopeHata
AUrMTanu3aLus Ha MHayCTpUanHuTe oTpacnu, WHTErpauuaTa Mexay MHoPMaLNOHHNA
W ONepaTWBHW TEXHOMOTMM, HapacTsauwiata Cebp3aHoCT Ha wWHAOycTpuansure
yCTpOMCTBa U YBENW4aBaHEeTO Ha KMBep3annaxmTe KM KpUTUHHNA WHPACTPYKTYPH. B
aucepTauMoHHUA TpyA ybeauTenHo e nokasaHo, ye saryBarTa Ha BUAUMOCT, NuNcaTa
Ha UeHTpanuanupaHa TeNeMeTpus, HeAoCTaTeHaTa cermMeHTauus u cnabuaT KoHTPON
Ha OTAAneYeHWs A0CTbi Cb3AaBaT 3HAYMMM puUcKOBE 323 HenpekbCBaeMmocTTa Ha
npouecuTe, Be3onacHoCTTa W HapeMaHOCTTa Ha WHOYCTPUANHUTE CUCTEMM.

MpepcraseHaTa paspaboTka e okycupana Bbpxy vacnengaHe u uarpaxaanHe Ha
obnauHo-6aaupaHa cucTema 3a HaGnioAeHWE U aHanu3 Ha cubutia, Basupada Ha
Microsoft Defender for loT, Microsoft Sentinel. Azure Logic Apps, Azure Resource
Graph, Splunk Enterprise 1 Zabbix. MscneasaHeTo uMa ACHO W3pasexa npakTu4yecka
HACOMEHOCT, Thil KAaTo PasINexaa peantyn NHXEeHEpHW cueHapuu 33 OTkpWeaHe Ha
anospeaeH coTyep B UHAYCTPUANHN MPEXH, onepaTuseH MOHUTOPWHT Ha CUCTEMaTa
3a MOHWTOPWHI, pasno3HasaHe Ha MoHWKasaHe Ha thspMyepHN Bepcun U SIEM-
GasupaHa AETEKUNA Ha MHUMASHTA 1 aHOManuu.

MocTasexuTe 3aaaqn ca GopMynupaHit NOruHHO. uaeHTWMLUMpaKe Ha 3annaxv
u ocHoeHu puckose 8 OT/ICS; aHanua Ha ChUIECTBYBALLWTE PeLLeHWA; Npoy4BaHe Ha
TEXHOMOTMW 38 MOHMTOPWUHT W aHanua, paspaboTeaHe Ha cucTema 3a HabnmogeHue;
peanu3auus 8 TECTOBA W peanna WHAYCTPManHa cpefa; oueHka Ha edekTuBHOCTTa
4pe3 excnepuMeHTH, paspaboTBane Ha METOAONOTWA 33 oUEeHKa Ha pucka. Tosa
nokaasa, ye TPYALT pasrnexaa He camo TeopeTuiHa npoBnemaTtika, HO W peanHa

1


user
Rectangle

user
Rectangle


wHXeHepHa HeobxogumocT, cBbp3ada € TNPaKTUHeCKo nogvlliasane Ha
kMBepyCTOMYMBOCTTa Ha UHAYCTPUAnNHUTE OpraHk3auni.

2 CreneH Ha mMo3HaBaHe CLCTOAHWETO Ha npobnema W TBOp4ecka
WHTEpNpeTauuna Ha NUTepaTypHUA MaTepuan

[vcepTaunoHHWAT Tpy4 OeMOHCTpUPa MHOMO pobpa creneH Ha NMo3HasaHe Ha
CLBPEMEHHOTO CbCTOSHWE Ha W3CNEABaHUA npoBnem. ABTOP®LT pasrnexaa
OCHOBHWUTE NOHATWA W Mopenu B obnacrta Ha OT/ICS, IACS u lloT, cneundunkaTa Ha
WHAYCTPUANHWTE KOMYHUKALMOHHU NpOTOKOMK, Purdue mogena, pasnuuyuaTa mexay
IT w OT curypHocTTa, Kakto ¥ 0coBEHOCTUTE Ha MNacusHUA MOHWTOPWMHT B
WHOYCTPUanHu cpeav.

NWTepaTypHUAT MaTepuan € u3Non3BaH UeneHaco4eHo W e obDebp3aH ¢
KOHKDETHUTE WHXEHEPHU PpelleHWs. AHanuaupadu ca cTaHaapTH, pedepeHTHH
Mopeni, oduuuanta AoKyMEeHTaUWA Ha U3NoN3saH1Te NPOAYKTH, Hay4HW NyBnukauum
W poknagw 3a aktyandu OT/ICS sannaxu. OcoBeHo NONOXWTENHO BnNedYaTneHne
Npasw, Y& aBTOPLT HE Ce OrpaHn4aBa C ONUCaHNe Ha USBECTHU cpegcTsa 3a 3awuTa,
3 W NOCTaBs B KOWTEKCTa Ha MNpaKTW4ecKW CueHapuu - pabora Ha SOC, SIEM
Kopenauws, asToMatuanpaHy yeeaoMneHns, OSINT npoeepxka, CMDB KOHTEKCT W
wabniogexue Ha paboTocnocobHOCTTa Ha camaTa MOHUTODWHIOBE cUCTEMa.

Hanuue e TBOpYECKa MWHTEPNPETauus Ha nuTepaTypHus Martepuarn. Ta ce
uapassBsa B ajanTupaHe W HaarpaxaaHe Ha WIBecTH noaxean KeM crneyuduyHuTe
orpaHudeHua Ha OT cpeauTe - NacusHo uabniogexune Des areHTw, usdsrsaHe Ha
QKTUBHO CKAHUpaHe, MUHUMU3IMpaHe Ha pucka 33 MPOW3BOACTBEHWA npouec,
yamanseaHe Ha anmeo NONOKWTENHWTE pesynTatm W ctobpasnsare C
HeoBxoaumMocTTa oT Gbp3a peakuua NPU UHUAEHTH.

3. ChOTBeTCTBME Ha u3GpaHaTa MeTOAWKa Ha M3cneaBaHe C nocraseHaTa uenu
3a7a4M Ha QUCEPTALUWOHHMA TPYA C NOCTUTHATUTE NPUHOCK:

Wabpaxata METoAMKa Ha u3cnefAsaHe & B MbiHo CBLOTBETCTBME C MNOCTABEHUTE
yen ¥ 3apga4yn. B Tpyaa ca usnonssaHu TEOPEeTUKO-BHaNWTHYHW, CPaBHUTENHW,
MOIENUpaLL U eKCNepUMEHTaNHU METOAM, KOUTO NasBonAsar CMCTEMHO W3cneasaHe
Ha npoGnema v sanuaupaxe Ha NPeanoxeHnTe WHMEHEPHW PELLIBHNA.

MeToaukaTa ofxsalia aHanua Ha 3annaxuie W TEXHONOTMUHWTE pELUEHWNA,
NpoeKTMPaHe Ha apXuTexTypw 3a HabniogeHwe W peakuus, paspaboTsaHe Ha
KOHKDETHW Npasuna v asToMaTusaunn Hpes KQL, SPL, Azure Logic Apps, Sentinel
Automation Rules n Zabbix/SNMP MOHUTOPWHT, K3KTO 1 npakTu4ecka NpoBepka 4pes
KOHTPONWPAHW TECTOBW CLEHapui, BepudmkauuaTa e HanpaseHa Ype3 peantu unu
BnU3kn A0 PEANHWTE WHAYCTPUANHW NOCTAHOBKN - OTKpUBAHE Ha EICAR TecTtoe chaitn,
KOMYHUKALMA KbM W3BECTEH 3NOHAMEpPEH IP agpec, KOHTPONUPaHO W3KNIo4BaHe Ha
D4loT ceHaop, NOoHWKaBaHe Ha Qbpmyep Ha WHAYCTPWANEH KOHTponep W
gbanpoussexaaHe wa Windows/IPS cuBuTHa B Splunk.



Tasu NOCNEeNOBaTENHOCT A0Ka3sa, Y& AVCEepTaHTbT ymee Aa npemuHasa ot
anHanus Ha npobnema KbM MHXEHEpPHO pelueHve, OTTam KoM eKCnepuMeHTanHa
fipoBEpKa M HaKpan KbM (hopMynupaHe Ha HayyHW W HaY4HO-NPUIOKHNA NPUHOCK.
MocTUrHaTUTE PE3yNTaTti ca Nor4HO CnefcTeve o7 wsbpaHaTa METOAWKE.

4. KpaTka aHanWTUYHa XapakTepucTHka Ha @CTECTBOTO W OUEHKa Ha
[OCTOBEPHOCTTa Ha marepuana, BBPXY KOWTO ce rpagRT NPHHOCHTE Ha
[QUCepTaLUOoHHKUA TPYA.

[ncepTaunoHHWAT TPYA € paspaboteH 8 obem ot 187 cTpaknuM n € CTRYKTYpUpaH
B yBO4, HETMpW rnasu, CNWCBUM Ha churypy 1 Tabnuum, CIUCHK Ha W3NOMA3BAHA
ChKpALUEHNA U O3HAYSeHWA W Gubnvorpadpcka cnpaska. CTpykTypaTta e norudha w
cnenBa ecTecTsexa nocnefoBaTentocT - 0T Bheexjane Ha npegmeTHata obnact u
OCHOBHUTE 3aNMaxu, Npe3 TEXHOMOTMWTE 38 MOHUTOPWHT 1 SIEM, ao paspaboTtsaHeTo
W eKCNepUMEHTANHATa NPOBEPKA Ha KOHKPETHU PELLEHNS.

B yBOAa €2 MOTWBMPaHW akTyanHocTra, uenta w jafaunTe Ha W3cnensaHeTo.
MocoyeHa e npakTu4ecKkaTa 3Ha4MMOoCT Ha paspaboTexarta cucTema, BKIICHUTENHO
gHeApsBaHe B ronsamMa asTomMoGMNOCTPOUTENHE KOMAAHWH, 3alliuTa Ha 3HaYMTEneH
gpoat OT, IT, loT u lloT ycTpoicTea, y4actve B Hay4HOM3CNeaoBaTencku NpoekT 1
3asiBKka 3a noneseH mogen.

B nupsa [nasa e NpeAcTaBeH CUcTeMaTHeH 0530p Ha MHOYCTPUANHWUTE MPEXH,
OT/ICS noHaTUaTa, cneywudukuTe Ha oOOpyaABaHETO, npoToKOnuTe, peepeHTHUTe
mogaenw u Microsoft Defender for loT. PaspaboTeH & MexaHW3bM 33 yBEAOMABAHE NPU
oTKpUBaHe Ha 3noBpeaeH codTyep B UHAyCTpWanta mpexa upes wHTerpauns D4loT
- Microsoft Sentinel - Azure Logic Apps - SOC. MposepeHuTe TECTOBE NOKa3sat
paboTocnocoBHOCT KaKTo npu EICAR TecTopa AETEeKUMA, Taka W npu onut 33
KOMYyHUKaLIWA KM M3BECTEH 3noHaMepeH IP agpec.

Bropa rnasa pa3rnexaa ChlHOCTTa Ha norogeTte, SIEM cuctemuTe U (DyHKUAUTE
UM 3a cubupaHe, Hopmanusauws, pasbop, kopenauua 1 yseaomnasaxe, OcroBHata
WHXeHepHa paspaBoTka B Tasu rnasa e ONEepaTUBHUAT MOHWTOPWUHT Ha D4loT
AMnAeMeHTaunUA ypea ase Sentinel npasuna, Azure Logic Apps ¢ ARG 3asBka u
nokaneH Zabbix/SNMP MOHUTOPWHT. TectoseTe fAoOKassaT, 4€ MpeanockeHara
cucTeMa MOKE Aa OTKPMBa Pa3nuyHi CbCTOAHUA Ha perpagauua wnu 3aryba Ha
BUANMOCT.

Tpera fmaea e NOCBETEHA HA OTKPUBAHETO Ha aTtaky, Uensly NoHWwKasaHe Ha
BepcuATa Ha dbpmyepa. Pa3paBoTeHOTO pelleHne W3nonsea anapmara JFirmware
Change Detected”, nsenu4aHe Ha BEpCUM HPE3 KQL v perynspHA u3pasn, CpasHeHe
ua KOMMOHEHTWTE Ha BEepcuATa W reHepupaxe Ha WHLWAEHT CaMo NpW perpecus.
BanuaupaHeTo € W3BbpLUgHO BLpXY [peanHu MHAYCTPWanH yCTPOWCTBA,
skmiounTentHo Atlas Copco Power Focus 6000, kaTo CMCTEMATa NPABUNHO pasnuiasa
thbpMyEPHO NOHWHABAHE OT nocneasaLlo NeruTMMHO ODHOBRBAHE.

YersbpTa rnasa npeactass Splunk Enterprise kato SIEM petueHue 1 paspaboTea
pechepeHTHa apxuTekTypa 3a BHEAPABAHE Ha noKanku, oTAaneHeni Windows #



IDS/IPS niorose, Kowurypupasu ca npasuna 3a yenewHn W HeycnelHin onuT 3a
Bnuaase, CnC KOMyHMKaLWA OT BbTPeLUHa MaLnHa, KaKTo W ustpueaxe na Windows
Security nor. MpoBenexnTe TecToBe AOKa3BaT NpUNOXAMOCTTa Ha paspaboTeHuTe
SPL-Basupanu NPasuna U MexaHuamu 3a aBTOMaTU4HO yBEAOMSABaHE.

[locToBEpHOCTTa Ha Matepuana Ce OCHOBaBsa Ha peanHn exCNepUMEHTaITH!
NOCTAHOBKW, NPaKTUYECKW BHEAPABAHWA, KOHKDETHMW KoHbUrypauun, nNoru4ecku
afpecauuu, 3aABKW, EKpaHHK pesynTaTh, Tabnuuy ¥ NOBTOPSEMU TECTOBW CLEHapu.
WanonasaHeTo Ha CTaHAapTHU nnatdopmi U WHCTPYMEHTH, KaKTO 1 CPaBHEHWETO C
anTepHaTUBHW MPOAYKTH W NOAXOAN, AOMBAHUTEHO noBWLWABAT AOCTOBEPHOCTTA HA
nony4exHuTe pesynTaTu.

5, HayuHu, Hay4HO-NPUNONKHMK W NMPUNOHKHN NPUHOCH NO AWCEPTAUHOHHUS TPYA

Mpuemam AeduHvpaHuTe B AUCEPTALMOHHUA TPYA NPETEHUMM 38 Hay4HW U
HBY4YHO-NPUNOKHN  MPUHOCK  KaTo oTpasABaly pe3ynTaTuTe, nocTurHatM ot
poxTopauTa. [puHOCcKHTe Morar Aa 6baat obobiienn kakTo cneasa:

HaY{HW MPUHOCK:

v W3seneH & METOA 3a WarpamipaHe Ha “real-time notification pipeline” 2a
OT/ICS netekuwwn, peanuaupaH 4pes NocneaoBaTentoct D4loT -> SIEM -
> agTomaTuzauua -> SOC, kato ca AeUHUPaHU MUHUMAITTHW arpubyTH 3a
ornepaTUsHO BanuaHO yBeAOMNEHUE.

v GopMmynupad € MbpsuyeH MOAen 3a aHanus Ha OT/ICS anapmu 4pes
komMBurupaHe Ha CMDB KOHTEKCT, KpUTUHHOCT Ha cucremara U OSINT
penyTaumua Ha BLHLLHW AeCTUHaLWA.

v GopMmanuadpaHa e KoHuenuuAaTa _HabniojeHue Ha cucTemata 33

nabniogenune” B OT/ICS KOHTEKCT Hpes WHAMKATOPKM 3a NUNca Ha anapmw,

npexbceaHe Ha obnavHa Cebp3aHocT ! HEROCTBNHOCT Ha uHTepdeiic 3a

ynpasneHue.
v lpeanoxeH e MHOTOCAOEH Moen 3a HaneXmgHoOCT Ha OnepaTueHUA
MOHWUTODMHI 4pe3 HesaBucuMu YBEAOMUTENHW mexasusmm - SIEM

uHUMaeHT, Teams cwobLleHne 1 wMmedn.

v BrueBepfieH e “yersion-aware” mopen 3a pAeTexkyun Ha dbbpMyEpHO
noHwxasane B nacueeH OT/ICS MOHUTOPWHT, KOWTO TpaHcdopmupa obiua
anapma 3a (bpMyepHa NpOMAHA B KOHKpETHS WHOMKaLWA 33 perpecus v
NOTEHUMANHO NOBTOPHO BbBEN/AAHE Ha YAIBUMOCTH.

v Cwagaged e SIEM-opueHTMpaH MoAen aa perexums Ha casm o7
TpaguuuonHa kubepartaka 4pes Kopenauus Ha onepauuoHHK Windows wu
mpexosu IPS norose B eAUHHA cucTema.

o HayYHO-NPUNONHW NPUHOCK!



v Cwv3agageHa U BHeapeHa e asToMaTtv3auva Hpes Azure Logic Apps 3a
HesabasHo yBeAomsABaHe npu malware AeTeKUWW or D4loT B
WHAYCTPWanHu cpeau ¢ Microsoft Sentinel nHTerpauuma.

v Paspaboredo e KQlL-basupaHo oboraraBaHe Ha anapmuTe 4pes
u3enu4aHe Ha Sensorld v cenocTagaHe C chuaudecka nokauus, KoeTo
npeBpeila cypopata anapma B KOHTSKCTEH CWrHan, OpWeHTMpaH KbM
peaKkLVA.

v Cw3pageHw ca ase Sentinel aHAaNUTU4HK Npasuna 3a CTKPUBaHE Ha nunca
ua D4loT anapmw - rnoBanHo W 33 KOHKDETEH CEH30p - © uen
npocneasBaHe Ha noTeHunanka zaryBa Ha BUAWMOCT.

v Paspabotena e Azure Logic Apps asToMaTi3auns ¢ Azure Resource Graph
sasBKa 3a HabmiogeHue Ha LastConnectivityTime U Teams yBEAOMABANHES
npu NpexscHaTa obnayHa ceLp3aHoCT.

v Cb30ageH e HesaBucUM NoKaneH MOHUTOPUHT cnoit ypes Zabbix, SNMP u
ping 3a HabnoaasaHe Ha WHTEpdeica 3a ynpasneHue Ha D4loT cexsop,
npunoXumM 1 B cpeay bes NnTepHeT CBbLP3aHoCT,

v Cwagagexo e Sentinel aHanuTu4HO Npasuno 3a thbpMyepHO NOHWKaBaHE
upes pasbop Ha ExtendedProperties, u3snuuyaxe Ha sepcun C Regex w
“digit-by-digit" cpaBHeHWe Ha KOMMOHEHTUTE Ha BEpCUUTE.

v PaspaboTena e aBTOMaTM3aUMs 33 CEAMMHHN otyeTh 338 (bpmyepHH
npomern upe3 Azure Logic Apps, CSV daitn n umenn, nognomaraiya
ynpasneHweTo Ha (bLPMYEPHWA KUIHEH UWKBN W perynaTopHoTo
CBOTBETCTBYE.

v Peanuaupaxa e Splunk Enterprise pedepeHTHa apXWTEKTypa C OTAENHU
WHOEKCH 33 NOKanHW, OTAAneyeHn W MpEexosK norose w Habop ot SPL-
HSaaupaHw npasuna 3a anapmi u NepuoauYHN OTHETU.

e MPUNOXHK NPUHOCK:

v PaspaboTexu ca nNpaKTWHECcKW paboTew npoToTMAX W TEXHUYECKH
MexaHnamu 3a HabmogeHue, yBeaoMsaBsane, Kopenauuna 1 pascnegsane Ha
cuBuTus 8 OT/ICS v loT cpeaw.

v (peanoxeHuTe peleHus ca NpoBepeHi ypes KOHTpONUpaHu TecToee W
peanHu UHAyCTpUantn cueHapum, BKNICYUTENHO ASTEKUWA Ha 3N0BPeAsH
cocbryep, 3aryba Ha CBBP3AHOCT, dbpMyepHO NOHWXaBaHe W
nopoapuTenHu SIEM cubutua.

v TlokasaHa e npakTu4ecka NpUnoXumocT Ha paspaboTeHata cucrema B
malwabHa wHaycTpwansa cpefa, KaTo € NOCTUIHATO NOBWLLIABaHE Ha
BUAMMOCTTA, ChKpawjasare Ha BpemeTo 33 peakuus U HamanssaHe Ha
pucKa OT NPONYCHaTH UHUMABHTH.

[loKkTopaHTLT NOKa3sa 3HaHUA OT paanuyHu obnacti u yMeHUs npwu NpunaraseTo
UM B pELUEHMETO Ha WHKEHEPHW npoBnemn, Kakto ¥ ga ™ cBEMOa A0 KOHKpPeTHW
anropuTMK.



6. OueHKa 3a CTENeHTa Ha NUYHOTO y4acThe Ha AUCepTaHTa B MPUHOCHKTE.

MNpeacTaBeHoTo ChAbPKAHWE, paspaboTeHnTe apXUTEKTypH, KOHKDETHUTE KQL »
SPL npasuna, asTomMaTU3auuuTe, eKCrepyMeHTanHUTe CUeHapum U aHanuseT Ha
pesynTaTuTe AaBaT OCHOBaHWE /a Ce NPUEME, He npWHOCWTE Ca pesynTar oT nu4HaTa
paboTa Ha AOKTOpaHTa, ABTOPET [EMOHCTPMPE BUCOKA NHKEHEPHE KOMNETEHTHOCT W
cnocoDHOCT ga CcbhbueTasa 3HaHWA OT KUGEPCUTypHOCT, KOMYHUKALMOHHW MPEXH,
oBnausy TexHonorin, SIEM cuctemMu n mHAYCTpURAnHn KOHTPONHW Cpeaw.

OcoBeHo ChLLUECTSEeHO €, Y& QUCEPTaHTLT He Ce orpaHu4asa C TEOpPETU4YHO
onWcaHWe Ha NPOAYKTOBW (DYHKUMOHANHOCTW, a8 MpoeKTupa, peanusnpa W TecTsa
NpaKTUYECK MEXaHU3MU, KOWTO WMAT NPAKA OTHOLLEHWE KbM AeiHOCTTa Ha UeHTPOBE
33 MHGOPMALMOHHA CUTYPHOCT 1 KbM 3alUMTaTa Ra peanHi UHAYCTpWUanHu npouecu.
Tosa nokasea BWCOKA CTEMeH Ha NW4YHO yuactwe W CamMOCTOSTENHOCT Npu
hopMyNMPaHETO 1 peanuaupaHteTo Ha npUHOCUTE.

7. MpeueHka Ha nybnukauuuTe No AWCepTauMOHHKA TPYA.

MNpeacTaseHoTo ChAbpKaHue, NpoBeASHUTE aHanuswu v paspaboTenuTe NpuMeEpK
B pamkMTe Ha [WCEPTaUMOHHWA TRYA, nokasgaT OTNWM4HOTO MO3HaBaHe Ha
uacnensaHata obnacTt, B KORTO CE chokycupa Tpyaa. [llonyuyeHwte OT aBTOpa
peayntaty ot AUCEpPTALUMOHHOTO Macneaeaxe ca nyGnukyeanu B 6 Hay4Hn Tpyaa — 1
B cnucakve u 5 B KorepeHuuu. Egra oT cTatuuTe € nyBnukyeaHa B MeXayHapoaHo
Hay4Ho cnucarve ¢ IF 2.2 8 Q2 Ha Web of Science. Bewuko Tosa My jasa OCHOBaHWe
ga cMATam, Ye NocTUrHatuTe pelynTati B AVCEPTALMOHHUSA TPYA Ca HanpaseHu OF
poxTopaxTa. Bowukn cTaTum ca Ha AHINWACKA ©3UK, B ChasTOpPCTBO C Hay4HWTE
PBLKOBOAUTENU HA AOKTOPaHTa.

Hsama chMHeHWe, Ye NyBnukauuuTe ca OCHOBHO ASNO Ha [IOKTOpaHTa U 4e 4pes
THX TOR € OLEHEH BUCOKG OT HayyHaTa \ MHxeHepHata oBOWHOCT.

8. WanonaeaHe Ha pesynrTarWTe OT OWCepTaUMOHHMA TPYA B Hay4HaTa H
couuankarta npakTuka. Hanuyne Ha NOCTUIHAT MPAK WKOHOMMYECKH EheKT U np.
[loKyMeHTH, Ha KOMTO Ce OCHOBAaBa TBLPAEHHETO.

Pesyntatute OT AMCEPTaUMORHWA TPYA WUMAT SCHO W3paaeHa NPUNoXUMOCT B
Hay4HaTa, WHkeHepHata W counanHaTa npaxkTuia. PaspaboTeHata cucTema €
HacodeHa KbM NOBWLIABAHE Ha CUrypHOCTTa Ha MHOYCTPUANHW MPEeXW, KOWTO
NOAMBPMAT KPUTWYHU NPOLECH B NPOM3BOACTBOTO, EHepreTvkaTa, norucTukara u
APYTW 3Ha4YUMK OTpacnu. Mo To3u Ha4YNH pesynTaruTe UMmaT He camo TEXHONOIM4HA,
HO W OBLIECTBEHE 3HA4MMOCT, Thil KaTo [ONpPWHACAT 33 OrpaHuyaBane Ha pucka oT
onepaTUBHW NPEKLCBaHUA, MaTepuantiu WeTH U aannaxu 3a besonacHocTTa.

B ANCEPTALMOHHUS TPYA € MOCoYeHO, He paspabortenara cucTema & WHTErpupaHa
& ronsAMa aBTOMOOWNOCTPOMTENHA KOMNAHUA 1 3aluTasa 3Ha4qnTEeNeH dpon OT, IT,
loT w lloT ycTpoitcTea, MNoco4eHu ca owe yyactue B NPOeKT BG-RRP-2.004-0005
_MHoroBaneHTHa cucTema 3a 3aluwvTa cpelly kubep aTaki B KOMYHWKALMOHHW W
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WHOYCTPHaNHW Mpexn C pobaserHa (YHKUMOHANHOCT Ha HEBPOHHW MpeXM”,
npuaHaxue oT Microsoft 88 Bpb3Ka C NPUHOC KbM hyHxumoHanHocTuTe Ha Defender
for 1oT v nogasaHe Ha 3aABKa 3a noneseHd Moaen.

KbM MOMEHTa He ca NpeAcTaseHu KOHKDeTHM KONWYecTBEHW [AaHHW 3a
peanuavupad NpaK UKOHOMWYECKN echext. Bunpeku ToBa NOTEHUWANBT 38 Taked €
sHaYUTENeH, Thil KaTo NPeanoXEeHWTE PelueHus MOraT Aa HamanaT BpemeTto 3a
OTKpUBaHE W PEaKuMA NPW WHUMABHTW, A3 orpaHuyar HennaHupaHu NpexoceaHna
na nopoGpAT ynpasneHueTo Ha PUcka B MHAYCTpHaniu opraHnaauun. TsbpaeHuaTa
ce OcHOBaBaT Ha npeacTaBeHuTe B AUcCepTauuoHHUs TPYA EKCNEPUMEHTANHK
pesynTaTv, OnucaHuTe BHEAPABAHWA, NpoeKTHaTa AefHocT W nybnukaunmoHHWTe
OaHHW.

g, OueHka Ha CBHLOTBETCTBMETO Ha agTopedpepara ¢ MW3IWCKBaHWsATa 33
W3rOTBAHETO MY, K3aKTO WM Ha afeKBaTHOCTTa Ha OTpasABaHe Ha OCHOBHWTE
NONOKEHUA U NPUHOCUTE Ha AWCepTaUuMOHHWA TRYA.

AsTopedeparsT € oopMeH 8 32 CTpaHWUM W OTroBaps Ha W3WCKBaHwATa 3a
W3rOTBAHETO MY, KaKTO W 32 HEeroBoTO OTneYaTeans. QCHOBHUTE TMONOXEHWA Ha
AUCEPTALMOHHUA TPYA Ca OTPa3eHn TOHHO W ACHO B asTopedepara. lNpuHocute Ha
AUCEPTaLMOHHUA TPYA ca W3BeASHNW, TOHHO knacuuumMpanii u onucaHu.

10. MHeHWA, NPenopPLKX U Benexku.

KaTo USNO MHEHMETD, NPenopbKUTe W BenexxuTe M1 no npeacTaBeHua My 3a
peleHaua TPY/A NPeaanox NUCMEHO Ha AOKTOPaHTa, kouTo ca oTpaseHu B nocnegHaTa
BEpCWs Ha AUCEPTALMOHHNA TRYA.

Mpenopbysam aKTUeHa nybnukaunmoHHa peHocT U B Yywbuna B BbaewwTe
Ww3cneaBaHuA Ha AncepTaHTa.

11. 3aknwo4yeHue

B saknioueHue cMATam, ye paboraTta uma 3aBbpLUEHOCT, CeAbpPHa OpUruHanHu
peleHus U Temara e akTyanda, Hanpagenute Genexki U NpenopbKn He ocnopear
NPUHOCWTE Ha AUCEPTAUMCHHIA TRYA.

CuyuTam, Ye WINCKEaHUATa Ha 3aKkoHa 3a passviue Ha akageMu4Hus CbCTas B
Eunrapua W MNpasunHuka 3a HEroBOTO Npunaraxe ca W3MbNHEeHW B NpeacTaBeHun

AucepTauuoHeH TPyA,.
[lasam nonoxwuTenHa oueHka 3a TPyAa W npeanaram Ha ysawaemMoTo Hay4Ho
WYpW Oa npucbau Ha Mar. WHK Mapwas Xpuctoe obpasosaTenHarta W

HayyHa cTeneH ,A0KTOp" no npotecuoHanHo HanpasneHue 5.3 KomyHukauuoHHa v
KOMMIOTBbPHa TEXHUKA, HaY4Ha CneunanHocT Ocurypurenta TexHika U c cTemMu’.
Nara: 06.07.2026r. PeleH3eHT:

/ pou. a-p Meoprufioves/
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on a dissertation for "Doctor of Philosophy” degree

Author of the dissertation: Marian v Hristov

Dissertation topic: " Investigation of a Cloud-based Security Information and
Event Management Sistem "

Reviewer: Assoc. prof. Georgi Tsochev, PhD

1. Relevance of the problem developed in the dissertation. Content of the
dissertation.

The dissertation submitted to me for review is intended for the acquisition of the
educational and scientific degree - Doctor.

The topic is topical and significant in scientifically applied and applied aspect, as it
is aimed at one of the most significant problems of modern cybersecurity - monitoring,
analysis and timely response to events in industrial OT/ICS, loT and lloT environments.

The relevance of the problem under study stems from the accelerated digitalization
of industrial industries, the integration between information and operational
technologies, the growing connectivity of industrial devices and the increase in cyber
threats to critical infrastructures. The dissertation convincingly shows that loss of
visibility, lack of centralized telemetry, insufficient segmentation and weak remote
access control create significant risks for the continuity of processes, safety and
reliability of industriai systems.

The presented development is focused on researching and buiiding a cloud-based
event monitoring and analysis system based on Microsoft Defender for loT, Microsoft
Sentinel, Azure Logic Apps, Azure Resource Graph, Splunk Enterprise and Zabbix.
The study has a clear practical focus, as it considers real engineering scenarios for
detecting malware in industrial networks, operational monitoring of the monitoring
system, recognition of firmware downgrade and SIEM-based detection of incidents and
anomalies.

The tasks set are formulated logically: identification of threats and main risks in
OT/ICS: analysis of existing solutions; research on monitoring and analysis
technologies; development of a monitoring system; realization in a test and real
industrial environment; evaluation of effectiveness through experiments; development
of a risk assessment methodology. This shows that the work addresses not only
theoretical issues, but also real engineering needs related to the practical increase in
cyber resilience of industnal organizations.
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2. Degree of knowledge of the state of the problem and creative interpretation of
the literary material

The dissertation demonstrates a very good degree of knowledge of the current
state of the problem under study. The author examines the basic concepts and models
in the field of OT/CS, IACS and lloT, the specifics of industrial communication
protocols, the Purdue model, the differences between IT and OT security, as well as
the peculiarities of passive monitoring in industrial environments.

The literature material is used purposefully and is tied to specific engineering
solutions. Standards, reference models, official documentation of the products used,
scientific publications and reports on current OT/CS threats are analyzed. A
particularly positive impression is made by the author that the author does not limit
himself to a description of known means of protection, but places them in the context
of practical scenarios - SOC operation, SIEM correlation, automated notifications,
OSINT check, CMDB context and monitoring the performance of the monitoring
system itself.

There is a creative interpretation of the literary material. It is expressed in adapting
and upgrading certain approaches to the specific limitations of OT environments -
passive surveillance without agents, avoiding active scanning, minimizing risk to the
production process, reducing false positives and taking into account the need for rapid
response to incidents.

3. Compliance of the chosen research methodology with the set goal and
objectives of the dissertation with the achieved contributions:

The chosen research methodology is in full compliance with the goals and
objectives. Theoretical-analytical, comparative, modeling and experimental methods
are used in the work, which allow a systematic study of the problem and validation of
the proposed engineering solutions.

The methodology covers threat analysis and technology solutions, design of
surveillance and response architectures, development of specific rules and
automations through KQL, SPL, Azure Logic Apps, Sentinel Automation Rules, and
Zabbix/SNMP monitoring, as well as practical verification through controlled test
scenarias. Verification is done through real or close 1o real industry settings - detection
of an EICAR test file, communication to a known malicious IP address, controlied
shutdown of a D4loT sensor, downgrade of industrial controller firmware and playback
of Windows/IPS events in Splunk.

This sequence proves that the dissertation student is able to move from problem
analysis to engineering solution, from there to experimental verification and finally to
the formulation of scientific and applied scientific contributions. The resuits achieved
are a logical consequence of the chosen methodology.



4. A brief analytical description of the nature and assessment of the credibility
of the material on which the contributions of the dissertation are built.

The dissertation is developed in a volume of 187 pages and is structured in an
introduction, four chapters, lists of figures and tables, a list of abbreviations and
notations used and a bibliographic reference. The structure is logical and follows a
natural sequence - from the introduction of the subject area and the main threals,
through monitoring and SIEM technologies, fo the development and experimental
verification of specific solutions.

In the introduction, the relevance, purpose and objectives of the study are
motivated. The practical significance of the developed system is indicated, including
implementation in a large automotive company, protection of a significant number of
OT, IT, loT and lloT devices, participation in a research project and application for a
utility model,

Chapter One presents a systematic overview of industrial networks, OT/ICS
concepts, equipment specifics, protocols, reference models, and Microsoft Defender
for IoT. A mechanism has been developed for notification when malware is detected
in an industrial network through the integration of D4loT - Microsoft Sentinel - Azure
Logic Apps - SOC. The tests conducted show operability both in EICAR test detection
and in an attempt to communicate to a known malicious |P address.

Chapter Two examines the nature of logs, SIEM systems and their functions for
collecting, normalizing, parsing, correlation, and notification. The main engineering
development in this chapter is the operational monitoring of D4loT implementation
through two Sentinel rules, Azure Logic Apps with ARG request, and on-premises
Zabbix/SNMP monitoring. Tests prove that the proposed system can detect various
states of degradation or loss of vision.

Chapter 3 is devoted to detecting attacks aimed at downgrading the firmware
version. The developed solution uses the "Firmware Change Detected” alarm,
extracting versions via KQL and regular expressions, comparing version companents,
and generating an incident only on regression. Validation was performed on real
industrial devices, including the Atlas Copco Power Focus 6000, and the system
correctly distinguishes a firmware downgrade from a subsequent legitimate upgrade.

Chapter Four introduces Splunk Enterprise as a SIEM solution and develops a
reference architecture for deploying on-premises, remote windows, and IDS/IPS logs.
Rules for successful and failed login attempts, CnC communication from an internal
machine, as well as deletion of the Windows Security log are configured. The tesls
carried out prove the applicability of the developed SPL-based rules and automatic
notification mechanisms.

The credibility of the material is based on real experimental setups, practical
implementations, specific configurations, logical addresses, queries, on-screen
results, tables, and repeatable test scenarios. The use of standard platforms and tools,
as well as comparison with alternative products and approaches, further increase the
credibility of the results obtained.
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5. Scientific, applied and applied contributions to the dissertation

| accept the claims for scientific and applied scientific contributions defined in the
dissertation as reflecting the results achieved by the PhD student. Contributions can
be summarised as follows:

Scientific contributions:

A method for building a “real-time notification pipeline” for OT/NCS
detections is derived, implemented through a sequence D4loT -> SIEM ->
automation -> SOC, and minimum atiributes for operationally valid
notification are defined.

A primary model has been formulated for the analysis of OT/ICS alarms by
combining CMDB context, system criticality, and OSINT reputation of
external destinations.

The concept of "monitoring the monitoring system” in an OT/ICS context
has been formalized through indicators for the absence of alarms,
interruption of cloud connectivity and unavailability of the management
interface.

A multi-layered model for the reliability of operational monitoring through
independent notification mechanisms - SIEM incident, Teams message and
email is proposed.

A “version-aware” model has been introduced to detect firmware
downgrade in passive OT/ICS monitoring, which transforms a general
firmware change alarm into a specific indication of regression and potential
reintroduction of vulnerabilities.

A SIEM-oriented model has been created for detecting phases of a
traditional cyberattack by correlating Windows operating and network IPS
logs in a single system.

Scientific and applied contributions:

Automation has been created and implemented through Azure Logic Apps
for instant notification of malware detections Dy D4loT in industrial
environments with Microsoft Sentinel integration.

KQlL-based alarm enrichment has been developed by extracting the
Sensorld and matching it to a physical location, which tums the raw alarm
into a response-oriented contextual signal.

Two Sentine! analytical rules have been created to detect a lack of DéloT
alarms — globally and for a specific sensor —in order to track potential loss
of visibility.

Azure Logic Apps automation has been developed with Azure Resource
Graph, a guery to monitor LastConnectivityTime, and Teams notification
when cloud connectivity is interrupted.
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v An independent local monitoring layer has been created via Zabbix, SNMP
and ping to monitor the D4loT sensor management interface, also
applicable in environments without Internet connectivity.

v A Sentinel analytical rule has been created for firmware downgrade by
parsing ExtendedProperties, extracting versions with Regex, and digit-by-
digit comparison of version components.

v Automation has been developed for weekly firmware change reports via
Azure Logic Apps, CSV file, and emalil, supporting firmware lifecycle
management and regulatory compliance.

v A Splunk Enterprise reference architecture with separate indexes for local,
remote and network logs and a set of SPL-based rules for alarms and
periodic reports has been implemented.

« Applied contributions:

v Practically working prototypes and technical mechanisms for monitoring,
notifying, correlating and investigating events in OT/NCS and loT
environments have been developed.

v The proposed solutions are verified through controlled tests and real-world
industry scenarios, including malware detection, loss of connectivity,
firmware downgrade, and suspicious SIEM events.

v The practical applicability of the developed systemin a large-scale industrial
environment is shown, achieving an increase in visibility, shortening the
response time and reducing the risk of missed incidents.

The PhD student demonstrates knowledge from various fields and skills in applying
it to solving engineering problems, as well as reducing them to specific algorithms.

6. Assessment of the degree of personal participation of the dissertation student
in the contributions.

The presented content, the developed architectures, the specific KQL and SPL
rules, the automations, the experimental scenarios and the analysis of the results give
reason to assume that the contributions are the result of the personal work of the PhD
student. The author demonstrates high engineering competence and the ability to
combine knowledge of cybersecurity, communication networks, cloud technologies,
SIEM systems, and industrial control environments.

It is especially important that the dissertation is not limited to a theoretical
description of product functionalities, but designs, implements and tests practical
mechanisms that are directly related to the activities of information security centers
and to the protection of real industrial processes. This shows a high degree of personal
participation and autonomy in the formulation and implementation of contributions.
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7. Assessment of the publications of the dissertation.

The presented content, the analyzes carried out and the examples developed
within the framework of the dissertation show the excellent knowledge of the studied
area in which the work is focused. The results of the dissertation research obtained by
the author have been published in 6 scientific papers — 1 in a journal and 5 in
conferences. One of the papers was published in an international scientific journal with
IF 2.2 in Q2 of Web of Science. All this gives me reason to believe that the results
achieved in the dissertation were made by the doctoral student, All articles are in
English, co-authored with the supervisors of the PhD student.

There is no doubt that the publications are the main work of the PhD student and
that through them he is highly appreciated by the scientific and engineering community.

8. Use of the results of the dissertation in scientific and social practice. Presence
of a achieved direct economic effect, etc. Documents on which the allegation is
based.

The results of the dissertation have a clear applicability in scientific, engineering
and social practice. The developed system is aimed at increasing the security of
industrial networks that support critical processes in manufacturing, energy, logistics
and other significant industries. Thus, the results are not only technological, but also
societal significance, as they contribute to limiting the risk of operational interruptions,
material damage and safety threats.

In the dissertation, it is stated that the developed system is integrated into a large
automotive company and protects a significant number of OT, IT, loT and lloT devices.
Participation in project BG-RRP-2.004-0005 "Multivalent system for protection against
cyber attacks in communication and industrial networks with added functionality of
neural networks”, recognition by Microsoft in connection with contribution to the
functionalities of Defender for loT and submission of a utility model application are also
indicated.

At present, no specific quantitative data on the realized direct economic effect have
been presented. However, the potential for such is significant, as the proposed
solutions can reduce the time to detect and respond to incidents, limit unplanned
outages, and improve risk management in industrial organizations. The statements are
based on the experimental results presented in the dissertation, the described
implementations, the project activity and the publication data.

9. Assessment of the compliance of the abstract with the requirements for its
preparation, as well as the adequacy of the reflection of the main points and
contributions of the dissertation.

The abstract is formatted in 32 pages and meets the requirements for its
preparation, as well as for its printing. The main provisions of the dissertation are
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reflected accurately and clearly in the abstract, The contributions of the dissertation
are derived, accurately classified and described.

10. Opinions, recommendations and comments.

In general, | submitted my opinion, recommendations and notes on the work
submitted to me for review in writing to the PhD student, which are reflected in the
latest version of the dissertation.

| recommend active publication activity abroad in the future research of the
dissertation.

11. Conclusion

In conclusion, | believe that the work has completion, contains original solutions
and the topic is relevant. The notes and recommendations made do not dispute the
contributions of the dissertation.

| believe that the requirements of the Law on the Development of the Academic
Staff in Bulgaria and the Regulations for its implementation have been fulfilled in the
presented dissertation.

| give a positive assessment of the work and propose to the esteemed Scientific
Jury to award to Mag. Eng. Marian Hristov the educational and scientific degree of
"Doctor” in the professional field 5.3 Communication and Computer Equipment,
scientific specialty "Security Equipment and Systems”.

Date: 06.07.2026 Reviewer:
/ Assoc. prof. Georgi | sochev/
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