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1. AKTyanHocT Ha paspaboTBanua B aucepTauMoHHUA  TPYA
npobnem B HAYy4HO U HaY4YHOMPUIOKHO OTHOLIEHUE.

PaspaborBaHeTo Ha ofnayHo-basupaHa cucteMa 33 HabrmoneHwe W
aHanua Ha cubUTUsA & aKTyaneH Hay4HO-NpUnoXeH npoBnem, nopaau TOBA
ye OBMAYHMAT noaxo4 npepocTasd BB3MOXHOCTH 33 LeHTpanu3auus,
MallabupyemocT, WHTerpauus Ha MHOXKECTBO M3TOYHWULW Ha TenemeTpus,
aHanWTUKa B pPeanHo Bpeme W asTomMaTtu3auma Ha peakuusta. Cbilo Taka
ToBa BWOM OO noBuwasaHe e@eKTUBHOCTTE, mawiabupyemoctta W
aETOMATU3AUMSATa Ha npouecuTe, HO enHOBPEMEHHO C TOBa pa3slumpssd
BL3MOKHUTE TOYKW 33 araka v ysenuqasa BEPOATHOCTTA OT KMDEpUHUNAEHTH
¢ onepaTvBeH W PU3UHECKN echext. 3aToBa CbbupaHeTo W aHanuaeT Ha
cuBUTHA ce NPeBpPLLUAT B KNHHO0B chaxTop 3a kubepyCcTon4MBOCT.

Mo To3W HauuH HeobxogumocTTa OT paspaboTeaHeTo U BanUAUPaHeTo
Ha apxXuTEKTypa U MexaHuaMmu 3a obnayHo-6aaupaH MOHWUTOPUHT W aHanu3d
Ha chbUTWA, NPUNOXUMU KbBM WHaycTpuanHute Mpexu, npeacTasnnsa
3HAYMM W aKTyaneH NPUHOC KbM TNOBULIABAHE Ha kubBepycTon4uBOoCTTa Ha
KpUTWUYHW Cpein.

B Hay4HO-TIPUSIOKHO OTHOLLEHWE B AWCEpTaUWNOHHUA TPYA ca pelleHu
MHOMKECTBO 3ajauun, CBbp3aHin C paspaboTearHeTo U uarpaxaaHeTo Ha
UANOCTHA CUCTeMa 3a HabnioaeHWe U aHanu3 Ha cebuTUATa B MHAYCTPUanH
mpexwu (OT/ICS), kaTo ce ctpemMu ga nopoSpu HUBOTO Ha CMTYPHOCT Ha
opraHusauuuTe,  4pe3 noEMlIaBaHE Ha  MpexosaTa  BUAUMOCT W
CBOEBPEMEHHO OTKpUBaHE Ha 3annaxil.

ManonaBaHu ca HaydHu meToau,  Kato cpaBHUTENeH aHanms,
MOOENUPaHe U eKcnepuMeHTanHo panuaupaHe. B CTPYKTYpHO OTHOLIEHWE
aucepTaumuoHHus TPYA obxsalla TeopeTudeH npernea, pa3paboTtBaHe Ha
cucTema 3a HabnogeHwe Ha OT/ICS. oueHka Ha edeKTUBHOCTTE,
eKCnepUuMEHTanHW pesynTtati paspaboTeaHe Ha METOAONOTUSA 3a OUEHKa
Ha pucka B OT cpeaw.
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5 CteneH Ha no3HaBaHe CbCTOAHWETO Ha npobnema v TBOp4ecka
WHTepNpeTaLua Ha nuTepaTypHus marepuan.

[ucepTaunoHHNAT TPYA BKMIOYBA ChAbpXaHWe, cnucbUW Ha dourypw,
Tabnuuy, yBO4, YeTupu rnasu 3a peLlasaHe Ha (hOpMYNUPaHNTE OCHOBHW
sajauM, KaTto cnea BeRka rmasa € HanpaBeHo 3akniueHne, U ca
npeacTaseHu OCHOBHWTE Hay4YHW U HaYHHO-NPUNOXHN npUHOCK, a8 Hakpas
M3 CMUCHK Ha U3Non3eaHu 240 Hay4HW uaTouHuKa. B AUCEepTaUMOHHUA TPYA
ca uMTupaHu v 6 nydnukauun Ha [OKTOPaHTHLT B CLABTOPCTRO, kato 8 4 OT
Tsix TOW € Ha NbpBO MACTO. Bowuky NUTEpaTypHU W3TOYHULMA Ca noabpanu
Taka, 4ye Aa oTpasssat CbBpeMEHHWUTE Hay4HU pocTwkeHus B obnacTTa Ha
TeMaTuKaTa Ha AUCcepTaUMoHHUA TPYA,

LinTupaHu ca oHNaviH AOCTBIHU Marepuany, kato CcTaTuK OT Hay4HW
cnvcaHus, KoHgepeHuun v CTaHaapTh. N3BbPLLEHWUAT aHanuTU4eH obaop
no3sOnNABa Ha OOKTOPaHTLT Ad peduHApa KOpPeKTHO uenta u OCHOBHWTE
3afaqv 3a uacneasaxe, KouTo TOW peluasa ycnewHo B oTAenHUTe rnasw.

3 CwoOoTBETCTBME Ha uabpaHata meToauKa Ha nwacnensaHe W
nocTaBeHara uen u 3agaim Ha aMcepTauuoHHUA Tpya © nocTurHaTure
NPUHOCH.

B aucepTauuoHHWs TPYA € WaBbpLUEH aHanus Ha CbBPEMEHHUTE
sannaxyi W cucTemHn cnaboctv B OT/ICS. KOWTO CMyXW Kato ocHosa 3a
peduHpaHe Ha apXMTEKTYPHW NPUHLANKA 1 hYHKUMOHANHN W3UCKBAHWA KbM
cUCTEMATa 33 MOHUTOPWHI ¥ aHanus Ha cubutua. KaTo Hay4Ha HOBOCT C€
pasrnexga W paspaboTeaHeTo Ha MHOrOKOMMOHEeHTeH noaxod 33
noByvlLaRaHe HagexaHocTTa Ha MOHUTOPUHra Ype3 He3aBuCUMi MEeXaHu3Mu
3a OTKpUBaHe Ha Aerpapauva uwnu 3aryba Ha BMAWMOCT. [oMbNHWUTENHO,
npeAcTasera e awanuTyHa noruka, cbobpaseHa C BEPCUUTE, - version-
aware - KOATO Mo3BONABa pasrpaHuyasane Ha neruTUMHN  bbpMyepHA
npomMeHn OT MoTeHUWanHo anoHamepexn firmware downgrade AEWCTBUA,
BLNpeKW BUCOKaTa NpUnnka Mexay npouecuTe. MpegnoxexuTe MNOAXOAN
[eMOHCTpUpaT npakTudecka edeKTUBHOCT 4pe3 BanuaupaHe B TecCTOBa
wiwnu peanHa uHgycTpuanda - npou3BoAcTeeHa - cpeaa W BOAAT Ao no-
fbp30 OTKpUBaHE W peakuma npu WHUMAEHTM W A0 Hamanssaxe Ha
HEpeneBaHTHW anapmu, Karto Mo TO3W HauyuH ce nosuwasa yCTOWHNBOCTTA
Ha HabnwaeHneTo U ynpasnaemocTTa Ha pucka B OT/ICS nHpacTpyKTypH.

MonyueHuTe pesynrari ca aHanMaupaHu v uncTpupani ¢ MHOTO
paGoTHU eKkpaHw, Tabnuumn 1 urypu, KouTo noTebpX¥AasaT AeACTBUETO Ha

paspaboTeHuTe MEXaHU3IM \ KOMNOHEHTW Ha NpeanoxeHara obna4Ho-
BasupaHa cucTema 3a HabniogeHve 1 aHanus Ha cubuTua. MNpeanoXeHnuTe
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peiuenus moraT Aa ovaat peanuaupaHu B peanHi ViHaycTpuaniv MPEXH,
Kb[ETO Ca HanuLie orpaHu4eHus 3a aKTVUBHYW CKaHWPAHUA W WHCTanupaHe Ha
areHTU. 1 KbAETO CE UINCKBA HaAEeXAHO yBefioMsaBaHe 1 Gbp3a peakuus npu
WHLUAEHTWN.

B Toay CMUCBHI hOpMynupaHaTa Len W 3agaqin Ha aucepTauusaTa ca
M3MbMHEHW, KaTo B CUHTe3upaH Bua Te ca W3NOMEHW B wasoavTe W
saknioueHUsTa, Karo ToBa nOTELPXKAABA KOpEKTHOCTTa Ha u3bpaHus
Hay4HOU3CMISA0BATENCKMA NOAXOA W HerosaTa NpUMNoXWMOCT.

4. TpuHOCHK Ha AMCEPTaLUOHHUR TPYA.

Mpuemam popMynvpaHuTe 1 Aeknapypan oT AOKTOPaHTLT npuHOCH U
TexHWs HayyeH, HayyHo-npunoxeH W NPUNoXeH XapakTep. MpuHocHUTE
MOMEHTW UMaT 3Ha4MMOCT Ha HOBOCT B pasrnexaaHara npobnemaTtnka U ce
ABRBaT paslmpenve Ha ChLECTBYBaLLUTE 3HAHUA. OT nony4eHuTe
peaynTaTu MoXe Aa ce ycTaHosH, ye HOBOCH3AAASHUTE U MOANDULMPAHUTE
MeToau, cucTemm 3a HabnioaeHue v NOAXOAM Ca NOAXOAALN 33 NpUnaraxe n
AMaT SCHO W3pa3deH noTeHuuan 3a peanHa ynoTpeba B MHOXeCTBO
NPaKTU4ECKN KOHTEKCTH, C BL3MOXHOCT 33 AOpassueare  CnpamMo
KOHKPETHWUTE HYXAW Ha paanuukin CEKTOpH 1 NPUNOXEHUA.

HanpaseHuTe U3BOAM CrieA BCAKA nasa, CUHTE3paHUTE METOA0NOrA 1
paspaboTeHuTe NOAXOAU, npoueasypy 1 eKCnepumMeHTy, moraT Aa ce npuemart
KaTo NOMEe3Hu NpenopbkK 3a BHEAPABAHE B ChBPEMEHHUTE KOMYHUKALIMOHHN
1 MHDOPMAaLNOHHA CUCTEMM.

5. [peueHka Ha nybnukayuuTe no aucepTaunoHHUA TPYA.

Mo Temara Ha AuceprauvaATa ca npeacTaseHn 6 aBTOPCKM nybnukaumn,
eqHa OT KouTO & nybnukysaHa B MEXAYHApPOAHO HayYHO CnucaHne g Q2. NeT
oT Hay4HuTe nybnukauuun ca npeacTaseHn u nyBnukysaHu B cBopHuUM OT
MEXAYHAPOAHW Hay4HW koHpepeHunn “ HauMoHanHW KoHdepeHuun C
MexayHapoaHoO y4acTne.

Met ot nybnukauyuute ca B CLABTOPCTBO C HAy4HUTE pbKOBOAUTENMN.
CraTuute umaT 060 49 uMTUpaHnA B WHAEKCUpaHry U3nanna Scopus, WoS
n Google scholar. B TAX Cca nybnvkyBaHu W ca cTaHanu [OCTOAHWE Ha
HayyHata obwHoCT ronama yacT oOT peayntatuTe Ha npoBeaeHnTe
eKCNepuMeHTH, NpeacTaseHu 8 avcepTauuaTa. Beudko TOBA MW pasa
OCHOBAHWE 0@ 3aRBA, Ye HayuHUTe NOCTIWKEHIS Ha aBTopa ca 3Ha4mMn i ca
cTaHanyW M3BECTHW KaTo ce untupart OT HayyHaTa oDWHOCT B cTpaHaTa W

YyKbuHa.



6 MHeHus, npenopbky 1 Benexku.

Cuyutam, Ye AUCEepTaUMOHHUAT TPYA nocTUra 3ameeHata uen, a
neduHupanuTe 3agaqn  ca ManbnHeHW Ha [gOobpo HayyHo HWBO W
aucepTauusTa uma 3aBbpLueH xapaktep. bu ©uno nobpe pa ce pnape
uHchopmaLms 1 3a obpasosaTenHuTe 1 Hay4YHoW3cneaoBaTencku NpoekT, 8
KOWTO [OKTOPaHTLT € B3en y4acTue. Apmupauun 3a ronemus Bpon
npeacTaseHu cepTucukat, 4pes KouTo TOll AEeMOHCTpUpa npugobutute
3HaHWUA W KOMNETEHTHOCT B obnacTTa Ha kuGepeuryprocTTa. lNpenoptisam 8
6vaewara ce pabora Aa NPOALITKKA Ha paboTi NO TeMaTukaTa B exun W aa
nyGnukysa pesynratute B CrWCaHWA, KOUTO ce OTpassAeat B BaauTe AaHHU
Ha Scopus n Web of Science, kakto W Ad passuBa CBOATa EKCMepTHa W
BHEApUTENCKa AENHOCT, KOATO Aa peanuaupa B y4acTusa B NPOEKTA.

7  3aknoyeHue C ficHa NonoXxurenda Uin oTpuuaTenHa oueHka Ha
aucepTaunuoHHUA TPYA.
CuuTtam, 4e nNpepacTaBeHuAT auceprauuoHer  TPYA oTroBapa Ha
MaWCKBAHUATA Ha 3akoHa 3a pa3BnThe Ha akageMuyHuA CbCTae B Penybnvka
Bbnrapua W OUeHKaTa Mu 3a Hero € HanbHO MonoXuTenHa. MNocTurHaTuTe
pesyntatv MW Aasat ocHOBaHuMe Aa npeanoxa 73 6uoe npugobuta
obpazoBatenHara W Hay4Ha cTeneH _OOKTOp" OT Mmar. WHX. Mapuad

XpUCTOB.

g oBnacT Ha euclue obpasosanue - 5, TeXHU4YeCcKn Hayku,
npothecUoHanHo HanpasneHne - 5.3 KOMyHUKALMOHHA W KOMMIOTBPHA
TEXHUKa',

[oKTOpCKa nporpamMa - OcurypuTtenHa TexHuka 1 cucTemMu’.

[lata: 18.06.2026 . YNEH HA XXYPUTO:
(npod. A-p wHX. CTaHumnp CaguHoB)
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‘OPINION
on a dissertation for the acquisition of the educational and scientific
degree "doctor”
Author of the dissertation: M.Sc.Eng. Marian Hristov

Topic of the dissertation: Investigation of a Cloud-based Security
information and Event Management Sistem

Member of the scientific jury: Prof. eng. Stanimir Sadinov, PhD

1 Relevance of the problem developed in the dissertation in

scientific and scientific-applied terms.

The development of a cloud-based event monitoring and analysis system
represents a relevant scientific and applied research problem, as the cloud
approach provides opportunities for centralization, scalability, integration of
multiple telemetry sources, real-time analytics, and automated response
mechanisms. At the same time, while this approach improves operational
efficiency, scalability, and process automation, it also expands the potential
attack surface and increases the likelihood of cyber incidents with both
operational and physical consequences. Therefore, the collection and analysis
of events have become key factors in achieving cyber resilience.

In this context, the development and validation of an architecture and
mechanisms for cloud-based event monitoring and analysis applicable to
industrial networks constitute a significant and timely contribution to enhancing
the cyber resilience of critical environments.

From a scientific and applied perspective, the dissertation addresses
numerous challenges related to the design and implementation of a
comprehensive event monitoring and analysis system for industrial networks
(OT/ICS). The proposed solution aims to improve the security posture of
organizations by increasing network visibility and enabling the timely detection
of threats.

Scientific methods such as comparative analysis, modeling, and
experimental validation have been employed throughout the research.
Structurally, the dissertation includes a theoretical review, the development of
an OT/ICS monitoring system, an evaluation of its effectiveness, experimental
results. and the development of a risk assessment methodology for OT
environments.
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2. Degree of knowledge of the state of the problem and creative

interpretation of the literary material.

The dissertation consists of a table of contents, lists of figures and tables,
an introduction, and four chapters dedicated to addressing the formulated
research objectives. Each chapter concludes with a summary of the findings,
and the dissertation presents its main scientific and scientific-applied
contributions. The work concludes with a bibliography comprising 240 scientific
references.The dissertation also cites six publications co-authored by the PhD
candidate, with the candidate listed as the first author in four of them. All
references have been carefully selected to reflect the current state of the art
and contemporary scientific achievements in the field of the dissertation topic.

The cited sources include publicly available online materials such as
articles published in scientific journals, conference proceedings, and
standards. The conducted analytical review enabled the PhD candidate to
accurately define the research objective and the main research tasks, which
have been successfully addressed throughout the individual chapters.

3. Compliance of the chosen research methodology and the set goal

and objectives of the dissertation with the contributions achieved.

The disseriation presents an analysis of contemporary threats and
systemic vulnerabilities in OT/ICS environments, which serves as the
foundation for defining the architectural principles and functional requirements
of the proposed event monitoring and analysis system. A notable scientific
contribution is the deveiopment of a multi-component approach aimed at
increasing the reliability of monitoring through independent mechanisms for
detecting degradation or loss of visibility. Furthermore, the dissertation
introduces a version-aware analytical framework that enables the distinction
between legitimate firmware updates and potentially malicious firmware
downgrade activities, despite the high degree of similarity between these
processes. The proposed approaches demonstrate practical effectiveness
through validation in both test and/or real industrial production environments,
leading to faster incident detection and response, as well as a reduction in
irrelevant alerts. Consequently, the resilience of monitoring processes and the
offectiveness of risk management within OT/ICS infrastructures are
significantly enhanced.

The obtained results are thoroughly analyzed and illustrated through
numerous screenshots, tables, and figures, which confirm the functionality of
the developed mechanisms and components of the proposed cloud-based
event monitoring and analysis system. The proposed solutions can be
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implemented in real industrial networks, where restrictions on active scanning
and agent installation are common, and where reliable notification
mechanisms and rapid incident response are essential requirements.

In this regard, the stated objective and research tasks of the dissertation
have been successfully accomplished. Their fulfilment is clearly synthesized
in the findings and conclusions of the dissertation, thereby confirming the
validity of the selected research methodology and its practical applicability.

4. Contributions of the dissertation work.

| accept the contributions formulated and declared by the PhD candidate,
as well as their scientific, scientific-applied, and practical nature. The identified
contributions demonstrate a significant degree of novelty within the
investigated research area and represent a valuable extension of the existing
body of knowledge. Based on the obtained resulits, it can be concluded that the
newly developed and enhanced methods, monitoring systems, and
approaches are suitable for practical implementation and possess a clear
potential for real-world application across a wide range of contexts.
Furthermore, they offer opportunities for further development and adaptation
to meet the specific requirements of various sectors and application domains.

The conclusions drawn at the end of each chapter, together with the
synthesized methodologies and the developed approaches, procedures, and
experimental frameworks, may be regarded as valuable recommendations for
implementation in modern communication and information systems.

5. Evaluation of dissertation publications.

A total of six author publications related to the dissertation topic have been
presented, one of which has been published in an international scientific journal
ranked in the Q2 quartile. Five of the publications have been presented and
published in the proceedings of international scientific conferences and
national conferences with international participation.

Five of the publications have been co-authored with the scientific
supervisors. The publications have received a total of 49 citations in indexed
sources, including Scopus, Web of Science, and Google Scholar. A substantial
portion of the results obtained from the experiments conducted within the
scope of the dissertation has been published in these works and made
available to the scientific community. This provides sufficient grounds for
concluding that the author's scientific achievements are significant and have
gained recognition both nationally and internationally, as evidenced by citations
from members of the scientific community in Bulgaria and abroad.
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6. Opinions, Recommendations, and Remarks.

| consider that the dissertation successfully achieves its stated objective
and that the defined research tasks have been accomplished at a good
scientific level. The dissertation demonstrates completeness and coherence
as a scholarly work. It would have been beneficial to include information
regarding the educational and research projects in which the PhD candidate
has participated. | would also like to express my appreciation for the large
number of certificates presented, through which the candidate demonsirates
the knowledge and competencies acquired in the field of cybersecurity.

For future work, | recommend continuing research in this area through
collaborative teamwork and publishing the obtained results in journals indexed
in the Scopus and Web of Science databases. Furthermore, | encourage the
candidate to continue developing their expertise and practical implementation
activities through active participation in research and development projects.

7 Conclusion with a clear positive or negative evaluation of the
dissertation work.
| consider that the presented dissertation meets the requirements of the Law
for the Development of the Academic Staff in the Republic of Bulgaria, and my
overall assessment of it is fully positive. The achieved results give me grounds
to propose that the educational and scientific degree “Doctor (PhD)" be
awarded to M.Sc. Eng. Marian ‘Hristov in the field of higher education:

Field of Higher Education - 5. Technical Sciences
Professional Field - 5.3 Communication and Computer Engineering

Doctoral Program - Security systems engineering.

Date: 22.06.2026 1. JURY MEMBER
(Prof. eng. Stanimir Sadinov, PhD)
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