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BBDXY AUCEpTaLMOoHeH TPYA 38 ﬁpﬂj;nﬁuaaue Ha cOpasosaTenHa v Hay4Ha cTeneH okTop"
MpodecnoHanHo Hanpasnexue 5.3, KoMyHUKALMOHHA 1 KOMMIOTLPHAE TeXHUKE
HayyHa cneumanHocT: OCUrypuTenHa TEXHUKE W CHCTeMM

ABTOp Ha AUCEPTALMOHHUS TPYA: Mar. uHX. Mapuas XpwucTos

Tema Ha aucepTaumorHus Tpya: Macnegsane Ha obnavyHo-BasupaHa cuctema 3a
HabnwaeHue W aHanus Ha cLbuTHa

PeueHseHT: npod. a-p uHx. Mabpuena . AtaHacoBa

1. AKTyanHoCT Ha pa3paboTBaHWA B AMCEPTAUMOHHMA TpyA npobnem B Hay4YHo
¥ Hay4HONPUNOXKHO oTHOWeHKe. CTeneH W HUBA Ha aKTYanHOCTTa Ha Npobnema u
KOHKpETHMTE 3anaym, pazpaboTeHn B guceprauuaTa.

MNpes nocneaHuTe rogwku GLp3oTo pa3suTue Ha WHayctpua 4.0 v gwrwransata
TpaHcopmauMs Ha  KpUTW4YHaTa MHPacTPYKTYpa [OBEOXa QOO0 3HaYuTenHa
WHTErpauus mexay wHpopmaunoHHuTe TexHonorun (UT) v onepaTtusHUTE TEXHONOMMM
(OT). Makap 4e Tasu wweTerpauus soau A0 HECbMHEHW TMON3W, KaTo nNoBWWEHa
e(PeKTUBHOCT, aBTOMaTH3aLMA U Bb3IMOXHOCT 33 aHanus Ha AaHHW B peanHo Bpeme, TR
CHLLEBPEMEHHO NOpaXAa 3HaYUTENHN PUCKOBE 33 CMIYPHOCTTA, W3Naraiku KpUTMYHaTa
WHPpacTpykTypa Ha kubepaannaxw, KOUTO Aocera OmAxa xapakTepHM npeguMmHe 3a
cpeaute Ha WUT. CsuaeTtencTeo 3a ToBa ca MHOXECTBOTO yCnewHn aTtaku cpewyy
MHAYCTPUANHW CUCTEMM NPE3 NOCNegHoTo feceTuneTue,

C naBnuaareTo Ha MupycTpus 5.0, koHsepreHuwsTa mexay UT u OT noctaes Hosu
npedussukaTencTsa npeg kubepcurypHocTTa., Cpes Hal-KDUTHYHMTE npodnemMu ce
OH4epTaBaT OrpaHWdeHaTa BUAWMOCT B MHAYCTPUANHWUTE MPEXKM, NTUNCATa Ha AgexBaTHM
MEXaHM3MW 33 MOHUTOPMHI, cbobpaseHn cbe cneundwkata Wa cpeawte 3a OT w
CNOXHOCTTa NpW CBOEBPEMEHHO OTKpUBAaHE W pascnefsaHe Ha MHUMASHTW. MMeHHo Teau
npobnemu ca B UeHTLPa Ha HACTOALLNA AUCEPTALMOHEH TPYA, KOWTO ce hokycupa BLpXY
pa3paboTsaHeTo W NPaKTU4ECcKOTO BHEAPSBAHE Ha CUCTEMM 33 Habniogexue u ananua
Ha cbBuTua, Gasupann Ha cuBpemerHn SIEM pelUeHUs B pearnHa uHaycTpuanya cpena.

HacToALMAT AMcepTaumoHeH Tpya e thokycupan BbpXY peanuanpaHe Ha TexHW4ecko
pellenue, nscnensase W paspaboTeaHe Ha METOONOMA 33 OUEHKa Ha PUCKa B cpeaw
32 ONEpaTUBHU TEXHONOTAM.

2. CreneH Ha no3HaBaHe CLCTOAHMETO Ha npobrnema M TBOpYECKa
HMHTEePNpeTauuA Ha nMTepaTypHKWA MaTepuan.

HoKTOpaHTBT AemcHCTpMpa nosHasaHe Ha cneundmkute Ha OT/ICS cpeavTe,
pasnukiTe cnpAMo UT, KakTo 1 CblUieCTBYBaLUMTE TEXHONOMMMA 33 MOHWTOPUHT.
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NutepaTtypHuaT oBsop obxBawa obwo 240 neyaTHu u ENeKTPOHHK W3TOYHMKE,
lMoseyeTo OT TAX ca TexHMyecka AOKyMEHTaUMA, ACKNagW W roguLLIHN OTYETH Ha CISA,
Dragos, NIST, Microsoft Lear u apyru, kakro Hay4HWUTE CTaTUK OT peLeH3upaHy NagaHus
W KoHdpepeHuuu (IEEE Xplore u ap.). Bba ocHoBa Ha HanpaeeHWAT Nperneg v aHanus Ha
OCOBEHOCTUTE Ha  WHAYCTPUanHWTe MpEXw, CobluecTsyBaluMTe npeaU3BUKaTENCTBA,
CPaBsHeHNETO C MHOPMaLIMOHHITE TEXHONOTUY, HaDnlogeHMeTo U aHanu3a Ha cubuTus
B WHOYCTpHANHWUTE MPEeXU U NPUNOKEHMETO HA MEXaHWILM 33 yBeaomasaHe npu
OTKpuBaHe Ha 3nospeneH codTyep, © dopMynupaHa uenTa Ha AvcepTauunaTa,
MOCTABEHW W PELUBHM Ca 3a4a4K, CBLP3aHN C peanu3alus Ha NPeanoKeHaTo TEXHUYECKD
PELeHNE B peanHa uHaycTpuan+a cpeaa, oLueHeHa e e)eKTMBHOCTTa U & pa3paboTeHa
METOA0NOINS 33 OLEHKA Ha PUCKa B CPEANTE C ONEPaTUBHU TEXHONOTUW.

3. CwnoTteercTBuMe Ha u3bpanara METOAMKa Ha M3cnefBaHe ¢ NOCTageHarTa uen
W 3afayM Ha QMCepTaLuuoHHMA TpyA,.

WabpaHata oT poktopanTa merocauka 3a npunaraHe Ha MHOrocnoedH mogen 3a
HaAENAHOCT Ha HADMIOAEHNETO Ha ONEPaTUBHUTE TEXHOMOTUM, K3KTO W BLEENOAHETO Ha
KOHUenTyaneH Mogen Ha CUMETPUA Ha CUrypHocTTa NpW 3noHamepeHo AeicTeue,
AETEKTUPAHETO Ha TMOHWKABAHETO HAa BEPCMATA Ha bupMyepa W aHanus Ha
NpoToKonWTE, AeTeKkTUpaHe Ha haauTe Ha kubepaTtakaTta, B peanHo Bpeme nocpeacTeEom
KNacuuKaunMs Ha MOCTLIMAWTE AanapMy, CLOTBETCTBRA Ha noctaseHuTe B
ANCEPTAUMOHHUA TPYA 3afa4n, KaTo OTHMTA CNOMHOCTTA Ha Pa3rNexaaHus npoGnem.

4. Kpatka aHanuTM4Ha XapaKTepuUCTMKAa Ha ecTecTBOTO M OlUeHKa Ha
AOCTOBEPHOCTTa Ha MaTepuana, BLPXY KOWTO Ce TrpagsT NPUHOCHTE Ha
ANCepPTaLUMOHHWA TPyA.

CTpykTyparta Ha OucepTauMoHHUS TPYA CLOTBETCTBA Ha Temara My, OTAenHUTe
Fnaeu ca aobpe BanaHcupaHmn no oBem w npuTexaeaT norvyecka 0bBbp3aHoCT.

AuceptaumonuusT Tpyg e paspatorteH B obem oT 187 CTpaHuuy, BKmousawy 156
courypu u 5 Tabnuum. CrpyTypupaH e 8 cnegruTe pasnenu: BbeegeHwe, YeTUpW rmasu,
CNWACBUN Ha U3NON3BAHUTE CbKPaLUEHWA W O3HAYEHWUS, urypu, Tabnuum 1 cnucuk Ha
u3nonssaHarta nuTeparypa.

B nbpea rnaea e Hanpasex of3op Ha MHOYCTPUANHUTE MpeXu, ChlecTByBalluTe
NPpefU3BMKATENCTEA, OCHOBHUATE ONpeferneHls W3Non3saHu MHOYCTPUANHUTE MPEXH,
CBNOCTABAHETO MEXAY WHPOPMAUWOHHUTE TexHONorMM | WHAYCTPUANHUTE MpPEXH
(onepatueHuTe TexHonoruw), BuaoseTe NPOTOKONKW M3NOM3BaHW B ONepaTUBHUTE
TEXHoONorvW, HabnwaesueTo n aHanusa Ha cubuTUsTa B UHAYCTPHanNHUTE MpexXu, KakTo
W NPUNIOKSHMETO Ha MexaHM3MW 32 ysefoMsiBaHe npu OTKpWBAHE Ha 3noBpeneH
coTyep. PopMynupaHa e UenTa Ha AMCepTaLNOHHNS TPYA W 3agavynTe, KouTo Tpabea
Aa Dbaar peleqy 33 NocTuraHeTo u.

Bropa rnaea e nocseteHa Ha PErMCTpUPaHUTE CHOUTUR B MHOYCTPUANTHUTE MPEXM,
HanW4HaTa MHPOPMaUMA, cucTemuTe 3a HabBnioaasade u CbXpaHaBaHe Ha cubuTuaTa,



npunaraHeTc WM 3a Habniogedve B loT mpexu. [lpegctaseHo e peanuanpaHo
TEXHMYECKD pelueHWe U Ca U3BbLPLUEHW TecTose 3a paboTtocnocobHocTTa My.

B Tpeta rnaBa ca pasrnefaHd MexaHu3MuTe 33 OTKDWEZHETO Ha artaku cpelly
WHAYCTDUaNHW MPEXM LENSLUM NOHWkKaBaHe Ha sepcusaTa Ha hupMyepa. MNpeacTaseHo
W peanu3nupaHo & TeXHWYEeCKO pelleHWe 33 W3BEeCTRBaHe Ype3 anapMu npu To3W Tun
atakn. WM3sbplweHu ca TecToee 3a MoTBbp¥AasaHe Ha paboTocnocobHocTTa Ha
NPEeaNoMeHoTO pelueHue.

YereLpTa rnaea e nocseTeHa Ha paspaboTsade Ha cucTema 3a HabnogeHwe M
ananua Ha cebuTuaTa. MpeacraseHu ca apxuTeKTypa, NPUNoXEeHWe 3a OTKpUBaHe Ha
DDoS ataku, KOHUIypMpase W NpaBuna 33 reHepupaHe Ha anapmMu W TecTBaHe Ha
paboTtocnocofHocTTa Ha cuctemara.

5. Hay4H#u W/MNK HaYyYHONPUMOXHMK NPUHOCK Ha AMCEPTALUWMOHHHWA TPpYA.

OCHOBHUTE HAy4HW U HAYMHO-NPUNOXHK NPUHOCW MoTaT ga ce oDOBIUAT, KakTo

cneaga:

e MeToOonorua 33 npunaraHe Ha MHOrocnoed Mogen 3a HabnwopeHue Ha
WHOYCTPUanHUTE Mpexu;

e BubaexfaHe Ha KOHUENTYaneH MOOen 3a CUMETPUA Ha CUIypHOCTTa npu
3NoHaMepeHo QeNCTENE,

e [lpeacrtassHe Ha MeTod 3a OAeTeKkTWpane Ha 3noHamepeHw AedcTBWA cneg
NOHMK3BaHE HA BepcusTa Ha PbpMyepa;

e CvapaeaHe Ha mogen 3a JeTekTupase Ha hasuTe Ha TpagulWoHHaTa
kubeparaka;

e« [edwuHWpaHe Ha u3MepuM nNOAXOO 33 [ETEKTUpPaHe B peanHo BpeMe,
nocpeacTsoM kKnacudukauus Ha anapmute W obocHoeaBaHe Ha w3bopa
CNPAMO onepaTWUBHaTa CTOMHOCT Ha MHAWKATOPUTE;

e [lpeanoweHa e aHanWTUYHZ METOOONOrMA 3a NOTBbpXKOaBaHe Ha
3noHaMepeHo AedcTaMe.

Cuutam, Ye Te3an NpUHOCKH NpasunHO OTpasAeaT NOCTWUITHATOTO OT aBTopa B npoleca
Ha NpoBedeHwTE N3CNensaHMA U HECHLMHEHD LLe HaMepaT CBOATA NPUNCHAMOCT.

6. OueHKa 3a cTeneHTa Ha NWYHOTO Y4YacTHe Ha gucepTaHTa B NpMHOCUTE.
Bbs ocHOoBa Ha OWCEpPTAUMOHHWA Tpyd, NOCTUTHAaTWTE Hay4HW pesyntatu w
nybnukaunoHHaTa AeRHOCT Ha Mar, MHK. Mapuad XpUCTOB CHMTaM, 4e
opMynNUpaHUTE HayyHW W HaY4YHO-MPWNOXHW MPWHOCK Cca pesynTat oT Heroeara
CaMOCTOATENHA uacnegosartencka paboTa.

7. [MpeueHka Ha nyGnMkauuMTe NO AUCEPTALMOHHKA TPYA.
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Mo matepuanute Ha QUCEPTALMOHHUA TPYA AOKTOPaHTBLT NpeACTaBs CNUMChLK oT B
nyBnukaumu, KOMTO BKNOYBAT CTATWS B CHUCaHUE Symmetry (MDPI), kakto n ner
Aoknafda npeacTaseHd Ha koHgepeHuun. BowukuTe asTopCKu nyonvkauwn ca
WHAekcvpaHW ot basaTa fanHu Scopus 1 Tpu 8 Web of Science, koeTo aokassa BUCOKOTO
KAYeCTBO W 3HAYMMOCT Ha NpoBeeHnTe uicneasaHus. B yetupu ot nyGnukauunute mar.
uHi. Mapwan Xpuctos & nupsu astop. [se or aBTopckuTe nyonukauyun umat 28
UWTUPaxua (Scopus) ¢ n3knioYeHu CamMOLMTUDaHWA.

Cyutam, 4e npeacTaBeHMTE HayuHu NyGnukauum, WMHOEeKCMpaHeTo uMm B Baaute
nOaHHm Scopus u Web of Science, kakto ¢ ronyyeHuTe LWTUPaHUA OT Opyra asTopw,
NpeacTaenaeat ybeauTenHo AoKasaTencTso, Ye PesynTaTuTe oT AUCepTaUMOHHNS TPYA
Ca TNONyYdnn HayyHo npWsHaHWe W Ca [JOCTUrHANKM A0 HaydHaTa oBLHOCT.
Coavpwanveto v obemMbT Ha npeacTaseHuTe nybnukauMu W Aoknaaw HanbnHo
OTpasAear paspaboTenuTe npobnemu B GUCEpPTaUMOHHURA TPYA,

8. MHeHMA, NpenopLku n Genexku.

MNpeacraseHnaT 3a peueHsupaHe AUcepTaLMOHEH TpyQ NpeacTaBnsea UANOCTHO,
3aALn004EHO U 38BLPLISHO HAYYHO W3creasaHe, paspaboTeHo Ha BUCOKO Hay4HO M
METOAWNYHO HMBO. TPYOBLT @ NOTWYECKM CTPYKTYpUpaH, acbpe apryMEHTUPaH 1 KOPeKTHO
odopMeH.

Hay4xaTa obnact Ha gucepraumsTa e NepcneKkTUBHa U ¢ BUCOKA 3HAYMMOCT 33
PASBUTHETO Ha WHIOYCTPWaNHWUTE MpeXwuTe, Nopaan KoeTo NPENOPLYBaM Ha Mar., UHX.
Mapuas . XpUCTOB [a NPOAL/KM CBORTA HayYHOW3CNEenosaTencka OefHoCT B
paarnexnaaHaTta Haydda obnacr.

9. 3aknioyeHMe C HACHa NOMOXMTENHa WNM OTpUUaTenHa OlieHKa Ha
AUCepTaUUOHHWA TPY L.

B pesynrat Ha npeacTaBeHuTe nyGnuKaLMKM U NPUHOCK B AUCEPTALMOHHUS TpYA
CMATaM, 4e TOW CLOTBETCTEA Ha U3UCKBaHWATA Ha ,3aKoHa 3a Pa3BUTHE Ha aKageMUIHUS
cberas 8 Penybnuka Bunrapus”, MpaBunHuka 3a HerosoTo npunoxedue v MNpasunHuka
3a ycnosuATa U pefa 3a npuaobueaHe Ha HayuHK cTeneHu 8 TexHWYecKH YHUBEpCUTeT
— Codus. [laBam nonokuTenHa oueHKa Ha AUCEPTALMOHHUS TPyA v npegnaram Ha
yBaxaemoTo HayuHO Xypu ga npucbau Ha mar. mHx. Mapuau XpucToB
obpasosaTenHarta U Hay4Ha CTeneH ,A0KTop” no NpodecuoHanHo Hanpaenexue 5.3
KOMYHMKaUMOHHA M KOMNIOTBPHA TeXHWKA, HAy4Ha CheuManHocT Ocurypurenta
TEXHWUKA W CUCTEMM®,

06.07.2026 r. PELUEH3EHT:
rp. Cogoun Inpodp. a-p uHx. Fabpuena Atanacosal
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on a doctoral fesis f forthe award of an educational and scientific degree "Doctor”
Professional field: 5.3 Communication and Computer Engineering
Scientific speciality: Security Equipment and Systems

Author of the dissertation: Marian | Hristov, M.Sc. Eng.

Dissertation topic: Investigation of a Cloud-based Security Information and Event
Management System

Reviewer: Prof. Gabriela | Atanasova, PhD Eng.

1. Relevance of the problem and the specific tasks developed in the doctoral
thesis.

In recent years, the rapid development of Industry 4.0 and the digital transformation of
critical infrastructure have led to significant integration between Information Technology
(IT) and Operational Technology (OT). While this integration offers undeniable benefits —
such as increased efficiency, automation, and real-time data analysis capabilities — it also
introduces substantial security risks, exposing critical infrastructure to cyber threats that
were previously largely confined to IT environments. The numerous successful attacks
on industrial systems over the past decade bear witness to this.

With the advent of Industry 5.0, the convergence of IT and OT presents new
cybersecurity challenges. Key issues include limited visibility within industrial networks, a
lack of adequate monitoring mechanisms tailored to the specific nature of OT
environments, and the complexity of timely incident detection and investigation. These
challenges constitute the central focus of the present doctoral dissertation. which is
dedicated to the development and practical deployment of event monitoring and analysis
systems based on modern Security Information and Event Management (SIEM) solutions
within a real-world industrial environment.

The present doctoral thesis is focused on the implementation of a technical solution,
and the research and development of a risk assessment methodology for operational
technology environments.

2. Degree of topic knowledge and creative interpretation of the literary material.

The PhD student demonstrates knowledge of the specifics of OT/ICS environments.
the differences compared to IT, and existing monitoring technologies.

The literature review covers a total of 240 print and electronic sources. Most of these
consist of technical documentation, reports, and annual statements from CISA, Dragos,
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NIST, Microsoft Leamn, and others, as well as research articles from peer-reviewed
journals and conferences (IEEE Xplore, etc.). Based on the review and analysis of the
characteristics of industrial networks, existing challenges, comparisons with information
technology, the monitoring and analysis of events within industrial networks, and the
application of a malware detection notification mechanism, the objective of the
dissertation was formulated; tasks related to implementing the proposed technical
solution in a real-world industrial environment were defined and addressed: the solution's
effectiveness was evaluated: and a risk assessment methodology for operational
technology environments was developed.

3. Consistency of the selected research methodology with the dissertation goal
and tasks.

The methodology selected by the doctoral candidate, which is based on the application
of a muitilayer monitoring reliability model for operational technology environments,
together with the introduction of a conceptual security symmetry model for malicious
activities, the detection of firmware downgrade attacks through protocol analysis, and the
real-time detection of cyberattack phases by classifying incoming security alerts, is fully
consistent with the objectives and research tasks defined in the dissertation. The
proposed approach appropriately reflects the complexity of the problem under
investigation.

4. Brief analytical description of the nature and assessment of the credibility of
the material on which the contributions of the dissertation are based.

The structure of the PhD thesis is fully consistent with its research topic. The individual
chapters are well balanced in terms of content and length, and logically interconnected.

The PhD thesis comprises 187 pages, including 156 figures and 5 tables. It is
structured into the following sections: an introduction, four chapters, lists of abbreviations
and notations, lists of figures and tables, and a bibliography.

Chapter 1 provides an overview of industrial networks, existing challenges, and key
definitions used in the field. It compares information technology with industrial networks
(operational technology) and discusses the types of protocols employed in operational
technology, the monitoring and analysis of events within industrial networks, and the
implementation of notification mechanisms for malware detection. The objective of the
PhD thesis is formulated, along with the tasks required to achieve it.

The second chapter is dedicated to events recorded in industrial networks, available
information, systems for monitoring and storing events, and their application for
monitoring in loT networks, A technical solution is presented, and tests verifying its
functionality have been conducted.



Chapter 3 examines mechanisms for detecting attacks on industrial networks aimed at
downgrading firmware versions. A technical solution for issuing alarms in response to
such aftacks is presented and implemented. Tests were conducted to verify the
functionality of the proposed solution.

Chapter 4 i1s dedicated to developing a system for event monitoring and analysis. It
presents the system architecture, an application for detecting DDoS attacks, configuration
and alarm generation rules, and system performance testing.

5. Scientific and/or applied research contributions of the dissertation.
The main scientific and applied scientific contributions can be summarized as follows:

» Methodology for implementing a multi-layer monitoring model for industrial
networks.

» |Introduction of a conceptual model for security symmetry in the event of
malicious action.

» Presentation of a method for detecting malicious actions foliowing a firmware
downgrade.

« Development of a model for detecting the phases of a traditional cyberattack.

» Defining a measurable approach for realtime detection through alarm
classification and justifying the choice based on the operational value of the
indicators.

« An analytical methodology for confirming malicious activity has been proposed.

| believe that these contributions accurately reflect the achievements attained by the
author throughout the course of the conducted research and will undoubtedly find
practical application.

6. Evaluation of the degree of personal participation of the PhD candidate.
Based on the PhD thesis, the scientific results achieved, and the publication record
of MSc Eng. Marian Hristov, | consider that the formulated scientific and applied-
scientific contributions are the result of his independent research work.

7. Assessment of dissertation publications.
Based on the dissertation research, the PhD candidate presents a list of six

publications, including an article in the journal Symmetry (MDPI) and five conference
papers. All the publications are indexed in the Scopus database, with three also indexed
in Web of Science, demonstrating the high quality and significance of the research
conducted. Marian Hristov (MSc Eng.) is the first author on four of these publications.
Twe of the publications have received 28 citations (Scopus), excluding self-citations.
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| consider that the submitted scientific publications, their indexing in the Scopus and
Web of Science databases, and the citations received from other authors constitute
convincing evidence that the results of the PhD thesis have gained scientific recognition
and reached the scientific community. The content and scope of the submitted
publications and reports fully reflect the issues addressed in the PhD thesis.

8. Comments, recommendations, and remarks.

The PhD thesis submitted for review constitutes a comprehensive, in-depth, and
complete scientific study, conducted at a high scientific and methodological level. The
work is logically structured, well-argued, and properly presented.

The scientific field of the PhD thesis is promising and of great significance for the

development of industrial networks; therefore, | recommend that Marian Hristov,
M. Sc. Eng., continue his research activities in this field.
9. Conclusion with a positive or negative dissertation assessment

As a result of the presented publications and contributions in the PhD thesis, |
believe that it meets the requirements of the "Law on the Development of the Academic
Staff in the Republic of Bulgaria", the Regulations for its Application, and the Regulations
for the Conditions and Procedures for Obtaining Scientific Degrees at the Technical
University in Sofia. | give a positive assessment of the PhD thesis and propose to the
Honourable Scientific Jury to award Mari Hristov, M.Sc. Eng. educational and
scientific degree "Doctor" in professional field 5.3 Communication and Computer
Engineering, scientific speciality Security Equipment and Systems.

06.07.2026 REVIEWER:
Sofia /Prof. Gabriela Atanasova, PhD Eng./
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