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1. AkTyanHocT Ha paspaboTBaHus B AMCEepTaUNCHHMA TPYA npobnem 8 Hay4HO W
Hay4YHONPUIIOKHO OTHOLIEHHUE.
EcheKTMBHOCTTa Ha HabMioASHUETO 1 YCTEHOBABAHETO Ha NEMUTAMHU U 3NOHaMEREHA
AKTUBHOCTY MPY MOHWTOPUHS, WarHOCTWKE U OLEHKa Ha CLOTOAHWETD Ha ChBUTUA & 3HaYUMO
npeau3suKaTencTeo npea KOPNOPAaTHBHW W UHOYCTDUANHW uexTpose npw obpaboTka Ha
notoun OT  MHOPM3UMOHHW  pecypcw. OcHoBHaTa 3agada Mpef  MpEeXoBUTE
aOMUHUCTPaTOPK & U3UCKBaHEeTD 33 _KuBepycTORUMBOCT” YPE3 UHTErPUPSHE HA KOMMIEKCHNA
W BOANTUBHU MEXAHUZMU 38 TEXHONOTWYHO YNPaBneHue Ha WMHOPMBLWOHHE CUIYPHOCT C
BUCOKa HaOEewAHOCT n DbpaoaencTBue. HewmoBepHa e aKTyanHocTTa Ha npobnemaTnkara
Ha OWCEpTAUMCHHWAT TPYI, CBbpaaHa C paspaboTeaxe Ha oBnayHo-DaanpaHa TexHW-ecKa
pamka W METOACNOrMA 33 aHanud Ha aannaxW W puckoee 3a obesnevasaHeé hHa
KUBEPCUTYpHOCTTa NpY 3N0BDE/eH AOCTEM B WMHOYCTpUan+a cpena.
2. CTeneH Ha No3HaBaHe CHLCTOAHUETO Ha npobnema ¥ TBOpYeCKa MHTEPNPETaLIWA
Ha NUTepaTypHUA MaTepuan.
[ucepTaunoHHUaT Tpya & C ofem OT 194 CTpaHMuW W HaMbNHO W3NbIHABA
fAedUHUpaHUTE OCHOBHW 3afadl, OTPa3nBallu nposegeHuTe AEMHOCTM NO aHanua Ha
CLCTOAHWETO Ha paarnexjanarta npobnemaTika 8 choTRETHATE npeameTHa oBnact. CunHo
NOMOKUTENHO BNEYSTNEeHWE & JHAYUTENHUAT obeM oT aHanuaupaHa HaydHa wHchopmaums,
obxealaiis 240 YyxoecTpaHHK 3TOHHWHA, OTpa3nEally CHBpEMEHHUTE HOBOBBEEAEHWA B
oBnacTTa. ManokeHweTo Ha ANCEpTaUWOHHINA TDYO Ce xapakTepusupa C BUCOKa CTENeH Ha
aneKsaTHa MHTEpMpeTauvs Ha Hay-4HOTO cLObpRaHWE W hopmynupaKe Ha H3COKUTE Ha
uacnensaHuATa.
3. CnLoTEETCTEWE HAa uabpaHaTa MeTOAWKa HA W3cnenBaHe u NOCTABEHATa Uen W
1apauu Ha QUCEPTAUMOHHKWA TPYA C NOCTUTHATUTE MPUHOCK.
B OMCEepTaLUUOHHUAT TpYA €38 CBHBTEHW KOMMMNEKCHW NOOXOAW Ha OcHOBaTa Ha
AHANUTUYHY, CUMYNSLMOHHN U EKCNEPUMEHTANHW NoXBaTH B KAYECTBOTO HA NMPUITOKUMK
WHCTPYMEHTH 38 CUCTEMaTHIUPAHE Ha.
¢ Kputepuure, kouto Tpabea Aa WINLNHABA oBnaydo-bazupaHarta cucrtema 33
ONEpaTUBEH MOHWTOPWHT Ha BUCOKOPUCKOBH chEWTHA]

e VIHCTpYMEHTUTE U MEXaHWUIMUTE NDH NPOEKTUPaHE, MMNEHTUPAHE W sepuMunpanHe
va paBoTocnocoBHOCTTa Ha npeanokeHaTa cUCTEMA NPW Pa3NUYHK cueHapun B
WHOYCTPUAMNHO-NPoU3BoACcTaeHa cpeaa.

4, Hay4HO-NPUNOKHK NPUHOCHK HA [UCepTauMoHHWUA TPYA.

Criopen MeH Moxe aa Obae npunoxeds cnegHata kaTeropusauua Ha NpUHOCKTE 1o
OMCEPTALUMOHHWE TPV

« Paspabotsame Ha Real-Time Notification Pipeline MeTof ¥ MOZENW 3a aHanus Ha

OT/ICS peTexuwn C anapMmedi cLBUTMR W CUCTeMa 33 3BTOMATW3WNDaHO
yBEeOMABaHe Npu AeTeKTUpaHe Ha cuBUTUS 3a HapyliasaHe H3 WHTerpuTeTa Ha
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[@HHWTE CBC 3NOHaMEPeHW MaHunynauuu BLPXY ChXpaHABaHU WHOPMALMOHHK
pecypcw v xapayepHo obopyasade 07 DaloT & wxaycTpuaniu cpeau ¢ Sentinel
WHTErpauns;

o [edunupase Ha cUCTEMa OT UHAUKATODWM, BHANWUTUHHW npaswuna ¥ MHOMOCNoeH
mofen B napagwrmara .onepatieed MOHUTOPWHT", @Hanuaupally (PakTopuTe Ha
mpexosata cpefa, wipaboTeauly HE3ABUCUMA YBEAOMAEHWA NPYU BUCOKOPUCKOBH
CLOUTUR,

e CnagaBaHe Ha MOJENW 33 ONepaTMBeH MOHUTOPUHT, MHTETPUPaLLM MEXaHU3MK 38
wapaboTeaHe Ha YBELOMIEHWs MPW NpexbChaTa obrniayda CBbLP3AHOCT NpW
kubep3annaxu,

o PaspafoteaHe Ha TexHW4ecku naaxoau 3a ynpaenesne Ha CUMETpUA Ha
curypHocTTa npy Firmware Lifecycle u Version-Aware feTeKkuus Ha NoHUxasaxe Ha
Firmware;

e« Cwunagasave ©a SIEM-opueHTwpaH ™ojen 3a yCTAHOBABaHE M aHanus Ha
nocneacTBURTa B OTAENHWTE (ha3u Ha 3NoBpeaHn kuBepaTakm Kbm MHDOPMaUUOHHN
DECYPCH B UHOYCTPUanNHW MpEXU,

« CuHTeswpaHe Ha pamka OT aHanuTvyHW npasuna 3a pasnpefeneHve, aHanui Ha
CLCTOSHWETO W obHOBRBaHWATa Ha Firmware pecypcuie 3a OTKpUBEHE HA
noTeHuManHu aHomanuu, xakto u SPL-Gasupanu npasuna 3a uspaboTBaHe Ha
anapMu B peanHo Bpeme.

5. Mpeuerka Ha NyBNUKALMMTE NO AUCEPTALMOHHHUA TRYA.

Bbe spbaka ChC 2ano3HABaHe Ha HayuHata oBLHOCT € NOCTUrHaTUTE pesyntat no
AUCEPTALMOHHUA TDYA MO OTHOWEHWE HA KOMNIEeKS OT EMNUPHYHA U EKCTIEpUMEHTANHW
W3aCNeABaHWA Ca DEANW3VUPaHK 00WO LWECT Hay4HW nyGnukauwu. MpeacraseHuTe TpyAose
ca WHIEeKCUpaHu B CBETOBHO W3BECTHW Baau gawHu Scopus u IEEE, uanecend Ha
opraHuanpaHi thopymMK KaTO:

e Hauwouansu koHcbepenumu TELECOM - [A1), [A3]", “Electronics — [A4]",

“ELECTRONICA — [AS]"

o MekayHapoaHu cuMnoanymu .Symmetry — [A2]",Network Computing and Applications
(NCA), BocTsu — [AB]',

W Ca WArOTEEHW B CLABTOPCTEO C Hay4yeH KONeKTua. B ronAama 4acTt oT nyGnukaunute
KAHAWAATLT € MEPEM BTOP, KOTO & CBMAETECTRO 33 HeroBoTo NWYHO O8N0 W BUCOK NEMHOL.

AaBenexuTencH e Bpos Ha LUMTUpaHuaTa B W3AaHUA C BUCOKA HayuHa cronHocT, B
fpefoCTaBeHnTe MaTepuany & Aaaena wHdopmayus 3a 1 uutupade Ha nySnukauum [A2],
[A3] u 47 uWTMPaHUR Ha Hay4eH tpya [AB]. Cnopeg nposepena cripaska B CBETOBHO
w3secTHn Bam AadHn Scopus KbM MOMEHTa Ca HanW4Hu 28 UuWTUpPaHWR, KOEeTO
OTELPKAEEE, Y& HaYHHUTE NOCTUKEHNA Ha AOKTOpaHTa €4 AOCTBIHKM W M3BECTHU 33 LWWPOK
obxaat oT uacnenoeareny s obnacTTa, B CTpaHaTa n YybuHa.

6. MHeHus, NpenopBKY U Benexku.

He no3HaBam NMWYHO KaHauaaTa mar. WHAC MapwaH XpucTos. HAMEM CblUECTBEHW
3aBenenKi KbM WM3NOKEHUETO Ha AUCEPTAUMOHHWA TDYA. MpenctaHute MaTepuant
cBMOeTencTear 2a macnefosaten C BUCOKA npodhepcuoHanta KOMNETEHTHOCT W yMeHUR 3a
nNpUNaraHe Ha Hal-CHBPEMEHHUTE TeXHOMOTMHHM AOCTWKEHUs B chepaTa Ha CUrypHOCTTa.
CUnHO NONOKMTENHO BriedaTneHwe NPaBAT MHOKECTBOTO cepTudMKaTh 33 33BbPLISHN
npodecHoHantu kypcose U 0Dydenns C BWCOKW TexHUYeckn NOIHAHWA B HanpasneHue
_KubepcurypHocT W WHGOpMauWoHHa CUrypHOCT", M3dameHu o7 Bofelli MeXAYHapoaHW

opraHusauu Kato “International Sociaty of Automation “Microsoft”, “Cisco”, “Fortinet



Training Institute”, “IACET Accredited Provider”, “C laroty”, “TexHONOTHYHO Y4HIHIIE
Enexrponnn cucremu™.”

IlpenopbuBaM Ha KaHIMAAT2 /13 NOLTHPKA H HArpakia OCHOBHMTE HA CBOATA AKTHBHA
HaYUHOH3CAEA0BATE/ICKA aeitHoet. Hanume ca CHIHM BBIMOKHOCTH TIPS Mar. HHK.
Mupuan XpuctoB Aa npodmunipa CBOWTE HayuiH HHTCpeCcH B THAYHTETHO TOBEYE
npothecHONAIEN HAIPABISHHA CPell HayHHaTd obmmocr. Crnio Taka g pasmmpu odcera
HAa ydacTHE B TOIEMH HAIMOHATHH U MEKIAYHAPOMHM NPOCKTH W W3CIEIOBATECKH
NporpaMi. W CBOATA IyGanKalHoHHA aefipoer & w3nauns c IF pedepenmnnn ¢ BHCOKA
HayaHa cTOHHOCT.

1.  3arkawueHue.

B 3aiOYcHHE CHITAM, Y€ NPEICTABCHMAT AACEPTAliONCH TPYL OTroBapa Ha
W3MCKBAHMATA HA 3aKOHA 33 pa3BMTHC HA AKAJCMHYHHN CbCTaB B Penybimka brarapus u
OlEEHKATA, KOSTO O0DOOIABAM 33 HEr0 © HANBJIHO .MOJOAHTEIHA™, [Mocrurnature
Pe3VATATH MM AABAT OCHOBAHHT & HpEUloRa Aa fhae mpuaodbura oOpa3OBATCAHATE W
HAYYHA CTEreH JIOKTOp™ OT Mar, HHAK, Mapuan XpHMcToB:

- B obmacT Ha BHCle 0OpazoBanKe - 5. TeXHHYECKH HayKiL
. mpodecnonanno Hanpasienue - 3.3 .KOMyHHKAUHOHHA H KOMIIATRPHA TeXHHAKA .
+  7IOKTOpCKa Mporpama - . OCHIypATEIHa TEXHHEA 1 cHCTEMH .

ata: 03.06.2026 1. YJIEH HA KYPHTO:
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- L'5¢ i educational and scientific degree "doctor”

Dissertation Author: M, Eng. Marian Hristov

Dissertation Subject: " Investigation of Cloud-Based System for Events Observation and
Analysis "

Member of Scientific Jury: Assoc. Prof. lvelina Balabanova, PhD - Technical University of
Gabrovo

1. Relevance of the problem developed in the dissertation work in scientific and
applied scientific terms.

The effectiveness of monitoring and identifying legitimate and malicious activities in
monitoring, diagnosing and assessing the state of evenis is a significant challenge for
corporate and industrial centers when processing flows of information resources. The main
lask for network administrators is the requirement for "Cyber Resilience" by integrating
complex and adaptive mechanisms for technological management of information securnly
with high reliability and speed. The relevance of the issues of the dissertation work, refated
to the development of a cloud-based technical framework and methodology for analyzing
threats and risks to ensure cybersecurity in the event of malicious access in an industrial
environment, is incredibly relevant.

2. Degree of knowledge of the state of the problem and creative interpretation of
the literary material.

The dissertation labor in a volume of 194 pages it effortlessly fulfills the defined basic
tasks reflecting conducted aclivities by analysis on the state on the one under consideration
issues in the relevant subject field. A strongly positive impression is the significant volume of
analyzed scientific information, covering 240 foreign sources, reflecting modern innovations
in the field. The presentation of the dissertation work is characterized by a high degree of
adequate interpretation of the scientific content and farmulation of the research directions.

3. Correspondence of the chosen research methodology and the set goal and tasks
of the dissertation with the contributions achieved.

In the dissertation labor complex approaches hased on analylical, simulation and
experimental methods are combined quality concepts on applicable tools 1o systematize:

e The criteria that the cloud-based operational monitoring system for high-risk evenis

must meet,

« The tools and mechanisms for designing, implementing and verifying the performance
of the proposed sysiem ynder various scenarios In an industrial production
environment.

4. Contributions of the dissertation work.

in my opinion, the following categorization of contributions to the dissertation can be
applied:

« Development of a Real-Time Notification Pipeline method and models for analyzing

OT/ICS detections and alarm events and a system for automated notification upon
detection of data integrity violation events, malicious manipulations on stored
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information resources and hardware equipment from D4loT in industrial environments
with Sentinel integration;

« Defining a system of indicators, analytical rules and a multilayer model in the
"Operational monitoring” paradigm, analyzing network environment factors and
producing independent notifications for high-risk events;

« Creation of operational monitoring models inlegrating mechanisms for generating
notifications in case of interrupted cloud connectivity due to cyber threals;

« Development of technical approaches for security symmeltry management in the
Firmware Lifecycle and Version - Aware detection of Firmware downgrades;

. Creation of a SIEM-oriented model for identifying and analyzing the consequences in
the individual phases of malicious cyberattacks on information resources in industrial
networks;

« Synthesizing a framework of analytical rules for allocation, status analysis and
firmware resource updates lo detect potential anomalies, as well as SPL-based rules
for generating real-time alarms.

5. Assessment of dissertation publications.

In connection with acquaintance on scientific community with the achieved results by the
dissertation labor by attitude on complex from empirical and experimental research are
realized total six scientific publications. The presented works with indexing in world-renowned
databases Scopus and IEEE, exported to organized.

« National conferences "TELECOM - [A1], [A3]" . "Electronics - [A4]", "ELECTRONICA
- [AS]"

« International Symposia "Symmetry — [A2]" "Network Computing and Applications
(NCA), Boston — [AB]",

are prepared in co-authorship with a scientific team. In a large part of the publications, the
candidate is the first author, which is a festament to his personal work and high confribution.

The number of citations in publications of high scientific value is remarkable. The
submitted materials provide information about 1 citation of publications [A2], [A3] and 47
citations of a scientific paper [AB]. According to a search conducted in the world-famous
Scopus databases, 28 cilations are currently available, which confirms that the doctoral
student's scientific achievements are accessible and known to a wide range of researchers
in the field in the country and abroad.

6. Opinions, recommendations and notes.

| do not personally know the candidate, M. Eng. Marian Hristov. | have no significant
comments on the presentation of the dissertation. The materials presented testify o a
researcher with high professional competence and skills in applying the most modern
technological achievements in the field of security. The numerous certificates for completed
professional courses and trainings with high and technical knowledge in the field of
"Cybersecurity and Information security” issued from leading international organizations such
as “International Society of Automation” , “Microsoft”, "Cisco’, “Fortinet Training Institute’,
“ACET Accredited Provider”, "Claroty”, “Technological School *Electronic Systems”,

| recommend that the candidate maintain and reward the foundations of his active
research activity. There are strong opportunities for M. Eng. Marian Hristov to profile his
scientific Interests in significantly more professional areas among the scientific community.
Also, 1o expand the scope of participatien in large national and international projects and
research programs, and his publication activity in IF- referenced publications of high scientific
value.



7. Conclusion.

In conclusion, | can be said that the presented dissertation meets the requirements of
the Law on the Development of the Academic Staff in the Republic of Bulgaria and the
assessment | summarize for it is completely positive . The achieved results give me
reason to propose to be awarded the educational and scientific degree "doctor” from M.
Eng. Marian Hristov:

+ field of higher education - 5. Technical Sciences;

. in scientific specialty 5.3. "Communication and Computer Technology"”;

« Doctoral program "“Security systems engineering”.

Date: 03.06.2026 MEMBER OF SCIENTIFIC JURY: ..
JAssoc. Prof. lvelina Balabanova, Phl/
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