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l. Arrya,ruocr ua pa:pa6orBau[fl B ll[ceprauHoHHuq rpya npob,rerrr B HayqHo H

HayqHonpr.rJror(Ho oTHorlreH rre

Br,p:oro HaBJIH3aHe r.t JlecHoro AoclbnBaHe Ha caBpeMeHHr.r reHeparHBHH TexHoJIorHI'I -
KaTO reHepaTHBHH C6CTo3aTeJIHH rr.rpeNU, 4UQy:TZOHHH MOAeJTH H TeXHr.rKH 3a pa3MflHa Ha JII4Ua -
cepxo3Ho noaKonaBar aoBepnero BrB BH3yaJrHara uu$opltauur u cb3aaBar oneparnBHH
pr{cKoBe 3a [aeHTxrrHoctra, Koero onpeaen, Bncoxara axryanHocr ua pa:pa6oraaHnr s

AlrceprarruoHHr{fl Tpya npo6.nerr.r. B nayruo orHorueHHe H3cJIeaBaHqro aapecupa

$parrnreurupauu.rr noaxoa n o6:racrra, Karo npeMuHaBa or rpaaHunoHnara 6uuapna
xlacrlQrlraqrla K6M no-,qerafinHa rpucrerreHHa KpaMr.rHaJllrcrt{qHa x,'racu{uraqur,
pa3rpaHr,rqaBaxla aBTeHTHqHrr, H3rlrno cHHTeTlrqHU H qacruqHo r.r3MeHeHr.r nuua H clqeTaBa
ceMaHTHqHH, JTOKaJIHU H qeCTOTHrj npH3Harlfi B MHOfOnOTOqHn apXr.rTeKTypH qpe3 a.4a[rHBHo

HHTerpnpaHe Ha xapaKTepucrrzxure. B npaxTHr(o-flpunoxeH nlraH tporyclr e [ocraBeH Bcpxy
c63aaBaHero Ha HaaexaHr.{ cpearl 3a aBroMarr.r3r.rpaHo rfu.nrpupaHe Ha cr.qbpxaHhe H

(OMnrcft,pHO-KpLIMHHiUILICTHqeH aHanu3, KOljTO rapaHTrIpaT BHCOKa TOqHOCT, yCrOfiunAOCr

cpeuly upax,qe6Hu araKrl r-l fipo3paqHocr npu B3eMaHero Ha peueHHq qpe3 o6rcHHM ,.r3KycrBeH

I{HTereKT 3a nor(arrl3auur Ha aoxa3areJlcrBara, orroaaprfixu npqKo Ha Hpr(arrre Ha

enponeficrnre r.r HarllroHalrHrrre HHHunarrrBr.r :a unSpoea cNrypuocr.

2. Crenex Ha [o3HaBarre cr,croqHuero Ha npo6.nelra n rBopqecra HHTeplperarrlq Ha

nHTepaTypH[q MaTepnaJr

3a pa:pa6ornaHe Ha ruceprau[rra aoxropaHrar e H3rroJr3Ba-l 123 ,rnteparypHn
r{3ToqHuKa. O6crofiuo ca fipoyqeHr.r 3Haqr.rMHTe uayunu ny6:rnraquu s o6racr]t, o6xnauautu
reHeparr4BHure Mo.[eJrrr u noaflpaBeHrrre Mear,rfi (,q:rr6oxn Qaauru$uxaru),
KprMt.IHarrrcT[rrHHTe MeroaH 3a orKpHBaHe B npocrpaHcTBeHaTa L qecrorHara o6racT,
HeBpoHHrre apxuTexr)pr.r 3a KoMnrolr,pHo :peuHe (xoHeolrouxoHHu n rpaHcQopuaropnu
upexr.r), ycrofiqltBocrra cpeuly yMr.rllneHr.r cMyrrleHHs (aasepcapr.ra:rnu araxn) lr o6.scHaltocrra
Ha H3KycrBeHu, HHTeneKT. Tropuecxara HHTepnperauuc Ha ,r.rreparlpHl4.s MarepHan ce
r,r3paBrBa s uaeHruQuqnpaHero Ha KJrloqoBr,r nponycKr.r B aocerarxHrrre la3creLBarre
(eguolto4aruocr, ys3Br.rMocr KbM araKu u HescHora ua peueHurra) H Tf,xHoro Haarpax,uaHe:
piBrpaHuqeHo e pa3MeHrHeTo Ha nr4ua oT n6JrHr4, cuHTe3 KaTo KplrMHHanr,rcTHqHo pa3JIHqHI4

KaTefopHrr, KoeTo nofuqecKu apfyMeHTHpa npexoaa oT aByKjracoBa l(6M TplrruIacoBa

MHoronoroqHa apxl,rreKT)pa. flo ro:u HaqHH flpo]qeHr.rre H3TorrHxur4 He ca caMo uHTHpaHH, a

Ca aHa.Il'ITxTIHO CI,IHTe3HpaHH B COnx.[Ha MOTOAOnOTHqHa OCHOBa,8't'pXy KOflTO Ce rpaACT UenTa,

3AAAqI,ITE I,I KOHUENTY'UIHATA PAMXA HA TPYAA.
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3. Csorsercrnne na nl6panara ruerojluxa ua [r3clreaBaHe u nocraBeHara uel H 3aaaqfl
Ha ancepTaul-loHHnq Tpya c rrocTHrHarure Ilp]rHocIl

B gr.rcepraqnouHr.r, Tpya e nocrHrHaro nt,rHo ctorBercrBue MexAy nocraBeHara qer,

$oplrylllpanrlre 3aaaqlr, H3noJr3BaHara Mero.(HKa H HafrHlrre flprrHocrr, Karo r.r3c:reaBaHero

crerBa JIorHKara Ha KoHTpoJrr.rpaHo ycnoxH.,rBaHe Ha rrocraHoBKara - or xra6puaen AByKJIacoB

MoAen Ao Tpr.rKjracoBa MHoronoroqHa apxHrercypa (viT, cNN, FFT), uurerpupaHa B paMKara

:a ycro vrlaocr H o6qcHr.rMocr RED-MS. I,I:6paHara Meroaura ccqeraBa nllTeparypeH aHiIJIIr3,

npoeKrlrpaHe Ha HeBpoHHr.r MpexH B cpe.[a PyTorch u crparuQrauupaHH eKcnepr.rMeHrH c

SlrxcnpaHl.r HaqaJrHH croiHocru 3a rapaHTnpaHe Ha rtLJIHa B'rinpor.r3BoarrMocr.
@opuy,rapanure 3aaaqrl ca crrcreMarr.rqHo peueHlr, I(aro pe3ynrarlrre or rrx nprxo Qopruapar
nocrr.rrHaTrrTe npuHocH: eMll[prrqHo e aoKa3aHa noJI3aTa oT cbqeTaBaHeTo Ha ceMaHTrqHI.l u
cneKTparHu 6ele:u, nnerpeH e xonuqecrBeHo H3MepHM nporoxon sa o6yteuue cpeuty
yMurlrneHH cMynreHut Ir ca npr{JroxeHr,r rexHlrxH 3a rrocneABaura o6qcnr,rl4ocr. I4gnongsaHara
KoMrneKcHa cucreMa or MerprlKr.r (Accuracy, F I -score, MCC, AUC-ROC, ARI) u I,r3pHIrHo

otlepraHrrre rpaHHuH Ha H3cJIeaBaHero (cra'ruuuu a:o6paxennx, naneH aocrLn ao lloae:ra)
noTBrpxaaBaT KopeKTHocTTa H MeToAoJIorHqecKaTa H3llpxaHocT Ha nonrreHLlTe pe3ynTaTH.

4. Hay.ruu u/u.nu uayvuonprrJroxun npuHocll Ha ar{ceprau[oHnlrr rpya

Ha 6a:ara Ha [poBeaeHHTe H3cJreaBaHHfl nocrrlrHaroro e o6o6ueso B trerHpv Ha)AHH,

aBa HayrlHo-nplrJloxHH H qernpH npllnoxHH npHHoca. Te ce oruaclr KaM cneAHHTe KareropHH:
. HoBH xaacnQuxauuu H MeroAu Ha H3cneABaHe: BbBexAaHero Ha rpuKnacoBara

xpuMlrHanr.rcrurrHa xlacu$uxauufi, Meroaororuqra :a )ur,r0HqnpaH cpaBHr.rreneH

a$anu3 H HoBHTe OleparHBHfi MerpHKH 3a KOrHqeCTBeHa OUeHKa;
t HoBH rioHcrpyr(uuu u rexHoJrorHH: paspa6oraauero Ha HoBr{Te HeBpoHHH

apxxTercrlpn u paMKr4 (xra6puaen Moaen, TpuKnacoBa MHoroloroqHa
apxi{reKrypa, RED u RED-MS), co$ryepuara r.rM[JreMeHrarIH, c orBopeH Koa,
craHAaprlr3HpaHara npolreaypa :a npeao6pa6orra u YAML-ron$urypupyer'aure
ET'IJ]OHHI,l TECTOBE.

flpegcrareuuTe nprluocrz ca aKTyanHrr H 3HaqrrMr.r ga o6nacrrlre: KoMnrorbpHu HayKrr,

r.r3r(ycrBeH rrHTeJreKT, xN6epcurypHocr v aurrTaJrlaa KpHrur4HaJIr.IcrHKa, c $oryc ntpxy
KoMnrcTbpHoro :peul.re, o6rcHNMoclra [,t ycrofiuneocma Ha HeBpoHHr{Te upexn. B npaKTuKo-
npunoxeH nJraH Te HMaT He[ocpeAcTBeHo 3HaqeHHe 3a cs3AaBaHeTo Ha HaAexAHr.r cpeAH 3a

aBroMaru3r4paHo Su-rrrpapaHe u ct 4e6uo-rpuuHHzrJrrrcrr.rqeH aHaJrk3 Ha lrearlfiuo c6a6pxaHrre,
3autnTa Ha uHOpoBara u,[eHrHrrHocr n 6op6a c ge:unSopuaqnma.

5. Ilpeueuxa ua ny6.nuxaquure no ilnceprauHoHHnq rpyA

flo reuara Ha auceprauuoHHH, Tpya ca ny6anxyaaHn v r.pueru 3a neqar 4 uayvull
Tpyra B nepuoaa 2025 - 2026 r. .{ouaan ca npe.(craBeHu Ha Mex.qyHapoaHrre Ha)AHa

xoHrfepeuquu ICEST 2025 u COMSCI 2025, r<aro 3a rrpeAcrornroro H3.{aHHe COMSCI 2026
lrMa npuer Ao[]rHHTeJreH aor,'raa. Ily6,urxaq[rra or Mex4yuapoaHara Ha)AHa ron$epeuur.rr
TechSys 2026 e orneqarana s MDPI Engineering Proceedings (SJR 2025: 0.254, Q3).

.{orropaumr e caMocrosreneH aBTop Ha egua or ny6.nurarrur{Te, a B ocraHanr{Te rpn e

nrpBu aBTop. Krnr r',roMeHra He ca perlrcrpl4paHu llrrrrpauHc. flpegcrarenrre HayqHrl rpyaoBe
noxprlBar HanbJIHo MHHr.rMaJrHr{Te HarrHoHanHH }l3HcKBaHnq u cneqrtbrqnure Kprrrepun or
flpaau,rHnra 3a ycJroBrrrra r.r peaa 3a npsao6HeaHe Ha Ha)AHx creneHr,r s TexHn.{ecxxs
yuunepcnrer - CoQNr sa npngo6r.reaue ua o6pa:orare:ruara t-r Ha)AHa creneu ,,gorrop".

6. MHeuue, flpenopaKn n 6eaexxn

flucepraquoHuuqr rpya e paspa6oreu Ha MHoro Blrcoxo Ha)rqHo HHBo, c'rpyKTypr.{paH e

noruqHo v e lpeacraBeH B 3aB6pueH srrA. flocraseHara ocHoBHa qer u 4eQuunpaHure K6M Hel
3aaaqu ca lr3nrJrHeHu usqrro. KrM o$opuaeulrero Ha auceprarlxoHHHc rpya 6ux ornpaaun
clreaHara 3a6eaexxa lr npenopbxa c ueJr noaKpena ra 6raeurara Hayqua H ny6,rurauuoHna
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aefiHocr Ha AoKTopaHTa. .{ucepraqr.tma e nocBereHa Ha H3xJrroqr.rrerHo aKTyaJrHa reMarr.rKa,
rropaAr,r Koero B Hefl ce 6opaeu c MHoxecrBo HoBU TexHoJrorun, 3a Ko}rro Bce oule JrHncBa

Ha['r,JrHo ]TBtpaeHa 6T rrapcxa repMHHonoruf,. B rpyaa e BKJrroqeH cn]rc6K c rrpeBo.q Ha

rr3noJr3BaHlrre c6(pauleHuc, Ho re He ca rrpunamHH nocJle,[oBareJlHo B H3JroxeHHero. Hape4 c
ToBa nporr3BoAHr.rre Ha re3r, TepMHHH ca u3noJBBaHH cMeceHo - Karcro Ha aHr.nNftcxu, TaKa r{ Ha

6r,arapcxu e3r.rK, Koero Ha Mecra 3arpyaHrBa Bb3npneMaHero Ha reKcra. Ilpenoptvsav ua

AoxropaHra n 6r4eu1ure cu rry5trur<ayuu Aa ce crpeMu Kr,M no-crpora repMuHonorlrqHa
ynr<fuxaqur H rrocneaoBareJrHo H3noJr3BaHe ua 6urapcxure HM c't orBgrcrBlra. Crulo 'raxa ra
rrpoAbnxr.r cBorra H3cne,{oBargncKa r,r HayqHo-npHnoxHa AeiiHocr, Karo np}Inox}I
rrocrlrrHarxTe pe3ynraru B cHcreMH :a nepxSuxaqr.rs sa ueaufiHo cralpxaHrle, npHJIoxHLI
lpoeKTr, :a xra6epcnrypuocr u nporrlBoAeficrsr4e ua 4eruutfopuauurra, KaKro Ir s ctae6Ho-
Kpr.rMHHanr.rcTHqHaTa ekcnepTHa rrpaKTlrKa.

7. 3ar,rroqexNe

C'rurav, qe npe.qcraBeHnqr auceprauuoHeH Tpya orroBaprr Ha H3HcKBaHlrrra na 3axoHa
3a pa3Blrrugro Ha aKaaeMHqHH, cr,craB n Peny6lura Et.rrapr.u n llpanu:rHrxa 3a Ha)AHH

cre[eHH na TexH]rqecxuc yHr,rBepcr.rrer - Co$ur. flocrurnarure Ha) {Ht.{, HaflHo-npunoxHH LI

nplrnoxHlr rrpuHocn, o rpa3eHlr B aocrarbqeH ua 6poil uay+ru ny6rnxaquu ca HarrbJrHo

aocTaT'LqHo ocHoBaHlie 3a noJIoxnTeJIHa oueHra Ha aucepTallhoHHu, Tpya. Br,l ocHosa Ha

Hes npeanaraM Ha yBaxaeMoro Hayruo Nyplr aa npucr,arr o6pa3oBare.'Inara lr HayqHa
creneH ,rAol(rop" Ha Mar. uux. Feopru .fuee Koroe r nporpecuouaaHo HanpaBneHue 5.3

"KouyullxaqrouHa r{ KoMnrcT'bpua rexHuxa" no HafrHa crreuHairHocr ,,Anrolraru:upauu
crlcreMr,r sa o6pa6orxa ua uurpopuaqn.r n ynpaaleuNe".

01.09.2026 r.
rp.CoOn,

qJIEH HA XVPI4TO:
/npo$. a-p usx. Euzr fronqes/
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Opinion

on a dissertation work for the acquisitron of an educational and scientific degree "doctor"

Professional field:5.J. Conmunicatiott and Contputer Engineering

Scientific specialty: Automated Information Processing and Control Systems

Author of the dissertation: MSc,Eng. Georgi Yanev Kotov

Title of the dissertation: "Methods for distinguishing and recognising Al-generated human

face images fron real human face images"

Scientific jury member: Prof. Emil Ivanov lontchev, PhD

l. Relevance of the problem developed in the dissertation in scientific and scientific
applied terms

The rapid expansion and accessible deployment of modern generative technologies - such as

Generative Adversarial Networks (GANs), diffusion models, and face-swapping techniques -
substantially undermine trust in visual media and pose critical operational risks to personal
identity, thereby underscoring the high topical relevance of the research problem addressed in
this dissefiation. From a scientific perspective, this study addresses the fragmented approach
within the domain by shifting from traditional binary classification toward a more granular,
three{iered forensic taxonomy that distinguishes among authentic, fully synthetic and partially
manipulated facial imagery. It further synergizes semantic, local and frequency-domain features
within multi-stream architectures through adaptive feature integration. [n practical and applied
terms, the research focuses on developing robust environments for automated content filtering
and computer-forensic analysis. These systems ensure high precision, robustness against
adversarial attacks and decision-making transparency via explainable artificial intelligence (XAI)
for evidence localization, thereby directly addressing the imperatives of European and national
digital security initiatives.

2. Degree of knowledge of the state of the problem and creative interpretation of the
literary material

To develop the dissertation, the doctoral candidate utilized 123 literature sources.

Significant scientific publications were thoroughly studied in domains encompassing generative
models and manipulated media (deepfakes), spatial and frequency-domain forensic detection
methods, neural architectures for computer vision (convolutional and transformer networks),
robustness against intentional pertr-rrbations (adversarial attacks) and explainable artificial
intelligence (XAI). The creative interpretation ofthe literature is reflected in identifring key gaps

in prior research (namely single-modality, vulnerability to attacks and decision opacity) and
addressing them: face-swapping is differentiated from complete synthesis as forensically distinct
categories, which logically justrfies the transition from a two-class to a three-class multi-stream
architecture. Thus, the reviewed sources are not merely cited, but are analyically synthesized
into a solid methodological foundation upon which the objective, tasks and conceptual
framework of the thesis are built.

3. Correspondence of the chosen research methodology and the set goal and tasks of the
dissertation with the achieved contributions

In the dissertation, complete alignment is achieved among the formulated objective, the
specified tasks, the methodology employed and the scientific contributions. The research follows
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a logic of controlled system complexity - progressing from a hybrid two-class model to a three-
class multi-stream architecture (ViT, CNN, FFT) integrated into the RED-MS framework for
robustness and explainability. The chosen methodology combines literature synthesis, neural
network design within the PyTorch framework and stratified experiments with fixed random
seeds to guarantee full reproducibility. The defined tasks are systematically resolved, with their
outcomes directly shaping the resulting contributions: the efficacy of combining semantic and
spectral features is empirically proven, a quantitatively measurable training protocol against
adversarial perturbations is implemented and post-hoc explainability techniques are applied. The
complex evaluation metric suite (Accuracy, Fl-score, MCC, AUC-ROC, ARI) together with the
explicitly delineated research boundaries (static images, white-box model access) validate the
correctness and methodological rigor of the obtained results.

4. Scientific and/orscientific-applied contributions ofthedissertation

Based on the conducted research, the achievements are slrnthesized into four scientific,
two scientific-applied and four applied contributions. They fall within the following categories:

. Novel Classifications and Research Methods: the introduction of a three-class
forensic classification, a methodology for unified comparative analysis and new

operational metrics for quantitative evaluation;
. Novel Architectures and Technologies: the development of new neural

architectures and frameworks (hybrid model, three-class multi-stream
architecture, RED and RED-MS), the open-source software implementation, a

standardized preprocessing pipeline and YAML-configurable benchmarks.
The presented contributions are highly relevant and significant to the fields of computer

science, artificial intelligence, cybersecurity and digital forensics, with a locus on computer
vision, explainability and neural network robustness. ln practical terms, they have immediate
value for the creation of reliable environments for automated media filtering and forensic
analysis, digital identity protection and combating misinformation.

5. Assessment ofthe publications on the dissertation

Four scientific papers related to the dissertation topic have been published or accepted for
publication within the 2025 - 2026 period. Papers were presented at the international scientific
conferences ICEST 2025 and COMSCI 2025, with an additional paper accepted for the
upcoming COMSCI 2026 edition. The publication from the Intemational Scientific Conference
TechSys 2026 is published in MDPI Engineering Proceedings (SJR 2025: 0.254, Q3).

The doctoral candidate is the sole author ofone ofthe publications and the first author of
the remaining three. To date, no citations have been recorded. The presented scientific works
fully satisf, the minimum national requirements as well as the specific criteria set forth in the
Regulations on the Terms and Procedures for Obtaining Scientific Degrees at the Technical
University ofSofia for the acquisition ofthe educational and scientific degree "Doctor".

6. Opinions, recommendations and notes

The dissertation is developed at a very high scientific level, logically structured and
presented in a complete form. The main objective and the defined tasks have been fully
accomplished. Regarding the formatting of the dissertation, I would like to olfer the following
remark and recommendation to support the PhD candidate's future research and publishing
activities. The dissertation addresses a highly topical subject, involving numerous emerging
technologies for which fully established Bulgarian terminology is still lacking. While the work
includes a list of translations for the abbreviations used, these are not applied consistently
throughout the text. Fu(hermore, derivatives ofthese technical terms are used interchangeably in
both English and Bulgarian, which occasionally hinders readability. I recommend that in future
publications, the doctoral candidate strive for stricter terminological standardization and the

consistent use of their Bulgarian equivalents. Additionally, the candidate should continue their
research and practical development by applying the achieved results in media verification
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systems, applied cybersecurity and anti-disinformation projects, as well as in digital forensics
expert practice.

7. Conclusion

I consider that the presented dissertation meets the requirements of the Act on
Development of the Academic Staff in the Republic of Bulgaria and the Regulations on
Scientific Degrees of the Technical University of Sofia. The achieved scientific, scientific-
applied and applied contributions, reflected in a sufficient number of scientific publications,
provide fully sufficient glounds for a positive evaluation of the dissertation. Based on this, I
propose that the esteemed Scientific Jury award the educational and scientific degree of
"Doctor" to MSc.Eng. Georgi Yanev Kotov in the professional field 5.3 "Communication and

Computer Engineering" in the scientific specialty "Automated Information Processing and

Control Systems".

Date: 0l .09.2026 Scientific jury member:........ .

,{Prof. Emil Iontchev, PhD/
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