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Unen na HayuHoto xypu: npod. n-p urx. Emun MUsanos Monues

1. AKTyaaHocT Ha pa3padoTBaHusi B JHCEPTAUHOHHHS TPyX npodjeM B HAY4YHO H
HAYYHONPHJI0KHO OTHOLLIEHHE

Bbp30TO HaBIM3aHE W JIECHOTO JOCTHIBAHE HA CHBPEMEHHM T'€HEPATHBHH TEXHOIOTHH -
KaTo reHepPaTUBHU ChCTE3aTETHH MPEkKH, TUPY3HOHHU MOJIE/IH U TEXHHKH 3a pa3MsAHa Ha JiMLa -
CepHO3HO TMOJKONABAT JOBEPHETO BLB BU3yanHata MH(OpMauMs W Cb3JaBaT ONEPaTHBHH
PUCKOBE 33 MAEHTHYHOCTTA, KOETO OINpejesis BHCOKATa aKTyaJlHOCT Ha pa3paboTBaHHs B
QUCePTALMOHHMA Tpya mnpobiem. B HayyHO OTHOWEHHME M3CIAEABAHETO  aapecHupa
¢parmMeHTHpaHuss noaxoa B oOnacTTa, KAaTo MNpPEMHHAaBa OT TpaAMLMOHHAaTa OWHapHa
knacuUKalMs  KbM  IMO-JeTaiIHA  TPUCTENEHHA  KPUMHHAIMCTHYHA  Kiacu(ukauus,
pasrpaHHyaBalla aBTEHTHYHH, M3IAJI0 CHHTETHYHH M YaCTHYHO M3MEHEHHM JIHLAa M CbueTaBa
CEMAaHTHYHH, JOKAJIHH W YECTOTHH MPHU3HAIIM B MHOTOMOTOYHH APXMTEKTYPH YPE3 aJanTHBHO
MHTErpUpaHe Ha XapaKTepUCTHKHUTE. B MpakTHKO-NPHIOKEH UIaH QOKYCHT € MOCTaBEH BbPXY
Ch3/IaBAHETO Ha HAJACKIHM CpPEId 3a aBTOMAaTH3HpaHO (UITPUpaHE HAa CbAbpKAaHHE H
KOMMIOTBPHO-KPUMHHAIUCTHYEH aHaIM3, KOWTO TapaHTHPAaT BHCOKA TOYHOCT, YCTOHYHMBOCT
cpelly BpaxJeOHM aTak{ W MPO3PaYyHOCT MPH B3EMAHETO Ha peIleHHs upe3 00ACHHUM H3KYCTBEH
MHTENIEKT 3a JIOKAJM3aluWs Ha J0Ka3aTelcTBaTa, OTTrOBAPAMKM MpPAKO Ha HYXIWTE Ha
€BpOINEHCKUTE M HAIIMOHAJIHUTE HHHIIMATHBH 3a LM(pOBa CUT'YPHOCT.

2. Crenen Ha NMo3HABAaHEe CHLCTOSTHHETO Ha MpodjeMa H TBOPYECKA HHTEpNpeTaunusi Ha
JMTepaTypPHHSI MaTepua

3a pa3paboTBaHe Ha [JMCEpPTALUATA JOKTOPAHTBHT € u3noia3Ban 123 nurepaTypHH
u3TouHHKa. OOCTOIHO ca MpOyUeHH 3HAYMMHTE HayyHH MyOnuKauMH B 001acTH, 0OXBallallH
reHepaTMBHUTE  MOJEIM M noJampaBeHuTe  Meaun  (apnboku  dammuudukarm),
KPUMHHAJTHCTHYHHTE METOOM 3a OTKPMBAaHE B TMPOCTPAHCTBEHAaTa M 4YeCTOTHaTa 00JacT,
HEBPOHHHUTE ApPXHUTEKTYPH 32 KOMIIIOTHPHO 3peHHe (KOHBOJIIOLUMOHHM M TpaHC(OPMaTOpPHH
MPE3KH), YCTOHYMBOCTTA Cpellly YMHIUUICHH CMYILEHHs (aJBepcapHalHi aTakH) U 00sSCHUMOCTTa
Ha H3KYCTBEHHMs MHTEJIEKT. TBOopueckaTa MHTEpHpeTalMs Ha JIUTEpaTypHUs MaTepHan ce
M3pa3sBa B MJICHTHQHIHPAHETO HA KIKYOBH [PONMYCKH B JOCErallHHUTE W3C/IE€IBAHHUS
(EAHOMOJANHOCT, YA3BHMOCT KbM aTaKM M HEACHOTA HA PELUEHHMATA) M TAXHOTO HaArpaxkIaHe:
pasrpaHUYEeHO € PasMEHSHETO Ha JWLA OT ITbJIHUA CHHTE3 KaTO KPUMHUHAIMCTHYHO Pa3JIMYHU
KaTeropMH, KOETO JIOTMYECKH apryMeHTHpa npexoja oOT [JBYKJIacoBa KbM TPHKIIACOBA
MHOIOIMoTOYHa apxuTekrypa. [lo To3u HauMH POYyYCHHTE W3TOYHMULIM HE Ca CaMO UMTHPAHH, a
Ca aHAJIMTHYHO CHHTE3MPAHHU B COJHIHA METOJI0JIONHYHA OCHOBA, BEPXY KOATO CE€ TPAIAT LIE/Ta,
3a/layMTe M KOHUENTyaJHaTa paMKa Ha TpyJa.



3. CnorBercTBHE HA 1:36pa|{ara METOIHKA Ha H3CJIE¢ABAHE H MOoCTaBeHaTa HeJ H 3aJ1a4H
HA JHCEPTALIHOHHHSA TPYA ¢ MOCTHIHATHTE NMPHHOCH

B nuceprauMoHHMUs TPYI € IOCTUTHATO [BJIHO CHOTBETCTBUE MEXIY MOCTaBEHATa LE,
dbopMyaMpaHuTe 3a1auM, M3MON3BaHAaTa METOAMKA M Hay4HHTE MPHHOCH, KaTO H3CIEeBAaHETO
Clle/iBa JIOTMKATa Ha KOHTPOJIMPAHO YC/IOKHIBAHE HA MOCTAHOBKATa — OT XUOPH/IEH JIBYKJIACOB
mozen 10 TpukiacoBa muoronorouna apxutekrypa (ViT, CNN, FFT), unrerpupana B pamkara
3a ycroiuuBocT U obscHuMocT RED-MS. HM3bpanarta MeToMKa ChueTaBa JIMTEPATYPEH aHAJIM3,
NpOeKTUpaHe Ha HEeBpOHHM Mpexu B cpega PyTorch m crpatuduuMpanM €KCNEPUMEHTH C
(GUKCHpaHH HayaJHXU CTOMHOCTH 3a TrapaHTHpaHe Ha MbJIHA  Bb3NPOM3BOAUMOCT.
@opMynHpaHUTE 3324l Ca CHCTEMAaTHYHO PEeleHH, KaTo pe3ylaTaTHTe OT TAX MpPAKO (popMUpat
MOCTUIHATUTE TIPUHOCH: €MITMPHYHO € J0Ka3zaHa 0J13aTa OT ChYETaBaHETO HAa CEMAaHTHYHHU H
CIEKTpaJHK Oelle3d, BHEAPEH € KOJMYECTBEHO M3MEpPHM MpPOTOKON 3a ofydeHue cpeuly
YMHUIUICHH CMYIIEHHA M Ca NMPUIOKEHHU TEXHHKH 3a MOCJeABalia obsicuumoct. M3non3sanara
KOMIUIEKCHA cucrteMa oT MeTpuku (Accuracy, Fl-score, MCC, AUC-ROC, ARI) u u3pnuno
OYEpPTAHUTE TPAHMIM HA M3CJEABAHETO (CTATHYHH M300pa)KeHMs, MMbJIEH TOCTBI A0 MOJeNa)
MOTBBPKAABAT KOPEKTHOCTTA U METOI0JIOrHYECKATa H3ABbPKAHOCT HA MOJTYYEHHTE Pe3y/ITaTH.

4. Hayynu u/MJIM HAYYHONPUJIOKHH NPHHOCH HA IMCEPTAMOHHHS TPy

Ha 6a3zata Ha mpoBeJeHUTE M3CJIEABAHUSA MIOCTUIHATOTO € 00O00ILEHO B YETHPH HAY4YHH,
JIBA HAYy4YHO-TIPUJIOKHYU M YETHPH MPHIIOKHH MPHHOCA. Te ce OTHACAT KbM CIIEJHHUTE KAaTETOPHH:

* HoBu knacupuKkaluu U METOOW Ha M3CJIEIBaHE: BBBEKIAHETO HA TPHKIACOBATa
KPUMHHATUCTHYHA K1acH(UKalMs, METON0IOrUATa 3a YHH(HUIMpPAH CpaBHUTENEH
aHaJIM3 U HOBUTE OMEpPaTHBHH METPHKH 3a KOJUYECTBEHA OLICHKA;

* HoBHM KOHCTPYKUMHM H TEXHOJOTHH: pa3pabOTBAaHETO HAa HOBHMTE HEBPOHHHU
apXUTEKTYpu M paMku (XMOpuAeH MojJed, TPHUK/IacoBa MHOTOIOTOYHA
apxurektypa, RED u RED-MS), copTyepnara uMniaeMeHTalus ¢ OTBOPEH KOZ,
CcTaHJIapTH3HpaHaTa npoueaypa 3a npenodpadorka 1 Y AML-koHdurypupyemure
€TaJIOHHH TECTOBE.

[IpeacTaBeHUTE MPUHOCH Ca AKTyaaHH M 3HAUUMH 3a 00JIacTHTE: KOMIIOTBPHU HAYKH,
M3KYCTBEH HWHTENIeKT, KUOepCHrypHOCT M JMIMTalHAa KPUMHHAIMCTHKA, ¢ (OKyc BBpPXY
KOMIIOTBPHOTO 3peHHe, O0ACHUMOCTTA U YCTOHYMBOCTTAa HA HEBPOHHHUTE MpexkH. B nmpakTuko-
MPUJIOKEH MJaH T€ WUMaT HEMOCPEACTBEHO 3HAYEHHE 3a Ch3AABAHETO Ha HAJESKIHH CpPeaH 3a
aBTOMATH3MpaHO (UITpUpaHE M CbAECOHO-KPUMHUHAIMCTHYEH aHAIM3 HA MEIMIHO ChABPIKAHHE,
3amMTa Ha uMdpoBaTa HaAEHTHYHOCT U Oopba ¢ n1e3nHpopManusTa.

5. Tlpeuenka Ha ny0JMKAUMUTE N0 JHCEPTALHOHHHS TPY]

[To Temara Ha AHMCEPTALMOHHUA TPYA ca NyOMMKYBaHM M NPHETH 3a MedaT 4 HayuyHH
Tpyna B nepuoaa 2025 — 2026 r. Jloknaaum ca MpencTaBeHM Ha MEXAYHAPOAHWTE HAY4HH
konpepenuuu ICEST 2025 u COMSCI 2025, karo 3a npeacrosmoto uzaanne COMSCI 2026
uMa IpueT JombiaHuTeNneH aoknaz. [lybnukauusra oT MexayHapoaHata HayyHa KOH(epeHUus
TechSys 2026 e orneuarana B MDPI Engineering Proceedings (SJR 2025: 0.254, Q3).

JIOKTOPAHTBT € CaMOCTOSATENIeH aBTOp Ha e/iHa OT NyOJIMKAIMHUTE, @ B OCTAHAIUTE TPH €
mbpBH aBTOP. KbM MOMEHTA He ca perucTpupaHu UMTHpaHus. [IpejcTaBeHuTe Hay4yHHU TPYLOBE
MOKPHUBAT HAMBJIHO MHHHMAJIHHTE HALMOHATHW M3MCKBAHHUA M CHeUM(UYHUTE KPHTEPHH OT
[lpaBuiHuka 3a ycnoBusitTa M peda 3a npuaoOMBaHe HA HAYYHH CTeNeHH B TexXHH4YecKus
yHuBepcuTeT — Codusd 3a npuaoduBaHe Ha oOpa3oBaTenHaTa U Hay4dHa CTEMEH ,,JOKTOP®.

6. MHeHMs, NpenopPpbKH U DelIeKKH

JlMcepTalMOHHUAT TPYA € pa3paboTeH Ha MHOIO BUCOKO Hay4HO HMBO, CTPYKTYpPHpaH €
JIOTHYHO M € MPEJCTaBeH B 3aBbpllieH Bu. [locTaBeHaTa OCHOBHA 1€ M JeQUHHPAHUTE KbM Hesl
3a7layM ca M3MBJHEHH u3usno. KeMm odopmieHHeTo Ha AMCEPTAUMOHHHMS Tpya OMX OTmpaBui
cnenHara 3abenexka ¥ MpenopbKa ¢ len Mojkpena Ha Obaemiata HayyHa M MyOJIMKalMOHHA
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NEeHHOCT Ha JOKTOpaHTa. /lucepraumsaTa € MOCBeTEHa HA M3KIIOYMTEIHO aKTyalHa TeMaTHKa,
rnopagd KOE€TO B HEA Ce 60paBH C MHOXECTBO HOBHM TEXHOJIOTMH, 3a KOHMTO BCE€ OILE JIHUICBa
HaN'bJIHO YTBBpAEHA ObJrapcka TepMHHONOTHA. B Tpyaa e BK/IIOYEH CMHMCBK C MpPeBOA Ha
H3MOJI3BAHUTE CHKPALIEHHS, HO T€ HE ca MpHUJIaraHu nocje0BaTe/IHO B H310keHneTo. Hapen ¢
TOBA INMPOHU3BOJHHUTE HA TE3H TEPMHHH Cad MU3MOJ3BAHH CMECEHO - KAKTO Ha aHl"J'IHﬁCKH, TaKa U Ha
OBJIrapcKH €3MK, KOETO Ha MecTa 3aTpy/HsBa Bb3NpPHEMaHEeTO Ha Tekcra. IlpenopsuBaM Ha
IDOKTOpaHTa B ObJelIMTe CH MyONMKAUMM Ja Ce CTPEeMHM KbM IO-CTpOra TEPMHHOJIOTHYHA
YHU(HKAIHA ¥ MOCIEeIOBATEIHO H3MOA3BaHE HA OBArapCcKUTE MM ChOTBETCTBHA. ChIIO Taka ja
NpOOB/DKM  CBOATA M3CJAENOBATE]ICKA M HAy4dyHO-MPWIOXKHA JEHHOCT, KaTo NPUIIOXKH
MOCTHTHATHTE PE3YNTaTH B CHCTEMM 3a BepHOHKAUHMS HA MEOUHHO CbAbpPXKAHHE, NMPHIIOKHH
MPOEKTH 3a KHOEPCHT'YPHOCT M MPOTHBOACHCTBHE Ha Ae3MH(OpMAlMATa, KAKTO U B ChAEOHO-
KPUMHHATHCTUYHATA €KCIIEPTHA NMPaKTHKA.

7. 3axkiawouyenune

Cuyuram, ye MpeJCTaBeHUST AUCePTALMOHEeH TPY/ OTroBaps Ha U3MCKBaHUATA HAa 3aKOHa
3a pa3sBUTHETO HA akKaJAeMHYHHs cbcTaB B PemyOnuka bwarapus u IlpaBunnuka 3a Hay4Hu
creneHu Ha TexHuuyeckus yHusepcuteT — Codus. [locTurHaTuTe HayyHH, HAYYHO-TIPHJIOKHH H
NPUIOKHH NPUHOCH, OTPa3eHHM B JocTarbyeH Ha Opoil HayyHu nyOJMKaluMu ca HallbJIHO
Z0CTATBYHO OCHOBAHME 3a IMOJIOKHTE/IHA OUEHKA HAa JAMcepTaluroHHUs Tpyd. Bb3 ocHOBa Ha
Hes npealaraMm Ha yBaxkaemoro HayuHo Kypu na npucbaum odpaszoBaTejHATa H HAY4YHA
creneH ,J0KTOp* Ha mar. uHxk. [eopru SlueB KoroB B mpodecnonanHo HampapieHue 5.3
“KoMyHHMKallMOHHAa W KOMIMIKOTBPHA TEXHHMKA~ [0 Hay4yHa CHEUHaJHOCT ,,ABTOMATH3HPaHH
cucTeMH 3a o0paboTka Ha HHOpMaLHs M yripaBieHHe" .

01.09.2026 . UIEH HAXKYPHTO: ...cocoi ORI
rp.Co¢us /mpod. a-p unx. Emun Honues/



Opinion

on a dissertation work for the acquisition of an educational and scientific degree “doctor”
Professional field:5.3. Communication and Computer Engineering

Scientific specialty: Automated Information Processing and Control Systems

Author of the dissertation: MSc.Eng. Georgi Yanev Kotov

Title of the dissertation: “Methods for distinguishing and recognising Al-generated human
face images from real human face images"

Scientific jury member: Prof. Emil Ivanov Iontchev, PhD

1. Relevance of the problem developed in the dissertation in scientific and scientific
applied terms

The rapid expansion and accessible deployment of modern generative technologies - such as
Generative Adversarial Networks (GANs), diffusion models, and face-swapping techniques -
substantially undermine trust in visual media and pose critical operational risks to personal
identity, thereby underscoring the high topical relevance of the research problem addressed in
this dissertation. From a scientific perspective, this study addresses the fragmented approach
within the domain by shifting from traditional binary classification toward a more granular,
three-tiered forensic taxonomy that distinguishes among authentic, fully synthetic and partially
manipulated facial imagery. It further synergizes semantic, local and frequency-domain features
within multi-stream architectures through adaptive feature integration. In practical and applied
terms, the research focuses on developing robust environments for automated content filtering
and computer-forensic analysis. These systems ensure high precision, robustness against
adversarial attacks and decision-making transparency via explainable artificial intelligence (XAI)
for evidence localization, thereby directly addressing the imperatives of European and national
digital security initiatives.

2. Degree of knowledge of the state of the problem and creative interpretation of the
literary material

To develop the dissertation, the doctoral candidate utilized 123 literature sources.
Significant scientific publications were thoroughly studied in domains encompassing generative
models and manipulated media (deepfakes), spatial and frequency-domain forensic detection
methods, neural architectures for computer vision (convolutional and transformer networks),
robustness against intentional perturbations (adversarial attacks) and explainable artificial
intelligence (XAI). The creative interpretation of the literature is reflected in identifying key gaps
in prior research (namely single-modality, vulnerability to attacks and decision opacity) and
addressing them: face-swapping is differentiated from complete synthesis as forensically distinct
categories, which logically justifies the transition from a two-class to a three-class multi-stream
architecture. Thus, the reviewed sources are not merely cited, but are analytically synthesized
into a solid methodological foundation upon which the objective, tasks and conceptual
framework of the thesis are built.

3. Correspondence of the chosen research methodology and the set goal and tasks of the
dissertation with the achieved contributions

In the dissertation, complete alignment is achieved among the formulated objective, the
specified tasks, the methodology employed and the scientific contributions. The research follows
4



a logic of controlled system complexity - progressing from a hybrid two-class model to a three-
class multi-stream architecture (ViT, CNN, FFT) integrated into the RED-MS framework for
robustness and explainability. The chosen methodology combines literature synthesis, neural
network design within the PyTorch framework and stratified experiments with fixed random
seeds to guarantee full reproducibility. The defined tasks are systematically resolved, with their
outcomes directly shaping the resulting contributions: the efficacy of combining semantic and
spectral features is empirically proven, a quantitatively measurable training protocol against
adversarial perturbations is implemented and post-hoc explainability techniques are applied. The
complex evaluation metric suite (Accuracy, F1-score, MCC, AUC-ROC, ARI) together with the
explicitly delineated research boundaries (static images, white-box model access) validate the
correctness and methodological rigor of the obtained results.

4. Scientific and/or scientific-applied contributions of the dissertation

Based on the conducted research, the achievements are synthesized into four scientific,
two scientific-applied and four applied contributions. They fall within the following categories:

* Novel Classifications and Research Methods: the introduction of a three-class
forensic classification, a methodology for unified comparative analysis and new
operational metrics for quantitative evaluation;

* Novel Architectures and Technologies: the development of new neural
architectures and frameworks (hybrid model, three-class multi-stream
architecture, RED and RED-MS), the open-source software implementation, a
standardized preprocessing pipeline and YAML-configurable benchmarks.

The presented contributions are highly relevant and significant to the fields of computer
science, artificial intelligence, cybersecurity and digital forensics, with a focus on computer
vision, explainability and neural network robustness. In practical terms, they have immediate
value for the creation of reliable environments for automated media filtering and forensic
analysis, digital identity protection and combating misinformation.

5. Assessment of the publications on the dissertation

Four scientific papers related to the dissertation topic have been published or accepted for
publication within the 2025 - 2026 period. Papers were presented at the international scientific
conferences ICEST 2025 and COMSCI 2025, with an additional paper accepted for the
upcoming COMSCI 2026 edition. The publication from the International Scientific Conference
TechSys 2026 is published in MDPI Engineering Proceedings (SJR 2025: 0.254, Q3).

The doctoral candidate is the sole author of one of the publications and the first author of
the remaining three. To date, no citations have been recorded. The presented scientific works
fully satisfy the minimum national requirements as well as the specific criteria set forth in the
Regulations on the Terms and Procedures for Obtaining Scientific Degrees at the Technical
University of Sofia for the acquisition of the educational and scientific degree "Doctor".

6. Opinions, recommendations and notes

The dissertation is developed at a very high scientific level, logically structured and
presented in a complete form. The main objective and the defined tasks have been fully
accomplished. Regarding the formatting of the dissertation, I would like to offer the following
remark and recommendation to support the PhD candidate’s future research and publishing
activities. The dissertation addresses a highly topical subject, involving numerous emerging
technologies for which fully established Bulgarian terminology is still lacking. While the work
includes a list of translations for the abbreviations used, these are not applied consistently
throughout the text. Furthermore, derivatives of these technical terms are used interchangeably in
both English and Bulgarian, which occasionally hinders readability. I recommend that in future
publications, the doctoral candidate strive for stricter terminological standardization and the
consistent use of their Bulgarian equivalents. Additionally, the candidate should continue their
research and practical development by applying the achieved results in media verification
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systems, applied cybersecurity and anti-disinformation projects, as well as in digital forensics
expert practice.

7. Conclusion

I consider that the presented dissertation meets the requirements of the Act on
Development of the Academic Staff in the Republic of Bulgaria and the Regulations on
Scientific Degrees of the Technical University of Sofia. The achieved scientific, scientific-
applied and applied contributions, reflected in a sufficient number of scientific publications,
provide fully sufficient grounds for a positive evaluation of the dissertation. Based on this, I
propose that the esteemed Scientific Jury award the educational and scientific degree of
"Doctor" to MSc.Eng. Georgi Yanev Kotov in the professional field 5.3 “Communication and
Computer Engineering” in the scientific specialty “Automated Information Processing and
Control Systems”.

Date: 01.09.2026 Scentific jury member:. ..o vonsmmman s
/Prof. Emil Iontchev, PhD/



