PELIEH3 U1

IMCEPTAIMOHEH TPY/ 3a Mpuao0KuBaHe Ha 00pa30BaTesIHa U Hay4yHa CTENeH
»JOKTOp* B MmpodecuoHanHo HampapiaeHue 5.3 ,, KomyHUKallMOHHA U

OV OMITIOThPHA TEXHUKA', TIO HAYYHA CMEHATHOCT ,,ABTOMAaTU3UPAHU CUCTEMH 34
obOpaboTka Ha MH(pOpMaLUs U yrnpaBiieHHEe

ABTOp Ha aucepranoHHus Tpya: Mar. nuxk. I'eopru SInes Koros

Tema Ha aucepTallMOHHMS TPYI: ,,MeTOAH 32 pa3rpaHMYaBaHe U pa3fo3HaBaHe
Ha H300paskeHHs HA YOBELUKH JIMIA, TEHEPUPAHH € U3KYCTBEH HHTEJIEKT, OT
H300paskeHUs HA PeaJIHH YOBeIIKH JIuia‘

Penenzent: npod. a-p nnxk. Aranac BesikoB Aranacos, XTMY-Codus

1. AKTyasHoCT Ha pa3padoTBaHHs B IHCEPTALHOHHHS TPy NpodJieM

JIMcepTaHOHHUAT TPYA aapecHpa cepuo3eH mnpodiem, cCBbp3aH ¢ uMdpoBaTa
MICHTHYHOCT, OHOMETpUYHATa  aBTEHTHKallMs, MeAWHHaTa BepUQUKALUi H
npaBorpuiIaraHeTo. B cbBpeMeHHOTO MHPOPMaUMOHHO OOLIECTBO JIECHHAT JOCTBII J0
reHepatiBeH u3kyctBeH uHTenekT (W) xato mudysmonnn mozenu (Stable Diffusion,
DALL-E) u renepatuBHo-chcTe3aTenHd MpexkH (GAN) noakomasa IOBEpHETO BBB
BU3yaJIHUTE NOKa3aTenacTBa. Ko4oBHAT (QOpeH3MYeH MPHUHOC Ha TPyAa CE€ CHCTOM B
pasrpaHHuYaBaHeTO Mekay HambaHo HWM-reHepupanu mnopTpeTH M HU300pa)keHHsA ¢
NMOKanHO pa3MeHeHHW nuua (face-swapped), Thil KaTo Te MMaT pa3iaM4HH (HOPEH3UYHH
XapakTEPUCTHKU. TpaJMIIHOHHUTE METOIH, KOUTO 00eqUHABAT BCUUKM MAHHMITYJIALHH B
€IMH 00111 ,,anmuB* Kjac, ry0saT BakHa HHQOpMalUMs 3a pa3ciIe/IBAHETO U MOJIEpALIMATA.
TpyasT nmpeogosnsiBa U ApYrd KPUTHYHH INPOIMYCKH B NPAKTHYECKOTO BHEAPsBAHE Ha
noJo0HH TEXHOJOTHH - aJABepcapuaHaTa YsI3BUMOCT (YSA3BHMOCT KBbM YMHILIEHH
CMYLIEHHs B H300pakeHUATa) U JIuIcaTa Ha o0acHUMOCT Ha B3eTuTe oT MM perienusi.

Hay4yHaTta 3HaYMMOCT Ha AMCEPTALMOHHHA TPYA € CBbp3aHa ¢ pa3pabOTBaHETO H
U3CJIeBAHETO HAa XUOpUIEH MOAX0M, KOHTO 0OeauHsABA pa3lIM4YHH THIIOBE IIPH3HALH, a
IpakTHYecKaTa M 3HAYUMOCT — C BB3MOKHOCTTa pe3y/lTaTuTe Ja ObJaT MHTErpUpaHd B
cucteMH 33  uMppoBa  KPUMHMHAIMCTHKA,  KHOepCHrypHOCT,  OuHOMeTpHYHA
HIEHTH(QHUKAIINA, 3a1IHTa OT U3MAMH U NMPOBEpPKa Ha LU(PPOBO ChABPIKAHHUE.

2. Cremen Ha mo3HABaHe HAa CHCTOSIHHETO Ha mnpolieMa H TBOpYecKa
MHTepNpeTalus HA JJUTEPATYPHUSI MaTepHAall

JIOKTOpPaHTBT JEMOHCTPHUPA 3a1bJI00UYEHO MMO3HABAHE HA CHBPEMEHHOTO ChCTOsSHHE
Ha npobnemute B 0b6macTTa Ha uMppoBata popenszuka. JInteparypHuar od3op oOxBalua
obmwo 123 u3TouHMKa, MpociensBaild eroouusaTa oT paHHute GAN mozxenu 10 Hai-
HOBUTE JIATEHTHH AU(Y3HOHHH reHepatop. ['eopru KoToB aeraiinHo aHanusupa H
crieUM(HUYHUTE MHCTPYMEHTH 3a pa3MsiHa Ha WACHTHYHOCT, pa3rpaHHYaBaiikKl TEXHHUTE
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JOKajaHH apTedakTH OT riobanHUTe TEKCTYPHM aHOMAJIMU HA MbAHUA cuHTe3. OcBeH
reHepaTUBHUTE TEXHOJIOIMHM, B 0030pa ca aHanM3MpaHM CHBPEMEHHMTE METOAM 3a
aJIBepcapraTHO MalllMHHO 00yUyeHHEe U MOJAXOAMTE 3a rocieasaiia ooscuuMoct (XAI).

TBOpueckaTa MHTEpIIpeTallds Ha chOpaHHA MaTepHal ce H3pa3siBa B KPUTHYHOTO
MICHTH(QUIMpPAaHEe Ha TMPa3HOTH B ChLIECTBYBallaTa JMTepaTypa. JlOKTOPaHTHT
apryMeHTHpa, Y€ CTaHAAPTHOTO OMHApHO KiacH(uuupaHe (peanHo/(anuBo) BOAU 10
saryba Ha UeHHa ¢opeH3nyHa HHGopmauua. KaTo TBOpYeCKO pelIeHHE 3a
NPOTHBOACHCTBHE TOW Tpelara OpUrMHalHa TPH-KIacoBa (DOPEH3HYHA TAKCOHOMMI.
KoncTaTtupaiikn orpaHH4eHHATa Ha eAMHHYHHUTE IPOCTPAHCTBEHH MJIH YECTOTHH METOIH,
aBTOPBT KOHLENTYaJHO 00OCHOBaBa HEOOXOAMMOCTTAa OT MHOTOIOTOYHO CIIMBaHE 4pe3
MEXaHM3bM 3a BHUMaHHe. [IposiBeHa € 3psijla KpUTMYHOCT KbM cOpTyepHaTa ya3BHMOCT
Ha MW MomenuTe, KOETO MOTHBHMpa BIpa)kJaHETO Ha aJBEpCapHalHO 3aKalisiBaHe.
TBopueckM ca HMHTEPMPETHPAHH M OrpaHHYEHHMATa HAa TOYHOCTTAa KaTo €JMHCTBEHA
MEeTpHKa, KOeTO BOJH 10 BbBEXKIAHETO Ha MO-CTPOTH MOKa3aTesau 3a yctoiuusocT (ARI)
u BapHocT Ha oOscHeHusita (EF). Beuukm wusBoam ot o03opa ca  ycnemHo
TpaHCHOPMHPAHU B IIECT H3MEPUMH pPaOOTHH XMIIOTE3H, 3a/laBallld TPAEKTOpHATA Ha
JIHCEpTaLUsATA.

3. CnhoTBeTCcTBHE HA M30paHaTa MeTOJAMKA HAa H3C/IeBaHe C MOCTABEHATA LeJa M
3aJa4M HA JHCEPTALHOHHHSA TPYI

OcHoBHaTa L€l Ha HayyHUTEe H3CIEIBaHUA B OHUCEPTALlMOHHHMA TpPYyA € Ja ce
MpeUIoKaT, aHAIM3UpaT M OLEHAT METOAH 3a pasrpaHHyasaHe Ha MM-renepupanu auna
M JTHLIa ¢ pa3MeHeHa uaeHTHYHocT (face-swapped) ot peannu nuua. ToBa ce ochblLeCTBABaA
B PaAMKHTE Ha TpHU-KI1acoBa (OpeH3MYHa TAaKCOHOMHS (peajaHO JHIE, Pa3sMEHEHO JIUIIE,
MH-reHepupaHo JMIe) C [OCTUIaHE HA BHCOKAa TOYHOCT, YCTOMYMBOCT IIpH
amsepcapuaniu ataku (Loo white-box), mocneaBama 00ACHHMOCT M 00eIMHsBaHE Ha
KOMITOHEHTHTE B yHHUHUUMpaHaTa pamka RED-MS.

3a Ta3u LeJl € HallpaBeH aHalli3 Ha ChILECTBYBALOTO ChCTOSHUE Ype3 IPOYUYBAHE Ha
reHepaTHUBHUTE MOJEIM 32 CHHTE3, METOJMTe 3a (OPEH3HYHO pa3lo3HaBaHe,
aJiBepcapHalHOTO MamUHHO oO0ydyeHue u obsacHumus MU (XAI) ¢ uen nepunupane Ha
U3CIIeIOBATENICKHTE Mponycku. PaspaboreHn ca XxMOpHAEH ABYKJIAcOB MOJEN, KOHTO
KOHKAaTEeHHpa pe3yNTaTUTe OT AbJIOOKAa KOHBOMIOIMOHHA HeBpoHHa Mpexka (CNN -
ResNet-18) cbc ceMaHTHYHM MpHU3HALM M pe3yaTara oT (OpeH3U4YeH ITHKCelleH
neckpuntop. [lonmydenustr o6oOuweH BekTop ce IMojJaBa Ha KiIacHpHKaTopa
RandomForestClassifier cbc 100 appBeTa, KOHTO AaBa 1o 100pa TOYHOCT Ha OLEHABAHE
(94.1%) cripsiMo Ta3u Ha OTAeNHHUTE MozeaH. PazpaboTeHa e Tpu-KJ1acOBa MHOTOMIOTOYHA
apXMTEKTypa upe3 nmpoekTupane Ha mozae ¢ napasnentu notouu (ViT, CNN u FFT), kouro
ce cuOUpar ype3 MexaHHU3bM 3a BHMMaHMe. [IpoekTHpaHa € paMkaTa 3a YCTOHYMBO M
obscaumo oTkpuBaHe (Robust and Explainable Detection /RED/) upe3 unTerpupate Ha
ansepcapuanHo ob6ydenue (FGSM/PGD), nedunupane na wmerpukata ARI 3a
ycroiunBocT U Grad-CAM 3a obscaumocT. CuHTe3HpaHa € MHoronoroyHa RED-MS
METOIOJIOTHS, H3TIOA3BaiKH 00eIMHsABaHe Ha TPU-KJIACOBOTO MHOIOIIOTOYHO OTKPHBAHE,
azBepcapuanHarta 3amuTa U XAl B koHBelep, ympaeiasBaH upe3 YAML, BeaHo cuc
CpaBHMTEJICH aHAIM3 U OLeHKa U3BBH pasnpenencHueTo (OOD).

2



[Ipu pazpaboTkaTa Ha MOJIETMTE U METOJOJIOTHH Ca U3MOJI3BAaHH IIHPOK CIIEKTHP OT
Hay4yHH METOAM U COPTYyepHH HHCTPYMEHTH, KaTO (HOPEH3MYHH W YECTOTHH METO.IH,
METOAM 3a aJBepcapHalHa 3amMTa M O00ACHMMOCT, ajABepcapHagHo o0ydeHHE H
CUMyJallMsd Ha aTakd IpPH IBJIEH JIOCThI, HEBPOHHH AapXUTEKTYpH, AJITOPHTMH 3a
MAaIIHHHO o0y4eHue, KIacHPUKaTOpH U ONITHMH3ATOPH.

ITpu peanu3zanms Ha aJITOPUTMHUTE ca U3IOJ3BAaHU €3MKBT 3a nporpamupane Python
3 ¥ e3ukbT 3a KoOHuUrypauronnu ¢aitnoe YAML kakto u MHOXKecTBO OMOIHOTEKH U
nporpaMuu pamku kato PyTorch, scikit-learn, NumPy, Pandas, Dlib u OpenCV u ap. Ilpu
00y4eHHETO, TeCTBAaHETO M BepU(HUKaLUATa HAa MOJEIMTE € HalpaBeH noadop Ha
noaxonamu erasioHHH HaGopu ot manuu (WhichFacelsReal, Al-vs-Deepfake-vs-Real,
FaceForensics++, WildRF, Deepfake-Eval-2024 u np.).

CumntaMm, ye goktopaHThT ['eopru KoToB azekBatHo € mnoadpail M H3II0JI3Ball
MHOXECTBO HayYHH METOJIH, KaTO BbB BCSIKA I1aBa Ha AUCEPTALMATA MOAPOOHO € 00sACH!
KOHKPETHHUTE LIE/IH U 331a4H, U € 000CHOBAJI JETAMIHO METOAUTE U METPUKHUTE 3a TAXHOTO
pelaBaHe U OIeHKa.

4. KpaTtka aHaJAHTH4YHA XapaKTePHCTHKA HAa eCTeCTBOTO M OlEHKa Ha
JIOCTOBEPHOCTTA HAa MaTepHaja, BBPXY KOHTO ce TIpajsiT NPHHOCHTE HA
AMCEPTAUHOHHHUS TPY]

[TpuHOCHTE Ha JAMCEpTAUMOHHHMS TPyA C€ TIpaasiT BbPXY CTATUCTHYECKH
NpPeNCTaBUTENEH U METOJOJIOTHYECKH W3IbpKaH €MIUPUYEH MACHB, CBCTOSIL C€ OT
CTaTHYHH UM(POBH H300pa’keHUs Ha 4YOBEWIKM Juua. M3cnemoBaTtenckuar marepual
oOxBamia Tpu HOpeH3MYHH KaTeropuH: aBTEHTHYHH MOpTpeTH, HanbiaHOo MM -renepupanu
nuLa 1 n300pakeHus ¢ pa3MeHeHa uaeHTHuHocT (face-swapped). JlokTOopaHTBT H3M0I3Ba
YTBBPJCHH B MEXAyHapoJaHaTa HayyHa oOLIHOCT eTasloHHH Habopu nanuu (datasets),
cpea kouto WhichFacelsReal, Al-vs-Deepfake-vs-Real n FaceForensics++. 3a TecTBane
Ha 00061aeMocTTa H3BBH JIabOpaTOpPHA cpelia ca BKIIOYEHH M CbBPEMEHHH Ha0OpH JIaHHH
ot peanHus cBaT kato WildRF u Deepfake-Eval-2024. JloctoBepHocTTa Ha W3BOAUTE €
rapaHTHpaHa ype3 CTPOr KOHTPOJ U HHOBATHBHHU (DMIITPH 3a Ka4yeCTBO IIPH ITOAr0TOBKATA
Ha paHHuTe. [lpunokeHa e JeayminukauMs 4pe3 nepuentuBeH xem  (pHash),
OTCTpaHsABaIla ONM3KHU TyOMHUKATH C pa3cTosHUE HA XeMUHT noa 5 outa. I1o To3n HauHH
U3pUYHO € TpeJoTBpaTeHo wu3ThyaHeto Ha maHHW (Data Leakage) wMexnay
MOAMHOXKECTBaTa 3a 00y4eHHe U TeCT. 3a eTMMHHUPAHe Ha CTATHCTHYECKATa CIy4alHHOCT
aBTOpBT € (HUKCUpan HavanHata cToiiHocT (seed = 42) 3a BCHYKM CpaBHUMH
eKCIepuMeHTH. JlaHHuTE ca pa3easiH| CTPOro CTpaTHGULMPAHO MO CaMOJUYHOCT, MOJIE
Ha FeHepaTop MM U3X0AHO BHAeo. OueHKaTa Ha a/IBepcapHallHaTa yCTOHYMBOCT pa3yuTa
Ha ureparuBHara PGD araka, KoATO € J0Ka3zaH Hay4yeH CTaHAapT 3a HM30irsaHe Ha
H3KYCTBEHO MacKupaHe Ha rpaaueHTHTe. Bepuduumpanoro PGD wusuucienue e
M3BBPLICHO NPH KOHTPOJIUPAHH cOPTyepHH yclIOBHs, a OalaHCHpaHUTE TECTOBH HAbOpH
OT JaHHM TapaHTHpaT OOEKTHBHOCT Ha M3BEAEHHTE METPUKHU. BCHMYKO TOBAa M3KIKOYBA
BB3MOKHOCTTA 3a CYOEKTHBHO 3aBHIIaBaHe Ha pe3y/lITaTUTE U IpHaBa COJHIHA Hay4yHa
TEXKECT Ha QOPMYJTHUPAHUTE TIPUHOCH.



S. TlpuHoCH B IHCePTALIMOHHHS TPYA

[IpuemaM BCHUKH 3asBEHH OT AMCEPTAHTa IPHHOCH, KOMTO TOI € opMynupa KaTo
HAy4YHH, HAYYHO-TIPUIIOKHHU U MPHI0KHHU. [IpHHOCHTE CHLOTBETCTBAT HA MOCTABEHUTE B
JIUCEPTALMATA LEJIM U HA MOCTHUTHATUTE PE3YJITATH.

Hayunu npunocu:

. [Ipennoxken e xuOpUIEH IBYKJIAcOB MOJEJ 3a OTKPMBaHE Ha CUHTETHYHH JIMLA,
KOUTO KOMOMHUPA AbI0OKH NMPU3HAKOBH BEKTOPH OT KOHBOJIIOIIMOHHA HEBPOHHA Mpexka
¥ (dopeH3uyeH MpPU3HAK 332 CHOTHOLICHWE Ha Oenu MUKcenu W Ki1acu(HUKaTop OT THM
CJIy4aifHU TOPH, C KOETO Ce [MOBUIIABA TOYHOCTTA CIPSAMO CaMOCTOSTEIHO H3MOI3BaHE Ha
BCEKHM M3TOYHHMK Ha HH(pOpMaLHs.

. [IpemnoskeHa e TpU-K/1acoBa MHOTOIMOTOYHA apXHTEKTYpPa C MEXaHHU3BM 3a CIIMBaHe
Yype3 BHUMaHHE, U3MOJ3BaHE HAa MPOCTPAHCTBEHH M YECTOTHH NMPH3HALM M TPHU-KJIacoBa
eTHKETHAa CEMaHTHKa 3a pas3rpaHWYaBaHe Ha pealHH W300pakeHHs, U300pakeHHs C
pa3MEHEHO JTMLE M HAITbJIHO TEHEPHUPAHH OT M3KYCTBEH HHTENIEKT JIMLA KaTo OTACJIHH
(hOopeH3UYHH KaTEerOpHH.

. [lpennokena e moaynHa pamka RED (Robust and Explainable Detection) 3a
YCTOMYMBO U OOSICHUMO OTKpMBaHE Ha M300pa)keHHUs Ha auua reHepupanu ¢ MU, koaro
MHTErpupa aaBepcapHanHo oOyueHue, MeTpHKa 3a OLeHKa Ha aJBepcapHajiHaTa
YCTOWYMBOCT M METOAM 3a [MOCJeABallla OOJACHUMOCT, OCHTYpsBAallHd €IHOBPEMEHHO
MOBHILIEHAa YCTOMYUBOCT CpeLLy aABepCapHalHH aTakH U MIPOCIEIUMOCT Ha peLIeHHsATa Ha
Mojena.

. [Ipennoxena e obOeaunena apxurektypa RED-MS (Robust and Explainable
Detection — Multi Stream) 3a 1oBepuMO OTKpHBaHe Ha M300pa’keHUs Ha IMLIA TeHEpHPaHH
¢ MM ¢ MHOTrONOTOYHO TPU-KJIACOBO OTKPUBAHE B aJIBEpcapHaiHUs U 00SCHUMUSA MPoLEeC
Ha pamkata RED, koATO chyeTaBa B €IMHEH MOJIEN MOBHIIEHA TOYHOCT, YCTOHYMBOCT
Cpellly aJBepcapHaHi aTaki U 0DSICHUMOCT Ha pelIEHHsATA.

Hay4yHo — NpHJI0KHHUTE NPUHOCH:

s [TpeiockeHa € MeETOHOJOrHSl 3a YHUGUUMPAH CPaBHUTENIEH AHAIW3 Ha
pa3paboTeHHUTe MOAXOAH 32 OTKPHBAaHE HAa CUMHTETHYHH JTHLA — QOpeH3HYeH, XUOpHAEH,
MHOTromnoTto4eH, kakto U paMmkute RED nu RED-MS, kosaTo no3BonsBa npocieasBaHe Ha
IIPHMHOCA HA BCEKH CJIEABALL MTOAXO0 CIPSIMO MMPEAXOJHUTE.

. [IpeanoxkeHnd ca METPHKH 3a YCTOMYHMBOCT M 332 OOSICHHMOCT KaTO ONEpaTHBHHU
UHIUKATOPH, KOUTO NI03BOJIABAT KOJUYECTBEHA OLIEHKA Ha aJBepcapUaliHaTa yCTOHYUBOCT
M Ha KOPEKTHOCTTA Ha 00ACHEHHUATA HAa MOJICIIHTE.

IIpniaoxkHuUTE MPUHOCH ca:

. PazpaboreHa e codryepHa MMILJIEMEHTalMsA ¢ OTBOPEH KO/ 3a peallu3upaHe Ha
pamkute RED u RED-MS, kosAT0 OcurypsiBa NpakTH4Ye€CKa OCHOBA 33 BB3IPOM3BEK/IAHE
M I0pa3BUBAHE HA MPEUIOKEHUTE MOJIEIN H apXUTEKTYpPH.

. [IpoBenenn ca YAML-koHQUrypupyeMH €TaJOHHM TECTOBE C KOMAaHIEH
uHTepdeiic, Ha Oa3aTa Ha KOWTO ca H3BBPLICHH EKCIIEpUMEHTAJHH aHalIM3H 3a
OCUTypsIBaHE HA MbJIHA MNPOCIEAMMOCT HA HA4yaJHHTE CTOHHOCTH, pa3[e/sHeTO Ha
JAHHUTE W XUIEepliapaMeTpUTe NpU 00yYyeHHE Ha MOJEIIUTE.



. Paspaborena e cranmapTusupaHa npouexypa 3a mnpenoOpaGoTka Ha JIHIIEBH
M300paXKeHUsl, OCUTypsABallla CBIIaCyBaHO MOJaBaHE Ha JAaHHUTE KbM MOJEJIMTE 3a
OTKpMBAaHE, M CTpATErusi 3a MoJiepHpaHe W BepU(HKALMsi Ha ChABPKAHHE B PEXUM C
y4acTHE Ha YOBEK B IIpolleca Ha B3eMaHEe Ha pelleHue.

. Peammsupanu ca Grad-CAM Busyanu3anuu KaTo MHCTPYMEHT 3a (DOpEeH3HYeH
mperje, KOMTO NOJANOMAaraT eKCIepTHAaTa IPOBepKa Ha pEUICHHATa HAa MOJeNa H
JOKYMEHTHPAaHU OIPaHMYEHHsI U HACOKH 33 OTTOBOPHO BHEApsSBaHE Ha pa3paboTeHuTe
MHCTPYMEHTH 3a OTKPHBaHE B MPAKTHYECKH YCJIOBHSL.

6. OueHka 3a cTeneHTa HA JHYHOTO y4yacTHe Ha JHCEPTAHTA B IPHHOCHUTE

CuutaMm, ye IMYHOTO ydacTHe Ha JokTopaHTa ['eopru KoToB Moxe na Obae oLeHeHO
KaTo 3HAYMTEIHO U BoAenlo. To € cBbp3aHo ¢ (OPMYTHPAaHETO U KOHKPETH3UPAHETO Ha
M3CIIEI0BAaTENCKUTE 3a/1a4H, MPOEKTHPAHETO M peann3alMaTa Ha MpeUI0KEHUTE MOJIEH
3a OTKpUBAHE Ha CUHTETHYHH JIMIA, H300pa U KOMOMHUPAHETO HA MOAXOISIIH TPH3HALH
M apXMTEKTYPH, OArOTOBKATa M NMPOBEXK/IAHETO Ha €KCIIEPUMEHTHUTE, KAKTO U aHAJIM3a U
MHTEPINPETALUATA Ha MOJIyYEHUTE Pe3yJITaTH.

7. IlpeueHka Ha MyOJHMKAIHHTE MO AUCEPTALMOHHUSA TPYI

JokropanTsT ['eopru Koros uma 4 ny6nukaunu, orpassiBaliy OCHOBHUTE Pe3yJITaTH
OT JHcepTalMOHHMA TpyA. Te ca npeAcTaBeHH Ha MEKAYHAPOAHH HaAyYHH KOH(pEpeHLHH
M ca OTIevyaTaHH B ITBJIEH TEKCT, KaTO IocjieqHara nyOnuKauus € IpueTa 3a [edaT B
International Scientific Conference on Computer Science, COMSCI 2026. 1 uetnpure
KOH(pepeHUHHUTE ca pegepupanu B Scopus, a ABe OoT Tax U B Web of Science. B Tpu ot
nydnukauuute I'. KoToB € mbpBH chaBTOp, a B YETBLPTATa € €AUHCTBEH aBTOP.

IIpencraBenute nyOIMKANMM CHOTBETCTBAT Ha OOIIOIPHETHTE W3HCKBaHHUS 3a
pasnpocTpaHEHHE Ha Pe3y/ITaTH OT HayYHHTE M3CIE/BAHUA KaTo HAYKOMETPHYHHTE UM
TNI0Ka3aTelId HaABUIIABAT JBYKPATHO, H3UCKYEMHTE 3a NMPoQeCcHOHAIIHO HalpaBieHue 5.3.

8. M3noa3Bane Ha pe3yaraTure OT /[IHCEPTAIMOHHUS TPYA B Hay4yHaTa H
COLMAJIHATA NPAKTHKA.

Pesynratute oT AucepTauMATa MOraT Ja HMAT ChLUIECTBEHO HAYYHO H MPAKTHYECKO
NPHJIOKEHHE, TBH KaTo paspaboTeHMTe METOAM HEe Cc€ OrpaHHyaBaT CcaMmo JI0
KIacHpUKauus Ha W300pakeHHMs KaTo peajJHH HWJIH CHHTETHYHH, a pasriekaaT H
YCTOHYHMBOCTTa, 00sCHUMOCTTAa W 00oOlIaeMocTTa Ha AeTeKTopuTe. ToBa ca €IHH OT
OCHOBHHTE NMpoOJIEMH MPU peanHoTo BHeapsABaHe Ha cucteMH 3a DeepFake nerexums.

B mpaktukata, paspaborenure mozenn u RED-MS pamkara morar pga Obaar
IPWIOKEHH B CUCTEMH 33 LH(pPOBa KPUMHHAIHCTHKA, KHOCPCHTypHOCT, OHOMETpHYHA
MIEHTHHKALK, 3alIHTa OT OHJIAHH H3MaMH U NIPOBEpPKa Ha aBTEHTUYHOCTTA HA LU(PPOBO
ceabpkanue. OcobOeHa mMpakTHUeCKa CTOMHOCT HMa BB3MOKHOCTTAa 3a €IHOBPEMEHHO
OTKPHBAaHE HA CHHTETHYHO CBHIABbPXKAHME M BHM3YyaJlHO OOsJCHEHHE Ha pELUEHHETO Ha
MOzena, KOETO TMOATOMara eKcliepTHaTa OLEeHKa M [OBHUIUABA JOBEPHETO B
aBTOMAaTH3MpaHaTa CHCTEeMa.



9. Ouenka Ha aBTopedepara Ha JHCEPTALMATA

ABtopedepatsT € B 00eM OT 32 CTpaHMUM M aJEKBaTHO OTpa3sBa LEITa Ha
AMCEPTALMATA, PeIIaBaHUTE 3a/1a4l U MOCTHTHATHTE PE3yJITaTH, KAKTO M MPHHOCHTE Ha
JA0KTOpaHTa. ABTopedepaTbT € 0(OPMEH ChIVIACHO H3UCKBAHUATA U IPENOpbKUTe HA TY
— Codus.

10.IIpenopbKH H KPHTHYHH 3a0€J1€KKH

Hsmam ocobenn 3abenexkku KbM JUCepTaUMOHHMS TpyaA. Toil e odopmen
BHHUMATEHO M CTapaTeJIHO C BUCOKO HUBO Ha MpPEICTaBsHE HAa HAYYHHUTE U3CIIEIBAHUS U
CBHJETENCTBA 32 100pOTO MO3HaBaHe Ha MpeaAMeTHaTa obacT.

3aK/JI04YeHHe

O1eHKa MH OTHOCHO CHABP/KAHHETO U MPHHOCUTE HA JUCEPTALMOHHUA TPY Ha Mar.
uHK. ['eopru fIneB KoTos € mosoxkureana. JIMCEpTaHTHT € U3BBPIUUT 3HAYUTEIHA 110
o0eM U ChabpKaHHue U3cneaoBarTescka padora.

JlucepTauMOHHUAT TPYA OTrOBapsi Ha W3MCKBAaHUATA HAa 3aKOHA 3a pa3BUTHE Ha
aKaJieMHYHMsA cheTaB Ha PenyOnuka buarapus, Ha [IpaBuiaHMKa 32 HETOBOTO MPUIIOKEHHE
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1. Relevance of the problem developed in the dissertation in scientific and
applied science terms. Degree and levels of relevance of the problem and
specific tasks developed in the dissertation.

The dissertation addresses a serious problem related to digital identity, biometric
authentication, media verification and law enforcement. In the modern information
society, easy access to generative artificial intelligence (AI) such as diffusion models
(Stable Diffusion, DALL-E) and generative adversarial networks (GAN) undermines
trust in visual evidence. The key forensic contribution of the work lies in distinguishing
between fully Al-generated portraits and face-swapped images, as they have different
forensic characteristics. Traditional methods that combine all manipulations into a
common “fake” class lose important information for investigation and moderation. The
work also overcomes other critical gaps in the practical implementation of such
technologies - adversarial vulnerability (vulnerability to intentional interference in
images) and the lack of explainability of Al decisions.

The scientific significance of the dissertation is related to the development and
research of a hybrid approach that combines different types of features, and its practical
significance is related to the possibility of integrating the results into systems for digital
forensics, cybersecurity, biometric identification, fraud protection, and digital content
verification.

2. Degree of knowledge of the state of the problem and creative
interpretation of the literature material.

The PhD student demonstrates a thorough understanding of the current state of the
art in digital forensics. The literature review includes a total of 123 sources, tracing the
evolution from early GAN models to the latest latent diffusion generators. Georgi Kotov
also analyzes in detail specific identity exchange tools, distinguishing their local artifacts
from the global texture anomalies of full synthesis. In addition to generative
technologies, the review analyzes modern adversarial machine learning methods and ex
post explainability (XAI) approaches.

The creative interpretation of the collected material is expressed in the critical
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identification of gaps in the existing literature. The PhD student argues that the standard
binary classification (real/fake) leads to the loss of valuable forensic information. As a
creative countermeasure, he proposes an original three-class forensic taxonomy. Noting
the limitations of single spatial or frequency methods, the author conceptually justifies
the need for multi-threaded fusion through an attention mechanism. A mature criticality
towards the software vulnerability of Al models is demonstrated, which motivates the
incorporation of adversarial hardening. The limitations of accuracy as a single metric
are also creatively interpreted, leading to the introduction of more stringent indicators
of robustness (ARI) and explainability fidelity (EF). All conclusions from the review
are successfully transformed into six measurable working hypotheses, setting the
trajectory of the dissertation..

3. Correspondence of the chosen research methodology with the set goal and
tasks of the dissertation work.

The main goal of the research in the dissertation is to propose, analyze and evaluate
methods for distinguishing Al-generated faces and face-swapped faces from real human
faces. This is done within the framework of a three-class forensic taxonomy (real face,
swapped face, Al-generated face) with achieving high accuracy, resistance to adversarial
attacks (Loo white-box), subsequent explainability and unification of the components in
the unified RED-MS framework.

To this end, an analysis of the existing state of the art was made by studying
generative synthesis models, forensic recognition methods, adversarial machine
learning and explainable Al (XAI) in order to define research gaps. A hybrid two-class
model was developed that concatenates the results of a deep convolutional neural
network (CNN - ResNet-18) with semantic features and the result of a forensic pixel
descriptor. The resulting generalized vector is fed to the RandomForestClassifier with
100 trees, which gives better estimation accuracy (94.1%) than that of the individual
models. A three-class multi-threaded architecture is developed by designing a model
with parallel streams (ViT, CNN and FFT), which are collected by an attention
mechanism. A framework for Robust and Explainable Detection (RED/) is designed by
integrating adversarial learning (FGSM/PGD), defining the ARI metric for robustness
and Grad-CAM for explainability. A multi-threaded RED-MS methodology is
synthesized using the unification of three-class multi-threaded detection, adversarial
protection and XAl in a YAML-driven pipeline, along with benchmarking and out-of-
distribution estimation (OOD).

A wide range of scientific methods and software tools were used in the
development of the models and methodologies, such as forensic and frequency methods,
adversarial protection and explainability methods, adversarial training and simulation of
full-access attacks, neural architectures, machine learning algorithms, classifiers and
optimizers.

The algorithms were implemented using the Python 3 programming language and
the YAML configuration file language, as well as numerous libraries and frameworks
such as PyTorch, timm, pytorch-grad-cam, scikit-learn, NumPy, Pandas, Dlib and
OpenCV, etc. A selection of appropriate reference datasets was made for training,
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testing and verification of the models (WhichFacelsReal, Al-vs-Deepfake-vs-Real,
FaceForensics++, WildRF, Deepfake-Eval-2024, etc.).

I'believe that PhD student Georgi Kotov has adequately selected and used multiple
scientific methods, explaining in detail the specific goals and objectives in each chapter
of the dissertation, and has justified in detail the methods and metrics for their solution
and evaluation.

4. A brief analytical description of the nature and assessment of the credibility
of the material on which the contributions of the dissertation are based.

The contributions of the dissertation are built on a statistically representative and
methodologically sound empirical array consisting of static digital images of human
faces. The research material covers three forensic categories: authentic portraits, fully
Al-generated faces and face-swapped images. The PhD student uses reference datasets
established in the international scientific community, including WhichFacelsReal, Al-
vs-Deepfake-vs-Real and FaceForensicst+. To test generalizability outside the
laboratory environment, modern real-world datasets such as WildRF and Deepfake-
Eval-2024 are also included. The reliability of the conclusions is guaranteed by strict
control and innovative quality filters during data preparation. Deduplication using
perceptual hash (pHash) is applied, removing close duplicates with a Hamming distance
below 5 bits. In this way, data leakage between the training and test subsets is explicitly
prevented. To eliminate statistical randomness, the author has fixed the initial value
(seed = 42) for all comparable experiments. The data are divided strictly stratified by
identity, generator model or source video. The assessment of adversarial resistance relies
on the iterative PGD attack, which is a proven scientific standard for avoiding artificial
masking of gradients. The verified PGD calculation was performed under controlled
software conditions, and the balanced test data sets guarantee the objectivity of the
derived metrics. All this excludes the possibility of subjective inflating of the results and
gives solid scientific weight to the formulated contributions.

S.  Scientific and/or applied science contributions of the dissertation.

[ accept all contributions declared by the dissertation candidate, which he has
formulated as scientific, scientifically applied and applied. The contributions correspond
to the goals set in the dissertation and the achieved results.

The scientific contributions are:

. A hybrid two-class model for detecting synthetic faces is proposed, which
combines deep feature vectors from a convolutional neural network and a forensic feature
for the ratio of white pixels and a random forest type classifier, which increases the
accuracy compared to the independent use of each source of information.

. A three-class multi-threaded architecture is proposed with a fusion mechanism
through attention, the use of spatial and frequency features and three-class label semantics
for distinguishing real images, images with a swapped face and fully generated faces by
artificial intelligence as separate forensic categories.

. A modular RED (Robust and Explainable Detection) framework is proposed for
robust and explainable detection of Al-generated facial images, which integrates
adversarial training, adversarial robustness assessment metrics, and subsequent

3



explainability methods, providing both increased resilience against adversarial attacks
and traceability of model solutions.
. A unified RED-MS (Robust and Explainable Detection — Multi Stream)
architecture is proposed for reliable detection of Al-generated facial images with multi-
stream three-class detection in the adversarial and explainable process of the RED
framework, which combines increased accuracy, resilience against adversarial attacks,
and explainability of solutions in a single model.

The scientifically applied contributions are:
. A methodology is proposed for a unified comparative analysis of the developed
approaches for synthetic facial detection — forensic, hybrid, multi-stream, as well as the
RED and RED-MS frameworks, which allows tracking the contribution of each
subsequent approach to the previous ones.
. Robustness and explainability metrics are proposed as operational indicators that
allow for quantitative assessment of adversarial robustness and correctness of model
explanations.

Applied contributions are:
. An open-source software implementation for the RED and RED-MS frameworks
has been developed, which provides a practical basis for replicating and further
developing the proposed models and architectures.
. Y AML-configurable benchmarks with a command interface have been conducted,
based on which experimental analyses have been performed to ensure full traceability of
the initial values, data partitioning and hyperparameters when training the models.
. A standardized procedure for preprocessing facial images has been developed,
ensuring consistent data feed to the detection models, and a strategy for moderation and
content verification in a mode with human participation in the decision-making process.
. Grad-CAM visualizations have been implemented as a forensic review tool to
assist in expert verification of model solutions and documented limitations and guidelines
for responsible implementation of the developed detection tools in practical settings.

6. Evaluation of the degree of personal participation of the candidate in the
contributions

I believe that the personal participation of the doctoral candidate Georgi Kotov can
be assessed as significant and leading. It is related to the formulation and specification of
the research tasks, the design and implementation of the proposed models for detecting
synthetic faces, the selection and combination of appropriate features and architectures,
the preparation and conduct of the experiments, as well as the analysis and interpretation
of the results obtained.

7. Evaluation of the publications on the dissertation: number, nature of
the editions in which they were published. Reflection in science — use
and citation by other authors, in other laboratories, countries, etc.

The doctoral candidate Georgi Kotov has 4 publications reflecting the main results
of the dissertation work. They have been presented at international scientific conferences
and have been printed in full text, with the last publication being accepted for publication
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at the International Scientific Conference on Computer Science, COMSCI 2026. All
four conferences are referenced in Scopus, and two of them in Web of Science. In three
of the publications G. Kotov is the first co-author, and in the fourth he is the sole author.

The presented publications comply with the generally accepted requirements for
the dissemination of scientific research results, as their scientometric indicators exceed
twice those required for professional direction 5.3.

8. Use of the results of the dissertation in scientific and social practice.
Existence of achieved direct economic effect, etc. Documents on which the
statement is based.

The results of the dissertation can have significant scientific and practical
application, since the developed methods are not limited only to the classification of
images as real or synthetic, but also consider the stability, explainability and
generalizability of the detectors. These are some of the main problems in the real
implementation of DeepFake detection systems.

In a practical sense, the developed models and the RED-MS framework can be
applied in systems for digital forensics, cybersecurity, biometric identification,
protection against online fraud and verification of the authenticity of digital content. Of
particular practical value is the possibility of simultaneous detection of synthetic content
and visual explanation of the model's solution, which supports expert assessment and
increases confidence in the automated system..

9. Assessment of the compliance of the Autoreferat with the requirements
for its preparation, as well as the adequacy of reflecting the main points
and contributions of the dissertation.

The Autoreferat is 32 pages long and adequately reflects the purpose of the
dissertation, the tasks solved and the results achieved, as well as the contributions of the
doctoral student. The Autoreferat is formatted according to the requirements and
recommendations of the Technical University of Sofia.

10. Notes, opinions and recommendations

[ have no particular complaints about the dissertation. It is carefully and
meticulously written with a high level of presentation of scientific research and evidence
of a good knowledge of the subject area.

Conclusion

My final assessment of the content and contributions of the M.Sc. Eng. Georgi
Yanev Kotov is positive. A considerable volume and content of research work has been
carried out.

The dissertation fully meets the requirements of the Law on the Development of
the Academic Staff of the Republic of Bulgaria, the Regulations for its Application and
the Regulations for the Terms and Conditions for Acquiring Scientific Degrees at the
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Technical University - Sofia.

The above gives me reason to recommend the Honorable Scientific Jury to award
M.Sc. Eng. Georgi Yanev Kotov, the educational and scientific degree "Doctor" in
professional field 5.3 "Communication and computer engineering" and scientific
specialty "Automated information processing and management systems".

28.08. 2026 Reviewer:

Sofia /Prof. Dr. Eng. Atanas Atanassov/



