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Aucepraul,IoHeH TpyA 3a npugo6ueaue ua o6pasona'rerHa H HayrIHa creneH

,,[orrop" a upo$ecuonanHo HanpaBJIeHue 5.3 ,,Kor'ryHLIKaIrhoHHa Lt

MnrcTt'pHa rexxrxa", no Haf{Ha cneqllaJlHocr ,;A.nrouarnsupaHrl crlcreM}r 3a

o6pa6orxa na nH$opnraqul u ynpaareHue"

Anrop ua AuceprauuonHru rpyA: Mar. uux. feopru flues Koros

Telra na alrceprarruoHHttfl'tpyA'. ,rMeroqu 3a pa3rpaHHrraBaHe H pa3n03HaBaHe

ua ulo6paxeHr{fl Ha qoBerrrKlr Jrrrqa, reHepl{paul{ c I{3KycrBeH HHTe,reKT, or
uro6paxeuur Ha peaJrHH qoBelrKH ,'rHua"

Peqes:esr: npoQ. a-p llnx. AraHac Be,rxoe Aranacon, XTMY-CoQnn

1. Arrya.nuocr ua pa:pa6orBaHus B AlrceprauuoHHuq rpyA npo6.nelr

flucepraqnonnu r rpyA aApec pa cepuo3eH npo6reu, cBBp3aH c quQponara

r.r.ueHTrlrlHocr, 6uotuerpuvuara aBTeHTr.rKaqHr, rrre.uufiuara nepu$uxaqux
npalonpanaraHero. B crnpeueuHoro uuQopMarIHoHHo o6ulecrso necHlrrr Aocran Ao

reHeparuBeH r.r3KycrBex r.rHrerreKr (HI,I) raro 4uQy:uoHuu MoAenI4 (Stable Diffusion,
DALL'E) Lr reHeparuBHo-cl,cre3areJrHH upexu (GAN) noAxonaBa .qoBepr.Iero 86B

Br.r3yurnHr.rre ,qora3areJrcrBa. Krrcqoen.rr Qopeusuueu npr,rHoc Ha 'rpy.(a ce c'Lcror4 B

pa3rpaHr.rqaBaHero MexAy HantrHo I{I{-reueplrpaH}l noprperr4 u u:o6paxeuur c

JroKaJrHo pa3MeHeHu llrqa (face-swapped), rrfi Karo re I.IMar pa3nlrqHu rpopeusuuul.t

xapaKTepucrrrKz. Tpa4uquoHur.rre Meroarr, xorlro o6eAuHqBar BcI4qKlr MaHunynauulr B

eAsH o6ul ,,$aarur.re" x,rac, ry6ar naxua uuQoprr.ra\t4e.3a pa3cneaBaHero H Moaepalrurra.
Tpyarr npeoAonrBa 14 Apyru Kpr4ruqHu npoflycKrr B flparrxqecroro BHeaprBaHe Ha

noao6uu rexHoJroruu - aaBepcapuarnHara yr3BuMocr (yleanrtaocr Kr,M yrltulxJleHla

cMyrrleHru r lr:o6paxenu.rra) u nuncara na o6qcHHr'{ocr Ha B3erure or I,II{ peureuu.r.

Hayrnara 3HaquMocr Ha .uuceprarlfioHHr.r, TpyA e cB6p3aHa c paapa6oteauero u
r43cneABaHero Ha xr6pu,uen noAxoa, rofiro o6erNurBa pa3nr.rqHr.r rlrnoBe nplr3Hauu, a

upaKTurrecKara i sHaqur4ocr - c Bb3MoxHocrra pe3yJlTarure,ua 6tAar HHTerplpaHI4 B

cr,rcreMr,r 3a qr.rtppona KprrMrHiurlrcrura, xu6epcurypHocr, 6uolrerpuuna
z4enruQuraqur, 3aruuTa or Ir3MaMpr H [poBepKa ua qnQpoeo c]abpxaHl.Ie.

2, Crenen Ha rro3uaBarre Ha cscroqHrlero Ha npo6,reua u rBoprlecma
uHTep[peTauHf Ha nHTepaTypHIlq MaTepHar

,(oxropaurrr AeMoHcrpHpa :aarr6o.{eHo rro3HaBaHe Ha c6BpeMeHHoro ctcrorHLIe
Ha npo6:reuure s o6racrra ua quSponara Sopeu:uxa. Jlrreparypuurr o6:op o6xaaua
o6rqo 123 r,r3TorrHlrKa, npocnearBaulu eBoirloqr{flTa or paHHure GAN uoaenn .qo safi-
HoBr{Te JrareHTuu 4uQyrlroHHu reHeparopu. feopru Ko'ron aeraiilso aHanrvlpa tl
cneqlrQuvuure HHcrpyMeHTH 3a pa3MrHa Ha I{AeHTuqHocr, pa3npaHnqaBafixlr rexuure



roKajrHr4 apreoaKT[ oT FJro6irJrHr{Te reKcrypHtl aHoMaJII4H Ha ntrHr,rc cI4HTe3. ocBeH

reHepaTlrBHr{Te TexHoJrorHr,r, B o63opa ca aHanrr3upaHu caBpeMeHHnTe MeToar{ 3a

aABepcapuirnHo Marrrr{HHo o61^reHr..re l-l rroAxoAr.rre 3a nocJreABarqa o6rcrurraocr (XAI).
Tnop'recrara HHTepnperaul,r, ua ct6pauu.r Marepr,raJl ce H3pa3rBa B KpHTIrqHoro

u4eurvt$uqupaHe Ha [pa3Hor]r B cbrrlecrByBaulara nl{Teparypa. ,{oxropanrsr
apryMeHrr.rpa, qe craHAapruoro 6uHapIro r.uacuSuqupaue (peanuo/$a;rruuso) so,qlr ao
:ary6a Ha ueHHa Qopen:uuna rn$opruauux. Karo rBopqecKo peueul{e 3a

nporuno1eftcrnlre roi npe,qrara opflrxHanHa rplr-KllacoBa @opeu:lrvna raKcoHoMl,tr.

KoHcrarupafiru orpaHr.rrreHr,rrra Ha eArHt-,tqHxre npocrpaHcrBeHn LUII{ irecrorHu Meroau,

aBTopbr KoHrre[TyaJrHo o6ocHogasa neo6xoaNtuocrra or MHoronoroqHo crIIrBaHe qpe3

MexaH[3bM 3a BHr.rMaHr4e. Ilpoxrena e 3prna Kpr.irrqHocr ru,r coQryepHara yt3Bl.rMocr
ga 14U MoaeJrI{Te, Koero MorI4BHpa BrpaxAaHero Ha aABepcapuaJlHo 3aKaJIrBaHe.

Taopvecru ca r.rHTepnperupatr v orpaHl4qeHlrrra Ha rorrHocrra Karo e,[plHcrBeHa

MerpHKa, Koero Boal.t Ao BrBex,qaHero Ha no-crporfl Irora3are]Iu :a ycro vurocr (ARI)
H BflpHocr na o6.f,cHeHurra (EF). Bclrqru ll3Boar4 or o6:opa ca ycflelnHo

rpancfoplrupaHrl B rrrecr u3MepHMu pa6orHu xr,rnore3l{, 3aAaBauIH TpaeKroputra Ha

ar{cepTauHrra.

3. CroraercrB[e Ha ur6pauara MeroAI{Ka Ha l{3cJreaBaHe c rlocraBenara ueJr n
3alaqH Ha AucepTarlroHHrrfl TpyA

OcuosHara rleJr Ha HafrHr.rre rr3cJIe,[BaHLu B aucepraulloHHll TpyA e Aa ce

flpea;Ioxar, aHanr{3rrpar H orleHrr Meroar.I 3a pa3rpaHur{aBase Ha I,II4-reHep}IpaHn [I{qa
rr ltllt\a c pa3MeHeHa r{AeHTI{qHocr (face-swapped) or peailHI{ ttt{ua. Tosa ce ocblrlecrBrBa
B paMKrrre Ha rpr.r-K;racoBa Qopen:uvHa raKcoHoMlrr (peaano JILtqe, pa3MeHeHo JII{qe,

I4Ll-reuepupauo rnqe) c flocrnraHe Ha Br4coKa roqHocr, ycro urnocr flpu
aaBepcaplrzrnHu araxlr (Lm white-box), rocJre,qBaura o6qcHuMocr fl o6eAlrHqsaHe Ha

KoMnoHeHrHre n yHr.r$reqrpauara paMKa RED-MS.
3a ra:u uer e HanpaBeH aHrurrr3 Ha cburecrByBauloro cr,crorHl,te qpe3 npo)rqBaHe Ha

reHeparHBHHTe MoAenri 3a cr4HTe3, MeroAHTe 3a Sopensuvno pa3no3HaBaHe,

a,qBepcapuilnHoro MaIIJTTHHo o6yreuue u o6scvuuus I4I4 (XAD c qer 4e(fuHlrpaue ua

H3cJIeAoBareJrcKrlTe flponycKu. Pa:pa6oreuu ca xu6pnaeH aByKnacoB t"loaer, rofiro
KoHKareHHpa pe3yJrrarr,rre or ,utl6ora KoHBoJIroIrHoHHa HeBpoHHa nrpexa (CNN -
ResNet-18) cbc ceMaHTHrrHr, [pn3Haq pe3ynrara or $openslrveH [LIKceJIeH

aecKpnnrop. llolyrenurr o6o6uten BeKTop ce noaaBa Ha uacu$nraropa
RandomForestClassifier crc 100 AbpBera, rofiro Aasa no,qo6pa roqHocr Ha oIIeHrBaHe

(94.1%) cnprMo ra3r.r Ha oraeJrHuTe MoaeJrr{. Paspa6oreHa e rprl-K,qacoBa MHoronoroqHa

apxflreKrypa qpe3 npoerTfipaHe Ha MoAeJI c napanenHrr noroqu (ViT, CNN u FFT), rorro
ce cr,6upar qpe3 MexaHr43r,M 3a BHHMaHT{e. flpoexrupana e paMKara la ycrofiulreo r
o6rcuuno orKpr{BaHe (Robust and Explainable Detection /RED/) vpe: rlHrerpprpaHe Ha

aaBepcapuiurHo o6yreune (FGSMiPGD), AeQuxnpaue Ha MerpuKara ARI 3a

ycroftvNnocr n Grad-CAM :a o6ruruuocr. Cunre:Npaua e MHoronororrHa RED-MS
MeroAoJrornr, lr:noagsafixH o6eA[HrsaHe Ha rpl4-K.rlacoBoro MHorolroroqHo orKplrBaHe,

aABepcapuaJrHara 3aurr{Ta lr XAI g roHrefiep, ynpaBnrBaH vpe: YAML, BeaHo cbc

cpaBHr{TeneH aHaJrr,r3 r.r oueHKa }r3BaH pa3flpeaeneHI4ero (OOD).
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flpu paspa6orxara Ha MoaeJrr{Te }r MeroAonorr4l.r ca H3[on3BaHr{ rr]HpoK cneKTtp or
Ha) IHr4 MeroAu u co$ryepnlr r{HcrpylreHTr{, Karo QopeH:ruHn u irecrorHu MeroArl,
Meroau 3a aaBepcapu:rnHa 3arqr.rra a o6.scunr.,rocr, aABepcapuaJrHo o6yreune z
cHMylau[.f, Ha aTaKL nptl nsJreH AocTa[, HeBpoHH]r apx]rTeKTypn, ajlrop]rTMu 3a

Ma[rHHHo o6yreHne, rnacn$uxaropr{ rr o[Tr.rMr.r3aropH.

IIpu pea"ru:auufl Ha anropl.rrMr,rre ca r43rror3BaHr,r e3r.rK6T 3a nporpaMnpaHe Python
3 u e:uxrr:a xoH$nrypaurounu rfairone YAML Karro rr MHoxecrBo 6u6ruorexu u
nporpaMHn paMKH Karo PyTorch, scikit-learn, NumPy, Pandas, Dlib u OpenCV r.r ap. flpa
o6yreuuero, TecrBauero u aepuQlrxauurra Ha MoaeJrrrre e HanpaBeH noa6op Ha

no,qxoarurrr er.rJroHHr.r na6opu or AaHHrl (WhichFacelsReal, Al-vs-Deepfake-vs-Real,
FaceForensics++, WildRF, Deepfake-Eval-2024 w pp.).

Cuurarra, qe AoKTopaHTbr leoprx Koros aAexsarHo e no.q6pan H I{3noJr3BaJI

MHoxecrBo Ha) rHH MeroArr, Karo B'bB BcrKa rJraBa Ha ar.rceprarlurrra no4po6uo e o6scHun
KoHKperHIrre rleJrrl r4 3a4aqx, ri e o6ocnosar Aeraii:ruo veroAr.rre fl MerprrKure 3a rrxHoro
peIxaBaHe r{ oueHKa.

4. Kparxa aHaJrurnqna xapaKTepHcrrrxa

AOCTOBepHOCTTa Ha MaTepHaJra, B'bpxy

ArrcepTauroHHllq TpyA

TIA ECTECTBOTO II OUEHK 

xofiro ce rpaAqr rrpuHocrrre
HA

HA

flpuuocure Ha auceprarruoHHr.r, Tpya ce rpaaflT Blpxy crar[crr4qecKlt
npe.ucTaBI.ITeJIeH I{ Mero.uoJlorHtlecKrr }t3.uapxaH eMn[puqeH Macr{B, c6cro.'IIII ce oT

craruqHr.r uHOpoBu u:o6paxenxr Ha qoBerrrKr rnua. I,l:cre.qoBarencKnrr MarepHilJl

o6xsaua rpu OopeH3u.{H14 Kareropur: aBTeHTr4qHrl noprper[, HanbJrHo 14I,I-renepzpaHu

ruqa u uso6paxeHus c pa3MeHeHa HAeHrlrqHocr (face-swapped). .{oxropaumr rr3rroJI3Ba

)"rBapaeHH B MexAyHapoAHara HayrrHa o6ulHocr eraJroHHfi Ha6opH aaHHH (datasets),

cpeA r(orrro WhichFaceIsReal, AI-vs-Deepfake-vs-Real n FaceForensics++. 3a recrBaHe

ua o6o6ulaelrocrra r.rggr,s ra6oparopHa cpeaa ca BK;rroqeHH H cbBpeMeHHH Ha6opr.r aaHHL

or peanHr.rq cBrr Karo WildRF n Deepfake-Eval-2024. .[ocrorepHocrra Ha H3BoaHre e

rapaHTrrpaHa qpe3 crpor KoHTpon Ir uHoBarr.rBHr.r rpurrpu 3a KaqecrBo npu [oAroroBKara
Ha AaHHr.rre. flpuaoxeua e AeAynnuKarlu, qpe3 nepqe[TnBeH xetu (pHash),

orcrpaHrBarua 6au:xre ly6.nnraru c pa3crorHue ua Xeunur no.q 5 6lrra. flo ro:u HaquH

I.I3pI4tIHo e npeaorBpareHo r43rr4qaHero Ha aaHHr{ (Data Leakage) Mexay
[oAruHoxecrBara :a o6yrenue lr recr. 3a enHMHHr.rpaHe Ha crarucruqecxara cryrafiuoct
aBropbr e Qurcupan HaqaJrHara croiinocr (seed : 42) za BcxqKI.I cpaBHI{MIr

eKcnepHMeHTH. ,{aauure ca pa3aenrHH crporo crparufinuupaHo no caMonr.IqHocr, Mo,qeJI

Ha reHeparop HJrH r43xoaHo nnaeo. Oqeuxara Ha aABepcapuarJrHara ycrofiqHBocr pa3qI4Ta

Ha rrreparrrBHara PGD araxa, Korro e aoxa3aH Ha),r{eH craHrapr 3a }.r36rrBaHe Ha

,r3rycrBeHo MacKHpaHe Ha rpaar{eHrHre. Bepr.rSuqupaHoro PGD H3qHcJIeHHe e

H3BbpueHo npx KoHTponr{paHn co$TyepHu ycroB}rr, a 5ataucupaaure recroru na6opu

or aaHHu rapaHTrrpar o6eKrlBHocr Ha r.r3BeAeHure Merpr.rKrr. Bcnqxo roBa [3rulloqBa
B!3MoxHocrra 3a cy6eKTI,tBHo 3aBLI[raBaHe Ha pe3ynrart.ITe pial.aBa coJII.I.uHa Haf{Ha
Texecr Ha Soprtry;rupauure npr-rHocH.
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5. Ilpunocu B arrcepraunoHHrrs rpya

flpuelralr Bcr{qKH 3arBeHrl or Ar.rcepraHTa npuHocr{, rouro rofi e Soprraylnpaa xaro
Haf{Hr,r, HafrHo-npunoxHr,r u npnnoxuu. Ilplnrocnre caorBercrBar Ha flocraBeuuTe B

AHCepTarIUflTa UenH H Ha rrOCTr.rrHarlrTe pe3yJrTarlr.

HayvHu rrpnnocu:
. flpeAnoxeu e xlr6pu4eu nB).r(JracoB MoAelr 3a orKpr.rBaHe Ha cHHTeruqHr.t rr,rua,

KofiTo KoM6r.rHnpa 4r,.n6oxrl rrplr3HaKoBr,r BeKTopH or KoHBoJrrorlHoHHa HeBpoHHa Mpexa

lr QopeH:uueu npr{3HaK 3a cborHorrreHr.re Ha 6enr nHKceJrH lr x,racuQurarop or rr{[
cnyrafiHu ropu, c Koero ce lroBliuaBa roqHocrra clprMo caMocrorreJlHo H3noJI3BaHe Ha

BceKr.r r.{3ToqHr{r ua nuQoplraqu.r.
. flpearoxeHa e rpu-K,'racoBa MHorolroroqHa apxxrerTypa c MexaHr,t3bM 3a ciruBaHe
qpe3 BHr.rMaHue, r.r3rroJr3BaHe Ha npocTpaHCTBeHn rI qecToTHI4 Ilpri3Haul,t ,r Tp]r-KjracoBa

err,rxerHa ceMaHTrlKa 3a pa3rpaHrrqaBaHe Ha pealulr lrso6p a)KeH:ar,, H3o6paxeHr.r, c
pa3MeHeHo Jllrue H HaITT,JIHO reHeprrpaHH or u3KycrBeH r.rHTeJreKT JIHua KaTo oTAeJIHIz

SopeH:uvHu Kareropulr.
o llpeAaoxeHa e MoAynHa paMKa RED (Robust and Explainable Detection) :a
ycroiiuuro u o6qcHnr4o orKprrBaHe xa z:o6paxeunfl. Ha lrur\a reHeprrpaHH c VL\ xono
HHTerplrpa aaBepcap[aJrHo o6yreHue, Merpr4Ka 3a oueHKa Ha aABepcapHanHara

ycrofiulmocr r,r Mero,ux 3a IlocJre,uBarqa o6qcHr4 ,rocr, ocl4ryprBalrrl e,uHoBpeMeHHo

noBIrlIeHa ycrofiqHBocr cpeu1y a,qBepcapr{anHr{ araKr{ H npocreAr.rMocr Ha perxeHurra Ha

MOAEJIA.

. llpeAloxena e o6eauseHa apxnreKrypa RED-MS (Robust and Explainable
Detection - Multi Stream) :a gorepur'ao orKptlBaHe ua u:o6paxeunA Ha r r\a reHeprrpaHu

c I{H c unoronoroqHo rpu-KJracoBo orKpr{BaHe B aABepcapua:luufl Lr o6rcnuntur npoqec

Ha paMKara RED, roxro ctqeraBa B eAr.rHeH MoAen noBr.r eHa roqHocr, yctofivreocr
cpeqy aABepcapuaJtun araK u o6rcHuMocr Ha pe[reHrrrra.

Hayvuo - rrpHnoxHnre rrpuHoclr:
o flpearoxena e MeroAororu, 3a yrur0ruupan cpaBHrrreJreH aHaJrr.r3 Ha

pa:pa6oreuure norxoalr 3a orKpnBaHe Ha cuHTerr.rqHr.r ,ur.rqa - QopeH:uveH, xu6pugeH,

MHoronoroqeH, KaKTo r{ paMKr{Te RED u RED-MS, xorro no3BoJrrBa flpocne.qrBaHe Ha

npHHoca Ha Bcer(H cneABaul noAxoa cnprMo npeaxoaHHTe.

o flpeAloxeHlr ca MerprlKu :a ycrofivunocr H 3a o6.f,cH r4ocr Karo oneparrBHu
rrH,U{KaropH, KoHTo rro3BoJrrBar KoJr}rqecrBeHa orreHKa Ha aABepcapHarnHara ycrofiqlisocr
[r Ha KoperoHocrra Ha o6qcHenr,rrra Ha MoaenuTe.

Ilplr.noxuure trpr{Hoctl ca:
. Pa3pa6oreHa e co$ryepHa uMnJreMeHTaunrr c orBopeH ftoA 3a pea,'rr.r3rrpaHe Ha

paMKHTe RED u RED-MS, xo.sro ocuryprBa [paKTaqecKa ocHoBa 3a B63nporr3Bex.(aHe

H AOpa3BHBaHe Ha flpeAnOxeHrrre MOAen]' ]r apxrrTeKryprr.
. flposeAenu ca YAMl-rouQurypupyeMu erzrnoHHrr recroBe c KoMaHAeH

unrepSefic, Ha 6agara Ha Korrro ca r{3BrprxeHr{ eKcnepxMeHTrrnur auanr3la 3a

oc[nyprBaHe Ha nbJrHa flpocJrear,rMocT Ha HaqaJrHr{Te cTofiHocTr,r, pa3.qeJrrHeTo Ha

.qaHHrre r{ xuflepnapaMerpure np}r o61^reHrle Ha MoAerr4Te.
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. Pa3pa6oreHa e craHAaprrr3rrpaHa npoueAypa 3a npeao6pa6orKa Ha JrrrueBII

u:o6paxeHur, ocurlprBaura cbrnacyBaHo noaaBaHe Ha aaHHr.rre K:sM Moaerure 3a

orxpr.rBaHe, H crparerr{r 3a MoAeprrpaHe u nepzQuraqu, Ha cbAbpxaH}re B pexr{M c

r{acTne Ha qoBeK B flpoueca Ha B3eMaHe Ha perxeHHe.

o Pearu:NpaHr.r ca Grad-CAM Br.r3yaJru3aur{H Karo lrHcrpyrvreHr :a $opex:uueg
flpefne.q, KotITo noalroMaraT eKcnepTHaTa npoBepKa Ha perxeHllrTa Ha MoaeJIa H

AoKyrlreHTnpaHr.r orpaHuqeHn, n HacoKH 3a orroBopHo BHeApsBaHe ua pa:pa6oreunre
I.rHCTpyr!{eHTr.r 3a oTKpI{BaHe B flpaKrHqecKu ycnoBHr.

6. Oqenxa 3a crerreHTa Ha flttqHoro yqacrlre Ha lucepranTa B nplrHocure

Cquralt, qe JruqHoro )rqacrxe Ha aoKTopaHTa feopru Koroe Moxe.qa 6rAe oqeneno
Karo 3HaqHTeJrHo r{ Bo.qeulo. To e cnrp:ano c +opMynr.{paHero r.r KoHrperr,r3r-rpaHero Ha

I,I3CneAOBaTeJTCKHTe 3aAaqH, npOeKTfipaHeTO 14 peanr,r3aUHrTa Ha npeanoxeHHTe MoaeJrr.r

3a orKplrBaHe Ha cuHTerlrrrHr{ ruqa, ut6opa u rolr6rurpaHero Ha noAxoAflxru nplr3Hautz

apxr.rTercryplr, noafoToBKaTa [poBexAaHeTo Ha eKcnepr4MeHTHTe, KaKTo H aHarv3a H

r,rHTepIIpeTauHrTa Ha nonrreHrrTe pe3ynTaTrr.

7. [IpeqeHra ua ny6,ruraqunTe no axceprauuoHn]rs rpyA

.(oxropaurT,r feopru Koron una 4 ny6lnxaur.rr4, orpa3rBarrlrr ocHoBHr.rre pe3ynrarv
or ar-rcepraur{ounru rpyA. Te ca npe4crareHx Ha MexayHapoaHr'i HafrHr.r roH$epeuuulz
H ca orfleqaraHu B nbJreH TeKcr, Karo [ocJreaHara r'y6r,uxatlut e fipfiera 3a neqar B

International Scientific Conference on Computer Science, COMSCI 2026. Ll qerrlpure

rouQepenuuure ca pe$epupaun n Scopus, a ABe or rflx Ir B Web of Science. B rpu ot
ny6ruraquure f. Koros e nbpBrr c6aBTop, a B qerBbprara e earrHcrBeH aBTop.

flpe4crareuure ny6ruraqza cborBercrBar na o6ulonpuervre rr3licKBaHlr, 3a

pa3[pocTpaHeHrre Ha pe3yJrTaTfi oT HayqHr.rTe v3cJreaBaHr.r, KaTo HayKoMerpHqHuTe LrM

rroKa3areJru HaABr,rlraBar .qByKparHo, H3ucKyeMlrre 3a npo$ecrroHaJrHo HanpaBneHHe 5.3.

8. IlrnortsaHe Ha pe3ynrarure or arrcepraunoHHnq rpyA B HayqHara H

couHarHaTa IIpaKTHKa.

Pe:yrrarure or Arrcepraur.trra Morar Aa nMar ctrqecrBeHo Ha)rrHo ri npaKTr.{qecxo

npunoxeHlie, rrfi raro paapa6oreuure Meroar,r He ce orpaHr,rqaBar caMo ao
x-nacu$rraqur ua u:o6paxeum Karo pearHr.{ Hn}r cHHTerr.rrrHr{, a pa3rnex,qar I.I

ycroivnaocrra, o6rcnuuocrra u o6o6uaeuocrra Ha AererTopxre. Tosa ca e.qHr4 or
ocHoBHr4Te npo6neMu npH pea.rrHoro BHerpcBaHe Ha cHcreMr, :a DeepFake ,qereKrrur.

B npaxrurara, pa:pa6oreHr.rre MoAenu u RED-MS paMKara rraonar aa 6raar
fipunoxeHr4 B clrcreMr4 aa uuSpoea Kpr.rMxHiurrrcrr{ra, ru6epcurypHocr, 6uonerplruua
I{AeHTHOHT(aUH,, 3auIHTa or oH raitT usuaMv u npoBepxa Ha aBTeHTHqHocrra na qrSpono
cblbpxaHlre. Oco6ena npaKTur{ecKa croiiuocr r4Ma Bb3MoxHocrra 3a eAHoBpeMeHHo

orKpLIBaHe Ha crrHTernrrHo c6a6pxaHr,re H BH3yanHo o6.scHeHne Ha perneHl.{ero Ha

MO.qeJIa, KOeTO nOAnOMara eKCnepTHaTa OUeHKa H rroBrruraBa AOBepHeTO B

aBTOMaTI43HpaHaTa CHCTeMa.
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9, Ouexra Ha anrope$epara Ha a[ceprauuqra

Asrope$epartr e s o6eM or 32 crpauuuu ll aAeKBarHo orpa3rBa ue:rra Ha

AHCepTaUXflTa, perxaBaHHTe 3aAaqr., H nocTHfHaTr,rTe pe3ynTaTr4, KaKTo r, [pr4HocHTe Ha

aorTopaHTa. Anrope$epa'rr,T e oQopMeH c'r,rJracHo r{3rrcxBan}.rflra n npenoprrure ua TY

- CoQur.

10. Ilpenoprru H Kprrrr.rqHx :a6e,rexxu

Hqr4ar.r oco6eHn sa6eaexrH Kt,M AHceprarrHoHHr,r, Tpya. Tofi e oQoprraeH

BHI{MaTeJrHO r.r CTapaTenHO C BHCOKO HrrBO Ha npeACTaBrHe Ha Har{HrrTe r,r3CJreABaHr.r' }r

cB[aereJrcrBa :a 4o6poro rro3HaBaHe Ha [peAMerHara o6racr.

3axarcqeu lre

Oqesra Mrr orHocHo ca,qrpxaHr{ero r{ flpr{Hocr-rre Ha Ar.rceprarlxoHHr.L TpyI Ha Mar.

uux. feoprn -f,ues Koros e noJrox[TeJrHa. ,.{ucepraumr e u3Brprxr{n 3nairr.rrerHa ro
o6eM H c6Ar,pxaHr-re H3cleAoBareJrcKa pa6ora.

.(rcepraquoHulrrr rpyA orroBap, Ha I43t4cKBaHu.[Ta Ha 3aKoHa 3a pa3Br.rrr.re Ha

aKaAeMHqHH.,r cbcraB Ha Peny6nuxa Etnrapr,rr, Ha npaBunHHKa 3a HeroBoro [pHnoxeHHe
u Ha flpanu.nHr{Ka 3a ycJroBr{rra r{ pe.rla :a nplr4o6ueaHe Ha HafiHr.r crefleHu B

TexHuqecrrr )i.Hr{Bepcrlrer - Corf rx.
fopelr:roxeHoro Mrr AaBa ocHoBaHr.Ie Aa flpenoprqaM Ha yBaxaeMoro Hayruo

xypu Aa rrpuctAlt Ha Mar. IiHx. feopru -f,uen Koron o6pasonareJr Hara x Ha] {Ha creneH

,,AoKTop" no npoQecrzon:InHo Ha[paBJrenue 5.3 ,,KouyuuxaquoHHa r KoMnrcTbpHa

rexnnra" no Ha) rHa cneuuirnHocr ,,Anrouaru:npaHu cr4creMr.r 3a o6pa6orKa Ha

r,rnQoprraaur.r.r H ynpaBneHr4e".

28.08.2026 r.

rp. CoQnr

PeueH:eHr:.....

(npoQ. a-p nsx. A. Aranacon)
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REVIEW

on a dissertation for obtaining an educational and scientific degree "Doctor" in
professional field 5.3. "Communication and Computer Engineering",

scientific specialty"Automated information processing and management
systems"

Author of the dissertation: M.Sc. Eng. Georgi Yanev Kotov,

Dissertation title: Methods for distinguishing and recognising ai-generated
human face images from real human face images

Reviewer: Prof, Dr. Eng. Atanas Velkov Atanassov, UCTM - Sofia

1. Relevance of the problem developed in the dissertation in scientific and
applied science terms. Degree and levels of relevance of the problem and
specific tasks developed in the dissertation,

The dissertation addresses a serious problem related to digital identity, biometric
authentication, media verification and law enforcement. In the modern information
society, easy access to generative artificial intelligence (AI) such as diffusion models
(Stable Diffusion, DALL'E) and generative adversarial networks (GAN) undermines
trust in visual evidence. The key forensic contribution of the work lies in distinguishing
between fully Al-generated portraits and face-swapped images, as they have different
forensic characteristics. Traditional methods that combine all manipulations into a
common "fake" class lose important information for investigation and moderation. The

work also overcomes other critical gaps in the practical implementation of such

technologies - adversarial wlnerability (rulnerability to intentional interference in

images) and the lack of explainability of AI decisions.
The scientific significance of the dissertation is related to the development and

research ofa hybrid approach that combines different types of features, and its practical

significance is related to the possibility of integrating the results into systems for digital
lorensics, cybersecurity, biometric identification, fraud protection, and digital content
verification.

2. Degree of knowledge of the state of the problem and creative
interpretation of the literature material.

The PhD student demonstrates a thorough understanding of the curent state of the

art in digital forensics. The literature review includes a total of 123 sources, tracing the

evolution from early GAN models to the latest latent diffusion generators. Georgi Kotov
also analyzes in detail specific identity exchange tools, distinguishing their local artilacts
from the global texture anomalies of full synthesis. In addition to generative

technologies, the review analyzes modern adversarial machine leaming methods and ex
post explainability (XAI) approaches.

The creative interpretation of the collected material is expressed in the critical
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identification ofgaps in the existing literature. The PhD student argues that the standard

binary classification (real/fake) leads to the loss of valuable forensic information. As a

creative countermeasure, he proposes an original three-class forensic taxonomy. Noting
the limitations of single spatial or frequency methods, the author conceptually justifies

the need for multi-threaded fusion through an attention mechanism. A mature criticality
towards the software vulnerability of AI models is demonstrated, which rnotivates the

incorporation of adversarial hardening. The limitations of accuracy as a single metric
are also creatively interpreted, leading to the introduction of more stringent indicators
of robustness (ARI) and explainability fidelity (EF). All conclusions from the review
are successfully transformed into six measurable working hypotheses, setting the

trajectory of the dissertation..

3. Correspondence of the chosen research methodology with the set goal and
tasks of the dissertation work.
The main goal ofthe research in the dissertation is to propose , analyze and evaluate

methods for distinguishing AI-generated faces and face-swapped faces from real human

faces. This is done within the framework of a three-class forensic taxonomy (real face,

swapped face, AI-generated face) with achieving high accuracy, resistance to adversarial

attacks (Loo white-box), subsequent explainability and unification of the components in
the unified RED-MS framework.

To this end, an analysis of the existing state of the art was made by studying
generative synthesis models, forensic recognition methods, adversarial machine

learning and explainabie AI (XAI) in order to define research gaps. A hybrid two-class
model was developed that concatenates the results of a deep convolutional neural

network (CI.IN - ResNet-18) with semantic features and the result of a forensic pixel
descriptor. The resulting generalized vector is fed to the RandomForestClassifier with
100 trees, which gives better estimation accuracy (94.1%) than that of the individual
models. A three-class multi-threaded architecture is developed by designing a model

with parallel streams (ViT, CNN and FFT), which are collected by an attention
mechanism. A framework for Robust and Explainable Detection (REDi) is designed by
integrating adversarial learning (FGSM/PGD), defining the ARI metric for robustness

and Grad-CAM for explainabitity. A multi-threaded RED-MS methodology is

synthesized using the unification of three-class multi+hreaded detection, adversarial
protection and XAI in a YAMl-driven pipeline, along with benchmarking and out-of-
distribution estimation (OOD).

A wide range of scientific methods and software tools were used in the

development of the models and methodologies, such as forensic and liequency methods,

adversarial protection and explainability methods, adversarial training and simulation of
full-access attacks, neural architecfures, machine learning algorithms, classifiers and

optimizers.
The algorithms were implemented using the Pyhon 3 programming language and

the YAML configuration file language, as well as numerous libraries and frameworks
such as PyTorch, timm, pytorch-grad-cam, scikiGleam, NumPy, Pandas, Dlib and

OpenCV, etc. A selection of appropriate reference datasets was made for training.
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testing and verification of the models (WhichFacelsReal, Al-vs-Deepfake-vs-Real,
FaceForensics++, WildRF, Deepfake-Eval -2024, etc.).

I believe that PhD student Georgi Kotov has adequately selected and used multiple
scientific methods, explaining in detail the specific goals and objectives in each chapter
of the dissertation, and has justified in detail the methods and metrics for their solution
and evaluation.

4, A brief analytical description of the nature and assessment of the credibility
of the material on rvhich the contributions of the dissertation are based.
The contributions of the dissertation are built on a statistically representative and

methodologically sound empirical array consisting of static digital images of human

faces. The research material covers three lorensic categories: authentic portraits, fully
Al-generated faces and face-swapped images. The PhD student uses reference datasets

established in the international scientiflc community, including WhichFaceIsReal, AI-
vs-Deepfake-vs-Real and FaceForensics++. To test generalizability outside the
laboratory environment, modem real-world datasets such as WildRF and Deepfake-
Eval-2024 are also included. The reliability of the conclusions is guaranteed by strict
control and innovative quality filters during data preparation. Deduplication using
perceptual hash (pHash) is applied, removing close duplicates with a Hamming distance

below 5 bits. In this way, data leakage between the training and test subsets is explicitty
prevented. To eliminate statistical randomness, the author has fixed the initial value
(seed:42) for all comparable experiments. The data are divided strictly stratified by
identity, generator model or source video. The assessment ofadversarial resistance relies

on the iterative PGD attack, which is a proven scientific standard for avoiding artificial
masking of gradients. The verified PGD calculation was performed under controlled
software conditions, and the balanced test data sets guarantee the objectivity of the

derived metrics. All this excludes the possibility of subjective inflating of the results and

gives solid scientific weight to the formulated contributions.

5, Scientific and/or applied science contributions ofthe dissertation.
I accept all contributions declared by the dissertation candidate, which he has

formulated as scientific, scientifically applied and applied. The contributions correspond

to the goals set in the dissertation and the achieved results.

The scientific contributions are:
r d hybrid lwo-class model for detecting synthetic faces is proposed, which
combines deep feature vectors from a convolutional neuraI network and a forensic feature

for the ratio of white pixels and a random forest type classifier, which increases the

accuracy compared to the independent use of each source of information.
o A three-class multi-threaded architecture is proposed with a fusion mechanism

through attention, the use ofspatial and frequency features and three-class label semantics

for distinguishing real images, images with a swapped face and fully generated faces by
artificial intelligence as separate forensic categories.
o { modular RED (Robust and Explainable Detection) framework is proposed for
robust and explainable detection of Al-generated facial images, which integrates

adversarial training, adversarial robustness assessment metrics, and subsequent
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explainability methods, providing both increased resilience against adversarial attacks

and traceability of model solutions.
o A unified RED-MS (Robust and Explainable Detection - Multi Stream)

architecture is proposed for reliable detection of Al-generated facial images with multi-
stream three-class detection in the adversarial and explainable process of the RED
tiamework, which combines increased accuracy, resilience against adversarial attacks,

and explainability of solutions in a single model.

The scientifically applied contributions are:
. A methodology is proposed for a unified comparative analysis of the developed

approaches for synthetic f'acial detection - forensic, hybrid, multi-stream, as well as the

RED and RED-MS frameworks, which allows tracking the contribution of each

subsequent approach to the previous ones.
. Robustness and explainability metrics are proposed as operational indicators that
allow for quantitative assessment of adversarial robustness and correctness of model

explanations.

Applied contributions are:
. An open-source software implementation for the RED and RED-MS frameworks
has been developed, which provides a practical basis for replicating and further
developing the proposed models and architectures.
. YAMl-configurable benchmarks with a command interface have been conducted,

based on which experimental analyses have been performed to ensure fufl traceability of
the initial values, data partitioning and hyperparameters when training the models.
. A standardized procedure for preprocessing facial images has been developed,

ensuring consistent data feed to the detection models, and a strategy for moderation and

content verification in a mode with human participation in the decision-making process.
. Grad-CAM visualizations have been implemented as a forensic review tool to
assist in expert verification of model solutions and documented limitations and guidelines

for responsible implementation of the developed detection tools in practical settings.

6. Evaluation of the degree of personal participation of the candidate in the
contributions

I believe that the personal participation of the doctoral candidate Georgi Kotov can

be assessed as significant and leading. It is related to the formulation and specification of
the research tasks, the design and irnplementation of the proposed models for detecting
synthetic faces, the selection and combination of appropriate features and architectures,

the preparation and conduct of the experiments, as well as the analysis and interpretation
of the results obtained.

7. Evaluation of the publications on the dissertation: number, nature of
the editions in which they were published. Reflection in science - use

and citation by other authors, in other laboratories, countries, etc.

The doctoral candidate Georgi Kotov has 4 publications reflecting the main results

of the dissertation work. They have been presented at international scientific conferences

and have been printed in full text, with the last publication being accepted for publication
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at the Intemational Scientific Conference on Computer Science, COMSCI 2026. All
four conferences are referenced in Scopus, and two ofthem in Web of Science. In three
ofthe publications G. Kotov is the first co-author, and in the fourth he is the sole author.

The presented publications comply with the generally accepted requirements for
the dissemination of scientific research results, as their scientometric indicators exceed

twice those required for professional direction 5.3.

8. Use of the results of the dissertation in scientific and social practice.
Existence of achieved direct economic effect, etc. Documents on which the
statement is based.

The results of the dissertation can have significant scientific and practical
application, since the developed methods are not limited only to the classification of
images as real or synthetic, but also consider the stability, explainability and
generalizability of the detectors. These are some of the main problems in the real
implementation of DeepFake detection systems.

In a practical sense, the developed models and the RED-MS framework can be

apptied in systems for digital forensics, cybersecurity, biometric identification,
protection against online fraud and verification of the authenticity of digital content. Of
particular practical value is the possibility of simultaneous detection ofsynthetic content
and visual explanation of the model's solution, which supports expert assessment and

increases confidence in the automated system..

9. Assessment of the compliance of the Autoreferat rvith the requirements
for its preparation, as well as the adequacy of reflecting the main points
and contributions of the dissertation.

The Autoreferat is 32 pages long and adequately reflects the purpose of the

dissertation, the tasks solved and the results achieved, as well as the contributions of the

doctoral student. The Autoreferat is formatted according to the requirements and

recommendations of the Technical Universitv of Sofia.

10. Notes, opinions and recommendations

I have no particular complaints about the dissertation. It is carefully and

meticulously written with a high level of presentation of scientific research and evidence
of a good knowledge ofthe subject area.

Conclusion

My final assessment of the content and contributions of the M.Sc. Eng. Georgi
Yanev Kotov is positive. A considerable volume and content of research work has been

carried out.
The dissertation fully meets the requirements of the Law on the Development of

the Academic Staff of the Republic of Bulgaria, the Regulations for its Application and

the Regulations tbr the Terms and Conditions for Acquiring Scientific Degrees at the
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Technical University - Sofia.
The above gives me reason to recommend the Honorable Scientific Jury to award

M.Sc. Eng. Georgi Yanev Kotov, the educational and scientific degree "Doctor" in
professional field 5.3 "Communication and computer engineering" and scientific
specialty "Automated information processing and management systems".

28.08.2026

Soira

Reviewer:

/Prof. Dr. Eng. Atanas Atanassov/
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