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AucepralluoHeH TpyA 3a npugo6ueaue ua o6pasoaarenHa u HayqHa creneH
p" e npoQecroHanHo HanpaBflesne 5.3 ,,KouyxrxaqnoHHa h KoMnxrrrpHa

rexxuxa" no HayqHa cnelluanHocr ,,AemouamuzupaHu cucmeuu za o6pa6omxa
na uxSopuaqua u ynpaenexue"

Aerop Ha A cepraq oHHAetpy4 Mar. taHx. Feoprr 9xea Koroe
Tertra ua Ar4cepraquoHHr4n TpyA: MeroAr 3a pa3rpaHxqaBaHe ,! pa3no3HaBaHe Ha

ttto6paxexun Ha qoBeuJxh rhqa, reHepr4paHh c r,r3KycrBeH t,rHTenexr, or
uro6paxexlrn Ha peanHu qoBeuJKlr nhqa

PeLleHseHr: npoQ. d-p uxx. Pyuex Heanoe Tpu$oxoe

l. Arryannocr Ha AhcepraqhoHHrl, rpyA
Telaatrrara Ha ArcepraquoHHhn TpyA Ha Mar. uHx. I-eopru Koroa e l43mloq renHo

aKTyaflHa rrm 2026 toAnHa A ce HaM pa B qeHTrpa Ha eA H or Hafi-4ruarrarvro
pa3B Baulrre ce !4 cotluanHo 3HaqHMh npo6nevu B cbepeMeHHara KoMnlorbpHa HayKa.

Aeroptr KopeKrHo rgenlaQlrqupa rph B3auMHo ycrnBaulr ce npoqeca, o6ycnasnqu
afiyaflHocTTa: AeMoKpaTu3aq f,Ta Ha reHepaT BHrTe uHcTpyMeHTn, MacoBoTo
pa3npocTpaHeHue Ha MaHhnynhpaHo cbAbpxaHr4e B cor.l anHfire Mpexu u HapacrBaul re
perynaropHr4 r43r,rcKBaH ,l3a npo3paqHocr rl orqerHocr nph aBToMaT 3xpaHa MoAepaqhF.

CrulecreyeauluTe noAxoAH - eAHonororlHn, xn6puguu, MHoronoroqHr4, qecrorHr4 14

rpancSopr'aepx!4 - ce paspa6orear npeAuMHo r43onupaHo, 6ea r,rxrerpnpaHa paMKa,

o6eguHraaqa roqHocr, ycroivuaocr Ha arav r o6scuuruocr B eAhHHa sepr$rqrpaxa
cucreMa. Tasu h3cneAoBarencKa npa3HuHa e peanHa u seixoro 3anrnBaHe
npeAcTaBnflBa HayqHo 3Haq M npuHoc.

Ha Kp MHHan cn4qHo npaBHo paBHhu.le u3nofl3BaHero Ha c HTerhqHrl
uso6paxeunn B HaKa3arenHh npo 3BoAcrBa, npr eeprQrrallrf, Ha caMonhqHocr h npr4

xypHanucTl4qecKr pa3cneABaHug nocTaBn ocTpa Hyxqa oT MeToArl, Kot4To He caMo
rnacuQrqnpar AocroBepHo, Ho o6scHqear peueHhero ci4 no Haq[Hr npuroAeH 3a
ctge6ua ynorpe6a. l,4rrrenHo ryK r4Hrerpaqhrra Ha KoMnoHeHr ea o6scFt4Mocr (XAl) B

npeAroxeHara RED panara e oco6euo aKryanHa u HayqHo o6ocHoeaHa.

Aaroprr KopeKTHo onpeAens rpaHuq re Ha cBohre rBbpAeHug, Karo He npeAcraBg
paapa6orxure Karo yHrBepcanHo peuJeH e ua npo6neua.

2.Crenex Ha no3xaBaHe ctcrof,Huero Ha npo6neMa x rBopqecKa
uHrepnperaqHc Ha nHreparypHuc Marepuan

Aeropur Ha ArcepraqhoHHr4r rpyA AeMoHcrpupa rraxoro po6po no3HaBaHe Ha

npeAMerHara o6nacr r ocHoBHHTe cbBpeMeHH HanpaBfleHu, B H3creABaHero Ha MeroA!,l

3a orxp[BaHe ta V1V1-reaepnpaHl v MaHnnynrparr r,rso6paxeHhn Ha qoBe[uKH flHLla.

Hanpaaex e nocneAoBareneH aHanh3 Ha pa3Buruero Ha reHepar BHhre rexHonoru

- or paHH!4re DCGAN u ProGAN, npes StyleGAN ceueficreoro, Ao cbBpeMeHHhre
gu$yeuoxnu MoAenr u face-swap TexHonorh!4. Kpur',ruuanucruvuo npequ3Horo
pa3rpaHuqeH e ue4gy rno6anHo KoxepeHrH u W-reaepnpaHr nrlla vr face-swap
ttso6paxeuun c noKanHH apreQaxrra e B ocHoBara Ha rpr4-KnacoBara raKcoHoMt4s H



cBuAerencrBa 3a peanHo pa36upaHe Ha npo6neMa, a He 3a noBbpxHocrHo 6opaeeue c
NOHFTU9TA.

Taxcosor,aunra Ha noAxoAHTe 3a orKpuBaHe e h3rpaAeHa c h3cfleAoBarencKa 3prflocr.
Asroprr KopeKrHo pa3rpaHuqaBa egHonoroqHhre CNN veropr (MesoNet, ResNet,
Xception, Face X-ray) or xu6pr.r4rnre noAxoAl4, xotr,t6uHttpaulr ceMaHThr.rHr4 A

KpHM HanhcrHgHh npu3Haqu, or MHoronoroqH Te apxHTeKryph c napafleflHo KoAl,lpaHe

vpes ViT, CNN r FFT c attention-6a3 paHo cfl BaHe.

flo6po nosrasare ra o6nacrra e AeMoHcrphpaHo h nph aHanx3a Ha cbcre3arenHhre
aravA v ycroriuraocrra Ha MoAefl!4re. Aaropur pa3rnexqa FGSM u PGD araxrre r
nocraBr Bbnpoca sa ycroivuaocrra Karo cbulecrBeHo ycnoBhe 3a npaKThqecKara
np floxHMocT Ha c cTeMhTe 3a KphM[Han[cThtlHo oTKpuBaHe, KaTo 3aeAHo c ToBa ce
orqura xeo6xoAr4Mocrra or o6ccHrlvocr Ha peueH era, Karo XAI r Grad-CAM ca
pa3rneAaHu KaTo cpeAcTBa 3a noAnoMaraHe Ha hHTepnpeTaqhgTa r,1 eKcnepTHl.l, aHanu3.

leQuxupann ca a ca 3nofl3BaHu noKa3arenu sa xnacuQuraquouua eSerruaxocr,
ycrofivueocr Ha araK r o6scuruocr, Karo qpe3 Tqx ce [3rpax(Aa nocfleAoBarenHa paMKa

3a cpaBHurenHa oqeHKa Ha pa3pa6oTeHr4Te noAxoAt4. ToBa noKa3sa paa6rpaHe He caMo
Ha anrop rMr4qHara crpaHa Ha npo6nerr,ta, Ho t,t Ha seo6xoAuuocrra pe3ynrarr4Te Aa
6tgar oqeHnsaHu qpe3 ncno geQuurpaHH eKcnephMeHTanH!4 nporoKon!4.

B:euarixu npeABHA Bo4qKo roBa Moxe Aa ce 3aKnrcqu, qe AhcepraHT-br np!4TexaBa

Heo6xoAuruara reoperrqHa u MeroAoflornqHa noAroroBKa 3a npoBexqaHe Ha

caMocronrenHo HayqHo h3cfleABaHe B pa3rne4asara o6nacr.

3.CuoreercrBxe Ha npeAnoxeHara MeroAhKa Ha r3cneABaHe x nocraBeHhre
qen h 3aAaqH Ha AhcepTaqhoHHua rpyA

l-{enra Ha AhcepraLlhoHHVs rpy1 e ncuo Qopruyn paHa - npoeKrrpaHe h oqeHrBaHe Ha

MeroAr4 3a orKpuBaHe ua V1l4-reaepnpaHn v nu\a c pa3MeHeHa hAeHTH'nHocr, Karo ce
orrt rar eAHoBpeMeHHo roqHocrra, Tpr4KnacoBara rnacnQuxaqrn, ycrofrvnaocr Ha araru
o6scurrt.locrra.

['lpegnoxeuara MeroAr4Ka e norr4qecKr4 H nocneAoBarenHo r43rpaAeHa. Hanuqe e scHo
npocneghMa u3cneAoBarencKa rpaeKTopr4H: nbpBoHaganHo ce 3cneABa xr6prgen
AByKnacoB noAxoA, cneA roBa ce npeMhHaBa KbM TprKnacoBa MHoronoToqHa apxuTeKTypa,
BbBe4qar ce crcre3arenHo o6yveHre r XAl, a HaKpag orAenHrre HanpaBneHhn ce

HTerpr4par B paMKara RED-MS. llocrageHhre 3aAaqu ca npnKo cBbp3aHu c orAeflHrre
eTanh Ha 3cneABaHeTo.

Cuorgercrslaero MexAy qen,3aAaqh, cbAbpxaHue t,l pe3ynral4 e ornrqHo. Tpygur
cneABa cTpora flor Ka Ha KoHTponhpaHo ycnoxHfBaHe h Bcr4qKh KnrcqoBh TBbpAeHug ca
noAKpeneH c KoHKpeTH14 eKcnep[MeHTanH AaHH .

4. XaparreprcrrKa Ha ecrecrBoro 14 oqeHKa Ha AocroBepHocrra Ha

Marepuana, aupxy xoiro ce rpaAnr npr4Hochre Ha ArcepraqhoHHht rpy4

l4scneAgaxltsra B Ar4ceprauuoHHre rpyA ce 6asrpar Bbpxy rpl4 B[Aa Marep anu:
HayqHa nrreparypa, eranoHHu ua6opr or AaHHr4 u eKCnep[MeHTanHH pe3ynraru or
co6creeHh h3cneABaHnF.

PagrneAaur ca 123 nweparypHh r43roqH[Ka or yrBbpAeH 6agr4 gaHHr - IEEE
Xplore, ACM Digital Library, arXiv , xaro ocHoBHo ca pa3rfleAaH ny6nuxaqnu cneg 2020
r. Bxnto.reHh ca Qyr4avexranHh rpyAoBe no GAN, gttSysttoHHn MoAen!4 cbcre3arenHo
o6yvenre, KaKTo u cnequantt3t paHu r43cneABaHus no Aerexur4n Ha cuHTel4qH[ n qa.



CrlqecreeHa xapaKrep crr4Ka Ha A!4cepraqr4oHHtrs rpyA e HeroBuer
eKcnep MeHTaneH H cpaBH!4TeneH xapaKrep. Paapa6orenure noAxoAh ca oLIeHFBaHH
qpe3 rcHo geQruuparu noKa3aTenu sa xnacr$uraquoura eSerrnBHocT, cpeA Kor4To

Accuracy, Precision, Recall u F1-score, a B nocneABau.lhre u3cneABaH[e ca BKnrcqeHr4

noKa3arenu sa ycroivreocr Ha arax r o6ncunrrrocr. l-1pu xu6prgHhfl MoAen e
h3BbpureHo cpaBHeHHe ruex<,4y CNN-only, Forensic-only r Hybrid xouQurypaqrr npr
eAHaKbB eKcnep[MeHTaneH nporoxon, Koero no3BongBa Aa ce oqeHh KoHKperxunr e$err
ot xou6lrurpaHero Ha ceMaHT qHh h Kpr4M hHanhcrhqHh npu3Haqr. flonyveHure
pe3ynrarrl - 91.4o/o roqHocr sa CNN-only, 771% sa Forensic-only u 94.8% 3a Hybrid.

,Qocroeepuocrra Ha eKcnepr4MeHTaaHure h3cneABaHhq ce noAKpenFT or
3nofl3BaHeTo Ha He3aBUCHMh TeCTOBT4 MHOXeCTBa, pa3Aefl9HrlF Ha nnaCTOBe Ha

AaHHHTe, Qrxcupasa HaqanHa croiHocr, AoKyMeHTr4paH[ xunepnapaMerpu h npocneA M

eKcnep MeHTafleH npoqec. Toea cb3AaBa rieo6xogrurre npeAnocraBK 3a
Bb3npolr3BoAr4MocT Ha noflyqeHuTe pe3ynTaTr u 3a KopeKrHo cpaBHeHr4e Mex(Ay

orAenHnre MoAeflh. flonrnxrrenHa nonoxr4renHa crpaHa e paapa6oraaxero ua YAML-
xouQuryprpyer,th recroBe u KoMaHAeH rHrep$eric, qpe3 Kor4To ce npocneAeBar
HaqanHure crofiuocru, pa3AenrHero Ha AaHHure napaMerpure Ha eKcnephMeHTHTe.

Oco6eno BHhMaHr4e 3acnyxaBa npoBepKara na ycrorivueocr Ha araKh. 3a RED-MS e
nocoqeHo eeplrQuqupaHo r43nrnHeHue Ha PGD eKcnepuMeHTa, npu Koero e orqereHa
98.140/o ror{Hocr Brpxy L 4cn4 AaHHV v ARI = 0.844 npn PGD-10. Teen pesynraru
npeAcTaBnRBaT KonrqecTBeHa eKcnepuMeHTanHa ocHoBa 3a HanpaBeHhTe r3BoAt4

orHocHo ycroivusocrra Ha npeAnoxeHara apxfireKrypa.

Orpanllvexre B h3cfleABaHrflTa, Koero Moxe Aa oKaxe BnhnHue Bbpxy
AocroBepHocrra e Qarrur, qe B pa3nuqHure eranu Ha u3cneABaHero u3nofl3Bar
pa3a !iHr4 ua6opn or AaHHr, Koero 3arpyAHrBa npnKoro cpaBHeHue Ha a6conptHrre
crofruocru Ha roqHocrra.

5. flpuxocr Ha AncepraqhoHHHr rpyA
[lprxocure ca ecHo Qoplaynupaxu, .norhqHo crpyKryphpaHu H cborBercrBar Ha

nocraBeHara qefl 14 3nbnHeH Te 3aAaqr4. Te uorar ga 6rgar pasrnegaHu B Tpr4 rpyn -
HayqH[, HayqHo-npunoxHu h npunoxHr4.

- Haywu npuHocu
Hafr-crr.qecreexrnr HayqeH nphHoc e nocneAoBarenHoro 3rpaMaHe Ha

MeTOAOnOrhn 3a AOBepUMO OTKpr4BaHe Ha ChHTeThqHU nhqa, KOgTO r4HTerp pa Tprl-
KnacoBa Kp MhHaflHcTl4qHa TaKcoHoMt49, MHoronoToqHo H3BnhqaHe Ha nph3HaLlLl,
ycroriuueocr Ha araK h o6ccH!4rrrocr. llpegnoxeuunr xu6puger AByKflacoB Mogen
(CNN + KprMr4HanhcruqeH nprasHax) AeMoHcrpr4pa eMnr4p qHo non3ara or
xot'l6rxupaxe Ha ceMaHThqHV A nvKcenHn cvfHanv. Tpu-xnacoaara MHoronoToLiHa

apxuTeKfypa cbc cnhBaHe qpe3 npoBepKa ycne[uHo pa3rpaHhqaBa peatHu
uao6paxeHlrn, lrso6paxenrn c pa3MeHeHo nhqe h HanbnHo AV1-retepnpaH n qa Karo
orAenHh Karerop 14, Koero e aaxHo QopeHshqHo yroqHeHr4e cnpfiMo KnacuqecKoro
6rnapxo ,,peanuo/Sanuuao". Pauxara RED Soprvranu3hpa crcre3arenHoro o6yvenre
(FGSM/PGD), BbBex(qa Merp Kara ARI r uHrerpupa Grad-CAM. Hai-sHa,{uru,rucr
HayqeH pe3ynrar e o6egrHeuara apxureKrypa RED-MS, Konro cbqeraBa
MHoronoroqHocrra c 3au.lrra or araKr'l r o6ncnruocrra B eAuHeH npoqec nocrhra
Br4coK eMn p r{Hh noKa3arenn (98.14 7o roqHocr u ARI = 0.844 npr PGD-10).

- Hayuuo-npunoKHunpuHocu
flpe4noxeHara MeroAonor s aa yHu$rqupaH cpaBHureneH aHanu3 no3BonnBa

npocne.qgBaHe Ha nphHoca Ha BceKh cneABaul eran cnpFMo npeAxoAHure.



BtaegeHrre MerphKH ARI r,r EF Mar npaKr qecxa croiuocr xaro oneparr4BHh

r4HA Karopr4 3a oqeHKa ua ycrofivreocr r BFpHocr ua o6ncnenrnra.
- llpunoxuu npuHocu

Paspa6orenara coQryepua peanh3aqun c orBopeH xoA, YAML-xouQrrypupyeuu
eKcnepuMeHTr craHAaprrl3upaHa npe4o6pa6orxa oc rypgBaT BucoKa

Bb3npo 3BoAr4Mocr. Grad-CAM euayanraaqhvre u Qopmynrpaxrre HacoKr4 3a

orroBopHo 3non3BaHe noBuulaBaT npaKTuqecKara np floxt4MocT Ha MoAeJlure B

pex M,,LioBeK B Lll4Kbfla".
llpuuocure ca opur HaflHr, go6pe o6octiogaHu u c gcHo npaKTnqecKo 3HaqeHHe.

Orpaxuveuunra (o6xear caMo Bbpxy crar \tHh rso6paxexnn, white-box ataxr,
npeAHMHo KaqecrBeHa o6ncunl,tocr) ca KopeKTHo AeKnaphpaHu or aBTopa !4 He

HaManHBar cbulecrBeHo croiHocra Ha nocrfirHaroro.
llpneuau nprHochre r cqhraM, qe re HanbnHo cborBercrBar Ha u3 cKBaHrgra 3a

npucbxAaHe Ha o6pa3oBarenHara v HayqHa creneH ,,AoKrop".

6. CreneH Ha nuqHoro yqacrxe Ha AucepraHTa B npxHocxre

Crpyrrypara, flor-hKara u BbrpeuHara nocfleAoBarer Hocr Ha rpyAa uocnr 6enegrre
Ha aBTopcKa KoHqenryanHa pa6ora - MeroAonorhqH nr us6op Ha KoHTponhpaHo
ycnoxHsBaHe, nocneAoBarenHoro u3rpa4aue xa xu6prgu g MoAefl, MHoronoroqHara
apx[refiypa, RED ra RED-MS paurxara, KaKTo h BbBeAeH[re op r HanHr uerprxu ARI tt
EF, ca eganMHo o6etpsaHr h cBuAerencrBar 3a eAuHHa H3cneAoBarencKa no3uq s.

He cru ycraHoBnn HeKopeKTHo 3auMcrBaHe H cMsraM, qe LlurupaHero e
o4creMar qHo, 3nofl3BaHero Ha qp(At4 pe3yflTarh e nocneAoBarenxo, a co6ctgesrte
nphHoct4 ca 9cHo pa3rpaHrqeHu oT clqecTByBau.lrTe noAxoAr4 B nhTepaTypaTa.

Excnepuuerranuara pa6ora e pean 3 paHa B KoHKperHa r3q cn renHa cpeAa no
npoerr IDEAS c uMnfleMeHraqran a PyTorch, xouQrrypnpyeu npoqec u Quxcnpaxu seed
crofiHocrll - getainu, xapaKrepHr 3a caMocronTenHo npoBeAeHo H3cneABaHe.

7, flper{exxa Ha ny6nhKaqrhre no A}tcepraqroHHhn rpyA
Mar. lrHx. Feopru Koroa e HanpaBun 4 ny5nnxaqnn, cBtp3aHr4 c ocHoBHfire nphHocn

Ha A ceprallunra, Korlro ca peSepupaxr e SCOPUS. EAna or rnx e caMocrotrenHa, a
ocraHaflr4Te rpr ny6nrraqu[ ca 3rorBeH[ B cbaBTopcrBo c HayqHI4Te pbKoBoArren Ha

AoKropaHTa. Te norpuaar nocneAoBareflHo xn6pugxnn MoAen, MHoronoroqHara
apx reKrypa, paMKara RED h o4Hresa RED-MS, Koero cBrAerencrBa 3a chcreMaruqHa
anpo6aqun Ha pe3ynrarrre.

C nocoqesrre ny6nrxaqrara ce noKp Ba 3ucKyeMus MHHI4MyM, 3afloxeH B

flpaernurra 3a ycnoB nra v pe4a ea npugo6uaaue Ha o6paaoBarenHa u Hay\rHara
creneH "[orrop" xa TY-CoQun.

8. hsnoneeaxe Ha pe3ynrarxre or AHcepraqhoHHH, TpyA B HayqHara 14

coqhanHa npaKTr4Ka

Pesynrarrre or Ahcepral$4oHHr4F TpyA Morar Aa Harr,iepnr npunoxeHHe B HayqHr4Te

3CfleABaHhF nO r'.,leArfiHa Kp[Mr4Han CThKa H OTKphBaHe Ha C HTeThqHO CbAbpxaHhe,
KaKTo 14 B npaKTuqecKu chcreM[ sa eepuQrxaqur xa uso6paxeHhf, c yqacrue Ha qoBeK B

npoqeca Ha B3eMaHe Ha perxeHHe.



9. CuoreercrBre Ha aeropeQepara c H3hcKBaHAAra3a t43rorBnHero My 14

aAeKBaTHOCT Ha OTpa3RBaHe Ha OCHOAH14Te nOnO)l(eHUq H npXHOCHTe Ha

AxcepraqhoHHlre rpyA

lorropaHrur e r3rorBhn aarope$epar g o6e[4 or 33 neqarHr4 crpaHfiqh Ha

6unrapcxl,t eshx r,r 30 crpaH qh aa atrnu cxyt esrx. AeropeQeparbr npegcraBn B

pe3rcMe cbAbpxaHhero Ha AhcepraLl oHHH9 TpyA, KaTo nocTaBq yAapeHhero Bbpxy

HeroBr ocHoBHH eneMeHTu npeAcTaBF ToqHo npuHochTe, nocTurHaTh B Hero.

,Qoxyuexrur e cro6paaeH 3r.lf,ao c ycraHoBeHhre n3r,craaHnl Ha Ty - Co$un aa
o$opunue ua aeropeQepar.

10. Muexun, npenoprKn la 6enexKh
fiucepraquoHH r4er rpyA Ha Mar. urx. l-eoprr Koroa npegctaBnflBa 3aB]puJeHa,

MeroAonoruqHo H3AbpxaHa H TexHHqecKh saArn6o.ieHa HayqHa pa3pa6orxa no
h3Kntoq reflHo aKryaflHa reMa. llpr,l.rocure ca opfiruHanHh, eKcnephMeHTaflHo
o6ocHosaHh u crorBercrBar Ha nocraBeHara qen. Aaroprr geuoHcrprpa go6pa
TeoperhqHa noAroroBKa, cnoco6uocr 3a HHTerp[paHe Ha pa3HopoAHh rexH qecKr4

noAxoAl4 B eAuHHa KoHqenryaflHa paMKa h KopeKrHo AeKnaphpa orpaHuqeHuflra Ha

h3cneABaHeTo.

[]oseonRsaM c Aa HanpaBn cneAHara npenop]Ka sa 6rAequ 3cneABaHuff:

- !a ce 3aBtprui4 KoflheecrBeHara oLleHKa Ha o6ncsruocrra (EF) Bbpxy MacKh or
FaceForensics++.

Karo ga6enexxa 6 x noco,{hn, qe cpaBHeHhRTa MexAy pa3nhqHure erann cneABa Aa
ce HTepnperr4par BHrMarenso, rurZ Karo ca nonyqeHu Bbpxy pa3nhgHu ua6opu or
AAHH.

fiucepraquouHl4flT TpyA HanbnHo orroBapn Ha 3rcKBaH]4cra Ha 3aKoHa 3a pa3B Tue Ha

aKaAeMr4qHun cbcraB Ha Peny6nr,rxa Stnrapun, Ha llpaeunuura 3a HeroBoro nphnoxeH e H

ua [lpasunuuxa 3a ycnoBl4sra v peAa 3a npugo6uaaHe Ha HayqHr4 creneHh e TexHuqecx s

yH Bepc rer - CoQun.

Aorroparrur e !43BbpuJr4n Ao6pe opraH!43 paHa h3cneAoBarencKa pa6ora, cn4rHan e

AO npaB!4nHU r3BOAt4 h Bb3 OCHOBa Ha TOBa e HanpaBun paSpa6OrXr C HayqeH u nprnoxeH

xapaKrep.

Brg ocxoea Ha roBa, npenopbr{BaM Ha yBaxaeMoro HayqHo xypt4 Aa nprc}Au Ha Mar.

uux. I-eopru flHee Koroe o6pasoaarenHara h HayqHa creneH ,florfiop" e npoQecronanuoro

HanpaBneH e 5.3 ,,Koruyxrxaq!4oHHa h KoMnlortpHa rexH Ka" HayqHara cneliuanHocr

,,AerouarroupaHu cr4creM sa o6pa6orra Ha uHQopnaaqus H ynpaBneH e".

02.09.2026 r.
CoQun,

PE{EH3EHT:

lnpo$. d-p uHx( P. Tpu$oxoel

3AKN}OqEHilE
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Author of the dissertation: M,Eng. Georgi Yanev Kotov
Topic of the dissertation: Methods for distinguishing and recognizing images of
human faces generated with artificial intelligence from images of real human faces

Reviewer: Prof. PhD Eng. Roumen lvanov Trifonov

1 . Relevance of the dissertation work
The topic of the dissertation work of M.Sc. Eng. Georgi Kotov is extremely relevant by
2026 and is at the center of one of the most dynamically developing and socially
significant problems in modern computer science. The author correctly identifies three
mutually reinforcing processes that determine the relevance: the democratization of
generative tools, the mass distribution of manipulated content in social networks, and the
increasing regulatory requirements for transparency and accountability in automated
moderation.
Existing approaches - single-stream, hybrid, multi-stream, frequency and transformer

- are developed mainly in isolation, without an integrated framework that unites
accuracy, resistance to attacks and explainability in a single verified system. This
research gap is real and filling it represents a scientifically significant contribution.
At the forensic and legal level, the use of synthetic images in criminal proceedings,
identity verification and journalistic investigations creates an urgent need for methods
that not only classify reliably, but also explain their decisions in a manner suitable for
judicial use. lt is here that the integration of an explainability component ()Gl) into the
proposed RED framework is particularly relevant and scientifically sound.
The author correctly defines the limits of his claims, not presenting the developments as
a universal solution to the problem.
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2. Degree of familiarity with the state of the problem and creative interpretation of
the literature
The author of the dissertation demonstrates very good knowledge of the subject area
and the main contemporary directions in the research on methods for detecting Al-
generated and manipulated images of human faces.
A consistent analysis of the development of generative technologies has been carried
out - from the early DCGAN and ProGAN, through the StyleGAN family, to
contemporary diffusion models and face-swap technologies. The forensically precise
distinction between globally coherent Al-generated faces and face-swap images with
local artefacts forms the basis of the three-class taxonomy and attests to a genuine
understanding of the problem, rather than a superficial handling of the concepts.
The taxonomy of detection approaches is constructed with research maturity. The author
correctly distinguishes single-stream CNN methods (MesoNet, ResNet, Xception, Face
X-ray) from hybrid approaches that combine semantic and forensic features, and from
multi-stream architectures with parallel encoding via ViT, CNN and FFT with attention-
based fusion.



A good knowledge of the field is also demonstrated in the analysis of adversarial attacks
and model robustness. The author examines FGSM and PGD attacks and poses the
question of robustness as an essential condition for the practical applicability of forensic
detection systems, while at the same time taking into account the need for explainability
of decisions, with XAI and Grad-CAM considered as means of supporting interpretation
and expert analysis.
lndicators for classification efficiency, robustness to attacks and explainability have been
defined and used, and through them a consistent framework for comparative evaluation
of the developed approaches is built. This shows an understanding not only of the
algorithmic side of the problem, but also of the necessity that results be assessed
through clearly defined experimental protocols.
Taking all of the above into account, it may be concluded that the doctoral candidate
possesses the necessary theoretical and methodological preparation for conducting
independent scientific research in the field under consideration.

3. Compliance of the proposed research methodology with the set goals and
objectives of the dissertation
The goal of the dissertation is clearly formulated - design and evaluation of methods for
detecting Al-generated and swapped identities, taking into account both accuracy, three-
class classification, resistance to attacks and explainability.
The proposed methodology is logically and consistently built. There is a clearly traceable
research trajectory: initially a hybrid two-class approach is investigated, then a three-
class multi{hreaded architecture is switched, adversarial learning and XAI are
introduced, and finally the individual directions are integrated into the RED-MS
framework. The tasks set are directly related to the individual stages of the research.
The correspondence between the goal, objectives, content and results is excellent. The
work follows a strict logic of controlled complication and all key statements are supported
by specific experimental data.

4. Characterization of the nature and assessment of the reliability of the material
on which the contributions of the dissertation are based
The research in the dissertation is based on three types of materials: scientific literature,
reference data sets and experimental results from own research.
A total of 123 literary sources from established databases - IEEE Xplore, ACM Digital
Library, and arXiv - have been reviewed, with the primary focus on publications after
2020. Fundamental works on GANs, diffusion models and adversarial training are
included, as well as specialized studies on the detection of synthetic faces.
An essential characteristic of the dissertation is its experimental and comparative nature.
The developed approaches are evaluated through clearly defined indicators of
classification efficiency, including Accuracy, Precision, Recall and F1-score, and in
subsequent studies, indicators of resistance to attacks and explainability are included. ln
the hybrid model, a comparison was made between CNN-only, Forensic-only and Hybrid
configurations under the same experimental protocol, which allows to assess the specific
effect of combining semantic and forensic features. The results obtained - 91.4%
accuracy for CNN-only, 77.1o/o lor Forensic-only and 94.8% for Hybrid.
The reliability of the experimental studies is supported by the use of independent test
sets, data layer separations, a fixed initial value, documented hyperparameters and a
traceable experimental process. This creates the necessary prerequisites for the
reproducibility of the obtained results and for a correct comparison between the
individual models. An additional positive side is the development of YAMl-configurable



tests and a command interface, through which the initial values, data separation and
parameters of the experiments are tracked.
The verification of resistance to attacks deserves special attention. A verified
implementation of the PGD experiment is reported for RED-MS, in which 98.14o/o

accuracy on clean data and ARI = 0.844 for PGD-10 were reported. These results
provide a quantitative experimental basis for the conclusions drawn regarding the
robustness of the proposed architecture.
A limitation of the studies, which may affect the reliability, is the fact that different
datasets are used in different stages of the study, which makes it difficult to directly
compare absolute accuracy values.

5. Contributions of the dissertation
The contributions are clearly formulated, logically structured and correspond to the set
goal and the tasks performed. They can be considered in three groups - scientific,
scientific-applied and applied.
- Scie ntific contributions
The most significant scientific contribution is the consistent construction of a

methodology for reliable synthetic face detection, which integrates a three-class forensic
taxonomy, multithreaded feature extraction, attack resistance and explainability. The
proposed hybrid two-class model (CNN + forensic feature) empirically demonstrates the
benefit of combining semantic and pixel signals. The three-class multithreaded
architecture with fusion by verification successfully distinguishes real images, face-
swapped images and fully Al-generated faces as separate categories, which is an
important forensic refinement compared to the classic binary "real/fake". The RED
framework formalizes adversarial learning (FGSM/PGD), introduces the ARI metric and
integrates Grad-CAM. The most significant scientific result is the unified RED-MS
architecture, which combines multithreading with attack protection and explainability in a
single process and achieves high empirical indicators (98.14% accuracy and ARI =
0.844 at PGD-10).
- Scientific and applied contributions
The proposed methodology for unified comparative analysis allows tracking the
contribution of each subsequent stage compared to the previous ones. The introduced
metrics ARI and EF have practical value as operational indicators for assessing the
robustness and fidelity of explanations.
- Applied contributions
The developed open-source software implementation, YAML-configurable experiments
and standardized preprocessing ensure high reproducibility. Grad-CAM vlsualizations
and formulated guidelines for responsible use increase the practical applicability of the
models in the "man in the loop" mode.
The contributions are original, well-founded and of clear practical significance. The
limitations (scope only on static images, white-box attacks, mainly qualitative
explainability) are correctly declared by the author and do nol significantly reduce the
value of the achievement.
I accept the contributions and believe that they fully comply with the requirements for
awarding the educational and scientific degree "doctor".

6. Degree of the doctoral candidate's personal involvement in the contributions
The structure, logic and internal coherence of the work bear the marks of the author's
own conceptual effort - the methodological choice of controlled progressive complexity,
the consistent construction of the hybrid model, the multi-stream architecture, the RED



and RED-MS framework, as well as the introduced original metrics ARI and EF, are
mutually interrelated and attest to a unified research position.
I have not identified improper borrowing and consider that the citation is systematic, the
use of others' results is consistent, and the candidate's own contributions are clearly
distinguished from existing approaches in the literature.
The experimental work has been carried out in a specific computational environment
under the IDEAS project, with an implementation in PyTorch, a conflgurable process and
fixed seed values - details characteristic of independently conducted research.

7. Assessment of the publications related to the dissertation
M.Eng. Georgi Kotov has produced 4 publications related to the main contributions of the
dissertation, which are indexed in SCOPUS. One of them is single-authored, while the
remaining three have been prepared in co-authorship with the doctoral candidate's
supervisors. They cover in sequence the hybrid model, the multi-stream architecture, the
RED framework and the RED-MS synthesis, which attests to a systematic validation of
the results.
With the stated publications, the required minimum set out in the Regulations on the
terms and procedure for acquiring the educational and scientific degree "Doctor" of the
Technical University of Sofia is fulfilled.

8. Use of the results of the dissertation in scientific and social practice
The results of the dissertation can find application in scientific research on media
forensics and the detection of synthetic content, as well as in practical systems for image
verification with a human in the decision-making loop.
9. Gompliance of the abstract with the requirements for its preparation and
adequacy of reflection of the main points and contributions of the dissertation
work
The doctoral candidate has prepared an abstract in the volume of 33 printed pages in
Bulgarian and 30 pages in English. The abstract presents in summary the content of the
dissertation work, emphasizing its main elements and accurately presenting the
contributions achieved in it.
The document is fully consistent with the established requirements of TU - Sofia for the
formation of an abstract.

10. Opinions, recommendations and notes
The dissertation work of M. Eng. Georgi Kotov represents a complete, methodologically
sound and technically in-depth scientific work on an extremely topical topic. The
contributions are original, experimentally substantiated and correspond to the set goal.
The author demonstrates good theoretical preparation, the ability to integrate diverse
technical approaches into a single conceptual framework and correctly declares the
limitations of the study.
I would like to make the following recommendation for future research:
- To complete the quantitative assessment of explainability (EF) on masks from
FaceForensics++.
As a note, I would like to point out that comparisons between the different stages should
be interpreted with caution, since they were obtained on different data sets.



The dissertation fully meets the requirements of the Law on the Development of the
Academic Staff of the Republic of Bulgaria, the Regulations for its implementation and
the Regulations on the conditions and procedure for acquiring scientific degrees at the
Technical University - Sofia.
The doctoral student has carried out well-organized research work, has reached correct
conclusions and, based on this, has made developments of a scientific and applied
nature.
Based on this, I recommend to the esteemed scientific jury to award M.Sc. Eng. Georgi
Yanev Kotov the educational and scientific degree "Doctor" in the professional field 5.3
"Communication and Computer Engineering" and the scientific specialty "Automated
lnformation Processing and Management Systems".
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