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BbpXYy AUcepTaumMoHeH Tpya 3a npuaobuBaHe Ha obpasoBaTenHa U HayyHa cTeneH
~AOKTOp“ B npodecroHanHo Hanpasnexve 5.3 ,,KoMyHUKaUMOHHa U KOMMIOTLPHA
TeXHMKa" nNo Hay4Ha cneuunanHocT ,,AemomMamu3upaHu cucmemu 3a obpabomka
Ha uHghopmayusi u ynpaseseHue"”

ABTOp Ha AUCEPTaUMOHHMA TpyA: mar. uHX. Neopru Axes Kotos

Tema Ha auceprauMoHHua Tpya: Metoau 3a pasrpaHuvaBaHe M pa3no3HaBaHe Ha
n3obpaxeHUss Ha YOBELWKW nuua, reHepuMpaHW C M3KYCTBEH WHTEeNneKkT, oT
n306paXeHUs1 Ha peariHu YoBeLLKM nuua

PeueH3eHT: npog. 8-p uHx. PymeH MeaHoe TpughoHoe

1. AKTyanHoCT Ha AuCepTaLUOHHUSA TpyA

TemaTtukaTa Ha QUCEpPTaUMOHHUA TpyAa Ha Mar. uHX. Meopru KOToB € M3KNK4YMTENHO
akTyanHa kbm 2026 roavHa U ce Hamupa B LUEHTbpa Ha eduWH OT Hal-AMHAMWUYHO
pas3BuBaLLMTE Ce U COoLManHo 3HauyMmu nNpobnemu B ChBpeMeHHaTa KOMMIOTbPHA Hayka.
ABTOPBLT KOPEKTHO MAeHTUUUMpa TpU B3avMHO ycunBawu ce npoueca, obycnasawm
aKkTyanHocTTa: [AemMoKpaTu3auuaTa Ha [eHepaTUBHUTE  WHCTPYMEHTW, MacoBOTO
pasnpocTpaHeHne Ha MaHUNyNMpPaHo CbAbpPXKaHWe B CoUManHUTE MPEXU U HapacTealmTe
perynaTopHu U3WCKBaHUSA 3a NPO3PaAYHOCT M OTHETHOCT NPX aBTOMaTU3vpaHa Moaepaums.

CuulecTeyBallMTe NOAXOAN — €AHOMOTOYHKU, XMBPUAHM, MHOrOMNOTOYHWU, YECTOTHU U
TpaHccopmepHu — ce paspaboTsaT npeguMHO U3onupaHo, ©e3 MHTerpupaHa pamka,
obeaunHaABalLLla TOYHOCT, YCTOMYMBOCT Ha aTaku U 0BACHMMOCT B eAMHHa BepuduumpaHa
cuctema. Tasu wu3cnepoBartencka npasHWHa € peanHa WM HEMHOTO  3anbliBaHe
NPEeACTaBnsBa Hay4yHO 3HaYMM NPUHOC.

Ha KpMMWHanNMCTMMHO W MNpPaBHO paBHWLLE MW3NON3BAHETO Ha CUHTETUYHU
n3obpaxeHns B HakaszaTenHu NpPou3BOACTBA, Npy BepuduKaumMa Ha CaMONUYHOCT U NpK
XXYPHanNUCTUYECKW pascrnefBaHUs NOCTaBA OCTpa Hyxaa OT MeToaMu, KOUTO He camo
Knacuguumpat LOCTOBEPHO, HO M ODSCHABAT pelleHWeTO CU NO HauvuH, NpUroaeH 3a
cbaebHa ynotpeba. MIMEHHO TykK uHTerpauuaTa Ha KOMMOHEeHT 3a obscHumocT (XAl) B
npeanoxeHata RED pamka e ocobeHo akTyanHa n Hay4yHo obocHoBaHa.

ABTOPbLT KOPEKTHO onpeaens v rpaHMuMTe Ha CBoUTe TBBbPAEHWUA, KaTo He npeacTass
pa3paboTknTe KaTo YHMBEpPCANHO peweHue Ha npobnema.

2.CteneH Ha no3HaBaHe CbCTOSAAHMETO Ha npobrnema W TBOpYeckKa
MHTepnpeTauus Ha NUTepaTypHUA maTtepuan

ABTOpPLT Ha AWCEpPTaAUMOHHUS TPyA AEMOHCTpupa MHoro Aobpo nosHaeBaHe Ha
npeamMeTHaTa 06nacT M OCHOBHWUTE CbBPEMEHHW HanpaBneHUs B U3CNeaBaHeTo Ha MeToaM
3a oTKpuBaHe Ha W-reHepupaHu 1 MaHunynvpaHu 3obpaxeHust Ha YoBEeLLKM nuua.

HanpaBseH e nocnegoBateneH aHanuM3 Ha pasBUTMETO Ha FeHepaTUBHWUTE TEXHONOrMK
— ot paHHute DCGAN u ProGAN, npes StyleGAN cemMelCTBOTO, A0 CbBpPEMEHHUTE
Andy3nmoHHn  mopenu wu face-swap TexHonormn.  KpUMUHaNMUCTUYHO NPeuu3HOTO
pasrpaHuydeHne mexay rnobanHo koxepeHTHun WW-reHepupanm nuua u  face-swap
n3obpaxeHnsa C nokanHu apTedakTM e B OCHOBaTa Ha Tpu-knacoBaTa TakCOHOMUS U



cBMAEeTencTBa 3a peanHo pa3bupaHe Ha npobnema, a He 3a NOBLPXHOCTHO BopaBeHe ¢
NOHATUATA.

TakcoHOMMUATA Ha NOAX0OAMTE 33 OTKPVMBAHE € U3rpageHa ¢ uscnegoBaTencka 3psnocT.
ABTOpPbLT KOpeKkTHO pasrpaHudasa epHonotoyHute CNN metoam (MesoNet, ResNet,
Xception, Face X-ray) oT xvubpuaHuTe nNOAXOAM, KOMOMHMpPAWM CEMAHTUYHM U
KPMMWHANUCTUYHU NPU3HaLUKW, U OT MHOTONOTOYHUTE apXMTEKTYpPU C napanenHo KogupaHe
ypes ViT, CNN u FFT c attention-6asnpaHo cnusaHe.

[lobpo no3HaBaHe Ha obnacTra e AeMOHCTPUPAHO U NPU aHanuaa Ha CbCTe3aTenHuTe
aTakm M ycTonMuMBOCTTa Ha mogenute. AsTopbT pasrmexaa FGSM u PGD atakute u
NocTaBA BbLMNPOCA 3a YCTOMYMBOCTTA KaTO CbLIECTBEHO YCNOBWE 3a npakTudeckara
NPUNOXWMOCT Ha CUCTEMUTE 33 KPUMWMHANUCTUYHO OTKpWBaHe, KaTo 3aefHO C ToBa ce
oT4MTa HeobxoauMMocTTa OT 0OsicHUMOCT Ha pewenusta, kato XAl n Grad-CAM ca
pa3rneaaHu Kato cpeacTsa 3a nofgnomaraHe Ha UHTepnpeTaumusita U eKCnepTHUSA aHanus.

HedwuHupaHu ca U ca M3NonN3sBaHW MNnokasatenn 3a KnacudgukaunmoHHa edeKTUBHOCT,
YCTOWYMBOCT Ha aTakn 1 0BACHMMOCT, KaTo Ypes TAX Ce u3rpaxaa nocnegosartenHa pamka
3a cpaBHMTENHa OLueHKa Ha pa3paboteHuTe nogxoau. ToBa nokasea pasbupaHe He camo
Ha anropuTMMYHaTa cTpaHa Ha npobnema, HO M Ha HeobxoaumocTTa pesynrtatuTe Aa
6baaT oueHsBaHW Ype3 ACHO AedUHMPaHN ekcnepuMeHTanHn NPoToKoNK.

Baemankn npeaBua BCWYKO TOBa MOXE [a Ce 3aKNK4u, 4e AMCepTaHTbT npurexasa
Heobxoanmara TeopeTndHa WU MeToAonorM4dHa noAroToBKa 3a NpoBeXOaHEe Ha
CaMOCTOATENHO HAay4YHO M3cneneaHe B pasrnexigaHata obnacr.

3.CvoTBeTCTBME HA npeanoXxeHara MeTogMKa Ha nacnegBsaHe U NnoctaBeHUTe
uen U 3agaydn Ha AucepTauMoHHUA Tpya

LlenTa Ha aucepTauMoHHUS TPYA € ACHO hopMynupaHa — NPOeKTUPaHe U OLUeHsABaHe Ha
METOAW 3a OTKpuBaHe Ha WMW-reHepupaHv W nuua C pasMeHeHa WMAEHTUYHOCT, Kato ce
OoTYMTaT eaHOBPEMEHHO TOYHOCTTA, TPMKNacoBaTa knacudgukaums, YCTOMYMBOCT Ha ataku u
obscHMMOCTTA.

MpeanoxeHata MeTOAMKa € NOrnYecku u nocrnefoBaTenHo uarpageHa. Hanuue e scHo
npocneavma u3cneagoBaTenicka TpaekTopusa: MbpBOHAYanHoO ce wu3cnedsa  xubpuaeH
ABYKNacoB noaxod, cnej Toea ce NpemMuHaBa KbM TpPUKNacoBa MHOMOMNOTOYHA apXUTEKTYpa,
BbBEXAaT ce cbcresarenHo obyvenne n XAl, a Hakpas oOTAenHWTe HanpasnieHus ce
nHTerpmpat B pamkara RED-MS. [MoctaseHuTe 3agayv ca NpsSKO CBbpP3aHW C OTAEnHUTe
eTanun Ha uscneasaHeTo.

CHOoTBETCTBMETO Mexdy uen, 3agadv, CbabpXaHue U pe3ynTtatv e OTNUYHO. TpyabT
cneaea CTpora norvka Ha KOHTPONWPAHO YCNOXHABAHE M BCUYKM KMNKYOBM TBLPAEHUS ca
NOAKPENEHW C KOHKPETHU EKCNEPUMEHTANHM OaHHM.

4. XapakTepuCTUKa HA eCTECTBOTO M OLeHKa Ha JOCTOBEPHOCTTA Ha
MaTepuana, BbpXy KOWTO ce rpaaaT NpUMHOCUTE Ha AUCEpPTaLMOHHUA TPyA

W3cneasaHuaTa B AvcepTaumMoHHuA Tpya ce BasuvpaTt Bbpxy Tpy Buaa MaTepuanu:
Hay4YHa nuTepaTypa, eTanoHHW Habopw OT AaHHW W eKCnepuUMEHTanHW pesynTtaTu oT
cobcTBEeHM U3cneaBaHus.

PasrnegaHm ca 123 nuTepaTypHW M3TOYMHWKA OT yTBbpaeHu b6asm gaHHm — |EEE
Xplore, ACM Digital Library, arXiv , kato ocHoBHO ca pa3rneganu nybnukauwu cneg 2020
r. BkntoyeHun ca pyHaameHTanHu Tpyaose no GAN, Andy3voHHKM Mogenu n cbeTesaTenHo
oby4yeHue, KakTo U cneumMannanpaHn nacnegBaHus No AeTekUns Ha CUHTETUYHN Nuua.



CobuecTtBeHa  xapakTepucTvka Ha  AUCEPTaUMOHHUS  TPyA €  HEroBuAT
eKcnepuMeHTaneH W cpaBHWTeneH xapaktep. PaspaboTeHuTe NOAXOAW ca OLEHABaHU
4ype3 ACHO AeduWHMpaHM nokasaTtenu 3a KnacudukaumoHHa edqeKTUBHOCT, Cpea KOWUTO
Accuracy, Precision, Recall n F1-score, a B nocnegsawure M3cneaBaHust ca BKIKOYEHN
nokasaTtenu 3a YCTOWYMBOCT Ha artakm u obacHumocT. [pu xubpuaHus mogen e
n3sbpweHo cpasHeHne Mexay CNN-only, Forensic-only u Hybrid koHdwurypauun npu
efHaKbB eKcnepuMeHTaneH NPoToKoI, KOeTo NO3BONSABA Aa CE OUEHW KOHKPETHUAT edekT
OT KOMOMHMpaAHETO Ha CEeMaHTU4YHWM W KPUMWUHANUCTUYHW npusHauw. [lonydveHuTte
pesyntaty — 91.4% TouyHocT 3a CNN-only, 77.1% 3a Forensic-only n 94.8% 3a Hybrid.

[JocToBEepHOCTTa Ha eKCnepuMeHTanHuTe uacnegBaHuWs Cce  MOAKPenAaT  oT
W3NON3BaHeTO Ha He3aBMCUMKM TECTOBWM MHOXEeCTBa, pasfensHWs Ha nnacrtoBe Ha
AaHHUTe, PUKCUpaHa HavanHa CTOMHOCT, JOKYMEHTUPaHW XunepnapamMeTpu 1 npocnegmm
ekcrnepumeHTaneH npouec. ToBa cb3gaBa HeobxogMmuTe npegnocTaBkyu 3@
Bb3NPOM3BOAMMOCT Ha MOMyYeHUTE pe3ynTaTu W 3a KOPEKTHO CpaBHEHWe Mexay
otaenHute mogenu. JonbnHUTENHa nonoxuTenHa crpaHa e paspaborsaHeto Ha YAML-
KOH(Urypupyemm TecToBe W KOMaHaeH WHTepdenc, 4Ypes KoMTo ce npocneasasar
HavYanHuTe CTOMHOCTK, pasaensaHeTo Ha AaHHUTe U NapaMeTpuTe Ha eKCnepuMeHTUTe.

OcobeHo BHUMaHWe 3acny)kaBa NpoBepkaTa Ha yCToM4MBOCT Ha aTtakn. 3a RED-MS e
noco4yeHo sBepuduumpaHo uanbnHeHne Ha PGD ekcnepumeHTa, Npu KOETO € OoT4YeTeHa
98.14% TOYHOCT Bbpxy u4uctu AaHHM u ARI| = 0.844 npn PGD-10. Tean pesynratu
npeactaensaABaT KoOnMWYecTBEHa eKCcnepuMeHTanHa OCHOBa 3a HanpaBeHuTe W3Boau
OTHOCHO YCTOMHMBOCTTA Ha NpeanoXxeHara apxvrexkTypa.

OrpaHvyeHne B W3CneABaHWATa, KOETO MOXe [a OKaXe BNusHWEe BbpXy
[OCTOBEpPHOCTTa € (PakThbT, 4Ye B pasNUYHUTE eTanu Ha u3cneaBaHeTo Wu3nonassaTr
pasnuyHn Habopwu OT AaHHW, KOETO 3aTpyaHsBa NPSKOTO cpaBHeHwe Ha abconoTHuTe
CTOWMHOCTM Ha TOYHOCTTA.

5. lNpuHocK Ha AUcepTaUMOHHUA TpyA
MpuHOCUTE ca ACHO hopMynNMpaHn, NOrMYHO CTPYKTYPUPaHU U CbOTBETCTBAT Ha
noctaseHaTa Uen v M3nbiHeHUTe 3agayn. Te moraT Aa 6baaT pasrnegadun B Tpy rpynu —
Hay4YHW, HAYYHO-NPUNOXHU U NPUNOXHW.
- HayyHu npuHocu
Hai-CblleCTBEHUAT HaydeH MpUHOC € nocnefoBaTenHOTO wuarpaxgaHe Ha
MEeTOAOoNOrMA 3a AOBEPUMO OTKPUBAHE Ha CUHTETUYHW NWUua, KOATO WHTerpuvpa Tpu-
KNacoBa KPUMWMHANMCTMYHA TAKCOHOMWS, MHOrMOMOTOMHO MW3BAWYAHE Ha MNpU3Hauw,
YCTOMYMBOCT Ha aTakm u obsicHumocT. lMpeanoxeHuaT xubpuaeH AByKNacos Moaen
(CNN + KpvMMHanuUCTUHeH nNpW3HaK) QOEMOHCTpUMpa EeMNUpPUMYHO nonsata  oT
KOMOWHMpaHE Ha CEeMaHTU4HU W MWKCEeNHW curHanu. Tpu-knacoBaTa MHOronoTo4Ha
apxuTeKkTypa CbC CMMBaHe 4pe3 MnpoBepKa YCMewHOo pa3rpaHvyasa peanHu
n3obpaxeHuns, n3obpaxxeHns ¢ paaMeHeHo nuue n HanbnHo NW-reHepupaHu nuua Kkaro
OTAENHU KaTeropuvu, KOeTo € BaXHO (DOPEH3UYHO YTOYHEHME CMPSAMO KNacu4eckoTo
BuHapHo ,peanHo/ganwmeo”. Pamkata RED dopmanuanpa cbeTesaTtenHoto obyyeHve
(FGSM/PGD), sbBexga meTtpukata ARl u wunterpupa Grad-CAM. Hai-sHaunmuat
HayyeH pesyntat e obegwHeHata apxutektypa RED-MS, kosto cbyeTaBa
MHOroNoTOMHOCTTA C 3aliMTa OT aTakm U 0BACHMMOCTTa B eAMHEeH mpouec W nocTura
BUCOKM eMnupuyHK nokasatenu (98.14 % TouHocTt n ARI = 0.844 npu PGD-10).
- HayyHo-npunoxHu npuHocu
MNpeanoxeHata MeTOAONOMMs 3a YHUMWUUMPAH CpaBHWUTENeH aHanuv3 no3sonsBa
npocneasiBaHe Ha nNpuUHOCAa Ha BCekW cneasall ertan CnpsMo  NpeaxofHuTe.



Bueepeuute metpukn ARl u EF umart npaktudecka CTOMHOCT KaTo OMNepaTuBHMU
WHANKATOPM 3@ OLeHKa Ha YCTOWMYMBOCT M BAPHOCT Ha 0BACHeHusTa.
- [punoxHu npuHocu

PaspaboTenata copTyepHa peanusaunsa ¢ oTBopeH koA, YAML-koHpuUrypupyemu
eKcnepumMeHTM 1M cTaHgaptuavpaHa  npepobpaboTka  ocurypsisaT  BUCOKa
Bbanpoussogumoct. Grad-CAM Busyanusaumute W (QOPMynNUpaHUTe HaCcoKM 3a
OTrOBOPHO W3Non3eaHe noOBULLABAT NpakTMyeckata MNPUNOXUMOCT Ha MoJenuTe B
peXuMm ,4OBEK B LIMKbNa“.

MpuHocMTE ca opurnHanHu, aobpe 06OCHOBaHM M C SACHO MPAKTUYECKO 3HaYeHue.
OrpaHudyeHnstTa (obxBaT camo Bbpxy CcTaTtudHM u3obpaxeHus, white-box artaky,
npeauMHO KayecTBeHa 0OSICHMMOCT) ca KOPEeKTHO [eKnapupaHu OT aBTopa WU He
HamanaBaT CbLECTBEHO CTONHOCTTA Ha NOCTUrHATOTO.

MNpuemam NPUHOCUTE M CYMTaM, Ye Te HanbMHO CLOTBETCTBAT Ha U3NCKBaHUATA 3a
npucbXxaaHe Ha obpasoBaTenHarta v Hay4yHa CcTeneH ,JOoKTop”.

6. CTeneH Ha NMYHOTO y4yacTue Ha AMcepTaHTa B NpUHOCUTe

CTpykTypaTa, normkata u BbTpellHaTa nocnefoBaTenHocT Ha Tpyaa HocAaT benesute
Ha aBTopcKka KoHUenTyanHa paboTa — MeToAONOrMYHUAT M3BOp Ha KOHTPONMVMPaHo
YCNOXHABaHe, NOCNeaoBaTENHOTO U3rpaxaaHe Ha xvbpuaHwua Moen, MHoronoTovHaTa
apxutektypa, RED n RED-MS pamkara, kakTo v BbBeAeHuTe opurnHantim metpukun ARI n
EF, ca B3anmHo 06Bbp3aHu 1 CBMAETENCTBAT 3a eAVHHa U3cnefoBarernicka no3nuums.

He cbMm YCTAaHOBWIT HEKOPEKTHO 3auMMCTBaHE W CMATaMm, 4Ye UWTUpaHeTo e
CUCTEMATUYHO, M3NON3BAHETO Ha 4YyXOW pe3yntatu € nocnegoesarternHo, a cobcTBeHUTE
NPWHOCK Ca ACHO pa3rpaHW4eHn OT CbLUEeCTBYBALLWUTE NOAXOAN B NUTeEpaTypaTta.

EkcnepumeHTanHata paboTta e peanusvMpaHa B KOHKpeTHa v3vucnutesnHa cpepa no
npoekT IDEAS ¢ nmnnemexTtaumsa 8 PyTorch, koHdurypupyem npouec n dvkcupanu seed
CTOWMHOCTW — AeTaunu, XxapakTepHU 3a CaMOCTOATENHO NPOBEAEHO U3CneaBaHe.

7. lpeueHka Ha nybnukauuuTe NO AUCEpPTaLUMOHHUA TpyA

Mar. uHx. l'eoprn KotoB e Hanpasun 4 ny6nukauuum, CBbp3aHu C OCHOBHUTE NPUHOCH
Ha aucepTaumaTa, kKouto ca pedepupann B SCOPUS. EgHa oT Tax e camocTosTenHa, a
ocTaHanuTe Tpu nybnvkaumm ca u3rotBeHn B CbaBTOPCTBO C HAyYHUTE PbKOBOAUTENN Ha
[OKTOpaHTa. Te noKpuBaT nocnegoBaTenHo xubpuaHua Mogen, MHOronoToYHaTa
apxutekTypa, pamkata RED u cuHtesa RED-MS, koeTo cBuaeTencrsa 3a cucteMaTuyHa
anpobauus Ha pesyntarture.

C nocouyeHute nybnukaumm ce nNOKpPMBA W3IUCKYEMUS MUHUMYM, 3an0OXeH B
MpaBunHuka 3a ycnoeBusATa W pega 3a npuaobusaHe Ha obpasoBaTenHa W HayyHaTa
cteneH "OokTop” Ha TY-Codus.

8. Manon3BaHe Ha pe3ynTraTuTe OT AUCEpPTaUMOHHMA TPyA B HayyHaTa wm
couuanHa npakTuka

PeaynTtaTuTe OT AMCEPTaAUMOHHWUA TPyA MOraT Aa HaMmepsiT NPWUMOXKeHWe B HayyHUTe
U3CneaBaHva no MeauiHa KpMMUHaNWCTUKA W OTKPUBAHE Ha CUHTETMYHO CbAbpKaHue,
KaKTO U B NPaKTUYECKM CUCTEMU 3a BepudUuKaumsa Ha M30OpaXKeHUs C yyacTve Ha YOBeK B
npoueca Ha B3eMaHe Ha peLueHue.



9. CroTBeTCTBME Ha aBTOpedhepaTa C M3UCKBAHMATA 32 U3rOTBAHETO MY U
afleKBaTHOCT Ha OoTpa3siBaHe Ha OCHOBHUTE MOMOXEHUA U NPUHOCUTE Ha
AUCepTaunOHHUA TpyA

[okTopaHTbT e u3roTBun aeTopedepar B obem oT 33 neyaTHM cTpaHuuM Ha
6bnrapckn esuk u 30 cTpaHvMuM Ha aHrmuickn e3uk. ABTopedepaTbT NpeacTass B
pes3toMe CbAbpXaHMeTO Ha AWUCEepTauuMoHHMA TpyA, KaTo nocTaBsa yAapeHWeTo BbpXY
HEerosuM OCHOBHW eNeMeHTU U NpeacTaBA TOYHO NPUHOCUTE, NOCTUIHATU B HEro.

[OKYMEHTHT € cbobpaseH M3UAN0 C YCTAaHOBEHUTE M3UCKBaHUA Ha TY — Codusa 3a
odopmsiHe Ha asTopedbepar.

10. MHeHuMA, NnpenopBLKU 1 Benexku

[ucepTaunoHHMAT Tpya Ha mar. uHx. Meoprn KoToB npeacTaBnsBa 3aBbplUeHa,
METOAOMOMMYHO U3AbpXKaHa W TexHudyeckn 3aabnboyeHa HayyHa paspaboTka no
W3KMIYUTENHO akTyanHa Tema. [lpuHocUTE ca  OpurMHanHW, exkcnepumeHTanHo
oboCHOBaHM W CbLOTBETCTBAT Ha MocCTaBeHaTa uen. ABTOPbT AeMoHcTpupa pAobpa
TEOpeTUYHa NOAroTOBKA, CMNOCOOHOCT 3a WHTErpyupaHe Ha pPasHOPOAHW TEXHWYECKM
noaxoan B eAvHHA KOHUEeNnTyanHa paMka W KOPEeKTHO Aeknapwupa orpaHuydeHvsaTa Ha
n3cnegBaHeTo.

[MNossonsBam cu Aa Hanpassa crnefHaTa nNpenopbka 3a Obaeum nacneaBaHus:

- [la ce 3aBbpLUM KONU4YEeCcTBEHaTa OueHKa Ha obsichumocTtTa (EF) BbpXY Macku ot
FaceForensics++.

Kato 3abenexka bux nocouun, 4e cpaBHeHVATa MeXAy pasnuyHUTe eTanu cneasa aa
Ce WHTEepnpeTMpaT BHUMATENHO, TbW KaTo ca NONy4YeHW BbpXy pasnuyHu Habopu oOT
OaHHWU.

SAKNKOYEHUE

ﬂ,MCGpTaLLMOHHVlﬂT TPyA Hanb/HO OTroBaps Ha W3MCKBAHUATA Ha 3akoHa 3a pa3BuUTWE Ha

akagemudHusi cbetas Ha Penybnuka Benrapus, Ha MNpaBunHuka 3a HEroBOTO NPUMOXeHVe U
Ha MpaBunNHWKa 3a yCnoBusTa M peaa 3a NpuaobvBaHe Ha Hay4yHW CTeneHn B TexHn4Yeckus

yHuBepcutetr — Codums.

[lokTopaHTbT e u3BbpwKn aobpe opraHusvpaHa wu3cnenoeartencka pabora, cturHan e
[0 NPaBUMHU U3BOAM M Bb3 OCHOBA Ha TOBa € Hanpaewun pa3paboTku C Hay4yeH 1 NPUMoXeH

xapakTep.

Bb3 ocHoBa Ha ToBa, NPenopbYBaM Ha yBa)XaeMoTO Hay4yHO Xypu Aa npucbau Ha mar.
nHx. Meoprn AHes KoToB obpasoBartenHarta v HayyYHa cTeneH ,40KTop” B NpodeCcnoHanHoTo
HanpaeneHne 5.3 ,KoMyHMKaUMOHHA W KOMMNIOTbPHA TeXHMKA“ U HayyHaTa cneunanHocT

+ABTOMaTU3MpaHu cucteMu 3a obpaboTka Ha MHOpMauus 1 ynpasneHue”.

02.09.2026 r.
Codus,
PELEH3EHT:

/npogb. 9-p uHx. P. TpughoHos/
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1. Relevance of the dissertation work

The topic of the dissertation work of M.Sc. Eng. Georgi Kotov is extremely relevant by
2026 and is at the center of one of the most dynamically developing and socially
significant problems in modern computer science. The author correctly identifies three
mutually reinforcing processes that determine the relevance: the democratization of
generative tools, the mass distribution of manipulated content in social networks, and the
increasing regulatory requirements for transparency and accountability in automated
moderation.

Existing approaches — single-stream, hybrid, multi-stream, frequency and transformer
— are developed mainly in isolation, without an integrated framework that unites
accuracy, resistance to attacks and explainability in a single verified system. This
research gap is real and filling it represents a scientifically significant contribution.

At the forensic and legal level, the use of synthetic images in criminal proceedings,
identity verification and journalistic investigations creates an urgent need for methods
that not only classify reliably, but also explain their decisions in a manner suitable for
judicial use. It is here that the integration of an explainability component (XAl) into the
proposed RED framework is particularly relevant and scientifically sound.

The author correctly defines the limits of his claims, not presenting the developments as
a universal solution to the problem.

2. Degree of familiarity with the state of the problem and creative interpretation of
the literature

The author of the dissertation demonstrates very good knowledge of the subject area
and the main contemporary directions in the research on methods for detecting Al-
generated and manipulated images of human faces.

A consistent analysis of the development of generative technologies has been carried
out — from the early DCGAN and ProGAN, through the StyleGAN family, to
contemporary diffusion models and face-swap technologies. The forensically precise
distinction between globally coherent Al-generated faces and face-swap images with
local artefacts forms the basis of the three-class taxonomy and attests to a genuine
understanding of the problem, rather than a superficial handling of the concepts.

The taxonomy of detection approaches is constructed with research maturity. The author
correctly distinguishes single-stream CNN methods (MesoNet, ResNet, Xception, Face
X-ray) from hybrid approaches that combine semantic and forensic features, and from
multi-stream architectures with parallel encoding via ViT, CNN and FFT with attention-
based fusion.



A good knowledge of the field is also demonstrated in the analysis of adversarial attacks
and model robustness. The author examines FGSM and PGD attacks and poses the
question of robustness as an essential condition for the practical applicability of forensic
detection systems, while at the same time taking into account the need for explainability
of decisions, with XAl and Grad-CAM considered as means of supporting interpretation
and expert analysis.

Indicators for classification efficiency, robustness to attacks and explainability have been
defined and used, and through them a consistent framework for comparative evaluation
of the developed approaches is built. This shows an understanding not only of the
algorithmic side of the problem, but also of the necessity that results be assessed
through clearly defined experimental protocols.

Taking all of the above into account, it may be concluded that the doctoral candidate
possesses the necessary theoretical and methodological preparation for conducting
independent scientific research in the field under consideration.

3. Compliance of the proposed research methodology with the set goals and
objectives of the dissertation

The goal of the dissertation is clearly formulated — design and evaluation of methods for
detecting Al-generated and swapped identities, taking into account both accuracy, three-
class classification, resistance to attacks and explainability.

The proposed methodology is logically and consistently built. There is a clearly traceable
research trajectory: initially a hybrid two-class approach is investigated, then a three-
class multi-threaded architecture is switched, adversarial learning and XAl are
introduced, and finally the individual directions are integrated into the RED-MS
framework. The tasks set are directly related to the individual stages of the research.

The correspondence between the goal, objectives, content and results is excellent. The
work follows a strict logic of controlled complication and all key statements are supported
by specific experimental data.

4. Characterization of the nature and assessment of the reliability of the material
on which the contributions of the dissertation are based

The research in the dissertation is based on three types of materials: scientific literature,
reference data sets and experimental results from own research.

A total of 123 literary sources from established databases — IEEE Xplore, ACM Digital
Library, and arXiv — have been reviewed, with the primary focus on publications after
2020. Fundamental works on GANSs, diffusion models and adversarial training are
included, as well as specialized studies on the detection of synthetic faces.

An essential characteristic of the dissertation is its experimental and comparative nature.
The developed approaches are evaluated through clearly defined indicators of
classification efficiency, including Accuracy, Precision, Recall and F1-score, and in
subsequent studies, indicators of resistance to attacks and explainability are included. In
the hybrid model, a comparison was made between CNN-only, Forensic-only and Hybrid
configurations under the same experimental protocol, which allows to assess the specific
effect of combining semantic and forensic features. The results obtained — 91.4%
accuracy for CNN-only, 77.1% for Forensic-only and 94.8% for Hybrid.

The reliability of the experimental studies is supported by the use of independent test
sets, data layer separations, a fixed initial value, documented hyperparameters and a
traceable experimental process. This creates the necessary prerequisites for the
reproducibility of the obtained results and for a correct comparison between the
individual models. An additional positive side is the development of YAML-configurable



tests and a command interface, through which the initial values, data separation and
parameters of the experiments are tracked.

The verification of resistance to attacks deserves special attention. A verified
implementation of the PGD experiment is reported for RED-MS, in which 98.14%
accuracy on clean data and ARI = 0.844 for PGD-10 were reported. These results
provide a quantitative experimental basis for the conclusions drawn regarding the
robustness of the proposed architecture.

A limitation of the studies, which may affect the reliability, is the fact that different
datasets are used in different stages of the study, which makes it difficult to directly
compare absolute accuracy values.

5. Contributions of the dissertation

The contributions are clearly formulated, logically structured and correspond to the set
goal and the tasks performed. They can be considered in three groups — scientific,
scientific-applied and applied.

- Scientific contributions

The most significant scientific contribution is the consistent construction of a
methodology for reliable synthetic face detection, which integrates a three-class forensic
taxonomy, multi-threaded feature extraction, attack resistance and explainability. The
proposed hybrid two-class model (CNN + forensic feature) empirically demonstrates the
benefit of combining semantic and pixel signals. The three-class multi-threaded
architecture with fusion by verification successfully distinguishes real images, face-
swapped images and fully Al-generated faces as separate categories, which is an
important forensic refinement compared to the classic binary “real/fake”. The RED
framework formalizes adversarial learning (FGSM/PGD), introduces the ARI metric and
integrates Grad-CAM. The most significant scientific result is the unified RED-MS
architecture, which combines multithreading with attack protection and explainability in a
single process and achieves high empirical indicators (98.14% accuracy and ARI| =
0.844 at PGD-10).

- Scientific and applied contributions

The proposed methodology for unified comparative analysis allows tracking the
contribution of each subsequent stage compared to the previous ones. The introduced
metrics ARI and EF have practical value as operational indicators for assessing the
robustness and fidelity of explanations.

- Applied contributions

The developed open-source software implementation, YAML-configurable experiments
and standardized preprocessing ensure high reproducibility. Grad-CAM visualizations
and formulated guidelines for responsible use increase the practical applicability of the
models in the "man in the loop" mode.

The contributions are original, well-founded and of clear practical significance. The
limitations (scope only on static images, white-box attacks, mainly qualitative
explainability) are correctly declared by the author and do not significantly reduce the
value of the achievement.

| accept the contributions and believe that they fully comply with the requirements for
awarding the educational and scientific degree "doctor".

6. Degree of the doctoral candidate’s personal involvement in the contributions

The structure, logic and internal coherence of the work bear the marks of the author's
own conceptual effort — the methodological choice of controlled progressive complexity,
the consistent construction of the hybrid model, the multi-stream architecture, the RED



and RED-MS framework, as well as the introduced original metrics ARI and EF, are
mutually interrelated and attest to a unified research position.

| have not identified improper borrowing and consider that the citation is systematic, the
use of others’ results is consistent, and the candidate’s own contributions are clearly
distinguished from existing approaches in the literature.

The experimental work has been carried out in a specific computational environment
under the IDEAS project, with an implementation in PyTorch, a configurable process and
fixed seed values — details characteristic of independently conducted research.

7. Assessment of the publications related to the dissertation

M.Eng. Georgi Kotov has produced 4 publications related to the main contributions of the
dissertation, which are indexed in SCOPUS. One of them is single-authored, while the
remaining three have been prepared in co-authorship with the doctoral candidate’'s
supervisors. They cover in sequence the hybrid model, the multi-stream architecture, the
RED framework and the RED-MS synthesis, which attests to a systematic validation of
the results.

With the stated publications, the required minimum set out in the Regulations on the
terms and procedure for acquiring the educational and scientific degree “Doctor” of the
Technical University of Sofia is fulfilled.

8. Use of the results of the dissertation in scientific and social practice

The results of the dissertation can find application in scientific research on media
forensics and the detection of synthetic content, as well as in practical systems for image
verification with a human in the decision-making loop.

9. Compliance of the abstract with the requirements for its preparation and
adequacy of reflection of the main points and contributions of the dissertation
work

The doctoral candidate has prepared an abstract in the volume of 33 printed pages in
Bulgarian and 30 pages in English. The abstract presents in summary the content of the
dissertation work, emphasizing its main elements and accurately presenting the
contributions achieved in it.

The document is fully consistent with the established requirements of TU - Sofia for the
formation of an abstract.

10. Opinions, recommendations and notes

The dissertation work of M. Eng. Georgi Kotov represents a complete, methodologically
sound and technically in-depth scientific work on an extremely topical topic. The
contributions are original, experimentally substantiated and correspond to the set goal.
The author demonstrates good theoretical preparation, the ability to integrate diverse
technical approaches into a single conceptual framework and correctly declares the
limitations of the study.

I would like to make the following recommendation for future research:

- To complete the quantitative assessment of explainability (EF) on masks from
FaceForensics++.

As a note, | would like to point out that comparisons between the different stages should
be interpreted with caution, since they were obtained on different data sets.



CONCLUSION

The dissertation fully meets the requirements of the Law on the Development of the
Academic Staff of the Republic of Bulgaria, the Regulations for its implementation and
the Regulations on the conditions and procedure for acquiring scientific degrees at the
Technical University - Sofia.

The doctoral student has carried out well-organized research work, has reached correct
conclusions and, based on this, has made developments of a scientific and applied
nature.

Based on this, | recommend to the esteemed scientific jury to award M.Sc. Eng. Georgi
Yanev Kotov the educational and scientific degree "Doctor" in the professional field 5.3
"Communication and Computer Engineering" and the scientific specialty "Automated
Information Processing and Management Systems".

02.09.2026 .
Reviewer:

|Prof. R. Trifonov/



