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tlneu ua HayqHoro xrypn: npoS. a-p rrux. Mapuana Escrarrlera lopaHona
1. Axrya;rnocr na parpa6orBaurrr B AficeprarluorrHrrs rpyA npo6aeru B HaJrrrHo rr

HayqHonpEnoxHo oTHo[eHrre,
Crrpeuexxoro pa3BHTHe xa r.rHQopua4loHHHTe r€xHoJIor[H H TrrxHara np[noxnMocr B

cbBpeMeHHlm arirt,rraJleH cBrr e cB6p3aHo c'r,c 3alI1t{Tara ua nHQopuaqraara H curypHocrra Ha

coQryepunre cHcreMlr. .{ncepraqnoHHn.nr rpya e nocBereH Ha rexH}rKnre 3a MoaenHpaHe Ha

3anJraxn c qer lr4exrnSuqnpaHe, aHaJIIr3upaHe !I oqenrBaHe Ha noreHr-llrzrJrHl.rre pltcKoBe H

TecroBsre 3a crarnrrHo H ar.rHaMHqHo xgernn$uqnpaHe Ha yr3Br.rMocru.

B uayuuo orHouleHue aKryaJrHocrra Ha IBcJIeABaHero ce ctaroH u pa:pa6orrara na
aBTOMaTI.i3HpaHlt peueHllt, Ko[To MHTerpHpar MoaeJrHpaHeTo Ha 3anJlaxll H BHe,IlptBaHe Ha

cTarr.rrtHIr H at HaMuqHn TecToBe Ha yr3BLrMocTu, HaMarr.SBaT BpeMeTo 3a oTKpuBaHe n orcTpalr-nBaHe

Ha yr3BlrMocru) yBenrrqaBar roqHocrra H HaMaJIrBar BJlt.IrHuero Ha uoeeurxur Qarrop.
B Hay.+ronpn,roxHo orHoueHre ca pa:pa6oreHn Meroal 3a MoaeJrxpaHe Ha 3anJlaxH B1,3 ocHoBa

na paurara STRIDE (Spoofing, Tampering, Repudiation, Information disclosure, Denial ofservice,
Elevation of privilege) - noar\r.f,Ha Ha caMoJrr.rrrHocr, noarrpaBrHe, orpHqaHe Ha AeFcrBHe,
pzI3KpHBaHe ua unQopuaqur, orKa3 or ycnyra Ir noBl.turaBaHe Ha Irpt.'tBlrnerul.l. Hsnon:eaH[ ca
HHcrpyMeHrure Irius Risk 3a MoaerHpaHe Ha noreHun.rnHu 3arur.xu u OWASP ZAP (Open
Worldwide Application Security Project Zed Attack Proxy) sa aunauuvxo cKaHHpaHe 3a cnrypHocr,
noaxoaflrrH 3a npolr3BoacrBeHu DevSecOps (Development, Security, and Operations)
rpr,6onporoaz - curypnocr Br,B BceKn eran Ha npoqeca sa paspa6oraaHe Ha nporpaMr.r - or
nbpBoHaqaJrHoTo npoeKTupaHe npe3 r.rHTerpHpaHet recTBaHe, aocraBl(a H BHeap[BaHe.

3a nocrurane Ha ocHoBHara qe.n ca 4eQr.rxlrpaHH cneaHure KoHKperHn ragauu: 1) [3cJleABaHe Ha

Msroal.r 3a crrrypHocr Ha AaHHH s ye6 npu-noxexur; 2) recrraxe Ha ye6 npuloxeuur :a
rur6epurrypuocr; 3) parpa6oraaxe xa Meroal{ 3a MoAerupaHe Ha 3anraxI-l, crarnqHo ]t AI.lHaMHqHo

TecrBaHe Ha yr3BlrMocrrl; 4) pa:pa6orsaxe na Meroarl 3a rrHTerprrer H 3aIqHTa Ha AaHHHTe cpeu(y
pa3nl,trtHu aTaKU.

2. Crenen Ha rro3rraBaHe cbcroflHrrero Ha npo6aeMa n rBopqecKa rlnTepnperaurrr
Ha a[TepaTypHlq MaTeplafl .

O6:oprr e nocoeren Ha cbBpeMeHHoro crcrorHlre Ha npo6rervNTe, cBr,p3aHH c peuleHxflTa 3a

ynpanJreHue Ha curypHocrra a coQryepHurc paspa6orxlr. PasrreAaH[ ca noroxrrerHure H

orpauareJrHure acneKrr{ npu crar qHoro (SAST - Slalic Applicirtion SecLrlitl, 'leslirr) u
a[HaMfiqHoro (DAST - Dlnamic Application SecLrriq Testing) recrBaHe. O6r,puaro e oco6eHo
BHr-rMaHue Ha HepeueHnTe npo6leuu - no-npeut 3Hr.r MexaHH3MH 3a crarnqeH aH,rJrH3,

nogo6prnaue na 4r,IHaMrrqHHTe recroBe, aBToMarn3r,rpaHe Ha MoaeJrfipaHero Ha 3anJIixl4.

3. Crornercrnue na ns6paHara MeroArrKa rra u3cJreABaHe H rrocraBerrara rIe,'I r
3alaqu Ha ArlcepTauuoHHufl TpyA c [ocT[rHaTrrTe nprIHocrr,
CraHgaprHo npaKrllrnTe 3a cxrypHocrra BK,IrcqBar crarnqeH aHaJlH3 Ha l(oaa u Ar.rHaMHqHo
TecrBaHe ua pa6oreuo npllJloxeHlle. Mo,[elnpaHero Ha 3anJlatxll, c Koero ce HaMa,rrBar
noreHur.rarHrfle p[cKoBe oue B HaqaflHHTe sranlr na pa:pa6orra, e KrrcqoB acneKr Ha DevSecOps.
AerouarusupaHero Ha orKphBaHero Ha 3anJIaxn u HlrrerpupaHero Ha AaHHHTe 3a 3arrJlaxfire s 6a3a

or AaHrrH rapaHTupa paspa6oruaHero Ha cnrypHn coQryepnu cHcreMH B cpeAa Ha HenpeKacHaro
BHeAprBaHe.



flpeMoxexu ca rpn noAxoAa 3a MoaenHpaHe Ha 3anJIaxH H aHHaMHqHo recrBaHe Ha yt3BHMocrlr:
p6rrHo Moaenr.rpaHe, nonyaBToMaTr.rrrHo Moaenr.rpaHe qpe3 cTaHAapTHH IrHcTpyMeHTH l.l

aBToMarli3HpaHo MoaenHpaHe qpe3 pa:pa6oreH cxprlnr.

4. Ilpnnocu Ha arrceprarl[oHH[s rpyA.
flpuuocrre na gucepraqr.roHHrlrr rpyA lrorar,{a ce o6o6urr B cneaHnre HanpaBJreHHt:

Hayqnonounoxsl.r:
1. flpe4,roxeH e noaxoa 3a ynpaBJreHue Ha crrypHocrra a ye6 npnroxexl4s qpe3 HHTerpxpaHe Ha

l.rHcrpyMeHTH 3a crarrrqHo r4 al.rHaMHqHo recrBaHe s DevSecOps pauxa.
2. HrmpueH e cpaBHHTeJIeH aHarrll3 Ha prqHH, no;ryarroM drvv.Hn vt aEroMaru3HpaHLI MemaH 3a

MOAenUpaHe Ha 3arlJlilxH.

3. HrrtpueH e cpaBHHTeJIeH auaurlt3 Ha pe3yJ]Tarxre or MoAenlrpaHero Ha 3arIJIaxH H pe3ynrarHTe

OT CT&TT,ITIHO I-I AI.IHAMIiqHO TECTBAHE HA Y,l3BIIMOCTI,I.
4. Crsaa.qeH e aBToMarr.r3r{paH Meroa 3a MoAenupaHe Ha 3anJrilxH H aHHaMLIqHo recrBaHe Ha

yr3BuMocrn c qor nogo6praaue Ha c[rypHocrra ua ye6 npuloxeuurra.
flonroxHu:
I . Cr,:AaaeH e asroMar 3npaH KoHBefiep 3a Moaer,rpaHe Ha 3anraxu upe: Irius Risk ra .qHHaMHqHo

rec'raaue vpe: OWASP ZAP :a ynpaa.neHHe Ha cHrypHocrra B paHHHTe eranlr or pa.:pa6orxara.
2. Cr,gaaaeua e DevSecOps paMKa 3a craruqeH aHiurn3 qpe3 lrHcrpyMeHTa Snyk, Moae,'IapaHe Ha

3anr'ra,\u qpe3 r.rHcrpryeHTa Irius Risk u arluaurqso recrBaHe qpe3 t'rHcrpyuema OWASP ZAP.
3. Pa:pa6oreH e cKpH[T 3a aBToMarr.oHpaHe Ha [poueca 3a MoAernpaHe Ha 3alUrilxu tI aHHaMHr{Ho

TecrBaHe Ha yr3BHMocrH.

5. llpeqenra Ha rry6a[Karlfirrre rro Ar{ceprarlnonnlrs rpyA.
fly6,rmaqurrre ce paBnpeaencr no py6puru B crpaHara n qyx6nna, xarro cre4aa:
l. [Iy6rnrynaHu B HayrrH].r cnucauux a vyx6lrHa - I 6p.
2. fly6rrlxysaHu s c6opHrlurl Ha ual ruu xoutlepexunu r uyx6nua - I 6p.
3. fly6,ruryeauu r c6opunqr.r Ha HaytrHr.r xoHQeperquu e vyx6una, peSepnpaxr B cBeroBHo

useecrHu 6a3u or aanxu - I 6p., 3 6p. uHTHpaHHr.
4. Ill6n.rrynaxu r c6opxuqn Ha HayqHll roHQepeHuuu y uac, perlepupanu B cBeroBHo lt3BecrHt.I

6agr.r or aaxuu - 1 6p., 5 6p. r.lnrrrpaHHr.
Bcuuxu ny6lrlraqwr ca cEBMecrHH c HayqHH,I ptKoBo.qHTeJL l4snt,ltueHu ca BcrrqK[ MHHtjManHu

n:ucrnannr sa 6por ua rry6runauunre.

6, Mnenun, npeflopbKrr ll 6e,'rexru.
Tt'[ Karo ca u3noJr3BaHr.i MHoro rexHxKr.r H HHcrpyNteHTH, He HaBcrKa,[e e o6.rcxeHo rgxHoro
3HaqeHne npri nlpBoro HM cpeuaHe B TeKcra. [4Ma HecloraercrBHe Ha HoMepaqurra Ha Qurypure
B aucepmuHoHHHr rpya u asropeQepara.
CqHraM, ,{e a}.rcegraHTbr ycnerxHo ce e cnpaBnJr c nocraBeHnre B auceprau[tra 3aAaH A

ua6e,rr:aHu qern. Hayrunre ny6alrxaulrN, Korrro orpa3rBar HanHcaHoro B allcepraulitra! ca

npHeTH H noJloxgTeJlHo oueHeHl..t oT HayqHaTa ootrI'Hocr.
Monre npenoptrra Kr,M KaHAuAara ca cBrp3aHH c oIr1e no-ycfleurHn u3creaBaung s o6racrra Ha

xlr6epcurypuocrra Ha coQryepHHTe npnnoxeHH, c ueJI HaMaJIrBaHe Ha BpeMero 3a uenH, npouec
Ha pa:pa6orxa ua coQryep.

7. 3an.nroqesue,
Brl ocxosa tra 3atro3[aaa[ero Mf, c rucepraqf,ouf,f,fl rpya na reua ,,Mero4tr rr cpeacrBa 3a

ocrlrypf,BaEe Ea 3aruf,Ta na ye6 npx.roxeutrs" f, cbar,pxtatrlnre ce B Hero nayqHorrpnfloxntr
I npf,noxf,lt npf,Hocf,, HaMtrpaM 3a octroBarenflo aa npeanoxa na Vnaxaeuoro xyptr aa
npucbaf, o6parooareruara f, HayqHa crenex .{OKTOP na mar. nnx. Jlro6en Aceron
Hnrcoflos tro HayqHa c[eq[aJ,Iuocr ,,Kounrortpun ctrcreMfl, KoMtrnencfl H Mpextr" or
npoQecrona.lno BanpaBneuEe 5.3. KouyxxnaquoHtra rr KoMrrxrr]pEa rexfif, Ka.

CoSnt, 12.01.2026 r. TIJIEH HA XYPHTO:
/npor[. a-p uxx. Mapnaua fopanosa/
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l. Relevance ofthe problem developed in the dissertation.

The modem development of information technologies and their applicability in today's digital world
is closely connected with information protection and the security of software systems. The
dissertation focuses on threat modeling techniques aimed at identirying, analyzing, and evaluating
potential risks, as well as tests for the static and dynamic detection of vulnerabilities.

From a scientific perspective, the relevance ofthe research consists in the development ofautomated
solutions that integrate threat modeling and the implementation of static and dynamic vulnerability
tests, reduce the time required to detect and remediate vulnerabilities, improve accuracy, and
minimize the influence of the human factor.

From a scientific and applied perspective, methods have been developed for threat modeling based

on the STRIDE (Spoofing, Tampering, Repudiation, lnformation disclosure, Denial of service,
Elevation of privilege) fiamework. The tools Irius Risk for modeling potential threats ard OWASP
ZAP (Open Worldwide Application Security Project Zed Attack Proxy) for dynamic security
scanning have been used, suitable for production DevSecOps (Development, Security, and
Operations) pipelines - ensuring security at every stage ofthe software development process - from
initial design through integration, testing, delivery, and deployment.

To achieve the main objective, the following specific tasks have been defined: l) studying data
security methods in web applications;2) testing web applications for cybersecurity; 3) developing
methods for threat modeling, as well as static and dynamic vulnerability testing; 4) developing
methods to ensure data integrity and protect against various attacks.

2. Degree of knowledge of the state of the problem and creative interpretation of
the literary material.
The review focuses on the current state of issues related to security management solutions in
software development. The positive and negative aspects of static (SAST - Static Application
Security Testing) and dynamic (DAST - Dynamic Application Security Testing) testing are

analyzed. Particular attention is paid to unresolved problems - more precise mechanisms for static
analysis, improving dynamic testing, and automating threat modeling.

3. Correspondence ofthe chosen research methodology and the set goal and tasks
of the dissertation with the achieved contributions.
Standard security practices include static code analysis and dynamic testing ofa running application.
Threat modeling, which mitigates potential risks early in the development process, is a key aspect
of DevSecOps. Automating threat detection and integrating threat data into a database ensures the
development ofsecure software systems in a continuous deployment environment.

Three approaches to threat modeling and dynamic vulnerability testing are proposed: manual
modeling, semi-automated modeling using standard tools, and automated modeling using a custom-
developed script.

4. Contributions of the dissertation,
The conhibutions ofthe dissertation can be summarized in the following areas:

Scientific-aoolied:
l. An approach for managing security in web applications has been proposed by integrating static

and dynamic testing tools within a DevSecOps framework.
2. A comparative analysis ofmanual, semi-automated, and automated threat modeling methods has



been performed.
3. A comparative analysis of threat modeling results and the results of static and dynamic

vulnerability testing has been conducted.
4. An automated method has been created for threat modeling and dynamic vulnerability tesling to

enhance the security ofweb applications.

Aoplied:
I . An automated pipeline has been created for threat modeling using lrius Risk and dynamic testing

using OWASP ZAP to manage security in the early stages of development.
2. A DevSecOps framework has been established for static analysis using the Snyk tool, threat

modeling with the Irius fusk tool, and dynamic testing with the OWASP ZAP tool.
3. A script has been developed to automate the process of threat modeling and dynamic

vulnerability testing.

5. Evaluation ofthe publications on the dissertation.
The publications are categorized by type inthe country and abroad as follows:
I . Published in scientific journals abroad - I item.
2. Published in conference proceedings abroad - I item.
3. Published in conference proceedings abroad, indexed in internationally recognized databases -

I item, 3 citations.
4. Published in conference proceedings in the country, indexed in internationally recognized

dalabases - I item, 5 citations.

All publications are co-authored with the scientific supervisor. AII minimum requirements for the
number ofpublications have been met.

6. Opinions, recommendations and remarks.
Since many techniques and tools have been used, their significance is not explained everywhere at
their first mention in the text. There is a discrepancy in the figure numbering between the dissertation
and the abstract.

I believe that the doctoral candidate has successfully addressed the tasks and objectives set out in
the dissertation. The scientific publications reflecting the dissertation's content have been accepted
and positively evaluated by the scientific community.

My recommendations to the candidate concern conducting even more successful research in the field
of cybersecurity for software applications, aiming to reduce the time required for the entire software
development process.

7. Conclusion.
Based on rny review of the dissertation entitled "Methods and Tools for Securing Web
Applications" and the scientific-applied and applied contributions contained therein, I find it
appropriate to recommend to the Honorable Jury to award the educational and scientilic
degree of PhD to Lyuben Asenov Nikolov, M, Sc., in the scientilic specialty "Computer
Systems, Complexes, and Networks" from lhe professional field 5.3, Communication and
Computer Equipment.

Sofra, 12.01.2026 Member of the Scientific Jury:
/Prof. Mariana Goranova, PhD/


