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AKTYyaJHOCT Ha pa3padoTBAHHA B JHCEPTALHOHHHS TPYA NMpo0/eM B HAY4YHO H
HAYYHOTIPHJIO’KHO OTHOLIEHHE,

CBBPEMEHHOTO pasBUTHE Ha HHQJOpMaLlKOHHHTE TEXHOJIOTMH H TAXHATAa MNPHIOKHUMOCT B
CbBPEMEHHHMS JHTUTAJICH CBAT € CBBP3AHO ChC 3aIIMTATA HA HHPOPMALMATA M CHTYPHOCTTa Ha
codryepuuTe cucTeMH. J[MCepPTALIMOHHMAT TPYA € NMOCBETEH Ha TEXHHKHTE 3a MOJE/IHpaHe Ha
3ariaxyu ¢ uen HIIEHTHCi)HU.Hp&He, aHaJlM3upaHe W OLUCHsABaAaHE Ha MNMOTEHUHATHHTE PHCKOBE H
TECTOBETE 3a CTATHYHO M IWHAMWYHO HASHTH(QULHPAHE HA YSA3BUMOCTH.

B HayyHO OTHOIIEHHE AaKTyaJHOCTTAa HAa W3CJEOBAHETO Ce CBCTOM B pa3paboTkata Ha
ABTOMATH3MpPaHHM PELUEHHs, KOWTO WHTErpUpaT MOAEJMPAaHeTO Ha 3aljlaXxd M BHeApsBaHE Ha
CTATUYHU M JUHAMHYHH TECTOBE Ha yA3BUMOCTH, HAMaJIIBaT BPEMETO 3a OTKPHBAHE U OTCTPaHsABaHe
Ha YA3BUMOCTH, YBEIMYaBaT TOYHOCTTA U HAMAJIABAT BIMAHHETO HA YOBEWKHs (QaKTop.

B HayuyHONpPHI0KHO OTHOLUEHHE ca pa3padOTeHN METOAHM 3a MOJE/NHpaHe Ha 3ar/laXy Bb3 OCHOBA
Ha pamkata STRIDE (Spoofing, Tampering, Repudiation, Information disclosure, Denial of service,
Elevation of privilege) — moamsHa Ha caMOIMYHOCT, MOANpAaBAHE, OTPHYAHE Ha [eHCTBHeE,
paskpuBaHe Ha MHQOpMaLMs, OTKa3 OT yciyra M MOBUIIABaHe Ha NMpHBWIerHH. Msnonseanu ca
uHcTpyMeHTHTe Irius Risk 3a momenupane Ha moTeHuwanHu 3armmaxu 1 OWASP ZAP (Open
Worldwide Application Security Project Zed Attack Proxy) 3a 1HHaMHUUHO CKaHHPaHE 33 CUTYPHOCT,
noaxomdmu 3a npouseoacTeeHH DevSecOps (Development, Security, and Operations)
TpBOOMNPOBOAN — CUTYPHOCT BbB BCEKM erTan Ha fpoleca 3a pazpadoTBaHe Ha NpOTpaMH — OT
MBPBOHAYATHOTO NMPOEKTHPaHe Mpe3 HHTerpHpaHe, TeCTBaHe, JOCTABKA M BHE/IPSBaHeE.

3a mocTUraHe Ha OCHOBHATA LieJ1 ca JeMHUPAHH ClIeIHUTe KOHKPETHHU 3a1auu: 1) u3ciensaHe Ha
METOJM 3a CHTYPHOCT Ha JaHHM B yed npunoxeHusa; 2) TecTBaHe Ha yed NpUIOKEHHS 34
kubepcurypHocT; 3) pa3paboTBaHe Ha METOAM 3a MOJE/UPaHe Ha 3arUlaxH, CTATUYHO M AHHAMHYHO
TeCTBAaHE Ha YA3BUMOCTH; 4) pa3pa0oTBaHe Ha METOM 33 MHTETPHTET U 3alllMTa HA JaHHUTE CpelLy
pasTMYHU aTakH.

CTeneH HAa MO3HABAHE ChCTOSTHHETO HA NP0oG/jeMa H TBOPYeCKAa HHTepIpeTALHs
HA JINTePaTyPHHS] MATePHAJL

O030pBT € MocBeTeH Ha CLBPEMEHHOTO CLCTOSHHME Ha MpoOJIeMHTe, CBBLP3aHH C pEeLICHHATa 3a
yIpaB/eHHEe Ha CHUIYPHOCTTa B co(TyepHMTe pa3paboTku. PasrnesaHu ca MONOKMUTEIHUTE U
OTpHLATEIHUTE acnekTH npu cratuyHoTo (SAST — Static Application Security Testing) wu
auHamuaHoTo (DAST — Dynamic Application Security Testing) TectBaHe. OObpHaTO € 0COOEHO
BHUMAaHHWE Ha HepemeHuTe npobleMH — TO-MPEeUM3HH MEeXaHW3MH 3a CTaTHYeH aHasus,
nogobpsBaHe Ha AMHAMUYHHUTE TECTOBE, ABTOMAaTH3HPaHe Ha MOJE/IMPAHETO Ha 3arulaxH.

CboTBeTCTBHE HA naﬁpaHaTa METOJHKA HAa H3C/I¢ABaHEe H MOoCTaBeHaTa LEJd H

321a4H HA IHCEPTALHOHHHS TPYA ¢ MOCTHTHATHTE NPHHOCH.

CTaHJapTHO TPAaKTHKHTE 3@ CHTYPHOCTTA BKIIOYBAT CTATHYEH aHANM3 Ha KOAA M JAMHAMHYHO
TecTBaHe Ha pa0oTewo npunoxkeHue. MOJENHPAHETO HA 3alUlaXxd, € KOETO ce HaMasBaT
NOTEHLHATHATE PUCKOBE OLIE B HAYAHHUTE eTanH Ha pa3paboTka, e KiIro4oB acnekT Ha DevSecOps.
ABTOMAaTH3MPaHETO HA OTKPHUBAHETO HA 3aI/IaXH H MHTErPHPAHETO HA JAHHHUTE 3a 3aruiaxure B 6asa

OT JIJaHHM rapaHTHpa pa3paboTBaHETO Ha CHIYpHH CO(TYEPHH CHCTEMH B Cpe/la Ha HEeNpeKbCHATO
BHEpABaHE.



HPCI.IJ'IO)KCHPI ¢a TpH Noaxoja 3a MOJE/IHpaHe Ha 3al/laxyH ¥ JHHAMHYHO TECTBAHE HA YA3BHMOCTH:
PBYHO MOAECJMpaHe, II0JJYaBTOMAaTH4YHO MOJEIMpaHe 4pe3d CTaHAapTHA HHCTPYMEHTH H
ABTOMAaTH3HpaHO MOIC/IHPpAHE Ype3 paBpaGOTeH CKPHIIT.

IIpuHOCH HA THCEPTALHOHHHUS TPYA.

[TpyHOCHTE Ha AMCEPTALMOHHHSA TPY MOTaT fa ce 0000IAT B CIEIHUTE HAMpPaB/IEHHA:

HavuHonpuJIoKHMU:

1. TlpeanoxeH e Moaxod 3a yrnpas/ieHHe HA CUIYPHOCTTA B yeO NPHIIOKEHHS Upe3 HHTErpUpaHe Ha
WHCTPYMEHTH 3a CTATHYHO U AMHAMH4HO TecTBaHe B DevSecOps pamka.

2. H3BBplueH € CpaBHUTENICH aHATH3 HA PBYHH, NOyaBTOMATHYHH U aBTOMATH3HPAHH METOIH 3a
MoOJIenMpaHe Ha 3aruiaxH.

3. H3BbplueH e cpaBHUTENEH aHAIN3 HA Pe3yITATHTE OT MOJICIMPAHETO Ha 3arylaXy v pe3ylTaTuTe
OT CTATUYHO M JHHAMHYHO TeCTBaHE HAa YA3BUMOCTH.

4, Cw3naneH e aBTOMaTH3MpaH METOA 3a MOJIE/IMpaHe Ha 3aljlaxH M AHHAMMYHO TeCTBAaHE Ha
YA3BUMOCTH ¢ LieN nogoOpsBaHe Ha CUIYPHOCTTA Ha yeO NMpuioKeHusTa.

[punoxKHU:

1. Cwb3ganeH e aBTOMATH3MpPaH KOHBelep 3a Mojenupane Ha 3aruiaxu upes Irius Risk u aunamuuno
tecTBaHe upe3 OWASP ZAP 3a ynpasieHHe Ha CHI'YPHOCTTa B PaHHHMTE €TarH oT pazpaboTKara.

2. Cw3nanena e DevSecOps paMka 3a cTaTHUYeH aHaN3 ype3 MHCTpyMeHTa Snyk, MoaenHpaHe Ha
3ar/1axu ype3 HHcTpymeHTa Irius Risk 1 muHaMuuHO TecTBaHe upe3 nHcTpymMeHTa OWASP ZAP.

3. PazpaOoTeH e CKpHIIT 3a aBTOMAaTH3MPAHE HA NIPOLeca 3a MO/Ie/IMpaHe Ha 3ariaXy U THHaMHUYHO
TECTBAHE Ha YA3BUMOCTH.

IIpenenka Ha MyOIHKALHHTE [0 AHCEPTALHOHHHSA TPYA.

[MyGnukauuuTe ce pasnpenenart no pyOpHKH B cTpaHaTa W uy:KOMHa, KaKToO cle/Ba:

1. TlybnukyBaHW B HAYYHM crcaHus B uyxOuHa — | Op.

2. TlyGnukyeaHu B cOOpHHIIM HAa HAYYHH KOH(epeHUMH B 4y:kOuHa — 1 Op.

3. Ily6nukysann B cOOpHHMLIM Ha HayYHH KOH(QepeHUMH B 4yKOUHA, pedepHpaHH B CBETOBHO
n3BecTHH Oa3u oT JaHHM — | Op., 3 Op. UUTHpaHHS.

4, TlybnukyBaHH B cOOpPHHMLIM Ha HayYHH KOH(epeHUMH y Hac, pedepupaHH B CBETOBHO M3BECTHH
6azu ot nanHu — | 6p., 5 Op. uMTHpPaHHUA.

Beuuky nyOaMKaLMK ca CBBMECTHH ¢ HAYYHHs PBKOBOAMTEN. M3mbIHEHH ca BCHYKH MHHHUMAIHH

H3UCKBaHU 3a Opos Ha myOnuKauuuTe.

MHeHus, NPpenopbKH H 0e/1e/KKH.

Tl KaTo ca W3MOJ3BAHM MHOTO TEXHHMKH H WHCTPYMEHTH, He HABCAKBAE € ODACHEHO TAXHOTO
3HAYEHME MPH MbPBOTO MM CpelllaHe B TekcTa. MiMa HechbOTBETCTBME Ha HOMepaLUUATa Ha Gurypure
B QMCEPTALIMOHHUS TPYA U aBTopedepara.

CuMTam, Ye AMCEPTAHTHT YCMEWIHO C€ € CMpaBH] C MOCTABEHHWTE B AMCEpTaLMATa 3a4a4d W
Habenssanu uenu. Hayynure nyOnmkauuM, KOUTO OTpa3sBaT HAMMCAHOTO B JMCepTaLMATa, ca
NIPHETH H MOJIOKHTEIHO OLIEHEHH OT Hay4yHaTa OOIIHOCT.

MouTe npenopeKH KbM KaHIMAATA ca CBBbP3aHH C OLUE MO-YCMELIHH W3C/e]BaHus B 001acTTa Ha
kHOepcHrypHoCTTa Ha co)TyepHUTE MPHIIOKEHHS C LIeJT HaMallssBaHEe Ha BPEMETO 3a LIEJIMA MpoLec
Ha pa3paboTKa Ha co(Tyep.

Jak/a4yeHHe.

Bb3 0cHOBa HA 3aM03HABAHETO MH C JIHCEPTAIHOHHHS TPYA Ha TeMa ,,MeToaH H cpeacTBa 32
OCHTYpsiBaHe HA 3ALIHTA HA YeO MPA/IOKEHHA* H ChAbP/KALIATE ce B HEr0 HAYYHONPH/IOKHH
H NPHJIOKHH NPHHOCH, HAMHPAM 32 OCHOBATEJHO Ja NMpeJioKa Ha YBajKaeMOTO KYpPH /Ja
npucbIn obpazoBareqnara H HayuHa creneH JJOKTOP ma mar. unxk. JlwGen AceHos
HukonoB mo Haydna cnemuHadHocT ,KoMHHOTBDHH cHCTEMH, KOMILUIEKCH H Mpexn“ oT
npodecHoHa/HO HanpapaeHHe 5.3. KoOMyHHKANlHOHHA H KOMIIOTBPHA TeXHHKA.

Codus, 12.01.2026 r. YJIEH HA XXYPUTO:

/mpod. n-p unk. Mapuana I'opanosa/
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1. Relevance of the problem developed in the dissertation.

The modern development of information technologies and their applicability in today’s digital world
is closely connected with information protection and the security of software systems. The
dissertation focuses on threat modeling techniques aimed at identifying, analyzing, and evaluating
potential risks, as well as tests for the static and dynamic detection of vulnerabilities.

From a scientific perspective, the relevance of the research consists in the development of automated
solutions that integrate threat modeling and the implementation of static and dynamic vulnerability
tests, reduce the time required to detect and remediate vulnerabilities, improve accuracy, and
minimize the influence of the human factor.

From a scientific and applied perspective, methods have been developed for threat modeling based
on the STRIDE (Spoofing, Tampering, Repudiation, Information disclosure, Denial of service,
Elevation of privilege) framework. The tools Irius Risk for modeling potential threats and OWASP
ZAP (Open Worldwide Application Security Project Zed Attack Proxy) for dynamic security
scanning have been used, suitable for production DevSecOps (Development, Security, and
Operations) pipelines — ensuring security at every stage of the software development process — from
initial design through integration, testing, delivery, and deployment.

To achieve the main objective, the following specific tasks have been defined: 1) studying data
security methods in web applications; 2) testing web applications for cybersecurity; 3) developing
methods for threat modeling, as well as static and dynamic vulnerability testing; 4) developing
methods to ensure data integrity and protect against various attacks.

2. Degree of knowledge of the state of the problem and creative interpretation of
the literary material.

The review focuses on the current state of issues related to security management solutions in
software development. The positive and negative aspects of static (SAST — Static Application
Security Testing) and dynamic (DAST — Dynamic Application Security Testing) testing are
analyzed. Particular attention is paid to unresolved problems — more precise mechanisms for static
analysis, improving dynamic testing, and automating threat modeling.

3. Correspondence of the chosen research methodology and the set goal and tasks
of the dissertation with the achieved contributions.
Standard security practices include static code analysis and dynamic testing of a running application.
Threat modeling, which mitigates potential risks early in the development process, is a key aspect

of DevSecOps. Automating threat detection and integrating threat data into a database ensures the
development of secure software systems in a continuous deployment environment.

Three approaches to threat modeling and dynamic vulnerability testing are proposed: manual
modeling, semi-automated modeling using standard tools, and automated modeling using a custom-
developed script.

4. Contributions of the dissertation.

The contributions of the dissertation can be summarized in the following areas:
Scientific-applied:

1. An approach for managing security in web applications has been proposed by integrating static
and dynamic testing tools within a DevSecOps framework.
2. Acomparative analysis of manual, semi-automated, and automated threat modeling methods has




been performed.

3. A comparative analysis of threat modeling results and the results of static and dynamic
vulnerability testing has been conducted.

4. An automated method has been created for threat modeling and dynamic vulnerability testing to
enhance the security of web applications.

Applied:

1. Anautomated pipeline has been created for threat modeling using Irius Risk and dynamic testing
using OWASP ZAP to manage security in the early stages of development.

2. A DevSecOps framework has been established for static analysis using the Snyk tool, threat
modeling with the Irius Risk tool, and dynamic testing with the OWASP ZAP tool.

3. A script has been developed to automate the process of threat modeling and dynamic
vulnerability testing.

Evaluation of the publications on the dissertation.

The publications are categorized by type in the country and abroad as follows:

1. Published in scientific journals abroad — | item.

2. Published in conference proceedings abroad — | item.

3. Published in conference proceedings abroad, indexed in internationally recognized databases —
| item, 3 citations.

4, Published in conference proceedings in the country, indexed in internationally recognized
databases — 1 item, 5 citations.

All publications are co-authored with the scientific supervisor. All minimum requirements for the
number of publications have been met.

Opinions, recommendations and remarks.

Since many techniques and tools have been used, their significance is not explained everywhere at
their first mention in the text. There is a discrepancy in the figure numbering between the dissertation
and the abstract.

| believe that the doctoral candidate has successfully addressed the tasks and objectives set out in
the dissertation. The scientific publications reflecting the dissertation's content have been accepted
and positively evaluated by the scientific community.

My recommendations to the candidate concern conducting even more successful research in the field
of cybersecurity for software applications, aiming to reduce the time required for the entire software
development process.

Conclusion.

Based on my review of the dissertation entitled “Methods and Tools for Securing Web
Applications” and the scientific-applied and applied contributions contained therein, I find it
appropriate to recommend to the Honorable Jury to award the educational and scientific
degree of PhD to Lyuben Asenov Nikolov, M. Sc., in the scientific specialty “Computer
Systems, Complexes, and Networks” from the professional field 5.3. Communication and
Computer Equipment.

Sofia, 12.01.2026 Member of the Scientific Jury:

/Prof. Mariana Goranova, PhD/



