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r,pxy ArrcepraurroneH TpyA ra npngofnnafle Ha HayqHa creneu ,r,qonrop"
oQecuona,rno HaIrpaB.,'reHr{e 5.3,,KouynuraquoHHa u KoMrIrcTbpHa rexHrlKat'Co;

HayrrHa crreqrraJrHocr rrKounrorrpx[ crrcreMrr, KoMrIJreKcr{ tl Mpexttt'

Arrop na arrceprarlrroHrruq rpya: Mar. r{Hx, "rLo6en Acenon H[roJros
Terua na Arrceprau[oHH q rpyA: ,rMeroglr u cpeacrBa 3a ocfiryprBaHe Ha 3aur[Ta Ha

YEE npu,roxeuur"
9.nen Ha HayqHoro xypu: npoQ. A-p uHx, Aranac Berxos Aranacon, XTMY-CoQun

1. Arrya.nHocr Ha Arlcepraur{oHHrrfl TpyA

B nocreanrre ro.qrrHr.r ce or6ers:sa pr3Ko rroBr4[raBaHe Ha pbcra ua xu6epnpecrurHocrra,
Ha reqoBere Ha AaHHu u na 6por Ha 3acerHaruTe nor:pe6ure.nlr. YseafiqeHr,rre Bt3Moxuocrrr 3a

rr.r6eparaxu Ir yr3Br4Mocrr{, Bb3Hr,rKBarrI[ orqe B HaqzrJrHr.rre eranu ua paspa6orxara Ha co$ryepa,
ct,3AaBar cepllo3Hrr prrcxoBe ra uuSopuaqr.roHHara c rypHocr, oco6exo npu z:non:nane ua ye6
trpr.troxeHur, o6raqHr,r ycJryrrd, IoT rexno:rorurr 14 r43xycrBeH[, r.IHTeJreKT. B to:u rontexcr
cTaBa Bce no-HirJtoxtrreJrHo flp[naraHeTo Ha uHTerpItpaHL rl aBToMaTIr3]rpaHH no.qxo.qu 3a

crfrlpHocr, rolrto o6e4rluxBar MoAenupaHero Ha 3annaxlrre crc crarl,IqHo I,I ALIHaMI.IqHo
TecrBaHe c qen HaBpeMeHHo orxplBarre u erfexrunuo cMexqaBaHe Ha yr3Bl,IMocrr B

cbBpeMeHHr.rre co$ryepHu o{creMr.r.
Hacro.atqu-rr AHceprarIHoHeH TpyA e cBbp3aH r{MeHHo c raKHBa noAxoAlr u pelleHlrr, Kouro

MOraT Aa HaMirJrrT BpeMeTo 3a oTKpr.rBaHe E Banuar.rpaHe Ha yr3Br,rMocTr.r, KaTo cbnleBpeMeHHo
yBenr{qar roqHocrra H HaMarsr 3aBr.rcr{Mocrra or qoBerrrKr,r Qarrop.

2. Creneu Ha rro3HaBaHe c:bcroqHuero na upo6;reina ll TBopqecxa r.rHTepflperaulrr Ha

JrnTepaTlTHrrs MaTeprraJr

.{oxropanrrr Mar. r,rHx. J[o6eu Huxo:roB AeMoHcrpapa :a4r:r6oueuo [o3HaBaHe Ha

npo6aertrlrre, cB6p3aHH c u.qeuruSuqupaHero rra ru6epyr:arzlrocrlrre r{ 3alJraxr{Te Ha BcnqKr.r

erana or xlr3HeHr., qr.Kbn Ha pa:pa6orra ua coSryep :a ye6 npuloxeun.r, 6a:upanu ua DevOps
u DevSecOps rexHoJrorr{flTa. B 4rceprauuxra ca urlrnpaHu o6uro 109 JrrrreparypHr.r H3roqHr.rqrr

u 5 uurepner aapeclr, Karo Bcr{qKr.rre ca sa anmuficxu. Or nanpanenu, JrnreparypeH aHarrr43 B

o6aacrute Ha crarr4rtHoro (SAST) u AaHaMrqHoro (DAST) recrBaHe aa curypuoctra na ye6
IIpIlJroxeHI.i,I I{ TtxHaTa I{HTerpaII[, c aon6JIHLITeJIHU flOAXOALI KaTO nHTepaKTITBHOTO TeCTBaHe

(IAST),:auura tto BpeMe ua pa6ora ua npr.rJroxeHr.rero (RASP) rr rexHuKure 3a MoleJrrrpaae Ha

3aIIJIaX[, Ce BI{XIa, qe TeMaTa Ha .ql4cepTatl}rrTa e 3HaqtIMa Ir aKTyanHa.

Brg ocHosa Ha aHirJru3a npaBr{JrHo ca SopruylupaHr.r ueJrr,rre tl 3aAaqxre Ha Ancepraur,roHHr.r,
TpyA. [o3r{uuxTa r TBopqecKr,rTe npHHocH Ha aBTopa ca ,cHo r,r3pa3eHH, KaKTo B

.qliceprauuoHHr4, Tpy.q raKa u B npeAcraBeHrrre rry6ruraqrn.

3. Cr,oreercre[e Ha [peAJoxeHara MeroArrKa Ha [3cJreABaHe H rrocraBeuure uefl rr 3aAarru
Ha Ar{CepTAUIIOHHIis TpyA

I{erra ua Arrcepraur{oHHr4fl TpyA e aa r.r3cneABa npaxT}rKrlre r.r Meroal4Te, Kor4To ce

r.r3rroJr3Bar or 3JroHaMepeHH norpe6nrelu B xHTepHer 3a feHepupaHero ua ye6 xaxepcrv a"raKr,
KaKTO r{ Aa flpe,qnoxx u H3cneaBa flo.qxoA 3a aBToMaTr.r3HpaHo MoAennpane na sallaxtrte. Togu
noAxoA e oprreHTrrpaH KaM oTKpI4BaHe x Mr.tHI.tMLt3upaHe Ha yr3BI{MocTu Ha pa3Jrr{qHu eTann oT

xIt3HeHLIfl qlrKbn Ha pa3pa6orxa ua ye6-6asupaa coQTyep, KaKTo l. 3HaqurenHo HaManrBane Ha

BpeMero 3a rlenlI, npoqec Ha pa3pa60TKa. Tosa sKnroqsa r.r3[on3BaHero na coQryepnu
r{HcrpyMeHTx rr crarriqHu E A[HaM]rqHn recroBe Ha yr3BrrMocrr.r sa no4o6preaue na
cnrypHocrra rr HaAexAHocrra Ha c6BpeMeHHure co$ryepuu crrcreMrr, pa6oreulr B AIIHaMITqHLI

r{ pa3npeAeJreHlr cpeAn.
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Or rara ge$uulrpanara uen u nolueru nporr3Tnqar r.r ocHoBHr.rre 3a.(aq Ha

Arrceprarlr4oHHurr rpya, Kolrro ca rcno Qoprtryrvpatla t o6ocnosaHr.r: -flpoyraane u r,r3cJreABaHe

Ha noaxoar.r, MeToan H irJrrop[TMr,r 3a c rypHocT Ha AarrHH, KoHTo ce crlrpNar u ye6
flp]iJroxeHnr, KaKTo r{ ecrecrBoro Ha araKr{Te lr T.,rxHoro rrsgeicrrue B]pxy c rypEocrra;
I,IscreAsaHe Ha Bt3MoxHocrra 3a exclrJroararrtlJr Ha ye6 npxnoxenu-a qpe3 TecrBaHe or
co$ryepnu perueHrr, :a rr,r6epcrrypHocr, Kor,rro ce u3[oJr3Bar 3a oqeuKa Ha prrcKa It
yr3BrrMocrra B ye6 npuroxenuma; Paspa6orrane u r.rHTerpHpaHe Ha MeroAu 3a Moaenr{paHe Ha
3an;IaxllTe, KaKTo r crarl{qHo It AITHaMI{qHo recrBaHe Ha yfi3BuMocrr, c qel noao6prBaHe Ha

curypHocrra na ye6 npuroxeuut, 6azupauu na DevOps MoAeJra. Pa:pa6orxa Ha MeroAr,r
perrreHlr, 3a cr.rrypHocr, KoHTo rrMaT 3a qen Ia ocEryprT r,rHrerpnTer u 3arrIHTa Ha AaHHrrTe
cpeqy pa3nurrHu araK ,

3a peuranaue Ha rlocraBeHllTe 3aAaqlr ca u3IroJI3BaHlr noAxoArtrru Mo,qeJIIr, MeroAH r4

rrHcrpyMeHTH 3a MoAenr4paue Ha 3arrJrax[ fl oueHrBaHe Ea pr{cKa Karo MoAeJra STRIDE,
n:rarrpopuara IriusRisk, npruroxeHlrrrra Microsoft Threat Modeling Tool (MTMT), OWASP
Threat Dragon u nncrpyueara Trike. Bcu.mu re:u coQryepnr nHcrpyMeHTr.r ca [3noJr3Baxr.r rrp]r
paspa6orxara na ye6-6asupano flpr.rJroxeHrre B cpeAara na DevSecOps ronnefiep.

C'rnrau, qe r,r3rror3BaHr4Te B .qr{cepraur.r;rra Mero.q , no.qxoAlr rr cpeAcrBa 3a aHa;rr.r3 ca
AAEKBATHI,I HA IOCTABCHATA IIEJI H 3AAAqU.

4. Hay.rxu, HayqHo-rrp[noxHrl n nplnoxHr{ rrpuHocu Ha ArrcepraunorrHrrfl Tpya
flpuelralr Bc[qKr,r 3arBeHr,r or Mar. uHx. llrc6eu HuroroB npr.iHocr.r, $opuy:rupanu xaro:
Hayuulr:
- Pa:pa6oren e aBToMan43r{pau MeroA 3a MoAenupaue Ha 3arrJrax u,qr.rHaMr{qHo recrBane,

noftro crnparqaBa BpeMeTo c 82Yo za N.qenrulbrraUm r.{ BirJrr.rAr.rpaHe Ha yr3BnMocru e ye6
IIp]rJroxeHr.rfl cflprMo [onyaBToMaTurrHlI, MeTo.q 3a MoAeJlxpaHe Ha 3anJlaxu.;

HaY'rno-nPnloxnn:
- I{:mprren e cpaBur4TereH aHaJrr,r3 Ha MeroArrre 3a MoAenr.rpaHe Ha 3anJrax[, KaKTo r.t

pbrrHr,rre, norryaBToMaruqHr,rre rr aBToMarH3rrpaHHTe noAxoArr, Karo ca ugeuru$uqrpauu
TexHr.rre cvrl,uvr u cra6u crpanu.

- Ilpennoxeu e rlrJrocreH [oAxoA 3a ynpaBJreHue Ha crlr14)Hocrra B CI/CD roHseftepr4 qpe3

r,rHTerpupaHe rra rrHcrpyMeHTH 3a crarr{qHo r,r AHHaMEqHo recrBaHe n DevSecOps palrxa.

- CrnocraeeHlr ca pe3yJrrarrrre or MoAeJlr{paHero Ha 3arrnaxlr c pe3ynrarr.rre or crarrr{Ho r.r

AXHaMlirtHo TecTBaHe 3a yffiBltMocTt4, rapaHTllpaqo nocJIeAoBaTeJrHocT r,r BanHAHocT Ha

AHAJlII3A.

Ilpnroxru:
- Ct:AaAen e co$ryepeH npororrn Ha aBToMarr{3l,Ipan xouuefiep 3a MoAeJrnpaHe Ha

3anJraxu rr AlrHaMr.rrrHo recrBaHe, xofiro [gnorgsa Irius fusk z OWASP ZAP, no:no.nxnaftru
eQexrueuo yfipaBJrerr{e Ha cHq/procrra B paHHr{Te eranu or paspa6orxara.

- Cr:AaAena e DevSecOps par'1rca, xoqro rol.{6uHr-rpa r.rHcrpyMeHrr,r aa SAST (Snyk), DAST
(OWASP ZAP) n MoAenrpaHe Ha 3arrJraxu u ocurypflBa HenpeKacHara r.rnrerpaqrc u
MoHr.rropr{Hr Ha cr.rrypHocrra s CIlCD xouueiiepr.

- Ilpoee,qeuu ca eKcnepuMeHrr4 c ye6 IlpuJroxeHrero Spring PetClinic, aeMoHcrprrpaqlr
erperrunnocrra Ha npe.qJroxeHr{Te Mero.qr4 r.r r{HcrpyMeHTr.r B peirJrHn ycJroBur.

- Paspa6oren e cKpr,rrrr, xofi'ro agrorr,raru3r,rpa flpoqeca Ha Mo.qeJII{paHe Ha 3anJ]axr4 n DAST,
Karo crureBpeMenHo npeaocraB, Bt3MoxHocr ga 6raeulo HaarpaxAaHe c PYTM 3a Ha[6JrHo
KOAOBa aBTOMaTfi3A\ 4,

5. Ilpeqenxa na ny6.nunaqulrTe no AllceprarluoHH]rfl TpyA

,{orropanrbr Mar. r.rHx. lI. Huroaos e [peAcraBrrn 4 ny6nrraqan, (or.rro ca BT,p3aHr.r c
npo6lenanre r,r 3aAaqure perxaBaHu B Ar{cepraq[oHHm rpya. Tpu orrxx ca [peAcraBeHr{ B

6rmapcrr H MexAyHapoAHx HafrHlr ronQepeuquN, peSepr.rpanr a Scopus, a qerBtprara e

npeAcTaBeHa B Mex.qyHapoAHo Ha) IHo cnucaHre, KaTo BclrqKlrre ca orflerraraE B IIIJIeH Tel(cr.



Bc[.{Ku rry6ruxaquu Ha aoKTopaHTa ca B caaBTopcrBo c l{ayqx}xr My ptsKoBo4rrren, Karo BBB

BcuqKu AoKTopaHTbr e n6pBr,r craBTop. Kru togr MoMeHT ca rrsBecrun ceAeM rllarara Ha

rry6ruraquure, xaro rpl{ or uI{Tr,rpaHr4rra ca B crarrrr{, nHAer(cupaH[ n Scopus, roero
[oarrepraBa 3HaqnMocrra Ha nocrrrxeHr,rrrra Ha Ao(Topaura, C6oprr or roqKnre Ha

rry6nnraqnrre HaABuruaBa aByKparHo r,r3ucKyeMr.r, Mr{HHMyM, 3rrJroxeH n llpanrnnr.rxa :a
ycJloBlrrra I{ pe.qa sa npu4o6unaue Ha HayrrHara crerreH ",[orrop" na TY-Co([ru no
cborBerHoro npoQecltonaauo HalpaBneHr{e.

6. Mneuur, flpenopLr(H r.r 6e,nexxn
K'slr lpe4crareHara Ar4ceprarlu, HrMaM clrrlecrBeHrr :a6elexxu.
Cvnran, qe AoxropaHTlT aMa HayqeH rroreHrlr.IarJr 3a [poBexAaHe Ha caMocrorreJrHu

rr3ctreABauur, Ka(To B o6nacr, a Ha I(oMnIorbpHLITe ctlcreMn I,I Mpexr{, TaI(a L B 3at{rrrara Ha

ye6-6aaupana coSryepnu cHcreMr,r.

llltau eana sa6erexxa cBLp3aHa c n3rroJr3BaHli, B Alrcepraulurra repMnH ,,DevOps
pipeline", r{ HeroBr.r, npeuog ,,DevOps rpr6onpono4". Trfi xaro DevOps e eAxH or rbBKaB}rre
MoAeJrr, olrrcBaur eranr,rre na parpa6orxa na cotfryep, cMrrraM, qe ro-Torruurrr apeBo,( e

,,Devops ronnefiep".

3AK,'IIOqEHIIE
Oqerxara Mr.r orHocHo cb.qbpxaHr,rero Ha Arrcepraur{oHHr,r, Tpy,{ u npunocr,rre Ha Mar. nHx.

Jlrc6ex Aceuon Hnxo,ron e rroJroxlreJrna. .(ucepraurrr e [3Bbpruun 3HaqtreJrHa no o6eu u
cbAbpxaHue li3cJreAoBareJrcKa pa6ora. {ucepraqt ouHl,rrr rpyA orroBap, HarrbJrHo Ha

rr3rcKBaHr.rrra Ha 3axona 3a pa3Br4Tl.ro Ha aKaAeMr,rqHr,r, ctcraB Ha Peny6nnxa Elmapu-r, ua
Ilparunnuxa aa HeroBoro nprnoxeHxe u Ha flpauunHuKa 3a ycnoBr.rrra n peAa 3a flpnao6nBaHe Ha

Ha),r{H}r crefleHr,r s TexHlaqecrus Yuuuepcu'rer - CoQna.
fopeu:roxenoro Mr4 AaBa ocHoBaHHe Aa [peflopErraM na YsaxaeMoro Hay+ro xypr,r Aa

nprrclArl Ha r{Hx. Jlrc6eu Acenos Huro;ron o6pa3oBarerHara r,r HayrrHara creneu, oKTop"
no npo([ecr.rouaJrHo HanpaBJresue 5.3 KouynnraquoHHa r.r KoMnrorbpHa rexHHKa, Haf{Ha
cnequaJlHocr,,KounrcrrpHIa crrcreMr4, KoMrrJrer(cE r.r Mpexll".

CoSur,08. 01.2026r.

rfuen na xyprrro:
/npoQ. g-p nnx. A. AraHacos/



OPINION

on a dissertation work for obtaining a scientific degree "Doctor"
professional direction 5.3 "Communication and computer technology'r

scientific specialty "Computer systems, complexes and networks"

Author of the dissertation: MSc, Lyuben Asenov Nikolov
Dissertation title: "Methods and means for ensuring the protection of WEB
applications"
Member of the scientific jury: Prof. Dr. Eng. Atanas Velkov Atanassov, UCTM-Sofia

l. Actuality of the dissertation
In recent years, there has been a sharp increase in the growth of cybercrime, data leaks and the

number of affected users. The increased opportunities for cyberattacks and vulnerabilities. arising
even in the initial stages of software development, create serious risks for information security,
especially when using web applications, cloud services, IoT technologies and artificial intelligence.
In this context, the implementation of integrated and automated security approaches that combine
threat modeling with static and dynamic testing is becoming increasingly urgent in order to timely
detect and effectively mitigate wlnerabilities in modem software systems-

The current dissertation work is related to such approaches and solutions that can reduce the

time for detecting and validating wlnerabilities, while increasing accuracy and reducing dependence

on the human factor.

2. Degree of knowledge of the state of the problem and creative interpretation of the
literary material

The PhD. student MSc. Eng. Lyuben Nikolov, demonstrates in-depth knowledge of the

problems related to the identification of cyber wlnerabilities and threats at all stages of the soffware
development life cycle for web applications based on DevOps and DevSecOps technology. The
dissertation cites a total of 109 literary sources and 5 Intemet addresses, all of which are in English.
From the literature analysis in the areas of static (SAST) and dynamic (DAST) security testing of
web applications and their integration with additional approaches such as interactive testing (IAST),
mntime application protectioa (RASP) and threat modeling techniques, it is clear that the topic of
the dissertation is significant and relevant.

Based on the analysis, the goals and objectives of the dissertation are correctly formulated. The

author's position and creative contributions are clearly expressed, both in the dissertation and in the

presented publications.

3. Correspondence ofthe chosen research methodology with the set goal and tasks of
the dissertation work.

The goal ofthe dissertation is to investigate the practices and methods used by malicious users

on the Intemet to generate web hacking attacks, as well as to propose and research an approach for
automated threat modeling. This approach is oriented towards detecting and minimizing
rulnerabilities at different stages of the web-based software development life cycle, as well as

significantly reducing the time for the entire development process. This includes the use of software
tools and static and dynamic vulnerability testing to improve the security and reliability of modem

software systems operating in dynamic and distributed environments.



From the thus defined goal and subgoals, the rrain tasks of the dissertation arise, which are

clearly formulated andjustified: -Research and investigation ofapproaches, methods and algorithms
for data security contained in web applications, as well as the nature of attack and their impact on

security; Research into the possibility of exploiting web applications through testing by
cybersecurity software solutions used to assess risk and wlnerability in web applications;
Development and integration of threat modeling methods, as well as static and dynamic wlnerability
testing, in order to improve the security of web applications based on the DevOps model.
Development of security methods and solutions that aim to ensure data integrity and protection

against various attacks.

To solve the tasks set, appropdate models, methods and tools for threat modeling and risk
assessment were used, such as the STNDE model, the Iriusfusk platform, the Microsoft Threat

Modeling Tool (MTMT) applications, OWASP Threat Dragon and the Trike tool. All of these

software tools were used in the development of a web-based application in the DevSecOps pipeline
environment.

I believe that the methods, approaches and analysis tools used in the dissertation are adequate

to the set goal and tasks.

4. Scientific and/or applied science contributions ofthe dissertation.
I accept all contributions stated by MSc. L. Nikolov, which he formulated as:

The scientific:
- An automated method for threat modeling and dynamic testing has been developed, which

reduces the time by 82% for identifuing and validating rulnerabilities in web applications compared
to the semi-automatic method for threat modeling;

The scientific and applied:
- A comparative analysis of theat modeling methods, as well as manual, semi-automatic and

automated approaches, has been performed, identifying their strengths and weaknesses;

- A comprehensive approach to security management in CVCD pipelines has been proposed by
integrating static and dynamic testing tools into the DevSecOps framework;

- The results of threat modeling have been compared with the results of static and dynamic
wlnerability testing, ensuring consistency and validity of the analysis.

The applied:
- A software proto[pe of an automated threat modeling and dynamic testing pipeline was

created, which uses Irius Risk and OWASP ZAP, enabling effective security management in the

early stages of development;

- A DevSecOps framework was created, which combines SAST (Snyk), DAST (OWASP ZAP)
and threat modeling tools and provides continuous integration and security monitoring in CI/CD
pipelines;

- Experiments were conducted with the Spring PetClinic web application, demonstrating the

effectiveness of the proposed methods and tools in real-world conditions;

- A script was developed that automates the threat modeling and DAST process, while
providing the ability to be future-proofed with PYTM for full code automation.

5, Evaluation ofthe publications on the dissertation
The PhD student, MSc. Eng. L. Nikolov, has presented 4 publications related to the problems

and tasks solved in the dissertation. Three ofthem have been presented at Bulgarian and international
scientific conferences, referenced in Scopus, and the fourth has been presented in an intemational

scientific journal, all of which have been printed in full text. All of the doctoral student's publications

are co-authored with his scientific supervisor, and in all ofthem the doctoral student is the first co-



author. At this moment, seven citations of the publications are known, with three of the citations
being in articles indexed in Scopus, which emphasizes the significance of the doctoral student's
achievements. The sum of the points of the publications exceeds twice the required minimum set

out in the Regulations on the conditions and procedure for acquiring the scientific degree "Doctor"
of TU-Sofia in the relevant professional field.

6. Notes, opinions and recommendations
I have no significant comments on the presented dissertation.
I believe that the doctoral student has the scientific potential to conduct independent research,

both in the field of computer systems and networks, and in the protection of web-based software
systems.

CONCLUSION
My assessment of the content of the dissertation and the contributions of MSc. Eng. Lyuben

Asenov Nikolov is positive. The dissertation candidate has carried out significant research work in
terms of volume and content. The dissertation fully meets the requirements of Law on the
Development of the Academic Staff of the Republic of Bulgaria, the Regulations for its Application
and the Regulations for the Conditions and Procedures for Acquiring Scientific Degrees at the
Technical University - Sofia.

The above gives me reason to recommend to the Honorable Scientific Jury to award MSc. Eng.
Lyuben Asenov Nikolov the educational and scientilic degree "Doctor" in professional direction
5.3 Communication and Computer Engineering, scientific specialty "Computer systems, complexes
and networks".

Sofia, 08. 01. 2026 Jury member:

/Prof. Dr. Eng. Atanas Atanassov/


