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1. AKTYaJIHOCT HA THCEPTANHOHHHSA TPYA

B nocneannTe roauHy ce oToesn3Ba pA3Ko NOBHILABAHE HA PbCTAa HA KHOEPIIPECTBIIHOCTTA,
Ha TEYOBETE Ha JJAHHU M Ha Opos Ha 3acerHaTHUTe MOoTpeOUTeNnH. YBEeTHYECHUTE Bb3MOKHOCTH 32
KubepaTaky M ys3BUMOCTH, Bb3HUKBAIIIHM OILIE B HAUAITHUTE €Tanu Ha pa3paboTkara Ha coTyepa,
Ch3/1aBaT CEPHO3HH PHCKOBE 3a HH(OPMAIIMOHHATA CHTYPHOCT, 0COOEHO ITpH M3MOI3BaHe Ha yeh
npunokeHus, obnaynu ycuyrd, [oT TexHonmoruu M M3KYCTBEHMsI MHTENEKT. B TO3M KOHTEKCT
CTaBa BCE MMO-HAJOKUTEIHO MPHJIAraHeTO Ha MHTETPHpPaHH W aBTOMATHU3MpPaHU MOAXOAH 3a
CHTYPHOCT, KOMTO OOeAMHABAT MOJEIHPAHETO Ha 3alllaXWTe ChC CTATHYHO M JHHAMHYHO
TeCTBaHE C 1€l HABPEMEHHO OTKpHBaHE M e(eKTHBHO CMEK4YaBaHE Ha YA3BHMOCTH B
CBHBPEMEHHHUTE COPTYEPHH CUCTEMH.

Hacrosmusar gucepTaliioHeH TPy € CBbP3aH HMEHHO ¢ TaKUBa IIOAXOIH U pelleHHs, KOUTO
MOTaT /1a HaMaJIAT BPEMETO 3a OTKPHBAaHE W BAJUIHPAHE HA YA3BUMOCTH, KaTO CHILEBPEMEHHO
YBEJIMYAT TOYHOCTTA U HAMAJIAT 3aBUCUMOCTTA OT YOBEILKH (pakTop.

2. CteneH HA NO3HABAHE CHLCTOSSHHETO HA Npod/ieMa W TBOPYECKA HHTEpPHpeTAlUsi HA
JIHTEPATYPHUSI MATEPHAT

HoxropanTsT Mar. uHkK. Jloben Hukonor memoHcTpHpa 3aabin00ueHO MO3HABAHE Ha
npoOJIeMUTE, CBBP3aHH ¢ ACHTU(QHULUPAHETO HA KHOEPYA3BUMOCTUTE M 3aIJIaXUTE Ha BCHUYKH
€Tary OT KU3HEHHs LMKbJI Ha pa3paboTka Ha codTyep 3a yed npuiioxkeHus, 6azupanu Ha DevOps
1 DevSecOps TexHonorusta. B qucepranusTa ca uutupanu odmwo 109 nurepaTypHH H3TOYHHULIH
M 5 UHTEPHET aJpecH, KaTO BCUYKHUTE Ca Ha aHMIMICKU. OT HanpaBeHUs JIUTEpaTypEH aHAIU3 B
obnactute Ha cTaTHyHOTO (SAST) M aunHamuunoto (DAST) TecTBaHe Ha curypHoctTa Ha yed
NPUIOKEHHS U TAXHATAa UHTETPALHA ¢ JONBIHHTEIHH MTOAXO0AH KaTO HHTEPAaKTHBHOTO TECTBAHE
(IAST), 3anmta no Bpeme Ha pabota Ha npmioxenuero (RASP) u TexHukure 3a MoieTupane Ha
3aIUlaxH, ce BH)K/Ja, 4€ TeMaTa Ha AMCepTalHiiITa € 3HauuMa U aKTyasHa.

B13 ocHOBa Ha aHaMH3a MPaBUIHO ca GOPMYJIMPAHHU LIEIHTE H 331a9UTe Ha AUCEPTallHOHHHS
Tpya. llosuuusta M TBOpYECKHMTE IIPMHOCH Ha aBTOpa ca fCHO M3pa3eHH, KakTo B
JUCEPTALlHOHHMS TPYA Taka M B NpPeJICTaBeHUTE ITyOTHKAIHH.

3. CboTBETCTBHE HA MPELJI0KEHATA METOAMKA HA H3CJIe/IBAHE H NOCTABEHUTE 1e/I M 33/12a4H
HA IHCePTALHOHHHS TPYI

[lenta Ha [OMCEPTALMOHHHS TPy € [Ja HM3C/IENBAa NPAaKTUKUTE W METOIMTE, KOUTO ce
M30/13BaT OT 3JIOHAMEPEHH NMOTPeOUTETH B HHTEPHET 3a TeHePHPAHETO Ha ye0 XaKepCKH aTakKH,
KaKTO M J1a MPEeUI0KH H W3CIIeIBa MOJX0]1 32 aBTOMATH3HPAHO MOJIEIMpaHe Ha 3arutaxure. Tosu
II0/IX0]l € OPUEHTHPAH KbM OTKPHUBaHE U MHHUMHU3HpAHE Ha YA3BHMOCTH Ha pa3/IMYHU €TallH OT
KM3HEHMA IIMKBJ Ha pa3paboTka Ha yeO-0asupaH codryep, KaKTO ¥ 3HAYUTEIIHO HaMalsABaHE Ha
BpPEMETO 3a IenHs IMpoiec Ha pa3paboTka. ToBa BKIIOYBA H3MON3BAHETO HAa CO(TyepHH
MHCTPYMEHTH M CTaTMYHM M JMHAMHYHH TECTOBE HA YI3BUMOCTH 3a mnopoOpsBaHe Ha

CHI'YPHOCTTA U HaJIe)KTHOCTTA Ha ChbBPEMEHHHTE COPTYEPHH CHCTEMH, PabOTElH B JTHHAMHYHH
M pasnpeeneHl Cpe/H.



Or raka peduHMpaHaTa Lel W TOALENM TNPOM3THYAT M OCHOBHMTE 3a[a4d Ha
JQHCEPTaLMOHHHUA TPY, KOUTO ca AcHO GopMyIHpaHHu U 000cHOBaHH: -[IpoyuBaHe U H3caeBaHe
Ha MOAXOOH, METOAHM M alrOPUTMH 32 CHUTYDHOCT Ha JaHHM, KOUTO C€ CBABPKAT B yed
NPHJI0KEHH, KAKTO M €CTECTBOTO Ha aTaKMTE M TAXHOTO BB3JCHCTBHE BBPXY CHIYPHOCTTA;
U3cnenpane Ha BB3MOKHOCTTAa 3a €KCIUIOATallMs Ha ye0 NPHIOKEHHs 4Ype3 TeCTBaHE OT
coTyepHH pelleHHs 3a KMOEPCHI'YPHOCT, KOMTO C€ H3IION3BaT 3a OLEHKAa Ha pHCKA H
ySI3BUMOCTTA B ye0 npunoxkeHUATa; PazpaboTBane M MHTerpHpaHe Ha METOIHM 3a MOJeIHpaHe Ha
3aljIaxMTe, KaKTO M CTaTHYHO M JUHAMHWYHO TECTBaHE Ha YSA3BHMOCTH, C L€/ MoA00psiBaHe Ha
CHI'ypHOCTTa Ha ye® mpuioxeHus, 6azupanu Ha DevOps monena. PaspaGoTka Ha MeTOaH H
pelIeHHsA 3a CHTYPHOCT, KOMTO MMAT 3a IeJ A3 OCHIYPAT MHTETPUTET M 3alllTa Ha JaHHHUTE
CpelLy pa3JIM4YHU aTaKH.

3a pemiaBaHe Ha IOCTABEHUTE 3a/a4M Ca M3IOJI3BAHHU MOAXOIAIIA MOMAECIH, METOAH H
MHCTPYMEHTH 3a MOJE/IIMpAHE HA 3aljaxyd M OleHsBaHe Ha pucka karo mozena STRIDE,
mnardopmara IrtusRisk, npunoxenusara Microsoft Threat Modeling Tool (MTMT), OWASP
Threat Dragon u uacTpy™MeHTa Trike. Bcudku Te3n codTyepHH HHCTPYMEHTH ca U3I0JI3BaHH TIPH
pa3paboTkaTta Ha yeb-06a3upano npuinoxenue B cpeaata Ha DevSecOps koHBeiiep.

CuntaM, ye M3MOJI3BAHUTE B AUCEPTALMATA METOIH, MOAXOAH W CPEICTBA 3a aHAIU3 ca
aJIeKBaTHHM Ha MMOCTaBEHATa LIeJl U 3a/1ayH.

4. Hayynu, Hay4YHO-NIPHJIOKHH H NPHJIOKHH NIPHHOCH HA IHCEPTAIHOHHHUSA TPYA

[TpuemaM BcUYKHM 3asiBeHH OT Mar. HHX. JltoOen Hukonos npuHocH, GopMynupaHu KaTo:

Hay4Hmu:

— Pa3paboTeH e aBToMaTH3MpaH METOJ 3a MOJE/IMpaHe Ha 3aIUlaXu ¥ IHHAMHUYHO TeCTBAaHE,
KOMTO ChKpamaBa BpemeTo ¢ 82% 3a uaeHTHUKAUWA ¥ BAIMOHpaHe Ha YA3BHMOCTH B yeO
TIPUJIOKEHHS CIIPSAMO [10JTyaBTOMAaTHYHHSA METOJ 3a MOJe/IHpaHe Ha 3arllaXxi.;

HayuHo-npu/jioxKHu:

— HM3BBpIIEH € CpaBHHUTENCH aHAIM3 Ha METOAMTE 3a MOJEIMpPaHE Ha 3aIulaxd, KakTo W
PBUHHTE, MOJyaBTOMATHYHUTE M aBTOMATH3HMPAHHUTE TMOAXOAHM, KAaTO Ca HIACHTH()HIIMpaHU
TeXHHUTE CHJIHU U CIa0H CTpaHH.

— [IpeanozxeH € UAIOCTEH MOAXOA 3a yIpaBieHHe Ha curypHoctTa B CI/CD koHBelepu upe3
HHTETPHUpaHe Ha MHCTPYMEHTH 3a CTAaTHYHO M JUHAMHYHO TecTBaHe B DevSecOps pamka.

— CbIoCTaBEHH ca pe3yATaTUTE OT MOACIHPAHETO HA 3aIlJIaXH C PE3YJITATUTE OT CTaTHYHO U
OMHAMHUYHO TECTBAHE 3a YSA3BMMOCTH, TFAapaHTHpAlI0 MOCIEJOBATENIHOCT WM BaJIMAHOCT Ha
aHaJIn3a.

puaoxun:

— Cop3maneH e codTyepeH NMPOTOTHII Ha aBTOMAaTH3HpaH KOHBelep 3a MoJenHpaHe Ha
3arjiaxd ¥ JHHAMHYHO TecTBaHe, KoMTO M3non3Ba Irius Risk 1 OWASP ZAP, no3Bongasaiiku
e¢eKTHBHO yIpaBjIeHHE HAa CUTYPHOCTTa B PAaHHHUTE eTallu OT pa3paboTkarta.

— Cs3nanena e DevSecOps pamka, koATo KomOuHHpa HHCTpyMeHTH 32 SAST (Snyk), DAST
(OWASP ZAP) u MozenupaHe Ha 3alUlaXd M OCUTYpsBa HENPEKbCHATa HMHTErpauus M
MOHHTOpHHT Ha curypHoctTa B CI/CD koHBelepH.

— IlpoBenenu ca excnepuMeHTH ¢ yeb npunoxenueto Spring PetClinic, nemoHcTpupanu
e()eKTUBHOCTTA Ha MIPEAI0KEHHTE METOAMU U HHCTPYMEHTH B PEAIHH YCIIOBHUA.

— Pa3paboteH e ckpunT, KOWTO aBTOMaTH3Hpa Mpolieca Ha MoaenupaHne Ha 3araxu u DAST,
KaTO ChIIEBPEMEHHO MPEAOCTaBs Bb3MOXKHOCT 3a Objewmio HaarpaxkaaHe ¢ PYTM 3a HanbiiHO
KO/10Ba aBTOMATHU3aLIHA.

5. IlpeueHka HAa NyOAUKALMUTE 110 AHCEPTANHMOHHHA TPYA

HoxtopautsT Mar. urx. JI. Hukonos e mpeacraBun 4 myOnaukaimy, KOUTO Ca BBP3aHU C
npoOJieMUTE M 3aJayuTe pelliaBaHW B JUCEPTALMOHHHUA TPYHA. TpH OT TAX ca NpPEACTaBEeHH B
OBATapcku B MEeXAYHApOJAHH HaydyHHM KoH(epeHUHH, pedepHpaHH B Scopus, a 4eTBbLpTaTa €
mpe/cTaBeHa B MEXXIyHapOIHO Hay4HO CIIHCAaHHE, KaTO BCHYKHUTE Ca OTIIEYaTaHH B IIbJIEH TEKCT.



Bengku myOGnukaniy Ha TOKTOpPAaHTA ca B ChaBTOPCTBO C HAYYHHSA MY PBKOBOJHTEN, KaTO BBB
BCHYKHM IOKTOPaHTHT € I'bPBH CHAaBTOp. KBM TO3M MOMEHT Ca M3BECTHH CEJEM LUTATa Ha
nMyOJIMKalMUTe, KaTo TPH OT LIMTHPAHUATA ca B CTaTHH, MHAEKCHPAaHH B Scopus, KOETOo
noj4yepTaBa 3HAYMMOCTTa HA TMOCTI)KEHMATAa Ha JokTopaHTa. COOpPBT OT TOUKHTE Ha
myOnMKalMKTe HaJgBHINABAa ABYKPAaTHO H3HCKYEeMHsA MHHHMYM, 3anoxkeH B IIpaBuiHMKa 3a
ycloBHATA M pena 3a mnpuaoOuBaHe Ha HayuHata cteneH "Jlokrop" Ha TVY-Codwua mno
CBOTBETHOTO MPO(ECHOHATHO HalpaBJIeHHE.

6. MHenHs, NPeNnopbKH H 0eJ1eKKH

K®M npencraBenaTa qucepTanus HIMaM ChIIECTBEHU 3a0€eKKH.

Cunram, 4Ye JOKTOPAHTHT MMa HAy4YeH IOTCHIMANI 33 NPOBEXKIAHE HA CaMOCTOSTEIHH
M3CIIEBAHUSA, KAKTO B 00/1acTTa Ha KOMMIOTHPHUTE CUCTEMH M MPEXH, Taka M B 3alIMTaTa Ha
ye0-0a3upanu copTyepHH CHCTEMH,

HMmam enna 3abeneskka CBBp3aHa C W3ION3BaHMA B auceprauusta tepmuH ,,DevOps
pipeline®, u HeroBus npesoz ,,.DevOps tppbonposoxa™. Twit kato DevOps e eauH OT IbBKaBUTE

MOJIE/IH, ONMCBAI eTanmuTe Ha pa3paboTka Ha codTyep, cMsATaMm, 4e TO-TOYHHMAT MPEBOJ €
,»,DevOps KoHBeiep*.

SAK/IIOYEHHUE

OnenkaTa MH OTHOCHO CBHIBP)KAHUETO HA JAUCEPTALMOHHUA TPYZA M NPHHOCHTE HA Mar. HHK.
JIben AcenoB Huko.10B € mosokuTeHA. [IUCEPTaHTHT € W3BBPILINI 3HAYUTENHA 110 00eM H

ChAbpKaHHE u3ciefoBaresicka pabora. JlMCEpPTAUMOHHUAT TpPYA OTrOBaps HAMBIHO Ha

M3MCKBAaHMATA Ha 3aKOHA 3a pa3BHTHEC Ha akaJeMM4YHHsA CchCTaB Ha PenybOnuka bbarapus, Ha
ITpaBuiHMKa 32 HETOBOTO MpHIOXKEHHE U Ha [IpaBHiHNKa 32 yclIoBHATa M pefia 3a MpuaoOHBaHe Ha
Hay4yHH cTerneHH B Texuuueckus YHusepcutet — Codus.

['Open3nokeHOTO MH JaBa OCHOBaHHE Jia NpenopbyaM Ha YBaxkaemoTo Haydno xypH na
NpHCHAH HA HHK. JIloOen AcenoB Huko/10B 00pa3oBarTe/iHaTa H HAYYHATA CTENEH ,,A0KTOP*

no mnpodecnoHanHO HampaBieHHe 5.3 KoMyHHMKalMOHHAa M KOMIIIOTBPHA TEXHHKa, Hay4Ha
CHELHAIHOCT ,, KOMIIOTBPHH CHCTEMH, KOMIUIEKCH H MPEXKH .

Codus, 08. 01. 2026 T.

Unen Ha )KypUTO:
/mpod. a-p unx. A. ATaHacos/




OPINION

on a dissertation work for obtaining a scientific degree "Doctor"
professional direction 5.3 "Communication and computer technology"
scientific specialty '""Computer systems, complexes and networks"

Author of the dissertation: MSc, Lyuben Asenov Nikolov

Dissertation title: ""Methods and means for ensuring the protection of WEB
applications"

Member of the scientific jury: Prof. Dr. Eng. Atanas Velkov Atanassov, UCTM-Sofia

1. Actuality of the dissertation

In recent years, there has been a sharp increase in the growth of cybercrime, data leaks and the
number of affected users. The increased opportunities for cyberattacks and vulnerabilities, arising
even in the initial stages of software development, create serious risks for information security,
especially when using web applications, cloud services, [oT technologies and artificial intelligence.
In this context, the implementation of integrated and automated security approaches that combine
threat modeling with static and dynamic testing is becoming increasingly urgent in order to timely
detect and effectively mitigate vulnerabilities in modern software systems.

The current dissertation work is related to such approaches and solutions that can reduce the

time for detecting and validating vulnerabilities, while increasing accuracy and reducing dependence
on the human factor.

2. Degree of knowledge of the state of the problem and creative interpretation of the
literary material

The PhD. student MSc. Eng. Lyuben Nikolov, demonstrates in-depth knowledge of the
problems related to the identification of cyber vulnerabilities and threats at all stages of the software
development life cycle for web applications based on DevOps and DevSecOps technology. The
dissertation cites a total of 109 literary sources and 5 Internet addresses, all of which are in English.
From the literature analysis in the areas of static (SAST) and dynamic (DAST) security testing of
web applications and their integration with additional approaches such as interactive testing (IAST),
runtime application protection (RASP) and threat modeling techniques, it is clear that the topic of
the dissertation is significant and relevant.

Based on the analysis, the goals and objectives of the dissertation are correctly formulated. The

author's position and creative contributions are clearly expressed, both in the dissertation and in the
presented publications.

3. Correspondence of the chosen research methodology with the set goal and tasks of
the dissertation work.

The goal of the dissertation is to investigate the practices and methods used by malicious users
on the Internet to generate web hacking attacks, as well as to propose and research an approach for
automated threat modeling. This approach is oriented towards detecting and minimizing
vulnerabilities at different stages of the web-based software development life cycle, as well as
significantly reducing the time for the entire development process. This includes the use of software
tools and static and dynamic vulnerability testing to improve the security and reliability of modern
software systems operating in dynamic and distributed environments.



From the thus defined goal and subgoals, the main tasks of the dissertation arise, which are
clearly formulated and justified: -Research and investigation of approaches, methods and algorithms
for data security contained in web applications, as well as the nature of attacks and their impact on
security; Research into the possibility of exploiting web applications through testing by
cybersecurity software solutions used to assess risk and vulnerability in web applications;
Development and integration of threat modeling methods, as well as static and dynamic vulnerability
testing, in order to improve the security of web applications based on the DevOps model.
Development of security methods and solutions that aim to ensure data integrity and protection
against various attacks.

To solve the tasks set, appropriate models, methods and tools for threat modeling and risk
assessment were used, such as the STRIDE model, the IriusRisk platform, the Microsoft Threat
Modeling Tool (MTMT) applications, OWASP Threat Dragon and the Trike tool. All of these
software tools were used in the development of a web-based application in the DevSecOps pipeline
environment.

I believe that the methods, approaches and analysis tools used in the dissertation are adequate
to the set goal and tasks.

4. Scientific and/or applied science contributions of the dissertation.

I accept all contributions stated by MSc. L. Nikolov, which he formulated as:

The scientific:

— An automated method for threat modeling and dynamic testing has been developed, which
reduces the time by 82% for identifying and validating vulnerabilities in web applications compared
to the semi-automatic method for threat modeling;

The scientific and applied:

— A comparative analysis of threat modeling methods, as well as manual, semi-automatic and
automated approaches, has been performed, identifying their strengths and weaknesses;

— A comprehensive approach to security management in CI/CD pipelines has been proposed by
integrating static and dynamic testing tools into the DevSecOps framework;

— The results of threat modeling have been compared with the results of static and dynamic
vulnerability testing, ensuring consistency and validity of the analysis.

The applied:

— A software prototype of an automated threat modeling and dynamic testing pipeline was
created, which uses Irius Risk and OWASP ZAP, enabling effective security management in the
early stages of development;

— A DevSecOps framework was created, which combines SAST (Snyk), DAST (OWASP ZAP)
and threat modeling tools and provides continuous integration and security monitoring in CI/CD
pipelines;

— Experiments were conducted with the Spring PetClinic web application, demonstrating the
effectiveness of the proposed methods and tools in real-world conditions;

— A script was developed that automates the threat modeling and DAST process, while
providing the ability to be future-proofed with PYTM for full code automation.

S. Evaluation of the publications on the dissertation

The PhD student, MSc. Eng. L. Nikolov, has presented 4 publications related to the problems
and tasks solved in the dissertation. Three of them have been presented at Bulgarian and international
scientific conferences, referenced in Scopus, and the fourth has been presented in an international
scientific journal, all of which have been printed in full text. All of the doctoral student's publications
are co-authored with his scientific supervisor, and in all of them the doctoral student is the first co-



author. At this moment, seven citations of the publications are known, with three of the citations
being in articles indexed in Scopus, which emphasizes the significance of the doctoral student's
achievements. The sum of the points of the publications exceeds twice the required minimum set

out in the Regulations on the conditions and procedure for acquiring the scientific degree "Doctor"
of TU-Sofia in the relevant professional field.

6. Notes, opinions and recommendations
I have no significant comments on the presented dissertation.
[ believe that the doctoral student has the scientific potential to conduct independent research,

both in the field of computer systems and networks, and in the protection of web-based software
systems.

CONCLUSION

My assessment of the content of the dissertation and the contributions of MSc. Eng. Lyuben
Asenov Nikolov is positive. The dissertation candidate has carried out significant research work in
terms of volume and content. The dissertation fully meets the requirements of Law on the
Development of the Academic Staff of the Republic of Bulgaria, the Regulations for its Application
and the Regulations for the Conditions and Procedures for Acquiring Scientific Degrees at the
Technical University - Sofia.

The above gives me reason to recommend to the Honorable Scientific Jury to award MSc. Eng.
Lyuben Asenov Nikolov the educational and scientific degree "Doctor" in professional direction
5.3 Communication and Computer Engineering, scientific specialty "Computer systems, complexes
and networks".

Sofia, 08. 01. 2026 Jury member:

/Prof. Dr. Eng. Atanas Atanassov/




