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cepraurioHeH TpyA 3a npu4o6unane na o6pasonareJlna I{ Haf{Ha
"4oxrop"

Top Ha ArrceprarlrroHHrrrr rpyA: Mar. raHx. Jlo6en AceHoe Huxoroe
Teua na Ar,rceprar{}roHHns rpyA : ,,Merogu u cpeAcrBa 3a ocurypqBaHe Ha 3aurlrra Ha

ye6 npuroxeuur"
no HayrrHo HarrpaBireHrre 5.3"KouyHuraquoHHa r{ KoMnrorbpHa rexsura" u
creurraJluocr ,,Anrorraru3r.rpaHra cllcreMrl aa o6pa6orxa ua uuSoprr,raqlra u ynpae,renue"

PeqenseHr: upo$. ,u-p HrHa BacraresHa CzHsrrHa

1. O6uu nororneHrlq

,{racepraquonur.rrr rpyA cbAbpxa 180 crp. ocHoBeH rercr, Qrlrypu , ra6tugn u

Ar.rarpaMr,r. Cscrou ce or yBoA, 4 rnasu, 3aKrroqeur.re , 6u6nuorpa$cKa cnpaBKa,

cnpaBra 3a Irpuuocr4Te , ctr]rcbr na ny6ruxaqzr4, cB6p3aHrr Arrceprarlrrf,Ta,cflr4cbr 3a

yqacrrre B Haf{Hr [poeKTrr, AeKJrapaqr]f, 3a op[n4HanHoct z 6 [pIrJIoxeHH,
I-{urupanara Jrrrreparypa BKJrroqBa naa 100 I,r3rotIHI4Ka Ha auuuftcxz egur.

2 Axryannocr ua npo6.nema

Teuara Ha Anceprarl[qra e cB6p3aua c rz3cJreABaHr.rq s o6racrra Ha Memodu tt
cpedcmea sa dcuzypneaHe Ha 3at4uma Hd ye6 nputocrceuua. C pasrurue'ro ua
llutf oprrraqonur4Te rexuoJrotuvr t4 HapacrBarrlara r4M pon, B cbBpeMeHHr{fl cBrr,
cr{rypHocrra ua co$ryepnr.rre cr,rcreMr r4 flo-c[eq?raJuro ye6 flpunoxeHr,r, craBa Bce no-
BaxHa. Ycxopenoro BHeAp{BaHe Ha HoBL TexuoJror}rv, xaro o1aaquu ycJtyzu,uHepHem Ha

Hetqama, u3Kycm6eH uHmereKm rrocraB, rroA 3alJraxa KpururrHrrre ltr$opuaqxouHil
unQpacr:pyxrypv v 4.unlrrre AaHHr,r. T.fixnara 3arqr,rra [3ucKBa ]r3cJreABaHero x
BHeAprBaHero Ha HoBII rroAxo.(u rr aHcrpyMeHTr{, Korrro 6uxa uoua Aa HaMaJrrr

3arrJraxrrre KaKTo rro BpeMe Ha paspa6orxara, TaKa v Ha BHeApqBaHero Ha cr,orBerHpr.rr

co$ryep.
B uoc:re4nnre roArrun ca flocrrzrHarlr 3HaqI,ITerHr.r ycflexv ttpu flpunoxeHrre Ha

TexHI4KIare Ha MoAeJrrrpaHe Ha 3arrJraxr.rre 14 TecroBe 3a cr4rypHocr (craruuuu u

4rluarrauvutt). B nacrosulrtq rpyA AoKTopaHTlr rrpaBr4 orrrrr Aa HaMepr4 perxeHr4r, Kor4ro
HTerpupaT MoAeJrr.rpaHeTo Ha 3arrJraxr4Te c6c cTaTrrqHo E Ar4HaMur{Ho TecTBaHe.

Cqnrav qe reMara Ha Ar4ceprarl[rra e MHoro rrHTepecHa 14 aKTyaJrHa.

3. Crenex Ha rroguaBaHe Ha cbcroflHrrero na npo6.neua

.{orropanr, T [paBr,r Muoro saAlr6oqeH o6:op ua ctBpeMeuHoro ctcrorHr,re Ha

npo6relta'rr,trara, cB6p3aHa c MeroAr,r u cpeAcrBa 3a 3aur4ra ua ye6 flprrJroxeHr{r, Karo
orpa3tBa oco6enocrzre Ha crarr4quo r,r AluaMr4rrHo cKanrrpaue 3a crrrypHocr ( SAST rz

DAST) u pa3Jrr.rKr.rre MexAy rxx. B ,qucepra\vtra no4po6no ca pa3rneAaHr4 npr.iHrlrlnure
Ha MOAenI,rpaHeTo Ha 3arrJraxr.rTe, KaTo e rroKa3aHa MeTo,4oJroMflTa Ha u3creABaHeTo rr

pa3rurrHrl Br.rAoBe peureHr,r, 3a MoAeJrrrpaHero (Irius Risk, Microsoft Treat Modeling
Tool, OWASP Treat Dragon,Trike)



.{orropau'rrr AeMoHcrprrpa Au6oxoro cu 3a[o3HaBaHe c ocHoBHrrre noHrr]r, u
npo6lerrau, cB6p3ar{u c npo6nenrartrKara) [oKa3Ba,qe rro3HaBa naxoro Ao6pe
r.r3cJreABaHara o6lacr, Karo ctrr{eBpeMeHHo orpa3rBa 14 KpuTr,rqHoro c}r orHorrreHr4e

K6M HtrKOI{ HepeIIeHL 3AAAqI"I.

Eu6nr,rorpaQcKara c[paBKa Brir]oqBa naa 100 3anraBra, Ha nrrreparypHt4 r43roqHr4ur4

B nepl{oAa or 2013r. go 2025r., Koero rroKa3Ba, ue rofi e 3ano3Har uuoro 4o6pe c

,r3BecrHrrre nocrr,rxeHl,rr s ur6paxoro HayqHo HalpaBJreHr,re. Hanpaeeuo e no.qpo6uo
pa3DrexAaHe Ha pe3yJrTaTIrTe oT r.r3cneABaHr.rflTa, oTpa3eHr.r B H3BecTHr4Te

JII'ITEPATYPHI,I I,I3TOTIHI,IqT, KOETO IIOKA3BA HETOBI,ITC B63MOXHOCTII 3A TBOPqECKATA

nHTep[peTaur{, Ha JrnTepaTypHr{, MaTepr,raJr.

4. Ile.n Ha Arrcepraurrrra n ns6pauara MeroArKa

.{orropaHmr cfi flocraB, cJreAHHTe rleJrrr Ha r,r3cJreABaHero :

l. Irlscnedeaue Ha npaKmuKume u uemodume, u3no,B6aHu om 3roHawepeHu
nompe1umenu e I,IHTEPHET 3a zeHepupaHe na ye6 xaxepcKu amaKu.
2. ,\a 6tdu npednocrceu nodxod 3a almoMamu3upauo aodenupaHe Ha 3atuaxume,
eKnrcq9aul uHmeepaquu Ha cmamuqHu u duua-Mu,luu mecmole Ha yn3atLvocmu u

daeat4 etsuocrcHocm 3a nodo6peuun 6 npo4eca Ha cu3HeHu.,4uKbJt Ho paspa6omxa
ua coQmyepa sa ye6 nputocrceuun.
3a peurauaue Ha [ocraBeHI,ITe ueJrrr ce Sopruynupar cJreAHr,rre [o-KoHxperHr.r 3aAaqrj:

1. .{a ce flpof{ar r.r r.r3cJleABar ttoAxo.ut, MeroAH H irJrrop]rrMu 3a c]rrypHocrra Ha

AaHHI,I B ye6 npuroxeHr.rrur, KaKTo I,I ecrecrBoro Ha araKure H T.sxHoro
arsgefi crnrle Bbpxy crrrypHocrra.

2. [a ce I{3cJIeABa Bb3MoxHocrra 3a eKcrrJroaraux, Ha ye6 npuroxeHr.r, qpe3

recrBaHe Ha 6a3ara ua coQryepnra perueHr4r, r,r3noJr3Bauru oueHKa Ha pucKa rz

yff3BraMocr npu ye6 npunoxeHr,rr.
3. ,{a ce pa3pa6orrr x r.rHTerpupar Meroau 3a MoAeJrr.tpaHe Ha 3arrJraxare r,l

crarllilHo ( SAST) H Ar4HaMr,rr{Ho ( DAST) recrBaHe, c qen nogo6prBaHe Ha

curypHorra npu xr{3HeHlu rruKn na paepa6orra Ha coQryepa (SDLC) :a ye6
npIrJroxeHr4{.

4. [a ce npeAnoxar MeroAr,r r4 perrreHfi, 3a curypHocr, AaBarrru Bb3MoxHocr 3a

IIHTeIpI,ITeT LI 3aIqI,ITa Ha AaHHuTe cpeuy pa3Iu.{HI4 aTaKA.

3a peuraaane Ha [ocraBeHl{Te 3aAaqr,r ce lr3rroJr3Bar MeroAr.r u noAxoAn 3a

MOAeJrr{paHe Ha 3anJraxr4Te, KaKTo I,I anropI,ITMIl 3a cTaTLIqHo r.r Ar,rHaMr.rqHo TecTBaHe.

Cuurana, ve us6paur.me MeroAr.r r.r MeroAtIKu 3a r{3cJreABaHe cborBercrBar c
rrocTaBeHaTa rleJr r.r KoHKpeTHuTe 3aAaqu.

5. Ana.nrlrrrqHara xaparcrep[cr[Ka Ha ArrceprarlHoHH rrfl TpyA

B nr,pnara rJraBa Ha Allcepraur4qra e [3JroxeHo HanpaBeHoro npoyqBaHe Ha

clBpeMeHnoro ctcrorHr,re na npo6lerraa, cBbp3aH c reMara Ha r43cJreABaHero.

Pa:ue4aux ca ocuoBHr,rre oco6eHocrlr Ha crarlrqeH ( SAST) r4 AuHaMHr{eH (DAST)
auaJrr.r3 Ha cr4rypHocrra. SAST nAeHTr.r$DuHpa yr3BuMocrr4 B paHHr4Te erarru,
ana,rusupaftrn r.r3xoAHr.r.fl xoa, a DAST recrBa rr3rrbJrHuMoro npr{JroxeHae B pe€uEa



cpeAa, KaTo cr,rMyJrnpa xaKepcKra araKn. KoM6LIHI,IpaHoro ItM npI,IJIoxeHI4e BoAl4 AO

lo-BEcoKo HHBO Ha CI,ITpHOCT, KOeTO HaM€UrrBa prrc(a OT KU6epaTaKI4.

B masara ctIIIo raKa ce aKIIeHTI{pa Bbpxy MoAenupaHero Ha 3aIIJIaxI{Te, Koero
rrpeAcraBJrrBa MeroAoJroru, ea r,r4entaQuqllpaue, aHaJILI3 r.r uacr.r$uxauu, Ha

noreHrrnaJrulr pncKoBe e nn(f opuaqrzoHur.rre clctel.r[.PasrreAaxr4 ca peAlaua Meroar4,

KOT4TO AaBaT aHaJrr.rTI,IqHa paMKa 3a OrIeHKa Ha 3a[JraxlrTe lr ca oIII4CaHI,I I,IHCTpyMeHTI,i,

ocuryprBalqll aBToMarrr3arlu, Ha flpoqec,ITe Ha MoAeJrnpaHero.

Bropara ulaBa e [ocBereHa Ha 3a.qaqa, cBBp3aHa c MoAeJrr.rpaHero Ha 3anJIaxHTe

Bb3 ocHoBa Ha paMrara STRIDE sa ye6 npraJroxeHr{r. Hanpanen e aHaJIH3 Ha

rltJrocrHl,L [oAxoA 3a c63AaBaHe Ha apxrlTeKTypa, BKrroqBarqa Karo KoMrroHeurr.r ye6
flpxJroxeHrlr, pa3noJroxeHx nrpxy ye6 c6pB6p r4 cBbp3aHara c Hero 6aza Lasuu.
llpegroxenu ca qerr.rpn perrreHr.rf, 3a MoAeJrI,rpaHe Ha 3anJlaxu, Karo ce r,r3[o]r3Bar
pa3nrtrHr.r r.rucrpyMenrr.r (Irius Risk, Microsoft Threat Modeling Tool, OWASP Threat
Dragon, Trike ). Bcexu uncrpyMeHr r,rMa cvrJrnLl vt cta6u crpaxu. !,oxropaHtrr e

HanpaBlrn nogpo6eH cpaBHr.rreJreH aHaJrr.r3.

B rperara DraBa ce on[cBa noAxoA 3a rrHTerpr{paHe Ha rrpoqeca Ha MoAeJrupaHero Ha

3arrrraxrre n DevSecOps'rpr6onponog c qer no4o6peno paspa6ornaxe na coQryepa .

Ilpe4ctaaeHa e paMKa 3a MoAeJrr,rpaHero BKJrroqBarqa cJreAHlrre rexHoJrorau:
1. Bupryarna cpeAa c lrHcraJrrrpaH ,{xenxunc cbpBbp Bbpxy Brzprya:rHa Maur}rHa

c I,IHcranI.IpaH Window Server, Karo rlrJrara cpeAa e r{3rpaAeHa nrpxy o6,'rauHa

nrar$oplaa na Microsoft - Azure.
2. Mogenupane Ha 3a[Jraxr.rre vpea urarQopruata Irius Risk.
3. ,{uHanra.rxo cKaHHpaHe 3a crrrypHocr c Owasp ZAP.

I4nrerpaqurra Ha 3anJraxr4Te r DevOps rpr6onposoAa [peAcraBnqBa 3Haqr.rreJreH

Ha[peA6K B ocuryprBaHero Ha cbBpeMeHHr4re [paKrr{Kr4 npu pa:pa6orr<a na coQryepa.

B uerrrprara ruIaBa e npeAcraBeH aHirJrrr3 Ha eKcnepr{MeHTulrrHr{ pe3ynraru H Mero.qu

3a cb3AaBaHe Ha AI{arpaMI4 3a MoAeJrr,rpaHe Ha 3a[Jraxu. Hanpaneno e cpaBHeHue Ha

IOAXOAII 3a p6qHI,I II aBTOMaTLI3I,IpaHLI HaqLIHIz 3a MoAeJILIpaHe Ha 3alJIaxHTe. Onacas
e npeAnoxeHll MeroA , BoAerrI Ao no4o6peru4e r{ aBroMarri3r,rpaHe Ha npoqeca Ha

MoAeJrr{paHe Ha 3anJlaxl,rre r.r Ar,rHaMr{rrHo cKaHr.rpaEe 3a yr3BlrMocr. florasaHu ca
pe3yJrraTr{re or flpoBeAeHr,rTe eKcnepr.rMeHTr4 Ha MoAenr.rpaHeTo Ha 3anJraxr,rre u

Ar,rHaMHqHO TeCTBaHe 3a yr3Br,rMOCT.

B sax.nroqexnero e HanpaBeHo pe3rcMe Ha ocHoBHrire p*ynrarr,r or [poBeAeHoro
lr3cJreABaHr.re 14 ca oflucaHlr nepcneKTI,rBLI sa 6tAelqo'ro pa3Bl]trl{e Ha reMarr.rKara.

6.IIpunocu Ha ArtcepraqlronHr.rr rpyA

llpzxocrare B Ar.rcepraur{oHHr.r, TpyA Morar Aa 6tAar o6o6uleHrr rro cJreAHr{r HaqraH:

Hayvuu:
-Ilpegroxeu e aBToMaru3rlpaH MeroA 3a MoAeJrapaxe Ha 3arrJraxr4 r{ ArlHaMHqHo
TecrBaHe, ctKpaulaBaul BpeMero sa ugen'ruSuxa\Lra 14 BaJD4AtrpaHe Ha yr3Br,rMocrr4 B

ye6 upuloxenus c 82o/o cnpsMo rronyaBToMaTr{3r4paH MeToA.



Toar.r npr.ruoc ce oruac, KbM tpy[a " .{orcasraue c HoBIr cpeAcrBa Ha cblrrecrBeull
HoBIt crpaull He Beqe cblllecrByBarrlr{ HayqHll o6.racrut'.

Hayvuo-npwtoJrcHu:
- I{arrpruen e cpaBHr.rreJreH aHaJrrr3 Ha MeroAr4Te 3a MoAenr,rpaue Ha 3arrnaxr4,

BrurroqBauu p6qHr.r, [oJryaBToMaTrr3vpaE[ rr aBToMTr{3rrpaHr.r [oAxoAr{.
- flpe,4roxeu e [oAxo,u 3a ynpaBneHr,re Ha cr.rrypHocma s CIICD r"pr6onpono,4r.r

irpe3 uHrerpnpaHe Ha nrrcrpyMeHTrr 3a crarr,rqHo (SAST) rr AuHaMurrHo(DAST)
recrBaue s DevSecOps paMKa.

- Haupaueuo e cpaBHeulre Ha pe3ynrarr4Te or MoAeJrupaHero Ha 3ariJraxr.rre c

pe3yJrTaTrrTe oT TecTBaHe 3a yr3Br4MocT, KoeTo noTBbpxAaBa BaJrnAHocT Ha aHaJrr-r3a.

Tesu npunocrz clr oruac.rlT K6M rpyna "Crsganane Ha HoBlr MeroArr tt
r.nacuQrrcaquu.tt

IIpuaoarcruu:
- Crsga4en e co$ryepen npororr{rr Ha aBToMarr{upan rouoefiep 3a MoAen[rpaue

Ha 3arrJraxrr r.r Ar.rraMriquo recrBarre c LI3rroJI3BaHe Ha LIHcrpyMeHua Irius Risk u
OWASTZAP.

- Paspa6oreua e DevSecOps paM(a, roqro rov6aHrrpa r,rHcrpyMenrure SAST u
DAST c MoAenl{pane Ha 3arrJrax[, Karo ocflryprBa MoHr,rroprrHr Ha crrrypHocrra B

CI/CD rpr6oupoBoArl.
- llpore4euu ca ercnepr.rMerrrr,r c ye6 npxiroxeHr.rero Spring PetClinic,

AeMoHcrpvpaqr.r e$erT lmno,'ra Ha npeAJroxeHr,rre MeroAr.r.

- Pa:pa6oren e cKpr.rrrr, xofiro asror\4au,r3l4pa npoqeca Ha MoAeJrupaHe Ha 3anrraxu,
Karo rrpeAocraBr Bl3Moxuocr sa 6rAeuro HaAtpaxAane c PYTM.
Teslr npuxocu cr{ orHacrr K6M rpyla " Iloly.rasane Ha rrorBbpAureJrHrr Qarcru"

7. Ily6.nuraq[[, cBbp3aHrr c ArrcepraqrrflTa

Brn nprsxa c Alrceprarlr{Jrrara ca uy6rr.rrynanu 4 rpyaa. Or rxx eAr.rHr.rrr rpy,{ e

ny6ruxaqrra s " Transaction on Systems and Control , ABa rpyAa npeAcraBJrrBar

,qoKJIaAIr Ha MexAyHapo4nv xon$epewtuu. LI qerr.rpr4Te rpyAa ca B cbaBropcrBo c

Apyru cnequanficrrr , Karo Mar. r.rHx. J[o6es Huroros e nocor{eH lra n6pBo Mrcro
He ca uu u3Becrur.r \vrLrpanufl Ha flocoqeHr.rre ny6laraqlru or Apyrr4 aBTopr4.

8. PeQepar

Aurop$eparrr e HalucaH cturacHo u3ucKBanusra. Cr4rpxauuero My LlsflousBa
aKTyaJrHocrra Ha reMarrrKara Ha Ar.rcepra\vfrTa, $oprraynrzpa ocHoBHara ueJr 14

3AAAqId Ha I{3CJIeABaHeTO Ir OTpa3SBa [OJry{eHrrTe pe3yJrTaTI{.

9. Jluqnoro yqacrrre
AHarLrs Ha AeceprarllroHHr.rfi TpyA r,r [peAcraBeHr.r{ cflrrcbK na ny6ruraquz,
cB6p3aHr.r c Ar,rceprarlrroHHr.r, TpyA Mr,r AaBa ocHoBaHr4e Aa HanpaB, 3aKJrror{eHr4e

AI,IcepraHTtT [o3HaBa uxoro 4o6pe ctcrosHrlero ua npo6lerr,ra v HrMaM HrrKaKBo

OCHOBAHI'IE AA CE C6MH'BAM B JII'IIHOTO MY }TqACTIIE B NPOBEAEHPITC II3CJIC.4BAHIU I4 B

HaIIIiCBaHe Ha ArrCepTarlrzrra.



10.3a6e.nexru, MHeHrrfl n rrpefloptKtr

I,IMax gtsr\4oxHocrra Aa rlperureAaM AuceprarlrroHHru rpyA npegr.r o6crx.(aHero My
B KaTeApaTa, B pe3yJrTaT Ha KOeTO HanpaBr.lx peAr.rqa nprrHr{r4[Hr4 14 peAaKqHoHHx

3a6erexKu. TesE aa6erexKr.{ rr orKpr.rrr.rre rperuKr,r u nponycxu ca qacrrqHo
orcrpaHeHu. IIo nacroxrqna Bapr.ranT Ha .uuceprarlurra Morar Aa ce HanpaBsr
creAHI,ITe 3a6enexKr.r r.r flpeflopbK]r :

- Ctrntt Ha Ar.rceprarlr4 flTa Ha Mecra He e MHoro yAaqeH , r43JrlrrrrHo ycJroxeH H

Ha Mecra TpyAHo pa36r.rpaeM.

- Texcrrr B MHoro Qarypu e Ha aHrJrlrficKu , a 6u:rpr6aano Aa e Ha 6r,mapcxrz
( Sur 13, 14 u ap. )
- Arropuruure Ha crp 40,91,98 , I l1 r,r 4p.ca npeAcraBeHr{ B onr.IcareJleH

eu.q. fpaQruHoro npeAcraBrHe e rro HaHreAHo r.r o6r{xnoseuo e flpuero B

Hayr{Hr,rTe 'rpyAoBe.

- @r.rrypure 8, 9, 13, 22 ca aetc:r.u Ir nuncBa o6scuenne.
.- He e Ka3aHo rcao, xofi e ct3Aan MoAena DevSecOps (crp. 68) r,r HeroBara
Banv1a\t4s, (cry.88).
- Ha $ur 41 'rexcm, He ce qere.

- IJ,urupanuera He ca Ha[paBeHr4 B o6qoflp]rerts, Br4!\. Jluucna HoMeparrr4, Ha

I43TOqHI,IqU, KOeTO 3aTpyAHsBa cpaBHeHLIe Ha TeKcTa I,I cbOTBeTHaTa JILITepaTypa,

11. 3arnrcqenue

20.12.2025r.

CoSur PEIEH3EHT:
inpo$. a-p Huua B. Cussrwa/

Hesasl4culrro or HanpaBeHrrre 3a6erexKu, Kolrro r.rMar ruraBHo peAaKrlr,roHeH

xapaKrep,oueHKara Ha Ar,rceprarlrioHuufr lpy4 e [oJroxr,rreJrna.Karo rlMaM npeABrrA

cSArpxaql{Te ce B Ar.rceprarlr.ura 6eacnopnu Haylreu, Ha)Arro-[pr.rJroxHr4 npuJroxHr4
[pr{Hocr{, aKTyaJrrlocrra LI 3HaqllMocrra Ha I,I3cJIeABauata npo6renaarr{Ka, pa3r'Jracara Ha

nocrrrxeur,rrra Ha AoKTopaHTa B MeArir.rre u saArr6oqeHr.rre My no3HaHr,rr B

r.r3cJreABaHara o6rac:r, cqI{TaM, qe AuceprauuoHHurr rpyA orroBap.f, Ha lr3ucKBaHuflTa Ha

3axoHa 3a pa3BlITLIe Ha aKaAeMr4r{Hr{, cbcraB a peny6ruxa Burapur ra Ha flpanulHuxa
3a ycnoBl{rra I,I peAa 3a npu.qo6uraue Ha HayqHure creneHr4 r TY-CoSrzx , nopa.qu Koero
npeAiraraM Ha Mar. rrHx. Jlrc6es Acenos H[ro,roe Aa 6lAe npuctAeHa
o6pa:onarernara I{ HafrHa crerreH "Aox'rop" no Hayr{Ho HanpaBneur,re Konynuxaquouua
r4 KoMarorbpHa rexHI{Ka rr HafrHa cflequaJrHocr "Asrorlarlt3llpaHl4 cucreMr.r 3a

o6pa6oma na r,rnipopr',raqra u ynpaereNue".
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l. General remarks

The dissertation work contains 180 pages of main text, figures, tables, and diagrams.
It consists of an introduction, four chapters, a conclusion, a bibliographic reference,
a statement of contributions, a list of publications related to the dissertation, a list of
participation in scientific projects, a declaration of originality and six appendices.
The cited literature includes more than 100 sources in the English language.

2 RELEVANCE OF THE TOPIC
The dissertation topic concems research on Methods and resources for ensuring the

security and protection of web applications. With the development of information
technologies and their increasing role in the modem world, the cybersecurity of software
systems, particularly web applications, becomes increasingly important. The Intemet of
Things and artificial intelligence put critical information infrastructure and personal
information at risk. Their protection requires the development and implementation olnew
approaches and tools that could reduce threats during both the development and
deployment of the respective software.
In recent years, significant progress has been made in the area ofthreat modeling and

security testing (static and dynamic). In this work, the doctoral candidate seeks solutions
that integrate threat modeling with static and dynamic application security testing. I believe
the dissertation topic is very interesting and relevant.

3. Level of familiarity with the state of the problem

The PhD candidate conducts a very in-depth review of the current state and
problems related to methods and resources for the cyber protection of web
applications, including the specifics of static and dynamic security scanning (SAST
and DAST) and their differences. In the dissertation, the principles of threat
modeling are examined in detail, and the research methodology and various threat
modeling solutions (Irius Risk, Microsoft Threat Modeling Tool, OWASP Threat
Dragon, Trike) are presented.
The doctoral candidate demonstrates deep familiarity with the basic concepts and

problems related to the studied problematics which confirms his high level of
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competence in the researched domain, while at the same time expressing a critical
attitude toward some unresolved issues.
The bibliographic reference includes more than 100 literature sources from 2013 to
2025, indicating that he is well informed about the known achievements in the
selected scientific field. A detailed analysis ofthe research results presented in well-
known literature sources is carried out, demonstrating his capabilities for creative
interpretation of the reviewed literature.

4. Purpose ofthe dissertation and the chosen methodology

The doctoral candidate sets the following research goals:
1. Research into the practices and methods used by malicious actors on the INTERNET to
generate web hacking attacks.
2. To propose an approach for automated threat modeling, combined with the integration
of static and dynamic vulnerability testing and enabling improvements in the software
development lifecycle process for web applications.
For achieving the goals, the following more specific tasks are formulated:

1 . To study and research the approaches, methods and algorithms for data security in
web applications, as well as the nature of attacks and their impact on security.

2. To investigate the exploitability ofweb applications through testing based on
software solutions using risk and vulnerability assessment methods in web
applications.

3. To develop and integrate threat modeling methods, including static (SAST) and
dynamic (DAST) security testing to improve the security posture in the software
development life cycle (SDLC) for web applications.

4. Propose security methods and solutions to strengthen the data integrity and
protection against various types of attacks.

To solve the formulated tasks, threat modeling methods and approaches are used,
along with algorithms for static and dynamic security testing.
I consider that the selected methods and research methodologies correspond to the
defined research aim and the specific tasks related to this objective.

5. Analytical characteristics of the dissertation work

In the first chapter of the dissertation, a study is presented of the current state of the
problem related to the research topic. The main characteristics of static (SAST) and
dynamic (DAST) security analysis are examined. SAST identifies vulnerabilities at an
early stage of the software development lifecycle by analyzing the source code while
DAST tests the runtime application in a real environment by simulating hacker attacks.
The chapter also emphasizes threat modeling, which represents a methodology for the
identification, analysis, and classification of potential risks in information systems. A
number of methods are reviewed that provide an analyical framework for threat
modeling assessment, along with tools that automate the threat modeling activities.
The second chapter is devoted to a task related to threat modeling based on the

STRIDE framework for web applications. An analysis of the overall approach for

2



designing an architecture is carried out, including web applications deployed on a web
server and the associated database represented as components on a diagram. Four
threat modeling solutions are proposed using different tools (Irius Risk, Microsoft
Threat Modeling Tool, OWASP Threat Dragon, Trike). Each tool has its advantages
and disadvantages. The PhD candidate has made a detailed comparative analysis.
In the third chapter, an approach for integrating the threat modeling process into a

DevSecOps pipeline is described with the aim of improved software development
process. A threat modeling framework is presented which includes the following
technologies:

L Virtual environment consisted of a Jenkins web server hosted on a Windows
Server virtual machine, deployed in the cloud environment Azure supported by
Microsoft.

2. Threat modeling through the Irius Risk Software-as-a-Service platform.
3. Dynamic application security testing using the tool Owasp ZAP.

The integration of the threat modeling process into the DevOps pipeline represents a

significant advancement, ensuring modem practices in the software development.
The fourth chapter presents an analysis of experimental results and methods for
creating threat modeling diagrams. A comparison of approaches for manual and
automated threat modeling is presented. The proposed method is described, leading to
improvement and automation of the threat modeling process and dynamic
vulnerability scanning. The results of the conducted experiments on threat modeling
and dynamic vulnerability testing are also presented.

In the conclusion, the main results of the research are summarized, and perspectives
for future development of the topic are described.

6. Contributions of the dissertation
The contributions of the dissertation can be summarized as follows:

SCIENTIFIC:
- An automated method for threat modeling and dynamic security testing is proposed
which reduces the time required for the identification and validation of
vulnerabilities in web applications by 82% compared to a semi-automated method.
This contribution falls within the group "Demonstration, using new means of
significant new aspects of already existing scientific fields".

SCIENTIFIC-APPLIED:
- A comparative analysis of threat modeling methods and practices has been

conducted including manual, semi-automated and automated approaches.
- An approach for security management in CVCD pipelines is proposed through the
integration of static (SAST) and dynamic (DAST) security testing tools within a

DevSecOps framework.
- A comparison between the results of threat modeling and the results of

vulnerability testing has been done confirming the validity of the analysis.
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These contributions fall
classifications".

within the group "Creation of new methods and

APPLIED:
- A software prototype of an automated pipeline for threat modeling and dynamic

vulnerability testing has been developed using the IriusRisk and OWASP ZAP tools.
- A DevSecOps framework has been developed that combines SAST and DAST

tools with threat modeling, providing security monitoring within CI/CD pipelines.
- Experiments were conducted using the Spring PetClinic web application,

demonstrating the effectiveness ofthe proposed methods.
- A script has been developed that automates the threat modeling process,

providing the possibility for future extension using the PyTM framervork.
These contributions fall within the group "Obtaining confirmatory facts."

7. PUBLICATIONS CONNECTED TO THE DISSERTATION

In connection with the dissertation, four publications have been published. One of
them is a joumal publication in "Transactions on Systems and Control," and two are
papers presented at intemational conferences. All four publications are co-authored
with other specialists, with M.Eng. Lyuben Nikolov listed as the first author.
No citations of the listed publications by other authors are known to me.

8. AUTHOR'S ABSTRACT

The abstract is written in accordance with the requirements. Its content clarifies the
dissertation topic's relevance, formulates the research's main goal and objectives, and
reflects the results obtained.

9. PERSONAL PARTICIPATION

An analysis of the dissertation work and the presented list of publications related to
the dissertation leads me to conclude that the doctoral candidate understands the
state of the problem very well, and I have no reason to doubt his personal
participation in the research and in writing the dissertation.

10. REMARKS AND RECOMMENDATIONS REGARDING THE
DISSERTATION

I had the opportunity to review the dissertation prior to its discussion in the
department, as a result of which I made a number of substantive and editorial
comments. These comments, as well as the identified errors and omissions, have
been partially addressed. With regard to the current version of the dissertation, the
following remarks and recommendations can be made:

- The style ofthe dissertation in some places is not very appropriate, unnecessarily
complicated and at times difficult to understand.

- The text in many figures is in the English language and it should be in Bulgarian
( fig 13, 14 etc.)
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- The algorithms on pages 40,91,98, ll1, and others are presented in a
descriptive form. Using a graphical representation is more illustrative and is
generally accepted in scientific works.

- Figures 8, 9, 13, 22 are not clear and the explanation is missing
- It is not clear who created the DevSecOps model (page 68) and its validation
(page 88).
- At figure 41 the text is very difficult to read
- The citations are not presented in a generally accepted format. The absence of

source numbering makes it difficult to correlate the text with the corresponding
literature.

I1. CONCLUSION

Despite the remarks, which are mainly of an editorial nature, the overall assessment of
the dissertation is positive. Taking into account the indisputable scientific, scientific-
applied, and applied contributions contained within the dissertation, the relevance and
significance of the researched topic, the dissemination of the doctoral candidate's
achievements in the media, and his in-depth knowledge in the studied field, I consider
that the dissertation is in compliance with the requirements based on the Law on the
Development of the Academic Staff in the Republic of Bulgaria and the Regulations on
the Terms and Procedure for the Acquisition of Academic Degrees at the Technical
University of Sofia, therefore, I propose that MEng Lyuben Asenov Nikolov be awarded
the educational and scientific degree ,,Doctor" in the scientific field of ,,Communication
and Computer Engineering" and scientific specialty ,,Automated information
processing and management systems".

05.01.2026r.
Sofia Signature:

/ Prof. Dr. Nina Sinyagina /
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