GOy 2026

5 CYF PELIEH3MS

""" BBpXY MUcCepTaIOHEH TPy 3a Npuao6HBaHe Ha 0Gpa3oBaTelHa U HayqHa

~erened “noxrop”

ABTOp Ha AUCepTALMOHHMS TPya: Mar. uHxk. JlrobeH AcenoB Hukomnos

Tema Ha qUCcepTallMOHHUS TPYL : ,,MeToau U CpeACcTBa 32 OCUTypsIBaHE Ha 3all[UTa Ha
ye0 MpUIIoKEeHUs”

1o Hay4HO HampaBieHrue 5.3“KoMyHHKalMOHHA U KOMITIOThPHA TEXHUKA U
CIELHATHOCT ,, ABTOMaTH3UPaHU CHCTEMH 3a 00paboTKa Ha WH(pOpMAIVs U yIIpaBiaeHue”

Penensent: npo¢. a-p Huna Bacunesna Cunsiruna

1. O0ImH mMoJI0KEeHHS

JlucepTalliOHHUAT TPyA CBAbpka 180 cTp. oCHOBEH TeKceT, Gurypu , TabauLU U
muarpamu. CbCTOM ce OT YBOM, 4 TJlaBU, 3aKkito4yeHHe , Oubmuorpadceka crpaBka,
CIIpaBKa 3a MPUHOCHUTE , CITUCHK Ha IMyOJUKAI|K, CBBP3aHU JUCEPTAIUATA,CIIUCHK 3a
ydyacTHe B Hay4HHM IPOEKTH, JEKJIapalys 3a OPUTMHAIHOCT U 6 IIPHIOKEHHS
[{utupanaTa nuTepaTypa BkiIrouBa Hala 100 U3TOYHMKA HA aHTTIMICKU €3UK.

2 AKTyaqHoCT Ha npobJjema

Temara Ha gucepranusaTa € CBbp3aHa C M3clHeABaHUsl B oOnactra Ha  Memoou u
cpedcmea 3a Ocueypsaeane Ha 3awuma Ha yeb npunodcerus. C pa3BUTUETO Ha
MHPOPMAIIOHHUTE TEeXHOJOTHM UM HapacTBallata WM POJsS B CHbBPEMEHHMS CBST,
CUTYPHOCTTa Ha COQTYEpHUTE CHCTEMH U TO-CIENUATHO yed MPHUIIOkKEeHUs cTaBa Bce I10-
Ba)KHA. Y CKOPEHOTO BHEJpsBaHE Ha HOBHM TEXHOJIOTHH, KaTO 001a4HU YCIy2U, UHepHem Ha
Hewjama, U3KYCMeeH uHmeNleKkm TIOCTaBs IO 3aIlaXa KPUTHYHHTE HH(OPMaIlMOHHU
UHOPaCcTpYKTYpd U JUYHUTE MaHHHW. [sXHaTa 3allliTa HM3WUCKBA H3CJIEABAHETO U
BHEJPSABAaHETO HAa HOBU MNOAXOAW M HHCTPYMEHTH, KOMTO OHMXa MOTIM Ja HamajAaT
3aIyIaxuTe KakTo MO BpeMe Ha pa3padoTKaTa, Taka U Ha BHEAPSIBAHETO HA CHOTBETHMS
codryep.

B nocnenHure roaMHM ca TOCTUIHATH 3HAUUTENHU YCMeXW TMpU MPUIOKEHHEe Ha
TeXHUKUTE Ha MOJEIMpaHe Ha 3aIUlaXUTe M TeCTOBE 3a CUIYPHOCT (CTAaTUUHU MU
IWHAMHWYHK). B HacTOsIIMS Tpyd NOKTOPAHTHT IPABH ONMUT Ja HaMepH PEelLlIeHHUs, KOUTO
UHTErpUpaT MOJEIMPAHETO Ha 3allllaxXMTe€ CbC CTAaTHUYHO M [JAWHAMHUYHO TECTBaHE.
Cuuram 4ye TemaTa Ha JUCEpPTALMATA € MHOTO HHTEPECHA U aKTyallHa.

3. CTeneH Ha MO3HABAaHe HA CHLCTOSIHUETO HA npoﬁ.ﬂeMa

JIOKTOpaHTBT MpaBM MHOro 3aabi0odeH 0030p Ha CHBPEMEHHOTO CBCTOSHUE Ha
npobieMaTHKara, CBbp3aHa ¢ METOOM U CPENCTBa 3a 3aluTa Ha yed MPHIOXKEeHHs, KaTo
OTpa3sBa OCOOEHOCTHTE Ha CTaTMYHO M JUHAMHYHO cKaHHpaHe 3a curypHocT ( SAST u
DAST) u pasnukute Mexxay Tax. B aucepranusra moapoGHO ca pasriieaHd IPUHIUITUTE
Ha MOJEIUPAHETO Ha 3aIUlaXxuTe, KaTo € MOKa3aHa MEeTOHOJIOTHSATAa Ha H3CJIeIBAHETO U
pasIWYHK BHIOBe pelieHus 3a monenupaHero (Irius Risk, Microsoft Treat Modeling
Tool, OWASP Treat Dragon,Trike)



JIOKTOPaHTBT NEMOHCTpUpPa ABIOOKOTO CHU 3alo3HAaBaHE C OCHOBHUTE TOHSATHS W
npoOieMH, CBBp3aHM ¢ npobiemaTHKaTa, I10Ka3Ba,ye IO3HaBa MHoOro jpolpe
u3cieaBaHaTa 001acT, KaTo ChLIEBPEMEHHO OTpa3siBa U KPUTHYHOTO CH OTHOILEHUE
KBM HSIKOM HepellleH! 3a1a4H.

bubnuorpadekara cnpaska BkiarouBa Haz 100 3arnaBus Ha TUTEPATypHU U3TOYHULIMA
B niepuoza ot 2013r. go 2025r., KoeTo nmoka3Ba, Ye TOM e 3armo3HaT MHOTro ao0pe ¢
M3BECTHHTE MOCTHXKEHHS B U30paHOTO HAayuyHO HarpasieHue. HanpaseHo e moapoOHO
pasriexJaHe Ha pe3yiTaTUTe OT M3CIeABaHUATA, OTPa3eHH B M3BECTHHUTE
JUTEpPaTypHUA W3TOYHHMLIM, KOETO IMOKa3Ba HEroBUTE BBH3MOXKHOCTH 3a TBOpYECKaTa
UHTEpIpeTalys Ha IUTEPAaTypPHUS MaTepHall.

4. Ilesa Ha qucepTauusiTa H H30paHaTa MeTOAHKA

JIOKTOpaHTBT CH [TOCTABS CIEAHUTE LeJIM Ha U3CIIeABAHETO :

1. Hscnedsane wa npaxkmuxume u memooume, U3NOJ3BAHU OM 310HAMEPEHU
nompebumenu 6 HHTEPHET 3a eenepupane Ha yeb xakepcKu amaku.

2. [la 6v0u npeonoscer nooxo0 3a asmMoMamuzupaHo Mooeirupaqe Ha 3aniaxume,
BKIIOYBAUY UHMeESPayus HA CMAMUYHU U OUHAMUYHU MeCmoee HA YA38UMOCMU U
0asauy 6b3IMOICHOCM 3a NOOOOPEeHUA 8 NPOYECa HA JHCUSHEHUS YUKBI HA paspabomka
Ha cogpmyepa 3a yeb npunodceHus.

3a pellaBaHe Ha [IOCTAaBEHUTE LIeTH ce GOPMYITHPAT ClIeIHUTE [TO-KOHKPETHHU 3a1a4yu:

1. Jla ce mpoyd4aT ¥ u3cieaBaT MOAXO0AH, METOAM U AJITOPUTMHM 3a CUTYPHOCTTA Ha
JaHHU B ye0 NpPUIOKEHUSH, KaKTO M eCTeCTBOTO Ha aTakKuTe H TAXHOTO
Bb3[I€HCTBUE BBPXY CUTYPHOCTTA.

2. Jla ce m3crneiBa BB3MOMKHOCTTA 3a €KCIUIOATalHs Ha yeO MpHIIOKEHUs dYpe3
TecTBaHe Ha 0a3aTa Ha coTyepHU pelleHHs], U3MOM3BallM OllEHKa Ha pHCKa U
YS3BUMOCT IIPH ye0 NMpHUII0KEHHS.

3. Jla ce pa3paboTAT MU MHTErpUpaT METOOW 3a MOJETHUpaHe Ha 3alljlaxuTe H
cratiuHO ( SAST) u nunamuuno ( DAST) TectBane, ¢ 1en nopoOpsiBaHe Ha
CHTYPHOTTa IPH XU3HEHHs LUK Ha pa3paboTka Ha codryepa (SDLC) 3a yebd
IPUIIOKEHHUS.

4. Jla ce mpeanoxar METOIU U pelIeHUs 3a CUTYPHOCT, AaBallld BH3MOXKHOCT 3a
UHTETPUTET M 3alllUTa Ha JaHHUTE CPeLly pa3IMuHH aTakH.

3a pemaBaHe Ha IIOCTaBEHHTE 3alayd Ce M3MOJI3BAT METONM M IOJXOIH 3a
MOZIeTHpaHe Ha 3aIUIaXUTe, KAKTO M aJrOPUTMH 3a CTATUYHO U JUHAMHYHO TECTBAHE.

C‘II’ITaM, qe H36paHHTe METOOM MW METOIHWKH 3a H3CjelBaHEe CbOTBETCTBAT C
TIOCTaBE€HATa €)1 U KOHKPETHUTE 3a1avH.

5. AHaIUTHYHATA XapaKTEePHCTHKA HA JHCEPTALITHOHHHUSA TPY

B nbpBara rnaBa Ha aucepranMsTa € H3JI0KEHO HANpPaBEHOTO IpPOy4YBaHe Ha
CbBPEMEHHOTO CBCTOSIHME Ha Mmpobiema, CBbp3aH C TeMaTa Ha H3CIeBaHeTO.
Pasrnenanu ca ocHoBHUTe ocoOeHocTH Ha craTuyeH ( SAST) u munamuuen (DAST)
anamu3 Ha curypHocrra. SAST wuaentuduumpa ysS3BUMOCTH B paHHUTE eTal,
aHaIM3MpanKi U3XoaHUs Kof, a DAST TecTBa M3MBIHUMOTO NPHIIOKEHHE B peaHa



cpeda, Karo CUMyJHpa Xakepcku atakd. KOMOMHUPaHOTO MM NPUIIOKEHHE BOJIM 10
TI0-BHCOKO HMBO Ha CUTYPHOCT, KO€TO HaMalsiBa pUcKa OT KubepaTaku.

B rnaBara CchLIO Taka ce akUEHTHpa BbPXY MOAEIMpPAHETO Ha 3aIulaxMTe, KOETO
NpeACTaBisiBa METOJOJIOTHS 3a HAeHTH(UUMpaHe, aHAIW3 M KiIacH(HUKaLMs Ha
NOTeHIMATHH PUCKOBe B HH(GOpMallMOHHUTE cucTeMu.Pasrinenanu ca peauua METOaH,
KOMTO JaBaT aHAJIMTUYHA paMKa 3a OLIeHKa Ha 3aIlyIaXUTe U Cca ONTMCAHU MHCTPYMEHTH,
OCHUTYpsIBAII[ aBTOMATH3aLMs Ha MTPOLIECHTE HAa MOJEIUPaHEeTO.

Bropara rnaBa e nmocBeTeHa Ha 3a/ada, CBbp3aHa C MOJEIMPAHETO Ha 3aIulaxure
Bb3 ocHoBa Ha pamkara STRIDE 3a ye® npunoxenus. HampaseH e aHanu3 Ha
ISUTOCTHUS MOJXOJ 3a Ch3[aBaHe Ha apXUTEKTypa, BKIKOYBAIlA KATO KOMIIOHEHTH yeh
MPUTIOKEHHS, PA3MONOKEHH BBPXY yed ChbpBbp M CBBbp3aHaTa ¢ Hero 0as3a AaHHM.
[IpennoxeHu ca 4eTUpH pelleHUs 3a MOJeIMpaHe Ha 3alljlaxd, KaTo ce M3I0J3Bar
pa3nuuHu UHCTpyMeHTH (Irius Risk, Microsoft Threat Modeling Tool, OWASP Threat
Dragon, Trike ). Bceku MHCTpyMEHT WMa CUIHM U cnabu cTpaHd. JIOKTOpaHTBT €
HaIpaBUJI NIOJPOOEH CpaBHUTENIEH aHATuU3.

B Tperara riaBa ce onucBa NOAX0/ 3a HHTErPUPaHe Ha IIpolieca Ha MOJEIMPAHETO Ha
zaraxute B DevSecOps TppOonpoBoz ¢ 1en nogodpeHo pazpaboTBaHe Ha codTyepa .
IlpencraBeHa e pamka 3a MOJAETMPAHETO BKIIFOYBAIA CIIEJHUTE TEXHOJIOTHH:

1. Buprtyanna cpena ¢ uHcTanupaH JPKeHKHMHC CbPBBP BBPXY BUPTyajHa MalluHa
¢ uncranupad Window Server, kaTo Lsnara cpeia e H3rpageHa BbpXy oOsayHa
matgopma Ha Microsoft - Azure.

2. Monenupane Ha 3ariaxute ype3 ratgopmara Irius Risk.

3. luHamMu4HO cKaHUpaHe 3a curypHocT ¢ Owasp ZAP.

WuTerpanusra Ha 3amnaxute B DevOps TpwOompoBoaa mpeacTaBisiBa 3HAUUTENEH

HalnpeabK B OCUTYPSIBAHETO Ha ChbBPeMEHHHTE NPaKTUKU MpHU pa3zpaboTka Ha codryepa.

B YE€TBbPTaTa riiaBa € NMpeACTaBCH aHallh3 Ha CKCIIEPUMEHTAJIHHU pe3yJITaTh U METO/IH
3a Cb3laBaHE Ha JUarpaMy 3a MOJEIHpaHE Ha 3alljlaxy. HanpaBeHo € CpaBHCHHUE Ha
[I0AX04H 3a PbYHU U aBTOMaTU3HMPaHU HAYWHHU 3a MOJEIHpaHe Ha 3allllaxXUTe. Onwucan
€ MNpeJIOKEHUA METO , BOACII 10 HO,ZLOGpBHHe M aBTOMAaTHU3HMpAaHE Ha IIpoLleca Ha
MOICIIHpAaHE Ha 3allJlaxuT€ W JHHaMH4YHO CKaHHpaHE 3a YA3BHUMOCT. [Tokazanu ca
PE3YNTATUTE OT ITPOBEACHUTE CKCIIEPHMEHTH Ha MOJACIHPAHETO Ha 3anjaxuTe H
AUHaMH4YHO TECTBaHE 3a YA3BHMOCT.

B 3akiawuyennero e HalmpaB€HO pPE3FOME Ha OCHOBHHUTE PE3IYIITATH OT IMPOBCIACHOTO
H3CJIEIBaHUE U Ca OINHCAaHU IIEPCIIEKTHBH 3a 613,[!,611.[0”[‘0 Pa3BUTHUE Ha TEMaTUKaTa.

6.IIlpuHoCH HA JHCEPTALHOHHHUS TPY/

HpI/IHOCHTe B IUCEPTAlUOHHHUSA TPy MOTrar aa 6’]5)_'[3T 0606H.I€HH 10 CJIEAHHA HAYHUH!

Hayunu:
-IIpennoxen e aBTOMaTH3MpaH MeTO] 3a MoJelHpaHe Ha 3aIUlaXd M JAUHAMUYHO
TECTBaHe, ChKpalllaBall] BpPeMETO 3a UAECHTU(DHUKALNA U BATUANPAHE HA YSI3BUMOCTH B
yeb npunoxeHus ¢ 82% crpsMo moyaBTOMaTH3UpaH METOI.



To3u npuHoC ce oTHacs KbM rpyna “ JlokasBaHe ¢ HOBH CPeACTBAa HA ChIECTBEHH
HOBH CTPaHH He BeYe CbLIeCTBYBALH HAYYHH 00/1acTH”.

Hayuno-npunoscnu:

- V3BBpIleH e CcpaBHUTENIEH aHald3 Ha METOJUTE 3a MOJEJIMpaHe Ha 3aIulaxi,
BKJIIOYBAIIH PBYHH, [IOJIyaBTOMATU3UPAHU U aBTOMTU3UPAHHU MTOIXOIH.

- Ilpennoxken e momxon 3a ympaBieHne Ha curypHoctra B CI/CD tpwOonpoBonu
4pe3 HHTerpHpaHe Ha WHCTpyMeHTH 3a craTuuHo (SAST) um muramuuyHo(DAST)
tectBaHe B DevSecOps pamka.

- HampaBeHO e cpaBHeHHe Ha pe3yJTaTUTE OT MOJEJMpPAaHEeTO Ha 3aljlaXxuTe C
PE3YJITAaTUTE OT TECTBAHE 3a YSA3BUMOCT, KOETO MOTBbPIKAaBa BAIMAHOCT Ha aHaJI13a.
Te3n npuHOocH cH OTHaciaT KbM TIpyna “Chb3gaBaHe HAa HOBH MeETOAH H
kjaacupukanun.”

Hpunooscnu:

- Cs3maneH e copTyepeH NPOTOTUN HAa aBTOMAaTUMPaH KOHBelep 3a MoJelupaHe
Ha 3aljlaXxd ¥ AMHAMUYHO TeCTBaHe ¢ M3MoJ3BaHe Ha WHCTpyMeHTH Irius Risk u
OWAST ZAP.

- Pazpaborena e DevSecOps pamka, kosato koMOuHUpa MHCTpyMeHTUTe SAST 1
DAST ¢ MonenupaHe Ha 3aruiaxi, KaTO OCUTypsSBa MOHUTOPHHI Ha CUTYPHOCTTA B
CI/CD tpvbompoBoam.

- IlpoBenenu ca excnepumeHTH ¢ yeOd mnpmioxkenuero Spring PetClinic,
JIeMOHCTpHpaly eeKTUBHOTTA Ha MPeJI0KEeHUTE METOIH.

- Pazpaboren e ckpunt, KOHTO aBToMaTU3Mpa npoleca Ha MOAeIMpaHe Ha 3arjaxu,
KaTo MpeJoCcTaBsd BE3MOXKHOCT 3a Obpemo Haarpaxgane ¢ PYTM.

Te3u npuHOCH cH oTHacAT KbM rpyna “ IlonyyaBane Ha noTBbpAHTENHH PaKTH”

7. Ilybiukauuu, CBbP3aHHU € JHCEPTALUATA

BbB BpB3Ka ¢ auceprauuarara ca myOnukyBaHW 4 Tpyna. OT TAX €IWHMAT TPYA €
nyonukamusa B ¢ Transaction on Systems and Control , mBa Tpyma mpeacraBisBatr
NOKIaay Ha MeXIyHapoIHU KoH(pepeHUUH. M yeTHpuTe Tpyaa ca B ChaBTOPCTBO C
IpPYTH CIELUAIHUCTH , KaTo Mar. uHxk. JIro0eH HukomoB e mocoueH Ha MbpPBO MSACTO
He ca My M3BECTHM LIMTHPAHUS Ha MOCOYEHUTE MyOJIMKALMU OT JPYTH aBTOPH.

8. Pedepar

ABTOp(deparThT € HamucaH ChIVIACHO M3MCKBaHUATA. CHOBPKAHHETO MY H3SCHSIBA
aKTyaJlHOCTTa Ha TeMaTHKaTa Ha [UcepTalusTa, (OopMyJMpa OCHOBHATa LeEl M
3a/1ayM Ha U3CJIEBAHETO U OTpa3siBa IIOMyYEHUTE Pe3yJITaTH.

9. JInynoTo yyacTue

AHanu3 Ha [ecepTallMOHHHMS TPyAd W TpeACTaBeHHS CIHCHK Ha IyOJIMKalluu,
CBBP3aHU C JUCEPTALMOHHHUS TPYA MU J]aBa OCHOBAaHUE Jla HallpaBsl 3aK/IIOYEHHE
JUCEPTAHTHT [03HABa MHOro no0Ope ChCTOSHHMETO Ha mpobiemMa M HSIMaM HHKAKBO

OCHOBAHHE Ia c€ CHBMHABaM B JIMYHOTO MY Y4JaCTHE B ITPOBCACHHUTC U3CJICABAHUA U B
HallMCBaHE Ha AUCEpTaluATA.



10.3a0enekKH, MHEHHS H NPENOPBKH

Mmax BB3MOXHOCTTA Ja MperjiefaM JUCEPTALMOHHHUS TPy NMpeau o0CHKIaHETO My
B KaTeJpara, B pe3yJTaT Ha KOETO HAaNpaBUX peAaulla NMPUHLMIIHU W pelJaKLHOHHH
3abenexxku. Te3u 3abenexKu M OTKPUTHTE TIPELIKM M IPOMYCKH ca YaCTHUYHO
orcTpaHeHH. [lo HacTosAlIMsA BapuaHT Ha JAuMcepTalMsTa MoraT Ja ce HarpassT
clleJHUTE 3a0eNeKKH U IPETIOPBKH :
- CTUBT Ha JucepTalMsiTa Ha MeCTa He € MHOrO yJayeH , U3JIHMILHO YCIOKEeH U
Ha MecTa TpyJHO pa3zbupaeMm.
- TexcThT B MHOTO DUIYPH € Ha aHIJIMICKH , a OM TpsAOBasIo fa € Ha ObJrapcKu
(¢Hrl3 14 u np. )
Anroputmute Ha ctp 40, 91, 98 , 111 u gp.ca mpeacTaBeHH B OMMcaTeNeH
BuA. ['padbuyHOTO mpencTaBsHe € MO HarleqHO U OOMKHOBEHO € MPHETO B
Hay4YHUTE TPyAOBe.
- Qurypure 8,9, 13, 22 ca HesICHU U JUICBa OOSCHEHHE.
.- He e ka3ano sicHo, koit e cp3gan Mozena DevSecOps (ctp. 68) u HeroBata
Banugauus (cTp.88).
- Ha ¢ur 41 tekcTpT He ce uere.
- llutvpaHusTa HE ca HanpaBeHH B OOLIONpPHUeTHs BUI. JIMIICBa HOMepauus Ha
U3TOYHHULIM, KOETO 3aTpyAHsIBa CPaBHEHHE HA TEKCTa U ChOTBETHATA JIMTEepaTypa,

11. 3akaouyenue

HesaBucuMo oT HampaBeHuTe 3a0enexKd, KOUTO HMaT TIJaBHO pelaKUUOHeH
XapakTep,0OlleHKaTa Ha OUCEPTAllMOHHUSA TPYyHN € MojokurenHa.Karo wMam mnpenBun
ChIBpXKALLUTE Ce B AUCEpTAUATa O€3CIOPHHU HayueH, HAyYHO-TIPUIIOKHHU U NPUIIOKHH
TIPUHOCH, aKTYaJIHOCTTa U 3HAUMMOCTTa Ha W3cleiBaHaTa npobieMaTuka, pasriacara Ha
MOCTH)KEHUSITA Ha JOKTOpaHTa B MEJUHUTE M 3aJbJI0OYEeHHWTE My T[O3HAaHUS B
u3cje/BaHaTa 001acT, CUUTaM, Y€ TUCEePTALlMOHHUAT TPYA OTrOBapsl Ha U3UCKBAHUATA HA
3akoHa 3a pa3BUTHE Ha aKaJeMU4YHHs ChcTaB B pernyOauka bbarapus u Ha [IpaBuiHuKa
3a yCJIOBUSATA M pelia 3a npuaoOduBaHe Ha HayyHuTe crerneHu B TY-Codus , nopaau Koeto
npemjaraM Ha wmar. HHK. JlwoOen AcenoB Hukosos na Opae mnpUchIeHA
oOpasoBaTe/IHaTa U Hay4yHa CTEeIeH “JI0KTOp” 0 Hay4HO HarpasieHue KoMmyHUKalHMOHHA
M KOMIIIOTBPHAa TEXHHMKAa M Hay4yHa CHelManHoCT “’ABTOMATHU3MpPAaHU CUCTEMHU 3a
o0paboTka Ha uHMOpMaIKs U yIpaBieHue”.

20.12.2025r.

Cocdus PELIEH3EHT:
/mpod. a-p Huna B. Cunsiruna/
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1. General remarks

The dissertation work contains 180 pages of main text, figures, tables, and diagrams.

It consists of an introduction, four chapters, a conclusion, a bibliographic reference,
a statement of contributions, a list of publications related to the dissertation, a list of
participation in scientific projects, a declaration of originality and six appendices.
The cited literature includes more than 100 sources in the English language.

2 RELEVANCE OF THE TOPIC
The dissertation topic concerns research on Methods and resources for ensuring the
security and protection of web applications. With the development of information
technologies and their increasing role in the modern world, the cybersecurity of software
systems, particularly web applications, becomes increasingly important. The Internet of
Things and artificial intelligence put critical information infrastructure and personal
information at risk. Their protection requires the development and implementation of new
approaches and tools that could reduce threats during both the development and

deployment of the respective software.

In recent years, significant progress has been made in the area of threat modeling and
security testing (static and dynamic). In this work, the doctoral candidate seeks solutions
that integrate threat modeling with static and dynamic application security testing. [ believe
the dissertation topic is very interesting and relevant.

3. Level of familiarity with the state of the problem

The PhD candidate conducts a very in-depth review of the current state and
problems related to methods and resources for the cyber protection of web
applications, including the specifics of static and dynamic security scanning (SAST
and DAST) and their differences. In the dissertation, the principles of threat
modeling are examined in detail, and the research methodology and various threat
modeling solutions (Irius Risk, Microsoft Threat Modeling Tool, OWASP Threat
Dragon, Trike) are presented.

The doctoral candidate demonstrates deep familiarity with the basic concepts and
problems related to the studied problematics which confirms his high level of
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competence in the researched domain, while at the same time expressing a critical
attitude toward some unresolved issues.

The bibliographic reference includes more than 100 literature sources from 2013 to
20235, indicating that he is well informed about the known achievements in the
selected scientific field. A detailed analysis of the research results presented in well-
known literature sources is carried out, demonstrating his capabilities for creative
interpretation of the reviewed literature.

4. Purpose of the dissertation and the chosen methodology

The doctoral candidate sets the following research goals:

1. Research into the practices and methods used by malicious actors on the INTERNET to
generate web hacking attacks.

2. To propose an approach for automated threat modeling, combined with the integration
of static and dynamic vulnerability testing and enabling improvements in the software
development lifecycle process for web applications.

For achieving the goals, the following more specific tasks are formulated:

1. To study and research the approaches, methods and algorithms for data security in
web applications, as well as the nature of attacks and their impact on security.

2. To investigate the exploitability of web applications through testing based on
software solutions using risk and vulnerability assessment methods in web
applications.

3. To develop and integrate threat modeling methods, including static (SAST) and
dynamic (DAST) security testing to improve the security posture in the software
development life cycle (SDLC) for web applications.

4. Propose security methods and solutions to strengthen the data integrity and
protection against various types of attacks.

To solve the formulated tasks, threat modeling methods and approaches are used,
along with algorithms for static and dynamic security testing.

I consider that the selected methods and research methodologies correspond to the
defined research aim and the specific tasks related to this objective.

5. Analytical characteristics of the dissertation work

In the first chapter of the dissertation, a study is presented of the current state of the
problem related to the research topic. The main characteristics of static (SAST) and
dynamic (DAST) security analysis are examined. SAST identifies vulnerabilities at an
early stage of the software development lifecycle by analyzing the source code while
DAST tests the runtime application in a real environment by simulating hacker attacks.
The chapter also emphasizes threat modeling, which represents a methodology for the
identification, analysis, and classification of potential risks in information systems. A
number of methods are reviewed that provide an analytical framework for threat
modeling assessment, along with tools that automate the threat modeling activities.
The second chapter is devoted to a task related to threat modeling based on the
STRIDE framework for web applications. An analysis of the overall approach for
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designing an architecture is carried out, including web applications deployed on a web
server and the associated database represented as components on a diagram. Four

threat modeling solutions are proposed using different tools (Irius Risk, Microsoft

Threat Modeling Tool, OWASP Threat Dragon, Trike). Each tool has its advantages

and disadvantages. The PhD candidate has made a detailed comparative analysis.

In the third chapter, an approach for integrating the threat modeling process into a
DevSecOps pipeline is described with the aim of improved software development
process. A threat modeling framework is presented which includes the following
technologies:

1. Virtual environment consisted of a Jenkins web server hosted on a Windows
Server virtual machine, deployed in the cloud environment Azure supported by
Microsoft.

2. Threat modeling through the Irius Risk Software-as-a-Service platform.

3. Dynamic application security testing using the tool Owasp ZAP.

The integration of the threat modeling process into the DevOps pipeline represents a
significant advancement, ensuring modern practices in the software development.

The fourth chapter presents an analysis of experimental results and methods for
creating threat modeling diagrams. A comparison of approaches for manual and
automated threat modeling is presented. The proposed method is described, leading to
improvement and automation of the threat modeling process and dynamic
vulnerability scanning. The results of the conducted experiments on threat modeling
and dynamic vulnerability testing are also presented.

In the conclusion, the main results of the research are summarized, and perspectives
for future development of the topic are described.

6. Contributions of the dissertation
The contributions of the dissertation can be summarized as follows:

SCIENTIFIC:

- An automated method for threat modeling and dynamic security testing is proposed
which reduces the time required for the identification and wvalidation of
vulnerabilities in web applications by 82% compared to a semi-automated method.
This contribution falls within the group “Demonstration, using new means of
significant new aspects of already existing scientific fields”.

SCIENTIFIC-APPLIED:

- A comparative analysis of threat modeling methods and practices has been
conducted including manual, semi-automated and automated approaches.
- An approach for security management in CI/CD pipelines is proposed through the
integration of static (SAST) and dynamic (DAST) security testing tools within a
DevSecOps framework.

- A comparison between the results of threat modeling and the results of
vulnerability testing has been done confirming the validity of the analysis.



These contributions fall within the group “Creation of new methods and
classifications”.

APPLIED:
- A software prototype of an automated pipeline for threat modeling and dynamic

vulnerability testing has been developed using the IriusRisk and OWASP ZAP tools.

- A DevSecOps framework has been developed that combines SAST and DAST
tools with threat modeling, providing security monitoring within CI/CD pipelines.

- Experiments were conducted using the Spring PetClinic web application,
demonstrating the effectiveness of the proposed methods.

- A script has been developed that automates the threat modeling process,
providing the possibility for future extension using the PyTM framework.
These contributions fall within the group “Obtaining confirmatory facts.”

7. PUBLICATIONS CONNECTED TO THE DISSERTATION

In connection with the dissertation, four publications have been published. One of
them is a journal publication in “Transactions on Systems and Control,” and two are
papers presented at international conferences. All four publications are co-authored
with other specialists, with M.Eng. Lyuben Nikolov listed as the first author.

No citations of the listed publications by other authors are known to me.

8. AUTHOR’S ABSTRACT

The abstract is written in accordance with the requirements. Its content clarifies the
dissertation topic's relevance, formulates the research's main goal and objectives, and
reflects the results obtained.

9. PERSONAL PARTICIPATION

An analysis of the dissertation work and the presented list of publications related to
the dissertation leads me to conclude that the doctoral candidate understands the
state of the problem very well, and I have no reason to doubt his personal
participation in the research and in writing the dissertation.

10. REMARKS AND RECOMMENDATIONS REGARDING THE
DISSERTATION

I had the opportunity to review the dissertation prior to its discussion in the
department, as a result of which I made a number of substantive and editorial
comments. These comments, as well as the identified errors and omissions, have
been partially addressed. With regard to the current version of the dissertation, the
following remarks and recommendations can be made:

- The style of the dissertation in some places is not very appropriate, unnecessarily

complicated and at times difficult to understand.
- The text in many figures is in the English language and it should be in Bulgarian
(fig 13, 14 etc.)



- The algorithms on pages 40, 91, 98, 111, and others are presented in a
descriptive form. Using a graphical representation is more illustrative and is
generally accepted in scientific works.

- Figures 8, 9, 13, 22 are not clear and the explanation is missing

- It is not clear who created the DevSecOps model (page 68) and its validation

(page 88).

- At figure 41 the text is very difficult to read

- The citations are not presented in a generally accepted format. The absence of

source numbering makes it difficult to correlate the text with the corresponding
literature.

11. CONCLUSION

Despite the remarks, which are mainly of an editorial nature, the overall assessment of
the dissertation is positive. Taking into account the indisputable scientific, scientific-
applied, and applied contributions contained within the dissertation, the relevance and
significance of the researched topic, the dissemination of the doctoral candidate’s
achievements in the media, and his in-depth knowledge in the studied field, I consider
that the dissertation is in compliance with the requirements based on the Law on the
Development of the Academic Staff in the Republic of Bulgaria and the Regulations on
the Terms and Procedure for the Acquisition of Academic Degrees at the Technical
University of Sofia, therefore, 1 propose that MEng Lyuben Asenov Nikolov be awarded
the educational and scientific degree ,,Doctor” in the scientific field of ,Communication
and Computer Engineering” and scientific specialty ,,Automated information
processing and management systems”.
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