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Bbpxy ArrcepTaqr.roHeH lpyA 3a npli,qo6r.rBaHe Ha o6pa3oBaTeJrHa H HayqHa cTene[ ,,qokmop"
Arrop ua guceprarluoHHu, Tpy.4: .t4a?. uHctc. Jln6eu Aceuoe Huxoaoe
Terua ua .uucepraqlroxHul rpy,u: ,, Memodu u cpedcmaa ea ocu?yptlaHe ua sat4uma ua ye6
nptuolteHut"
r{:ren ua nayrnoro xyp}r: npoQ. d-p feopzu Llnuueee llonoe, rar. ,, Ru6epcuzypnocm", [7H 5.3

ArryarEocr na parpa6orranns B AnceprarlrrouHrrr rpya npo6.neu B Hayquo rr Hayqrro-
rrpuJrorr(Ho orHorrreu[e. Crenen n HrrBa Ha aroyanHocrra na npo6,reua u KouKperlrure 3aaaqr{,
parpa6orenu B A[ceprau[cra

Teua'ra na auceprarruorruur rpya e 6e3clopno arcyarJrHa KaKTo B HayqHo, TaKa r-r B flparTxqect<o

orHorrreHr.re. Curypnocrra ua ye6 npuroNeHlrrra npeAcraBnrBa KpHTuqeH acrreKT or qr,BpeMeHHr.rre

uurfopuaquoxuu crrcreMu, [peaBna HapacrBaulara cJroxHocr ua coQryepulrre apxl{rerT}pr, MacoBoro

Ir3non3BaHe sa o6:raquu rexHoJrornlr 14 Henpel<lcHaro eBoJiloapaurure Kl.r6ep3anraxu. I,lnrerpaqu-rra Ha

MeTOArr 3a MOAeJMpaIe Ha 3aIlJIaXIt, CTaTr,rqHO r.r AnHaMrrrrHO TeCTBaHe B paMK{Te Ha DeVSeCOpS AOAXOAIT

orroBap, Ha cbBpeMeHHure reHAeHrIr.[{ B pa3paboTKaTa Ha cr{rypeH cooryep.
flocraseHara uea r ([opruyn[paHr{Te r.r3cJre.uoBareJrcKr 3al\aqv ca ,cHo ae{IrnlrpaHu u

(opecnouAnpar c arryanunre norpe6uocru Ha [paKTrrxara, Karo ca Hacoqeuu K6M floBlrmaBarle Ha

erferrarnocrra, aBToMaru3arlrrrra r.r HaBpeMeHrrocrra flpr orrpuBaHe LI yfipaBneHl{e Ha yt3BLtMocrLI B

ye6 npuroNeuur.

Crenen sa rro3HaBane cLcrocurlero Ha [po6neMa rl TBopqecxa HrTepuperaq[s Ha

aHTepaTypHHs MaTeprrair

,{oxropairrr,r.qeMoHcrpr.rpa ao6po n03HaBaHe Ha ctcrorHaero Ha [po6JIeMa. Hanpaneu e o6croeu

:rureparypeu o63op Ha ctBpeMeHHr.rre Meroau u cpeAcrBa 3a 3aurrra Ha ye6 np[roxeHl.rr, BKJIIoqLITenHo

SAST, DAST, MoaeJrr.rpaHe Ha 3anJraxrr n DevSecOps rrpaKrr{Krl. Auarugrr o6xgarqa yrBtp.qeHlr

craH.[apru u prrMKn r<aro OWASP, STRIDE u CUCD no,ryoAure.

Jlareparypnure E3TorrHlrrlu ca peneBaHTHH r.r Kope(THo r.r3noJr3BaHl.r, Karo B Aucepralll4oHHIrfl TpyA

ce Ha6:loAaaa crpeMex r<rM o6o6qasaHe H crrcreMarr.r3r.rpane Ha c6rrlecrB)EarrluTe perrleHlrr.

Crorsercrsfie ua ut6panara MeroAnKa Ha lr3cJreaBaHe r! [ocraBeHara rleJr u 3aAaqn Ha

allcepTaurloHHIl, Tpya c nocTnrHaTriTe rrpllEocri

I4s6panara MeroAr,r(a Ha rr3cneABaHe e a,ue(Barua Ha rrocraBeHara uen r, 3aaarr[. I,bno:rgeaHu ca

no.qxoaflul4 MeTo.qI.r 3a aHzIJII,I3, MoaeJII.IpaHe I{ eKclepIlMeHTaIJIHa BaJILI.qaqEr, BKJIIOqITTeJIHO

cpaBur,rreneH aHanr.r3 Ha r.rHcrp),ri{euTr.r, pa:pa6ornaue Ha npororlttm u npoBex,uaue Ha eKclepHMeHTH B

KOHTpOnupaHa cpe.qa.

Ilocturnarure pe3yJrrarri B ocHoBHr.r JraHrlE cborBercrBar Ha npeABapr.ITeJrHo rf oprtry:rupauure

:a4avn. I,lxrerpaqu.[Ta Ha MoaeJIIrpaHe Ha 3anraxu crc crarr{rrHo n Ar.ruaMnqHo recrBaHe n DevSecops

CpeAa e nOrHi{HO apryIt{eHTupaHa E eKCIIepIrMeHTanHo IrJIIOcTpupaHa.
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Hay.uru nhr,rn nay.rno-nprrJroxHn rrpnHocn Ha arrceprarluoHHrls rpyA

B gncep'raquonHr-r, TpyA ca OopMyJrr.rpanr,! HayrrHr,r u Hayqgo-[panoxEu upr.rHocu, cB6p3anu c

aBTOMaTr,r3arIU.'rTa Ha [poqeclrTe no Moaenl.IpaHe I{a 3alrJraxu r.r TecTBaHe Ha y8BrrMocTr{, karoo E c
rrHTerpaqlma un e DevSecOps. Ocuornurr rrpaHoc e cBrp3aH c rrpeAnoxex rr eKclepr.rMeHTaJrno

BaJrrrAr,rpaH aBToMarr,r3upzlH [oAxoA, (oftTo BoAx ,qo caqecrBeHo ctxpalrlaBaHe Ha BpeMero 3a

Iraenr $nxaqus r4 Barnurupane Ha yr3Br,rMocru r.r Aoflpr,rHac, 3a [oBnrrraBaHe r{a e(berTl,rBuocrra Ha

flpoqec]rTe no carypHocT,

Hayruo-nparoNurrre r, flp]rnoxHuTe rrpaHocl{ ca [o-.,IcHo l.i3pareHr.r r.r BrurrcqBar pa3pa6ornane na

npoToTr.rllHr.r pellreHur, cpaBHuTenHrr aHaJrr.r3H Ha rrHcTp],].{eHTr{ H eKcnepl4MeHTanHa AeMoHcTpaIIH, Ha

etferTunnocrra Ha npeAnoxeuxre [oaxoa]r. Tesu npauocr,r HMar rroreurlrraJl 3a npa(Tllqec(o

nprrJroxeHlre, oco6eno B cpe.qr, 3a pa3pa6or:xa ua ye6 flprnoxeHrrr.

llpeqenna na ny6.nuxaquure no arlcepraunounnq rpyA

fly6lrraqur.rre, cBbp3alrll c AxcepraulrouHts, tpya, ca peneBaHTnu Ha reMarr{Kara u orpa3.[Bar

ocHoBHu pe3ynraru or r.r3cJreaBaHero. Te ca uy6nur;naHn B HayrrHlt rlopyrtlu i v34arufl, Korrro ca

pa3[o3uaBaeMrr B o6Jracrra Ha KoMlrortpur,rre HayKr4 lr xu6epcurypnocrra. Bposr Ir xapaKTeptT Ha

ny6auraquure orroBapsr Ea Mr.IHuMaJrrlr.rre rr3r.rcKBauwr sa npugo6unaue na o6pasoaare:ruara LI HafIHa

creneu ,,gorrop".

Muexnr, flperropbKrr u 6e"rexxu

.{ucepT aquonnr,rslrpyA e ao6pe crpyKTypllpaH I,I roruqecrl,I uocreaoBareJleH. Z:roNeauero e

,cHo, MaKap rra Mecra Aa ce Ha6rroaaBa orrucareJrHocr r.r [oBTopceMocr npl{ [peacraBruero Ha

yrBr,paeHg Kouuenqxx E rrucrppeuru. Karo npenopbxa Moxe ,qa ce or6elexu neo6xogrluocrra ot orqe

flo-scHo pa3rpaHnqaBaHe MexAy aBTopcK]rTe perxeHr.r, u cbrqecTByBarqllTe npaKTLrKLI, KaKTO H IIO-

taarr6oqeHo o6crx.uase Ha orpanuqeHr,rsra Ha npeanoxeHr.rre MoaeJra, Koero 6[r nosuuluto

AolbrrHr{TeJrHo Hayr{rrara crofiHocr Ha rpyAa.

flpenoprvureruo e pe3ynrarrrre or u3cJreaBaHe:ro .{a 6sAar Aopa3BLIrI.I u ny6raxyraHu r
peHoMupaHu Mex,qyHapoAHx crrrlcaHru c ulrnaxr t[arrop.

3arc,rroqenne

flpe4crarenurr or Mar. r{Hx. JLo6eu Acenon Hll(orroB ArrceprarlxoHeH Tpya ,,Meroau l,t cpeAcrBa

3a oc[ryprBaue Ha 3aur.rra ua ye6 npuroxeHur" npeAcraBn Ba 3aB6plleua HayqHo-flpunoxta
pa:pa6o'rra c .scHo r.{3pa3ena npaxrurrecKa HacoqeHocr. Tpyalr n ocrroBHr.r nrrHlrr,r orroBap, Ha

H3IrcKBaHlsra 3a npra4o6unane na o6paaorarelnara LI HayqEa creleH ,,Ao(Top".

.{aaau noloxnrenua oqeuKa Ha Ar{ceprarlrroHHr-r, Tpya r,r [pe.4JraraM ua yoaxaeuoro HafIHo xyp[
Aa [p]rcBArr o6pa3oBarergara r,r Ha)rqHa creneu ,,.{orrop" ua uar. I,iHx. JIrc6eH Acenos Huxoror no

npotfecuona:ruo HarrpaBneHr,re 5.3. Koruy'riuraqlloHHa 14 KoM[rortpHa rexHrrKa, HayqHa cneufia"'lHocr

,,Kounrcrrpuu crrcreMr.r, KoM[]reKcn n rupeNu".
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SCIENTIFIC OP]NION

Relevance ofthe problem developed in the dissertation work in scientific and scientific-applied
terms. Degree and levels ofrelevance ofthe problem and specific tasks developed in the dissertation

The topic of the dissertation is undoubtedly relevant both scientifically and practically. Web

application security is a critical aspect of modem information systems, given the increasing complexity

of software architectures, the widespread use of cloud technologies and the constantly evolving cyber

threats. The integration of threat modeling methods, static and dynamic testing within DevSecops

approaches meets modem trends in the development of secure software.

The set purpose and the formulated research tasks are clear defined and correspond to the current

needs on the practice , as are targeted to increase on efficiency , automation and timeliness at discovery

and management olwlnerabilities in web applications.

Degree of knowledge of the state of the problem and creative interpretation of the literary
material

The PhD student demonstrates a good understanding of the state of the art of the problem. A
comprehensive literature review of current methods and tools for securing web applications, including

SAST, DAST, threat modeling, and DevSecOps practices, is conducted. The analysis covers established

standards and frameworks such as OWASP, STRIDE, and CI/CD approaches.

The literary sources are relevant and correctly used, and the dissertation demonstrates an effort to
generalize and systematize existing solutions.

Compliance of the chosen research methodology and the set goal and objectives of the
dissertation with the contributions achieved

The chosen research methodology is adequate to the set goal and objectives. Appropriate methods

for analysis, modeling and experimental validation were used, including comparative analysis of tools,

development ofprototypes and conducting experiments in a controlled environment.

The achieved results are broadly consistent with the previously formulated tasks. The integration of
threat modeling with static and dynamic testing in a DevSecOps environment is logically argued and

experimentally illustrated.

Scientific and/or scientific-applied contributions of the dissertation work

The dissertation presents scientific and applied contributions related to the automation of thrcat

modeling and wlnerability testing processes, as well as their integration into DevSecOps. The main

contribution is related to a proposed and experimentally validated automated approach, which
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significantly reduces the time for vulnerability identification and validation and contributes to increasing

the efficiency of security processes.

The applied and applied contributions are more pronounced and include the development of
prototype solutions, comparative analyses oftools, and experimental demonstration of the effectiveness

ofthe proposed approaches. These contributions have the potential for practical application, especially in
web application development environments.

Assessment of dissertation publications

The publications related to the dissertation are relevant to the topic and reflect the main results of
the research. They have been published in scientific forums and publications that are recognizable in the

field ofcomputer science and cybersecurity. The number and nature ofthe publications meet the minimum
requirements for acquiring the educational and scientific degree "doctor".

Opinions, recommendations and notes

The dissertation is well structured and logically consistent. The presentation is clear, although in
places descriptiveness and repetition can be observed in the presentation ofestablished concepts and tools.

As a recommendation, the need for an even clearer distinction between the author's solutions and existing

practices, as well as a more in-depth discussion of the limitations of the proposed models, which would

further increase the scientific value ofthe work, can be noted.

It is recommended that the results of the study be further developed and published in reputable

international joumals with an impact factor.

Conclusion

The dissertation work "Methods and means for ensuring the protection of web applications"

presented by M.Eng. Lyuben Asenov Nikolov is a completed scientific and applied work with a clearly

expressed practical focus. The work basically meets the requirements for acquiring the educational and

scientific degree "doctor".
I give a positive assessment ofthe dissertation work and propose to the esteemed Scientific Jury to

award the educational and scientific degree "Philosophy Doctor[ lo M.Eng. Lyuben Asenov Nikolov

in professional field 5.3. Communication and computer technologt, scientific specialty "Computer

systems, complexes and networks".
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