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BBPXY JHCEPTALHOHEH TPY/ 3a NpH100HBaHe Ha 00pa3oBaTe/lHa H Hay4Ha CTeneH ,,/lokmop™
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ABTOp Ha JUCEPTAIMOHHUSA TPYA. Mae. undc. Jlroben Acenoe Hukonog
Tema na gucepranmuoHHuS TPYA: ,, Memoou u cpedcmea 3a ocuzypsasane Ha 3awyuma Ha yeb
YileH Ha HAYYHOTO KYpH: npogh. 0-p I'eopau Hnunves Ilonos, kar. ,, Kubepcuzyprnocm ™, ITH 5.3

npunoxfcenus "
AKTYaJIHOCT Ha pa3paboTBaHHS B JHCEPTALNHOHHHA TPY/A NpodjeM B HAYYHO H HAY4YHO-
NpUI0kHO oTHomeHHe. CTeneH W HHBA HA AKTYAJHOCTTAa HA Mpod.jieMa H KOHKPETHHTE 3a/1a4H,

Temara Ha JUCEPTAlHOHHHA TPy € 6€3CHOPHO aKTya/IHa KakKTO B HAY4YHO, TaKa H B IIPaKTHYECKO

pa3paboTeHH B IHCEPTALIHATA
otHomeHue. CHrypHocTTa Ha yel MpHIIOKEHHATa Ipe/CTaBlIsBa KPHTHUCH acleKT OT ChBPEMEHHHTE
HHOOPMALIHOHHH CHCTEMH, TIPEJIBH/I HapacTBallaTa CI0KHOCT Ha COPTYEPHHTE apXUTEKTYPH, MaCOBOTO

W3M0/I3BaHe HAa 00/IaUHH TEXHOJIOTHH W HENPEKbCHATO eBOMIOMpaluTe KuOep3amiaxu. Marerpanusra Ha
METOIH 32 MOJIeTTMpaHe Ha 3aIUIaxH, CTATHYHO U IWHAMHYHO TecTBaHe B paMkuTe Ha DevSecOps noaxoan
OTroBaps Ha CHBPEMEHHHTE TEH/ICHIIUH B pa3paboTKaTa Ha CUTYpeH co(Tyep.
[TocraBenarta men u (QopMmyIHpaHWUTe W3CIENOBATENICKH 3ajaud ca sCHO AeDHHHUpAHH H
KOpECHOHIUpaT C aKTyaJlHUuTe MOTpeOHOCTH Ha IpaKkTHKara, KaTo ca HACOYEHH KbM IIOBHINABAHE Ha
edekTHBHOCTTA, aBTOMATH3aMATa U HABPEMEHHOCTTA NIPH OTKPUBAHE M YMPABJIEHHE Ha YA3BHMOCTH B

CreneH Ha MNO3HABAHE CHLCTOSIHHETO HA npoﬁﬂema H TBOp4YEeCKa HHTEpIpeTalHd Ha

yeO MpHIIOKEeHHS.
JloxTopanThT AeMOHCTpHpa 100po Mo3HaBaHE Ha ChCTOSHUETO Ha npodiiema. Hanpasen e 00cToeH

JUTEPATYPHHS MaTepHAJ
THUTEepaTypeH 0030p Ha ChBpEeMEHHUTE METO/TH H CPEICTBA 3a 3alIUTa Ha yed NPHIIOKEHHS, BKITIOYHTETHO
SAST, DAST, mozmenupane Ha 3amnaxd H DevSecOps mpakTHKH. AHaMM3bT OOXBallla YTBBPICHH

crangapti u pamku kato OWASP, STRIDE u CI/CD noaxoaure.
BKJTFOUHTEITHO

ce Habmoaara CTPEMEIK KbBM obobmiaBane u CHCTEMAaTH3HpaHe Ha ChIICCTBYBAIIUTE PEIIICHHA.

HHTepaTypHHTe H3TOYHHIIH Ca PCIICBAHTHH H KOPEKTHO U3II0JI3BaAHH, KaTO B JUCEPTALlTHOHHUA TPYJ
CboTBeTCTBHE HA mﬁpaHaTa METOAHKA Ha H3C/J¢ABaHE H MOCTaBcHATa LeJ H 3aJa4vHd Ha

AHCEPTANHOHHHSA TPYA ¢ MNOCTHIHATHTE NPHHOCH
1/136paHaTa METOJHKA Ha H3CJIe/IBaHe e aJleKBaTHa Ha IocTaBeHaTa 1iell u 3amadd. M3nonssanu ca
NOAXOAAId METOAH 3a aHald3, MOJCIIHpaHE M CKCICpUMEHTallTHa BaJIMIallvsd,
CpaBHHTEJICH aHAIIU3 Ha HHCTPYMEHTH, pa3pa60TBaHe Ha IIPOTOTHUIIH H NMPOBEXKIAHE HA EKCIICPUMEHTH B
3a1a4H. HHTEFpaHHﬂTa Ha MOJEIHpAaHe Ha 3all/laXHd CbC CTATHYHO U JWHAMHYHO TECTBAHE B DGVSCCOPS

KOHTpOJIHpaHa cpeaa.

[TocTHrHaTHTE pe3ynTaTH B OCHOBHH JIWHMH CHOTBETCTBAT Ha NPEABAPHTENHO (HOPMYIHpaHHTE
cpeja e JIOTHYHO apryMEeHTHpaHa U eKCIIepHMEHTATHO HIIIOCTPHpaHa.



Hay4nu u/MaH HAYYHO-IIPHJIOKHH NPHHOCH HA JHCEPTALHOHHHSA TPY

B mucepranuonHHs Tpyn ca GOpMYJIHpaHH HayYHHM M HAyYHO-IIPHJIOXKHH NPUHOCH, CBBP3aHH C
aBTOMATH3alMATa Ha MPOLECHTE MO MOJAEIMpaHe Ha 3alUlaxH W TECTBAHE HA YSA3BUMOCTH, KaKTO H C
uHTerpauusaTa UM B DevSecOps. OCHOBHHMAT NMPHHOC € CBBP3aH C MPEIIOKEH M E€KCIEPUMEHTATHO
BAJIMJMPAH aBTOMATH3HpaH MOJAXOZ, KOHTO BOAM [0 CBIIECTBEHO CBbKpalllaBaHE HAa BPEMETO 3a
HIeHTH(UKAIMS W BaJIWJAMpaHe Ha YA3BHMOCTH M JIONIPHHACH 3a MOBHIIABaHEe Ha e(EKTHBHOCTTA Ha
IPOLIECHTE 110 CHTYPHOCT.

Hay4Ho-npu/I0KHHUTE H IPHIOKHUTE IPUHOCH ca MO-SICHO W3pa3eHH M BKJIIOYBAT pazpaboTBaHe Ha
IPOTOTHIIHH PEIIEHHS, CPABHUTEIHH aHAIU3H HAa MHCTPYMEHTH M €KCIIEpUMEHTAIHA JEMOHCTpalUsI Ha
e(eKTUBHOCTTA HA TNPEIOKEHUTE IMOAXOAH. 1€3M NPHHOCH HMaT MOTEHLHal 3a MIPAKTHYECKO
IPUJIOKEHHE, 0COOEHO B Cpeu 3a pa3paboTka Ha yed MpUIoKEHHUS.

IIpenenka Ha my0/IMKANMHATE MO JHCEPTALHOHHHS TPYA

[TybnuxanunTe, cBbp3aHU ¢ AUCEPTALMOHHHUS TPYH, Ca PEJIEBAHTHH Ha TEMaTHKaTa W OTpassBaT
OCHOBHHU pe3y/lTaTH OT H3cleaBaHeTo. Te ca myOnMKyBaHH B HayyHH (GOpyMHM M HM31aHHUs, KOMTO ca
pasno3HaBaeMH B 00NacTTa Ha KOMIIOTHPHHUTE HAayKH W KHOEPCHI'YPHOCTTAa. BpoAT M XapakTephT Ha
MyOIMKAIMHTE OTTOBAPAT Ha MUHHMATHHTE H3UCKBAHUS 3a Npuo0HBaHe Ha oOpa3oBaTeHara U Hay4Ha
CTEIEH ,,JOKTOp®.

MHenus, NpenopbKH H 6e1eKKH

JlucepTamMOHHUAT TPYA € JoOpe CTPYKTYPUPAH M JIOTHYECKH MocjenoBaTeseH. M3noxkennero €
ICHO, Makap Ha MecTa Ja ce HaOmoJaBa OMMCATETHOCT H IMOBTOPAEMOCT NPH INPEJICTaBIHETO Ha
YTBBPICHHN KOHIEIIHH U HHCTpyMeHTH. Kato npenopbka Moxe 1a ce otOenexku HeoOX0AUMOCTTa OT OLIE
MO-SCHO pa3srpaHAyYaBaHE MEXIy ABTOPCKHTE PEIleHHs U CHIIECTBYBALIMUTE IPAKTHKH, KAaKTO H IIO-
3a1b100UeH0 O0CHXKJaHe Ha OrpaHHYeHHATAa HA IPEUIOKEHHTE MOJENH, KOETO OH TOBHIIMIIO
JION'BITHATEIHO Hay4yHaTa CTOMHOCT Ha Tpy/a.

[lpenopbunTeTHO € pe3yiTaTHTe OT HW3clAeaBaHeTO Ja OBJAT JOpa3BUTH H MYOJHMKYBaHH B
PEHOMHMPAHH MEKIYHAPOIHHU CIIUCAHUS C HMIIAKT (HaKTOP.

3akaoueHue

[IpencraBeHusT ot Mar. HHX. JIto6eH AceHoB HukonoB aucepraiuoner Tpya ,,Metonu u cpeacTsa
3a OCHTypsBaHe Ha 3amMTa Ha ye0 NpWIOKeHHsA™ NpelcTaBisBa 3aBbpIICHA Hay4HO-IPHIOKHA
paspaboTKa ¢ SICHO H3pa3eHa NpakTH4Yecka HAcOYeHOCT. TpyabT B OCHOBHH JIMHHHM OTroBaps Ha
H3UCKBaHKUATA 32 IpuU00KHBaHe Ha oOpa3oBaTe/HaTa M Hay4Ha CTEIeH ,,JOKTOp™.

JlaBaM MoJIO)KHTENTHA OLIEHKA Ha AMCepTAl[MOHHUS TPy U IIpeAaraM Ha yBakaeMoTo Hay4Ho xKypu
na mpuchau obpa3oBaTesHaTa W HayvHa creneH ,,JIoktop™ Ha Mmar. HHX. Jllo6eH AceHoB Hukonos mo
npodecnonanHo HampasneHue 5.3. KoMyHHKAallMOHHA M KOMIIOTbpHA TEXHUKA, HAy4yHa CIELHAJIHOCT
» KOMITIOTBPHH CHCTEMH, KOMILIEKCH U MPEKH™.

Hara: 08.01.2026 r. YJIEH HA XXYPUTO:
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SCIENTIFIC OPINION

on dissertation labor for acquisition on educational and scientific PhD degree

And second on the dissertation work : M. Eng. Lyuben Asenov Nikolov

Topic on the dissertation labor : "Methods and means” to ensure the security of web applications”
Member on scientific jury : Prof. Georgi llinchev Popov, PhD department " Cybersecurity ", PF 5.3

Relevance of the problem developed in the dissertation work in scientific and scientific-applied
terms. Degree and levels of relevance of the problem and specific tasks developed in the dissertation

The topic of the dissertation is undoubtedly relevant both scientifically and practically. Web
application security is a critical aspect of modern information systems, given the increasing complexity
of software architectures, the widespread use of cloud technologies and the constantly evolving cyber
threats. The integration of threat modeling methods, static and dynamic testing within DevSecOps
approaches meets modern trends in the development of secure software.

The set purpose and the formulated research tasks are clear defined and correspond to the current
needs on the practice , as are targeted to increase on efficiency , automation and timeliness at discovery
and management of vulnerabilities in web applications.

Degree of knowledge of the state of the problem and creative interpretation of the literary
material

The PhD student demonstrates a good understanding of the state of the art of the problem. A
comprehensive literature review of current methods and tools for securing web applications, including
SAST, DAST, threat modeling, and DevSecOps practices, is conducted. The analysis covers established
standards and frameworks such as OWASP, STRIDE, and CI/CD approaches.

The literary sources are relevant and correctly used, and the dissertation demonstrates an effort to
generalize and systematize existing solutions.

Compliance of the chosen research methodology and the set goal and objectives of the
dissertation with the contributions achieved

The chosen research methodology is adequate to the set goal and objectives. Appropriate methods
for analysis, modeling and experimental validation were used, including comparative analysis of tools,
development of prototypes and conducting experiments in a controlled environment.

The achieved results are broadly consistent with the previously formulated tasks. The integration of

threat modeling with static and dynamic testing in a DevSecOps environment is logically argued and
experimentally illustrated.

Scientific and/or scientific-applied contributions of the dissertation work

The dissertation presents scientific and applied contributions related to the automation of threat
modeling and vulnerability testing processes, as well as their integration into DevSecOps. The main
contribution is related to a proposed and experimentally validated automated approach, which



significantly reduces the time for vulnerability identification and validation and contributes to increasing
the efficiency of security processes.

The applied and applied contributions are more pronounced and include the development of
prototype solutions, comparative analyses of tools, and experimental demonstration of the effectiveness
of the proposed approaches. These contributions have the potential for practical application, especially in
web application development environments.

Assessment of dissertation publications

The publications related to the dissertation are relevant to the topic and reflect the main results of
the research. They have been published in scientific forums and publications that are recognizable in the
field of computer science and cybersecurity. The number and nature of the publications meet the minimum
requirements for acquiring the educational and scientific degree "doctor".

Opinions, recommendations and notes

The dissertation is well structured and logically consistent. The presentation is clear, although in
places descriptiveness and repetition can be observed in the presentation of established concepts and tools.
As a recommendation, the need for an even clearer distinction between the author's solutions and existing
practices, as well as a more in-depth discussion of the limitations of the proposed models, which would
further increase the scientific value of the work, can be noted.

It is recommended that the results of the study be further developed and published in reputable
international journals with an impact factor.

Conclusion

The dissertation work "Methods and means for ensuring the protection of web applications"
presented by M.Eng. Lyuben Asenov Nikolov is a completed scientific and applied work with a clearly
expressed practical focus. The work basically meets the requirements for acquiring the educational and
scientific degree "doctor".

I give a positive assessment of the dissertation work and propose to the esteemed Scientific Jury to
award the educational and scientific degree "Philosophy Doctor" to M. Eng. Lyuben Asenov Nikolov

in professional field 5.3. Communication and computer technology, scientific specialty "Computer
systems, complexes and networks".

Date: 08.01.2026 JURY MEMBER:
/Prof. George Popov/



