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Bbpxy Ahce pTa qhoHeH rpyrq

aa npNgo6rBaHe xa o6paaogare.[Ha h Hayt{Ha creneH ,,g,oxrop,,,

Aerop Ha gncepraqnoHHHn rpyA: Mar. rHx. Jlp6ex Acexoe Hrxonoa
Tema Ha AhcepraqhoHHrfl TpyA:,,Merogr,r ,r cpe,qcrBa 3a oc[rypf,BaHe Ha 3ar414Ta Ha

ye6 npraox(eHrr "
PeqeHaeHr: npo$. A-p Mrnexa Krprnoaa /larapoaa-Mrqeea

Karerqp a Komn oru p H r,t cncre M n, QKCT, Tex H rq ec x h yH HBe pcnrer-co Qra n

Hacronqara peqeH3lrfl e n3rorBeHa B HaqecrBoro MH Ha q,EeH Ha Hayr{Ho xyp14,
Ha3HaqeHo sbc 3anoee4 Ne O)l{-5.3-59130.fi.2125 r. Ha pexropa Ha TexHrqecxr
yHuBepcHTer-Co$rn h nporoxon or nbpBo 3aceAaHhe Ha HayqHoro xyph or tZ.tt,ZOZS r,

,Qoxropaurur Mar. nxx. flp6ex AceHos Hrxoroe e 3aqncreH B 3aAoqHa AogTopaHrypa
no AoHTopcKa nporpaMa ,,KoMnlorbpHu cHcreMH, KoMn.fleKch t4 Mpex{n" e npoQechoHa.rrHo
HanpaBreHne 5.3 KonnyxnxaqhoHHa r KoMnnrbpHa rexHHKa KbM KareApa ,,HoMnrcTbpHl4
cncle,l'i.u" BbB Oaxyarer no Komnortpun cHcreMH h rexHo,floIt4r npr Texnrqecxr
yHHBepcHTer-Co$rar xa 1.09.2021 r. ,QorropaHTbr e u3nbrHh n AHAnenAyanHhR cH nnaH H e
noroxh.Il Bc[qKil u3nnrn or Ao]oopaHTCKHfl Mr4Ht4MyM. OrqncaeH e c npaBo Ha 3at4hra Ha
7.a9.7o24 r. c peueHre xa OC xa OHCT {l-lporoxon Ne1u26.05.zoz4 r.} r 3anoeeg
NpZL3ol72.a7.2a24 r. xa Pexropa Ha TY-CoQran, Flo npeg4ox(eHhe Ha Kare4peHilr cbger Ha
KareApa ,,KoMnlorbpHt4 cttcreMr" (flporoxoa Ns2/20.10.2025 r.) c peuexue Ha eaxylrerxrn
cbBer Ha OKCT (llporoxon N12/27.7O.2A25 r.) e B3ero peuleHxe 3a pa3xphBaHe Ha
npoqeAypa aa ny6aruua 3aLqHTa Ha AhcepraquoHHt4s My rpyA.

I'. Axryanxocr Ha parpa6oreaHrn B AncepraqxoHHmf, rpyg npo6neM B HayqHo H Ha\^{Ho-
npxfloH{}to olHoueilre

flpegcraaeHrsr AilcepraqroHeH TpyA e HacoqeH KbM l43cneABaHe Ha MeroAr4 t1

cpeAcrBa 3a ocxrypflBaHe Ha 3au{hra xa ye6 nprnoxeHnn ta aBToMaru3ypaHo MoAergpaHe
Ha 3an,flaxH qpe3 HHTerpaqus Ha CTarvg{u u AhHaMHqHh recroBe Ha ys3BhMocTh 3a
no4o6pnaaHe Ha cHrypHocrra B x{t43HeHrR qrKbn xa paapa6orxa Ha co$ryep aa ye6
npHnoxeH[n. Temara Ha AucepraL{roHHnfl rpy4 e H3xrtor{HTenHo axryarHa, ltfi Karo
cHrypHocrra Ha ye6 npH.rtox{eHHrra e cpeA xafi-xpurruxnre npeAh3BHKare.flcrBa B

cbBpeMeHilara rxSopMaqhoHHa cpeAa. C xapacraau.lara AHn4Til nuletPll, BHeApf BaHero Ha
o6naqxn rexHororu14 t4 DevOps/DevSec0ps npaKTHKl4, Hyx{Aara or e$exrraxr n
aBTOMarr3t4paHV peuJeHHR 3a OTKpl4BaHe H npeAoTBpaTsBaHe Ha yR3BHMOCTH CTaBa BCe no-
Hanex{al4a' [4acae4aaHero npeAcraBeHo B AhcepraqHoHHr4R rpyA HaMrpa npeceqHara roqxa
MexAy co$ryepxoro ,rHxeHepcrBo ta xn6epcrrypHocrra, gee o6lacrh c x,npqoBo 3HaqeHhe
3a pa3Brruero Ha crBpeMeHHoro rxQopMaqHoHHo o6qecrao.

[elra Ha AHcepraqHoHHHR TpyA e Aa H3creABar npaRrHKr,lTe x MeroAHTe, H3nolsBaHH
3a reHepHpaHero Ha ye6 xaxepcKu araxr h Aa ce npeAnoxh H r43cnegBa noAXoA 3a
aBTOMarH3r'tpaHo MoAenhpaHe Ha 3an.naxhre c HHTerpaLlhR Ha hHCTpyMeHTH 3a CTarr4rtHh r,l

AHHaMHqHh recroBe Ha yn3Bt4Mocrr4 3a no4o6pneaHe Ha chrypHocrra I xh3HeHns qnKrr, Ha
paapa6orxa Ha co0ryep sa ye6 nprnoxeHnfl c qen nocrrraHe Ha onrnMarHa chrypHocr h
HaAe)r{AHocT Ha npHnoxeHunTa B cbBpeMeHHhTe AHHaMW!fiU Vl pa3npeAeneHh cpeAh,
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Bls epuaxa c QopnnynrapaHara Lle, Ha AhceprallroHHr4ff TpyA H ua 6aaara Ha aHa.flh3 Ha
TeKyu-loro cbcro8HHe Ha npo6neMHara o6lacr ca $opnnynrpaHu KoHKperHH 3aAaq6 3a
nocrhraHe Ha nocraseHara L{e.n: (1) Aa 6tgar npoyqeH[ H t43cneABaHil noAxoAh, MeToAH t4

anropHTMh 3a curypHocr Ha AaHHH, Kohro ce crAlpx{ar e ye6 nphrox{eH1fl, KaKTo H

ecrecrBoro Ha araKnre H TRxHoro etageficrahe Bbpxy crrypHocrra; (2) .Qa ce H3creABa
Bb3Moll{HofiTa 3a excnnoaraqrn xa ye6 npHrox{eHHR qpe3 TecreaHe or coQryepHh perxeHrf
3a xr6ep0arypHocr, KoHTo ce H3non3Bar 3a oqeHxa Ha p[cKa I yn3BrMocrra a ye6
nph/lox{eH[nra; (3) ,(a ce h3c.neABar, paapa6ornr t,t hHTerpupar MeroAl,r 3a MoAennpaHe Ha
3anraxHTe, cTaTHqHo u AnHaMl4t{HO TeCTBaHe Ha yf3BHMOCrhf c qe, nogo6pnaaHe Ha
crrypHocrra B xr43HeHI4n qhr{bn xa paapaoorKa Ha co$ryep aa ye6 nprrox{eHHn; {4} Aa ce
npeAroxar MeroAl4 H peueHhfl 3a cHrypHocr, KoHTo hMaT 3a qen Aa ocHrypfT klHTerpurer H

3aqhra Ha AaHHhTe cpeqy pa3nhqHH araKH. Onpegeaauero Ha qenra H RoHXpeTHHTe
3aAaq14, cBbp3aH], c nocrXraHeTo fi, ca o6ocuogaHr or aBTopa KopexTHo H h3qepnarerHo.

2. Crenex Ha no3HaoaHe cbcronHltero xa npo6nema r rBopqecxa HHTepnperaq14f, Ha
nlrTepaTypH H8 MaTepHan

,.QNcepraqroHHHflT TpyA o6xeaqa reMarhKa, xorrro BK.rlrcqBa ueo6xogrmocr or
n03HaBaHe Ha oco6exocrnre Ha npeAMerHHTe o6,lacru co$ryepHo HHxeHepcrBo v
xr6epcnrypHocr, Kaxro ra cneqraQxKara Ha crqecrByBau{HTe no4xoAr,r h MeroAH 3a 3aqhra
Ha ye6 npuroxeHnfl 14 aBToMarh3ilpaHo MoAerrpaHe Ha 3annaxp. l-{enra Ha

Al4CepraL{HoHHhn rpyA u nocraBeHHTe 3a peuaBaHe 3aAaL{h H3HCKBaT ragr:noovexo
npoyqBaHe h no3HaBaHe Ha cbu{ecrByBaq}rre noAxo.qx 3a crarHqHo h AHHaMhqHO TeCTBaHe
Ha yR3814MOCTI4, KaNTO H Ha npaKTHKl,lTe s DevSecops cpeAa. flr,rreparypHoro npoyr{BaHe e B

ocHoBara Ha $opanynrapaHara qen h cgbp3a]{HTe c Hefl 3aAaqH 3a nocrnraHero h,
5nlnuorpa0cxara cnpaBKa no AHcepraqHoHHHn rpyA cbAlpxa o6u4o 1L4 HsroqH,,'Ka, B ToBa

'lHcro 5 hHrepxer aApeca. l-lunapaurre ,xreparypHu l43Tor{Ht4qr4, Ha KoHTo e 6aaupau
cpaBHHTe-nHhfl ,HTeparypeH aHarH3, o6xaaqar HayqHu H3cfleABaHnfl H crarHn B HayqHh
w34aHwn H MexAyHapoAHl,t xou0epeHqrn, Karo noBeqe or noroBnHara or rflx ca
ny6nraxyaaH[ B noc/teAHhre 5 rogruN. Hanpaaeurnr nilTeparypen o6aop H cpaBHHTereH
aHa.nH3 noKa3BaT yMero HHTepnperHpaHe oT aBTOpa Ha pereBaHTHHTe HayqHil h3TOr{HHqH OT
o6nacrnte co$ryepxo HHxeHepcrBo vt xwlepcurypHocr. t{pea KpHTt4qeH a1ann3 Ha
cbulecrByBau{HTe noAXoAt4 h MeroAH 3a 3au{xra xa ye6 npnrox{eHhg H aBToMarh31paHo
MOAerHpaHe Ha sanraxH ca onpeAeneHH TexHHTe orpaHHqeHHf H BT3MOX{HOCTH 3a
HaArpaxAaHe H e l43rpaAeHa apryMeHTnpaHa ocHoaa 3a paapa6oraaHe Ha hHTerpppaH kt

HHoBarhBeH noAxoA 3a noBHuIaBaHe Ha chrypHocrra B xh3HeHHf qhKt ua paapaoorKa Ha
ye6 npHnoxeHnn. Toaa cBuAerencrga 3a orrrr{Ho nosHaBaHe Ha npo6neruarhxara vl

cbBpeMeHHhre nocrhx{eHHRTa e oSaacrra or crpaHa Ha AoHTopaHTa.

3. CuoreercrBne xa ra6paHara MeroArxa Ha H3cneflBaHe c nocraaeHara qer; x sagaqx Ha

AHCepTaq[oHHl,tf, TpyA

kla6panara MeroAxxa 3a npoBelKAaHe Ha HayqHhre HacreABaHHR ce 6a:Npa Ha
cHcreMeH cpaBHHTereH aHaru3 Ha oco6esocfl,tre w pa3nnqlure acnexTh Ha pa3rnex{AaHara
TeMarhqHa o6racr, Ha ocHoBara Ha xofiro e HanpaBex o6ocxoeax ra6op Ha MeroAH t4

cpeAcrBa 3a peuaBaHe Ha nocraBeHrre 3aAaqn. npegaoxexrre, paapa6orexN yt

H3CreABaHu no.qxoAH, MeroAH H anropr{TMh ce ocHoBaBar Ha apryMeHTUpaH Na6Op,
TeoperHqHa o6ocxoaKa, eKcneprmeHTa/rHa oqeHKa ra aepra$rxaqnn Ha Bb3MoxHocrilTe 3a
npaKThqecKoro tlM h3no.n3BaHe, Koero ocltryptBa He caMo nocrHraHe Ha qenra Ha

Ahcepraqxfra, Ho no3Bo.qRBa o6exrusxa oqeHKa Ha npeAroxeHHTe peueHHfl n
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nocrrrHarHTe pe3ynrarH. Merogrvecxr ArcepraqHoHHHRT TpyA e /lorhqecKH
nocneA,oBaTerleH r aAeKBaTeH no oTHouieHhe xa na6paxara 14 nphnoxeHa MeroA14ga Ha
npoBex{AaHe Ha HayqH,'rre r3creABaHrR, KoeTo o6yclaan ycneulHo nanb,[HeHhe Ha
nocTaBeHuTe qe, r 3aAar{H Ha AHCepTaqhoHHHfl TpyA.

4. Hparxa aHarIHTtf{Ha xapaxrep[cr]rxa n oqeHxa Ha gocroBepHocrra Ha Marep1aana,
Bbp)ry xoiro ce rpaAnr flpr{Hoclre Ha AxcepraqnoHHxn rpy4

flpegcraaexNar ArcepraqhoHeH TpyA e crpyxrypHpaH B yBoA, qerhph tnasl',
3aK.rlloqeHHe, cnhsbK c npHHOcH nO ArcepTaqiloHHhn TpyA, cnhc'bt( c ny61rxaqran no
AHcepraqhoHHl4fl Tpy& cnHcbl{ c yqacrhe B HayqHo-r43cneAoBarencKh npoexrH, cnHcbH c

Qurypn, cnrcbx c ta6nnqu, cnncbx c h3nol3BaHta cbxparqeHhr, peqHr4K 3a h3nor3BaHn
TepMHHH, 616lrorpa$cxa cnpaBKa Ha t43nor3BaHrTe nrreparypHh t43ToqHHuh N luecr
nphnox(eHHn. 06qranr o6enn Ha AucepraqroHHHn rpyA e 18L crpaxraqra. .QracepraL{noHHhsr
rpyA clAlpxa 47 QNrypr n t5 ralnnqra. t-lrarrapa nu ca !!4 nureparypHl4 H3ro.lHhxa.

B ntpaa rraBa nbpea e npeAcraBeH nperreA Ha cbrqesrByBau+hre MeroArl 14 cpeAcrBa 3a
cmrypHocr ua ye6 npilroxeHnnra. Axarr3upaHr ca no,qxolqxre 3a crarhqHo (SAST) w

AHHaMHqHo (DAST)TecrBaHe, Kaxro h rsxHara HHTerpaqr4n a DevOps r DevSecops MoAenh.
Bropa r.naBa e nocBereHa Ha MogenilpaHero Ha 3annaxr Bb3 ocHoBa Ha paMKara sTRlDE.
Pasraegaxu ca pa3rHt{HI4 HHcrpyMexrn (lriusRisk, Microsoft Threat Modeling Tool, OWASp
Threat Dragon ra Trike), Karo ca aHarh3xpaH[ pe3ynrarure or rnxHoro nphno]KeHne t,l

cpaBH[TerHara viW eSexrNenocr. B rpera r.naBa e npeAcraBeH aBTopcK]4 MeroA 3a
HHTerphpaHe Ha MoAerHpaHero Ha 3anflaxrre e DevSecOps rpt6onpoBoA, Karo ca onhcaHr
eKcnephMeHTa.nHr nocraHoBKH, nprMeplr c hHcrpyMeHTh xaro Jenkins, snyk, owAsp 7:Ap n
Burp Suite, HaKTo H pe3ynrarn or npaxThqecKoro nphraraHe Ha MeroAa. gererpra rnaga
clrAbpxa aqanns Ha eKcnephMeHTa,nHHTe pe3ynTarh H cpaBHeHile MeH{Ay pbr{HH,
no,4yaBToMarHqHh H aBTOMarhsHpaHH MeTOAt4 3a MOAennpaHe Ha 3an,naxhre. [lpe4,noxeu e
ycbBbpueHCTBaH nOAXOA 3a aBTOMarH3aqHfl H l4HTerpaqhn Ha MoAerHpaHero Ha 3an,4axh c
AnHaMl.rqHoro recrBaHe 3a yR3BHMocrt4. B 3axrloqeHHero ca o6o6ulexra ocHoBHhre
pe3yrraru H npHHocH, ogepraHu ca Bb3uoxHocrr,r aa 6rrgeqo pa3BHTre H npaKTHqecKLl
npHnoxeHrR Ha h3CneABaHero e o6aacrra Ha chrypHocr xa ye6 nprnoxeHHn.

or npeAcraBeHoro l43roxeHHe, $oprvryaHpaHara qen Ha AHcepraqhoHHHTe
t43C,eABaHUn k, nOCTaBeHrTe BbB Bplr3Ka C Hefl 3aAaqH, HaKTO H H3nOr3BaHilTe CpeACTBa 3a
pearh3l'1paHe Ha qerra, Moxe Aa ce HanpaBL, 3arurpqeHHe, qe AoKTopaHTbr go6pe no3HaBa
cbcroflHnero Ha pa3rnexAaHHT€ npo6aeun. Ha 6asara Ha HanpaBeHtafl aHanh3 Ha
yrBbpAeHH TeOpeT,rqHV Mo$enu 14 ctspeMeHHl4 npaHThqec+(h peueHhf 3a chrypHocr Ha ye6
npHnox{eHrff e npeArlox(eH qflnocreH h aBToMarHsnpax DevSecops-opreHTHpaH noAxoA 3a
ynpaBneHre Ha chrypHocrra ua ye6 np'!.no)+(eHhn, xoilro hHTerphpa MoAengpaHe Ha
3an.flaxH ctc crarnqHo h AhHaMHqHo recrBaHe. Paapa6oreun ca Meropy paMxa r,r coQryepex
nporornn, ochrypflBaqh HenpeKbcHara hHTerpaL{Hs .4 Banu$vlpaHe Ha yR3B]4MOCTn A cl/cD
rpt6onpoaoAN. EQerrnauocrra Ha npeAroxeHilTe peueHHfl e AoKa3aHa qpe3
eKcnephMeHTarHa ol{eHKa c peanHo ye6 npnnoxeHhe H qpe3 cpaBHHTeneH aHarh3 Ha
p'l,t{HH, nOnyaBTOMaTHqHH h aBTOMaT}43hpaHH TeXHhKH 3a MoAenhpaHe Ha 3annaxh. TOea A r
AaBa oCHoBaHUe .qa onpeAenn nOnyr{eHHTe pe3yrTar[ A cBbp3aHHTe C Tflx npHHocH KaTo
AOCTO BepH H H npaxTHqecKr,l nore3HH.
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5. Haytlnr nlnnu Hay{Honpx.noxH}t np},tHocr Ha AxcepraquoHHxn rpy4

Bpnennann QopnnynupaHhre or aBTopa nphHocr, nocrnrHarr4 B pe3ynrar Ha h3BbprueHnre
HayqHh h3cneABaHnn. [lpuxocnTe Morar Aa ce orHecar KbM KareropnnTe o6orarneaxe xa
ftl4ecrByBau{o HayqHo 3HaHHe H Hayt{Hr4 nocrn}xeHHfl B npaKT}lilara, KaKTO H Cb3AaBaHe Ha
HOBI4 !,t rUO4rAsrAqNpaHe Ha clu{ecrgygau{H MeroAH, noAxoAH, MOAe.nH h arrophrMH 3a
peuraBaHe Ha nocTaBeHHTe B AhCepTaqhoHHHf TpyA 3aAaqH.

Ha 6aaara Ha nonyqeHl4Te B AHcepraqhoHHara pa6ora pe3ynrarr nocrhrHarhre npLrHockr
Morar ga 6ugar c|,tcreMarH3HpaHh Karo HayqHH, HayqHo-npHnoxHl,l n npH.fiolt{H14 KaKTo
cner0,Ba:

. HoY'lHu Il,u,ocu:

Pa:pa6oreH e aBToMarLr3HpaH MeroA 3a MoAenHpaHe Ha 3anraxh rl AHHaMlqHo
TecrBaHe, xofiro qrKpau{aBa Bpemero 3a h,qeHTh$raxar-paa n aanv1npaHe Ha
ys3BHMocrr e ye6 nphnoxeHua c 82% cnpsMo noryaBToMarhr{Hgg MeroA 3a
MOAenhpaHe Ha 3an[axn;

HdyqH a-npu no)r( Hu fl p uHocu :

lrlaarrpulex e cpaBHHTereH aHa.flhs He MeroAHTe 3a MoAenupaHe Ha 3anrax4,
BK,IIOT{HTe,flHO pb'{HHr nOnyaBTOMarnqHH H aBTOMarH3HpaHh noAxoAt4, Haro ca
ngeurr$raqnpaHH TexHhre cvn*u u cla6r crpaHh;

flpe6roxeu e qnnocreH noAxoA 3e ynpaBreHre Ha cnrypHocrra e cllcD
rptGonpoeogr qpe3 HHrerpnpaHe Ha hHcrpyMeHrn 3a crarHqHo (sAsr) n

AnHaMhqHo (DAST)recrBaHe a DevSec0ps paMxa;

HanpaeeHa e cbnocraBxa Ha pe3yrraruTe or Mo.qerrpaHero Ha 3anraxH c
pe3yrTaThTe oT cTaTH'{Ho H AhHaMHqHo TecTBaHe 3a y83B14MoCTtl, KoeTo
rapaHTHpa nocreAoBaTe.0HocT h Barh.qHocT Ha aHanH3a;

npunorlcHu npuHocu:

ctaga4eH e co$ryepeH nporornn Ha aBroMarH3HpaH xoHeefiep 3a MoAerrpaHe
Ha 3an,naxH h AHHaM[qHo recrBaHe, xofiTo h3nor3Ba lrius Risk ra OWASP ZAp,
no3BorflBafixra e$errrsHo ynpaBreHre Ha cnrypHocrra B paHHhre eranr or
paapa6orxara;

CtaAa4exa e DevSecops paMKa, Korro xorvr6nuNpa HHcrpyMeHrr4 sa SAST (Snyk),
DAST (owAsP zAP) h MoAennpaHe Ha 3an.flaxr n ocnrypflBa HenpexbcHara
nHTerpaqnr n MoHr4TopHHr Ha chrypHocrra e CI/CD rpt6onpoeo4ra;

[lpoee4exa e excnepxMeHTa,flHa oL{eHKa c ye6 nprro}KeHuero Spring PetCliniq
AeMoHcrprpaqa eSerrlagHocrra Ha npeAnox{eHuTe Merorqh H }tHCrpyMeHTH B

pearHH ycnoBHs;

Paapa6orex e cKpHnr, xofiro aBToMarh3hpa npoqeca Ha MoAennpaHe Ha

3anraxH n DAST, Karo cbu{eBpeMeHHo npeAocraBfl B'b3moxHocr 3a 6a4erqo
Hagrpaxrqaue c PYTM 3a Hanb,nHo KoAoBa aBToMarHsaqHR.

6. oqeuxa 3a creneHTa Ha nl,rr.rHoro y{acrne Ha AucepraHTa B npnHoc}tre

fipegcraeenoro clrArrpxaHHe !, crpyxrypa Ha AncepraquoHHHr rpyA noga3sar
or,flxqHoro no3HasaHe Ha rperilpaHara npo6aeuarnxa or crpaHa Ha AoKTopaHTa.
fiy6nnxyeaHrTe qerupx HayqHH crarxn BIB spb3Ka c AncepraL{HRTa ca B crasropcrBo c
HayqHnff My plrKoBoAHTe, KaTo goKTopaHTbT e BoAeq asTop.

I
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flpegcraeeHnTe Marepnann no AhcepraqroHHr4n TpyA H nylnnxatqunte KbM Hero
npaBnr or.flHqHo BneqarneHHe 3a Hayqxara pa6ora Ha Mar. Nux. .flp6ex Hhxoaoe, Korrro ce
xapaKTepu3Hpa c [HTepAcrqhnrhHapHocr, a*aflylTr4r.{Hocr, aagta6oueHocr H npeqh3Hocr.
CuNTatra, qe rHqHHfl My nprHoc sbB BcHqK[ erann Ha h3cneAeaHero - or RoHqenryanHoro

^4OAeIHpaHe 
Ao npaKrHqecKara BanhAaqhn Ha npeA/noxeHhre peueHhs r nocrhraHe Ha

pesyrraruTe no AhcepraqhoHHHF TpyA e 6eacnopex.

7. flpeqeHxa xa ny6nlxaqxrre no Ar,tcepraqr{oHHiln rpyA

lloayueHnre or aaTopa pesynrarh or AhcepraLlHoHHoro h3cneABaxe ca ny6lHKyBaHh B

4 xayvHlt crarnvl E4xa or crarrrre e ny6nrxyBaHa B MexAyHapoAHo HayqHo cn6caHHe
(wsEAS Transactions on systems and control), a Apyrnre rpr ca AoKraABaHh Ha
MexAyHapoAHH Hayqun xoH$epeHUnl4, lqBe or Kohro npoBeAeHh a uyx6nxa (lnternational
Conference on Applied Physics, Simulation and Computing, Pum, V1ranua,2AZ4; lnternational
Conference on Software, Telecommunications and Computer Networks, Cnnut, Xupearnn,
?AZq r eAHa a Slaraprn {2023 International Scientific Conference on Computer Science,
Coaonoa). [ly6anxaqnrre ca HanpaBeHr B nepuoAa 2023-2025 roAilHa h noKpqBar
TeMarnKara Ha npeAcraBeHara ArcepraquoHHa pa6ora Karo orpa3RBar ocHoBHhre
nocrrrHarh pe3ynrarH v nQn{octt. BcNqxr crarlr.vt ca Ha aHrrwilcxu e3HK, B cbaBTopcrBo c
HayqHHR ptKoBoAHTe.n Ha AoKTopaHTa. Bcrqxrre ny6nr,rxaqrln ca HHAeKcHpaun a Scopus, a
eAHara r e WoS. fl,ee or ny6arxaqruTe ilMar o614o 9 qrrrpaxns or t{yxAecrpaHHr aBToprl,
B ToBa qHc.no s 6 crarhh hHAeKchpaxr e Scopus.

8. HsnonssaHe Ha pe3yrrrarrrre or AncepraqnoHH!,rf rpyA B HayqHara npaxTrxa

Bte Bpb3Ka c HayqHHTe nscneABaHHR no AhcepraL{HoHHhn rpyA AoKTopaHT"br e
yqacrBan B HayqHo-H3creAoBarercRh npoeKT, suHaucr,:pax or oHt4 xum MoH. He ca
npeAcraBeH[ AaHHh 3a npsKo npaKTuqecHo h3nor3BaHe Ha nonyqeHHTe pe3yrrarh or
HayqHHT€ H3cIeAsaHHR B AhcepTaqiloHHltfl TpyA, Ho cqnTaM, qe nolyt{eHhTe pe3yrTaTil
orroBapflT Ha pearHh norpe6uocrr Ha hHrqycrpr4sra aa no6o6pRBaHe Ha HaAex{AHocrra h
ycrofi'lreocrra Ha co$ryepnrare cHcreMH cpeqy xN6epaannaxu. nprxocNre no
ArrcepEL{HoHHHR TpyA nMaT C}r4eCTBeH npaKrHqecKn noreHqua.fl 3a npHnoxeHhe h
BHe.qpflBaHe c qe, aBTOMaTH3aqrn Ha npoqeca qpe3 erqHHHa HenpeKbcHaTa Bephra oT
uAenrh$rqhpaHe Ha 3anraxr, ganwryvrpaxe qpe3 E,rHaullr{Ho cKaHHpaHe H aBToMaruqHo
reHepnpaHe Ha KoprrHpaulh gefictavln 3a nocrhraHe Ha BncoKo HhBo Ha cxrypHocr or.{e Ha
erana Ha npoeKTrpaHe u paepa6oraaxe Ha co$ryepxrare peueHrfl, Hapeg c roBa
pe3yrrarHTe or A14cepraqhoHHH8 rpyA ]4Mar noreHLlHa, 3a n3no.n3BaHe 3a o6paaoaaren{n v1

H3cneAoBare.ncxr \eru n 6uxa 6vtnn no.ne3Hu Ha H3cneAoBare.rlh, AoKTopaHTu tA cry&elTn
npr npoBexAaHe Ha HayqHH I43creABaHVn n npn o6yvenNe a o6.flacrra Ha AncepraL{L1oHH!,lre
h3cIeABaHrR.

9. oqeura Ha cborBercrBnero xa aarope$epara c r3rlcKEaHrRTa sa H3rorBf,Hero My, KaKTo
n Ha aAexBaTHocTTa Ha orpa3nBaHe ila ocHoBHltre no,lox(eHHn H nplrHocHTe Ha
AlrcepraqxoHHrn rpyA

Aarope$eparbr KbM Aucepraqrrra cborBercrBa Ha ArcepraqhoHHlr1 TpyA - Brpgo 14

TOqHO OTpa3flBa qerHTe, 3aAaqHTe, ctAlpxaHhero no rra8h, nocrhrHar],lTe nphHocH.
AaropeSeparbr e noArorBeH n o$opnnex crrracHo H3HcKBaHhrra 3a h3rorBnHero My H

cqhraM, ue beacnopHo Hocl,t cbtqHocrHl4Te r{eprr Ha AhcepraqxoHHr4fl Tpy& KaTo orpa3asa B

aAeKBareH o6ena r no KopeKTeH HaqHH HeroBoro c.rrAbpx{aHne.
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10. MHeuxR, npefloplrxn n 6enexxu

Hnmam eaCeaexxh KbM npe.qcraBeHufl AucepraqxoHeH TpyA. HanpaaexNre saoerexxm
nph 3ano3HaBaHeTo MH c BepcHsTa Ha AHcepTaqHoHHHf TpyA, npeAcraBeHa 3a
npeABaphrenHo o6cbx(AaHe B HareApara, ca B3err noA sHHMaHHe H ca orpa3eHr4 B

n pefqcTa BeHaTa AHcepTa q14n.

[NcepraquoHHl4rr rpyA noxa3Ba ro.nflM o6em Ha h3BbprueH]4Te HayqHH h3cneABaHhr.
Toil e o$opnnex BHhMare.nHo r craparerHo c BHcoKo HHBo Ha npeAcraBsHe Ha HayqHHTe
H3C,nerqBaHI4R H cShAeTeICTBa 3a OTfiHqHO 3anO3HaBaHe Ha aBTOpa C pa3rneAaHhTe HayqHh
npo6lemn, l4rlocrpupa aagtn6oveHocr Ha npoBeAeHHTe HayqHH HscreABaHHR r AaBa
Bb3MO}}(HOfi 3a no-HararbulHoro l4M pa3BETHe h npaHTHqecxo n3nor3BaHe.

fipenoprxnre Mil KbM AoKTopaHTa ca Aa npoAbnlxu HayqHHTe cH H3cneABaHHfl no
TeMara Ha AucepraqhoHHHn rpyA n Aa Hacoqh ycnvnufrTa cn KbM BHeApfBaHe Ha
paapa6oreHHTe noAxoryn v, MeroAH B npaxTrxara c qen nocrnraHe Ha npe66 np4noxHr4
pe3yflTaTu.

Ktnn 4oxropaHTa hMaM cneAHHTe Bbnpocr:

L. CuqecreyBar nfi orpaHltqeHnA u cne\n$r,ruxra H3EcKBaHHfl 3a npaxruqecxo npnroxeHHe
Ha paepa6orexrR aBToMarh3hpaH Mero,q 3a MoAerhpaHe Ha sanraxn h rqhHaMnr{Ho
TecrBaHe B uhpoK Kpbr cnyqafi Ha ynorpe6a?

2. [o Korxo npeAroxeHnTe B rq]rcepraqHoHHhfl TpyA peueHHR ca nph.noxnMu sa
MHKpocbpBl43HH apxllTeKrypH r xeo6xoguMo ,h e cborgerHo aAanrupaHe 3a raRHBa
nprnoxeHNn?

11.3axnpqexre

Ha ocHoBaHHe Ha ,ts.noxeHoro cr{HTaM, t{e AHCepraqLroHHHn rpyA orrogapfl Ha
H3HcKBaHnflTa Ha 3axoHa 3a pa3BHTHe Ha axaAeMuLtHhfl cbcraB e Peny6ar.rxa ErrnrapuR, Ha
Ilpasnnurxa 3a npunaraHe Ha 3aNoHa H crorBerHEr npagx.nHHx Ha Texurqecxu
yHI4BepcI4Ter-CoQua il Ha l!3HcKBaHHflTa aa nprgo6rBaHe ua o6paaosarerHara H HayqHa
creneH ,,Aoxrop". llpoeegexrre HayqFiH ,,r3cre.qBaFNufl ca B axrya,flHa o6nacr H Tperhpar
npo6nenaarxKa, KoflTo e o6exr Ha aach,neH H3creAoBarencxr l4HTepec. Asrop.ur e nocr6rHa,
nocraBeHHTe qenH u ?a4aqu B AucepraqxoHHr4n rpyg. Iloayuexrre pe3yrraru cb.qbpxar
HayqHh, HayqHo-npvnox<Hl{ h nphroxHh npHHocH, xol4To ca 3HaqrMu, geilcraure,nHo ca
noryqeHh h ca HeroBo Aero. Ctqecreeuhre npnHocu Ha At4cepraqnoHHHs rpyA ca orpa3eH7
B HayqHh ny6lrxaqru, Korrro ca aAeKBarHo pa3npocrpaHeHu H HanpaBeHh AocronHue Ha
3aHHTepecoBaHara HayqHa o6ulxocr upea ny6nrxyaauero hM B HayqHH AoHraAH Ha
xoH$epexqvn yt crarnn s HayqHh cnHcaHhH.

Ero aat4o AaBaM cBonra no.noxxTerHa oqeHxa Ha npe4craBeHxfl ArcepraqnoHeH TpyA
il npeMaraM Ha yBaxaeMHTe r{,neHoBe Ha Hayvnoro xypH Aa 6a4e npkcbAeHa
o6paaoaare.nHara h Hay'{Ha creneH ,,p,oKrop" Ha Mar. rnx. flto6eg Aceuoe Hxxonoa no
HayqHa cneqharHocr ,,KoMnETlpHl,l cHcreMH, KoMnnekc'1 H MpeXH" e npoQeoaoHarHo
HanpaBneHNe 5.3 HonnyxuxaquoHHa H KoMnlorbpHa rexHuKa.

Pe4eHaeHr:

/ npo$. g-p Mxaera flarapoaa-Mxq,eea /
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on a dissertation for ,,Doctor of philosophy,, degree

Author of the dissertation: MSc. Eng. Lyuben Asenov Nikolov
Title of the dissertation: "New algorithrns and models for intelligent agents-

assistants in risk environments,,

Reviewer: prof. Mirena Kirirova Lazarsva-Mitseva, phD
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This review is prepared in my capacity as a member of the Scientific Jury appointed by order
Ne olH-5.3-59/30.10.2025 of the Rector of the Technical university of sofia and protocol
No' L/12,11 .2025 from the first meeting of the scientific Jury.

MSc. Eng' Lyuben Asenov Nikolov was enrolled as a part-time phD student in doctoral
program "computer systems, complexes, and networks,,, professional field 5.3
Communication and Computer Engineering" at the Department "Computer Systems,, of the
Faculty of Computer systems and Technologies at The Technical University of sofia on
1'09.2021. The PhD student has fulfilled allthe requirements in the individual plan of his phD
study and has successfully passed all the required exams. He was discharged as a phD with
the rightto defend his thesis on 1.09.2024by decision of the Faculty Council of the Facultyof Computer Systems and Technologies (Protocal Ne1U2G.06 .Zazq and order Ng
2730/22.a7.2024 of the Rector of the TU-Sofia. The procedure for the public defence of his
dissertation has started by a decision of the Department Council of the Department of
computer systems (Protocol Ne2/20,70,2025il and the Faculty council of the Faculty of
comp uter science and Technology ( protocol Ne2/2 1. 10. 2025).

1. Relevance of the dissertation topic in scientiftc and apptied aspects

This dissertation addresses a relevant topic related to the methods and means for ensuring
web application security and automated threat modeling through integration of static and
dynamic vulnerability testing to improve security in the web application software
development lifecycle. The topic of the dissertation is exLremely relevant as web application
security is one of the most critical challenges in today's information environment. With the
intensified digitization and the wide implementation of cloud technologies as well as
DevOps/DevSec0ps practices, the need for effective and automated solutions for detecting
and preventing vulnerabilities is becoming increasingly urgent. The research presented in
the dissertation finds the intersection between software engineering and cybersecurity, two
areas of key importance for the development of the modern information society.

The thesis aim is to explore the practices and methods used to generate web hacking attacks
and to propose and investigate an approach for automated threat modeling with the
integration of static and dynamic vulnerability testing tools to improve security in the
soflware development lifecycle for web applications in order to achieve optimal security and
reliability reliability of applications in today's dynamic and distributed envirsnments.
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Based on the analysis of the current state of the art in the problem area several research
tasks are defined related to the dissertation aim: (1) lnvestigate the approaches, methods,
and algorithms for data security of web applications as well as the nature of attacks and
their impact on security; (2) lnvestigate the possibility of exploiting web applications by
testing them with cybersecurity software solutions used to assess risk and vulnerability in
web applications; (3) lnvestigate, develop and integrate methods for threat modeling, static
and dynamic vulnerability testing aimed at improving security in the software development
life cycle for web applications; (4) Propose security methods and solutions aimed at ensuring
data integrity and protection against various attacks. The dissertation aim and the objectives
related to its achievement are correctly and thoroughly formulated and defined.

2. Degree of knowledge on the dissertation topic and constructive interpretation of the
bibliography

The dissertation demonstrates a thorough knowledge of the current state of the art in the
fields of software engineering and cybersecurity as well as the specifics of existing
approaches and methods for protecting web applications and automated threat modeling.
The aim of the dissertation and the fulfilment of the defined objectives require in-depth
study and knowledge of the existing approaches for static and dynamic vulnerability testing
as well as the practices in the DevSecOps envlronment. The literature review is the basis for
the stated dissertation aim and the objectives related to its achievement. The bibliographic
reference of the dissertation contains a total of 114 sources, including 5 lnternet addresses.
The cited literature sources on which the literature analysis is based include research papers
and articles in scientific journals and international conferences, more than half of them
published in the last 5 years. The literature review and the comparative analysis
demonstrate the author's comprehensive interpretation of the relevant scientific sources in
the fields of software engineering and rybersecurity. Through critical analysis of the existing
approaches and methods for protecting web applications and automated threat modeling
their limitations and opportunities for improvement have been identified and a well-
reasoned basis has been established for developing an integrated and innovative approach
to enhance the security in the web application development lifecycle. This demonstrates the
author's excellent knowledge of the subject matter and contemporary achievements in the
field.

3. Consistency of the used research methodology with the dissertation aim and objectives
The chosen methodology for conducting the research study is based on systematic
comparative analysis of the features and the differ"ent aspects of the research field under
consideration. On that basis consistent decisions and selection of methods, algorithms and
means are made for solving the dissertation tasks and objectives. The proposed, developed,
and investigated approaches, methods, and algorithms are based on well-reasoned
decisions, theoreticaljustification, experimental evaluation, verification and validation of the
possibilities of their practical utilization which ensures not only the achievement of the
dissertation goals but also the allows objective evaluation of the proposed solutions and the
achieved contributions. Methodologically the dissertation is logically consistent and
adequate in terms of the chosen and applied methodology of conducting research which
determines the successful achievement of the goals and tasks set in the dissertation.
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4' Brief analytical characteristic of the dissertation and assessment of the reliabitity of the
material on which the contributions of the dissertation are built
The presented dissertation is structured in an introduction, four chapters, a conclusion, a listof contributions, a list of publications on the dissertation, a list of citations of the
publications on the dissertation. a list of participation of the phD student in research
projects, a list of bibliographic references of the used literature sources, a list of figures, a list
of tables, a list of used abbreviations and a glossary of used terms and six appendices. The
dissertation has 1.81 pages. The dissertation comprises 47 figures and 15 tables. The list of
cited bibliographic references comprises 114 references.

The first chapter of the dissertation presents an overview of the existing methods and tools
for web application security and analyzes the approaches for static {SAST) and dynamic
(DAST) testing as well as their integration into Devops and DevSecops models. The second
chapter is devoted to threat modeling based on the STRIDE framework. Various tools
{lriusRisk, Microsoft Threat Modeling Tool, OWASP Threat Dragon, and Trike) are examined,
and the results of their application and comparative effectiveness are analyzed. The third
chapter presents an author's method for integrating threat modeling into the DevSecOps
pipeline describing experimental setups, examples with tools such as Jenkins, Snyk, OWASP
ZAP, and Burp Suite as well as results from the practical application of the method, The
fourth chapter contains an analysis of the experimental results and a comparison between
manual, semi-automatic and automated methods for threat modeling. An improved
approach for automating and integrating threat modeling with dynamic vulnerability testing
is proposed. The conclusion summarizes the main results and contributions of the
dissertation, outlines the opportunities for future development and practical applications of
the research contributions in the field of web application security.

Based on the dissertation content, the formulated dissertation aim and the research
objectives defined in the dissertation as well as the means used for their accomplishment, a
conclusion can be made that PhD student is well aware of the state of the art of the scientific
topics u nder consideration.

On the basis of the analysis of established theoretical models and modern practical solutions
for web application security, a comprehensive and automated DevSecops-oriented
approach to web application security management is proposed that integrates threat
modeling with static and dynamic testing. An automated method, a framework and a
software prototype are developed to ensure continuous integration and validation of
vulnerabilities in CI/CO pipelines. The effectiveness of the proposed solutions is validated
through experimental evaluation with a real web application and comparative analysis of
manual, semi-automated, and automated threat modeling techniques. This gives me reason
to conclude that the achieved results and the research contributions obtained in the
dissertation are reliable and practically valuable.

5. scientific and applied contributions of the dissertation

I accept the research contributions formulated by the author in his dissertation as a result of
the research carried out. The contributions can be related to enrichment of the existing
scientific knowledge and scientific achievements in practice as well as development of new
and modification of existing approaches, methods, models and algorithms for their
application for solving the problems investigated in the dissertation.
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on the base of the results obtained in the dissertation the contributions of the dissertation
can be classified as scientific, applied-scientific and applied as follows:

. xientificcontributions:

An atltomated threat modeling and dynamic testing method is developed that
reduces the time required to identify and validate vulnerabilities in web
applications by 82% compared to the semi-automated threat modeling method;

. applied-scientific contributions:

A comparative analysis of threat modeling methods is performed including
manual, semi-automated and automated approaches and their strengths and
weaknesses are identified;

A comprehensive approach to security management in CUCD pipelines is
proposed by integrating static (SAST) and dynamic (DAST) testing tools into a
DevSecops framework;

A comparison is made between the results of threat modeling and the results of
static and dynamic vulnerability testing ensuring consistency and validity of the
analysis;

. sppliedcantributions:

A software prototype of an automated threat modeling and dynamic testing
pipeline is developed using lrius Risk and OWASP 7Ap that enables effective
security management in the early stages of development;

A DevSecops framework is developed that combines tools for SAST {Snyk), DAST
(OWASP ZAP) and threat modeling and provides continuous integration and
security monitoring in CI/CD pipelines.

An experimental evaluation is performed with Spring PetClinic web application
that demonstrates the effectiveness of the proposed methods and tools in real-
world conditions;

A script is developed that automates the threat modeling and DAST process
while providing the possibility for future upgrades with pyTM for full code
automation.

6. Assessment of the extent of author's personat participation in the dissertation
contributions

The presented content and the structure of the dissertation reveals the author,s excellent
comprehension on the dissertation topic and the presented field of study. The four scientific
papers published in connection with the research presented in the dissertation are co-
authored with his scientific supervisor with the PhD student as the lead author. The
presented dissertation and the research papers on its topic make an excellent impression of
the scientific work of MSc. Eng. Lyuben Nikolov, which is characterized by interdisciplinarity,
analytical thoroughness and precision. I consider that his personal contribution to all stages
of the research - from conceptual modelling to practical validation of the proposed solutions
and achievement of the results in the dissertation is undoubted.
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7. Evaluation of the aathor's publications on the dissertation,s topic
The results of the dissertation research obtained by the author have been published in 4
scientific papers. one of the papers is published in an international scientific journal (WSEAS
Transactions on Systems and Control) and the other three papers are presented at
international scientific conferences, two of which are held abroad (lnternational Conference
on Applied Physics, Simulation and Computing, Rome, ltaly, 2oZ4; lnternational Conference
on Software, Telecommunications and Computer Networks, Spli! Croatia,2OZ4) and one is
held in Bulgaria {zA?3 lnternational Scientific Conference on Computer Science, Sozopol).
The publications are made In the period 2A23-2025 and cover the topics of the presented
dissertation reflecting the main achieved results and contributions. All papers are in English
and are co-authored with the PhD student's scientific supervlsor. All publications are indexed
in Scopus and one of them is also indexed in WoS. Two of the publications have a total of 9
citations by foreign authors, including 6 citations in papers indexed in Scopus.

8. Utilization of the dissertation's resutts and contributions in scientific and social practice

ln connection with the research in the dissertation, the PhD student participated in a
scientific project funded by the National Science Fund at the Ministry of Education and
Science. No data are presented for direct practical utilisation of the results obtained from
the research in the dissertation, but I consider the results obtained as relevant to the real
needs of the industry for improvement of the reliability and resilience of software systems
against cyber threats. The dissertation contributions have significant practical potential for
application and implementation for automating the process through a single continuous
chain of threat identification, validation through dynamic scanning and automatic
generation of corrective actions to achieve a high level of security as early as the design and
development stage of software solutions. ln addition the dissertation contributions have the
potential to be used for educational and research purposes and would be useful to both
researchers, PhD students and undergraduates in research and training in the scientific field
under consideration.

9. Assessment of the compliance of dissertation's autoreferat with the requirements for its
preparation as well as its accurate presentation of the dissertation,s content and
contributions

The dissertation's autoreferat corresponds to the dissertation thesis - correctly and
accurately reflects the dissertation aims and objectives, the content by chapters and the
research contributions achieved, The autoreferat is prepared and formatted in accordance
with the requirements and I consider that it presents the essential features of the
dissertation reflecting in an adequate volume and in a correct manner its content.

10. Comments, recommendations and remarks

I have no comments on the presented dissertation. The comments I made on the version of
the thesis submitted for preliminary discussion at the department council are taken into
account and are reflected in the submitted thesis.

The dissertation presented for a review reveals a large amount of research studies carried
out. lt is carefully and thoroughly structured with a high level of presentailon of scientific
research and demonstrates the author's excellent research comprehension on the
addressed scientific problems, reveals the thoroughness of the research carried out and
provides an opportunity for its further development and practical utilization.
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I would recommend the author to continue his research on the dissertation topic and to
focus his efforts towards the implementation of the developed approaches and methods in
practice in order to achieve direct applied results.

I have the following questions for the phD student:

L. Are there any restrictions and specific requirements for the practical application of the
developed automated method for threat modeling and dynamic testing in a wide range of
use cases?

2' To what extent are the proposed solutions in the dissertation applicable to microservice
architectures and is it necessary to adapt them for such applications?

1.1. Conclusion

Based on the above said I consider the dissertation presented for review in the procedure
for awarding the "Doctor of Philosophy" degree as fully corresponding to and fulfilling allthe
requirements of the Act on the Academic Staff Development in Republic of Bulgaria and the
Regulations governing the application of the Act as well as the Regulations for the
application of the Act in the Technical University of Sofia. The dissertation topic falls in a
relevant scientific field subject to intensive research studies. The author fulfilled the
dissertation goals and the objectives. The results obtained contain scientific and applied
contributions that are significant for both science and practice and are achieved by the
applicant himself. The contributions of the dissertation are published in scientific papers that
are adequately disseminated and made available to the international scientific community
through presentation and publication in research conference proceedings.

Therefore I am convinced of my positive assessment of the dissertation presented and
propose to the honourable members of the Scientific Jury MSc. Eng Lyuben Asenov Nikolov
to be awarded a "Doctor of Philosophy" degree in the professional field 5.3 "Communication
and computer Engineering", scientific specialty "computer systems, complexes, and
networks".

Date:12.01.2O26 REVIEWER:

I Prot. Milena Lazarova-Mitseva, phD /
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