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PELEH3MUA

BbPXY ANCEPTALMOHEH TPYA,

3a npuaobusaHe Ha o6pasoBaTe/iHa 1 Hay4Ha cTeneH “AoKTop”
ABTOP Ha AUCEPTALIMOHHMA TPYA: Mar. HX. /llo6eH AceHos HUKON0B

Tema Ha fncepTaumoHHNa Tpya: ,MeToAu 1 cpeAcTBa 3a ocUrypaBaHe Ha sawmra Ha
yeb6 npunoxkenus ”

PeueHseHT: npo¢. A-p MuneHa Kupunosa Nasaposa—Muuyesa

KaTeapa KomnioTbpHu cuctemu, PKCT, TexHU4ecKu yHusepcutet—Codua

HacToAwarta peueHsuAa e Mu3roTBeHa B KayecTBOTO MM Ha Y/NeH Ha Hay4yHO Kypw,
HasHayeHo cbc 3anoses Ne OX-5.3-59/30.10.2025 r. Ha Pektopa Ha TexHuyecku
yHusepcuteT-Codua U NPOTOKON OT MbPBO 3aceaHue Ha Hay4yHoTO Xypu o1 12.11.2025 .

[LOKTOPaHTLT Mar. UHXK. JllobeH AceHOoB HUKOMIOB € 3a4ucieH B 3aJ04Ha AOKTOpaHTypa
No AOKTOpCKa Mporpama ,KomMnioTbpHKU CUCTEMM, KOMNIEKCU M Mpexun” B NpodecroHanHo
HanpaeneHne 5.3 KOMyHMKAUMOHHA M KOMMIOTbPHA TEXHMKA KbM Kategpa ,KomnotbpHu
cuctemn” b8 DakynTeT no KOMMIOTbPHU CUCTEMM U TEXHONOTUU npu TexHu4yecku
yHusepcuteT—Codua Ha 1.09.2021 r. [JOKTOPaHTLT € U3MBAHUA MHAMBUAYANHUA CU NNAH U e
NONOXMA BCUYKM U3NUTUA OT AOKTOPAHTCKUA MUHUMYM. OTYMC/IEH € C MPaBO Ha 3allWTa Ha
1.09.2024 r. c peweHue Ha ®OC Ha ®KCT (Mpotokon Nel11/26.06.2024 r.) u 3anosep
N22130/22.07.2024 r. Ha PekTopa Ha TY-Codus. Mo npeanokeHne Ha KaTeapeHua cbeeT Ha
kateapa ,KomnioTbpHu cuctemu” (Mpotokon Ne2/20.10.2025 r.) ¢ peleHne Ha QakynteTHUA
CbBeT Ha OKCT (Mpotokon Ne2/21.10.2025 r.) e B3eTO peweHue 3a pasKkpuBaHe Ha
npoueAaypa 3a nybandHa 3alMTa Ha AUCEPTALMOHHUA My TPYA,

1. AKTyanHocT Ha pa3paboTBaHMA B AUCEPTALMOHHUA TPYA NPO6GIEM B HAYYHO M Hay4yHo-
NPUIOXKHO OTHOLLEHUE

MpeAcTaBeHUAT AWUCEPTALMOHEH TPYA € HACOYeH KbM uscnepBaHe Ha MeTOAM W
CPEACTBA 33 OCMrypABaHe Ha 3alluUTa Ha yeb NpuaoKeHMA ¥ aBTOMaTU3UPaHO MOAEeUpaHe
Ha 3annaxuM 4pes3 WUHTerpauua Ha CTaTUYHU U AWHAMWUYHWM TECTOBE Ha YA3BMMOCTM 3a
noaobpaBaHe Ha CUIYPHOCTTA B KU3HEHWA UMKbA Ha paspaboTka Ha codTyep 3a yeb
NPUIOXKEHWA. TemaTa Ha [MCEPTALUMOHHMA TPYA € M3K/IIYMTENHO aKTyanHa, Tbi KaTo
CUTYPHOCTTa Ha yeb NpUNOXEeHWATa € cpes HaW-KPUTUUHUTE Npedu3BUKATeNcTBa B
CbBpemeHHaTa MHpopmMaLMoHHa cpeaa. C HapacTBawiaTa AurnTanusauna, BHeapABaHETO Ha
obnayHu TEXHOMOTMM U DevOps/DevSecOps npakTUKK, HyKAaTa oT epeKkTMBHU 1
dBTOMaTU3MpaHU pelleHunn 3a OTKpMBaHe U NpeaoTBpaTABaHe Ha YA3BMMOCTM CTaBa BCe Mo-
Hanexaua. U3cnesBaHeTo NpeacTaBeHo B AUCEPTAUMOHHUA TPYA HAMUPa npeceyHaTa Toyka
MeX Ay COPTYEePHOTO UHMKEHEPCTBO U KMBEPCUrypHOCTT, ABe 061acTu ¢ KNKYOBO 3HaYeHue
33 PasBUTMETO HA CbBPEMEHHOTO MHPOPMALIMOHHO 0B LLECTBO.

Lienta Ha AucepTauMoOHHUA TpyA e Aa U3cneasaT NpaKTUKATE U METOAMUTE, M3MON3BAHM
33 reHepupaHeTo Ha yeb Xakepcku aTaku W fa ce NPegioXu M U3cnefsa Noaxon 3a
ABTOMATU3MPaHO MOAENMPAHE Ha 3aMNaxuTe C MHTErPaUMA Ha UHCTPYMEHTU 33 CTaTUUHM W
AVHAMWUYHU TECTOBE Ha YA3BMMOCTYM 3a Noo6pABaHe Ha CUTYPHOCTTa B KMU3HEHUA LMKBA Ha
pa3paboTka Ha codTyep 3a yeb NPUNOKEHUA C Les NocTUraHe Ha ONTUMAsHa CUTYPHOCT U
HaAEXAHOCT Ha NPUNIOXKEHWUATA B CbBPEMEHHUTE JUHAMMUYHU U pa3npeaeneHu Cpeay.



Bbe Bpb3ka ¢ opmynupaHaTa Len Ha AMCepTaUMOHHUA TPYA U Ha 6a3aTa Ha aHasu3 Ha
TEKYLLOTO CBCTOAHWE Ha npobnemHata 06nacT ca GOPMyNUPaHM KOHKPETHW 3afauu 3a
nocTuraHe Ha nocraseHata uen: (1) a 6bAaT npoyyeHu U M3ceaBaHn NOAXOAM, MeToan n
aNTOPUTMU 33 CUTYPHOCT Ha [aHHW, KOWUTO Ce CbAbPXKAT B yeb NPUNOMKEHMA, KaKTO M
€CTECTBOTO Ha aTakuTe M TAXHOTO BB3AEWCTBME BBPXY CUrypHocTTa; (2) [da ce uacneasa
BB3MOXKHOCTTa 33 eKCnioaTauma Ha yeb NpunoxeHua upes TecTeaHe oT codTyepHU peLueHus
33 KMDEepCUrypHOCT, KOWTO Ce M3NON3BaT 33 OLEHKAa Ha PUCKa U YA3BMMOCTTA B yeb
npunoxeHuaTa; (3) fa ce uscnenar, paspaboTAT U MHTErpuUpaT MeToam 3a MogenunpaHe Ha
3aniaxuTe, CTaTUYHO M AMHAMMYHO TECTBaHE Ha YA3BUMOCTM, C Uen nopobpaBaHe Ha
CUTYPHOCTTa B JKM3HEHUA LUMKBA Ha pa3paboTka Ha codTyep 3a yeb npunoxenus; (4) da ce
NPEANOXKAT METOAM U PELUEHUA 33 CUTYPHOCT, KOMTO MMAT 33 LieN 4a OCUTYPAT UHTETPUTET U
3aliMTa Ha AaHHUTE Cpelly pasiudHu ataku. OnpeaenaHETO Ha LenTa M KOHKPEeTHUTe
3af,a4u, CBbP3aHM C NOCTUTAHETO i, Ca 06OCHOBAHM OT aBTOPa KOPEKTHO U U3YepnaTesHo.

2. CTeneH Ha Mo3HaBaHe CbCTOAHMETO Ha Mpo6nema W TBOpYECKa MHTepnpeTauus Ha
NUTEpaTypHUA Matepuan

AvicepTaumMoHHUAT Tpya o6xBala TemaTWMKa, KOATO BK/KOYBA HeobxoaMMOCT oOT
nosHaBaHe Ha ocobeHOCTUTe Ha npeameTHUTe obnacT codTyepHo UHXXEHEepCTBO M
KMBEPCUIyPHOCT, KaKTo M cneuuduKaTa Ha CbLLECTBYBALLMUTE nogxoAu u metoam 3a 3awmTa
Ha ye6 nMpWUNOXKEHMA W aBTOMATU3MPaHO MOAENUpPaHe Ha 3annaxu. Uenta Ha
ANCEPTALMOHHUA Tpya M NOCTaBeHUTE 3a peluasaHe 3a4ayu M3UCKBAT 3aAbA6oYeHO
npoy4saHe M No3HaBaHe Ha CbLECTBYBALUMUTE NOAXOAM 33 CTATUYHO U AUHAMUYHO TeCTBaHe
Ha YA3BMMOCTK, KaKTO M Ha npakTukuTe B DevSecOps cpega. /IutTepaTypHOTO NpoyyBaHe e 8
OCHOBaTa Ha ¢opmy/nupaHaTa UeN M CBbP3aHUTE C HEeA 33aJauyu 3a NOCTUraHeTo ii.
Bubnuorpadckata cnpaska no AucepTaLMOHHUA TPYA, CbAbpXKa obuo 114 u3ToyHUKa, B TOBa
uncno 5 MHTepHeT agpeca. LiMTMpaHuTe NUTEpaTypHWM M3TOUHMLM, HA KOWTO e 6asunpaH
CPaBHUTENHWA IMTEPATYPeH aHanu3, 06XBalaT Hay4YHU M3CNEABAHMA W CTaTUM B HAYYHM
U3JaHnA U MeXayHapoAHM KoHdepeHLUMM, KaTo MnoBeye OT MNOJAOBMHATa OT TAX ca
nybaukysaHu B nocnegHute 5 roAuHW. HanpaBeHUAT nuTepatypeH 0630p U cpaBHUTENneH
aHanu3 NoKassaTt yMeNo uHTepnpeTupaHe OT aBTOpa Ha PeNeBaHTHUTE HayYHU U3TOYHULM OT
obnactute codTyepHo MHNKeHepPCTBO U KubepcurypHocT. Ypes KPUTUYEH aHanu3 Ha
CblUecTByBaLWTE NOAXOAM U METOAM 3a 3alMTa Ha yeb NPUNOXKEHMA U aBTOMATUIUPAHO
MOA€e/MpaHe Ha 3anaaxv ca onpeaeneHn TeXHUTE OrpaHMYEeHUA U BbB3IMOXKHOCTM 32
HaArpaxkaaHe u e usrpajeHa aprymeHTMpaHa ocHoBsa 3a paspaboTBaHe Ha MHTErpupaH W
MHOBATMBEH NOAXOA 33 NOBMLIABAHE HA CUFYPHOCTTA B XKMU3HEHUA UMKDBA Ha pa3paboTka Ha
yeb npunoxenua. ToBa CBMAETENCTBA 33 OT/AIMYHO MNO3HaBaHe Ha npobnematukara u
CbBPEMEHHUTE NOCTUXKEHUATa B 06.1acTTa OT CTpaHa Ha AOKTOpaHTa.

3. CvotseTcTBME Ha M36paHaTa METOAMKA Ha U3C/le/iBaHe C NOCTaBEHaTa LieN U 3aauu Ha
AVUCEPTaLMOHHUA TPYA,

W3bpaHata meToauKa 3a NpoBeX[aHe Ha HaydHUTe W3cnenBaHUA ce 6asupa Ha
CUCTEMEH CpaBHUTENEH aHaN3 Ha 0COBEHOCTUTE U PA3/IMYHMTE acNeKTU Ha pasrnexaaHaTta
TemaTuyHa 0bnacT, Ha ocHoBaTa Ha KOWTO e HanpaseH o60CHOBaH M3BOpP Ha MeToau W
cpeactea 3a pelasaHe Ha MnocTaseHwWTe 3agaun. [lpeanoxeHuTte, pa3paboTeHu u
u3cnedsaHu noAxoAu, METOAM W anropUTMM Ce OCHOBaBaT Ha aprymeHTupaH wusbop,
TeopeThyHa 0BOCHOBKA, EKCNEPMMEHTANIHA OLLEHKa U BepUOUKALMA Ha BbIMOKHOCTUTE 3a
NPaKTUYECKOTO UM M3NO/3BaHE, KOETO OCMIYPABA HE CamoO MOCTUraHe Ha LenTa Ha
AUCepTaLuMATa, HO no3BonABa OOEKTUBHA OUEHKAa Ha MpeAfoKEeHUTE pelWeHus u



nOCTUrHaTUTE  pesyntatu. MeTOAWYECKM  [AUCEPTALMOHHMAT Tpya €  JoruYecku
NoC/eA0BaTENEH U afeKBaTeH MO OTHOWEHMEe Ha M3BpaHaTa M NPUNONKEHa METOAMKA Ha
NPOBEX/AaHE Ha Hay4yHWTe W3C/eABaHWA, KOeTo 0O6yC/naBA YCMewWwHO W3MbAHEHUE Ha
NOCTaBeHUTE Lea U 3a,a4mn Ha AUCEPTALMOHHUA TPYA.

4. KpaTKa aHanMTU4YHA XapaKTepUCTMKa M OLUeHKa Ha [OCTOBEPHOCTTa Ha MaTepwuana,
BbPXY KOWMTO Ce rpafiaT NPUHOCUTE Ha AUCePTALMOHHUA TPYA,

MpeAcTaBeHMAT AucepTaLMOHEH Tpya e CTPYKTypUpaH B YyBOZA, 4YeTupu rnasw,
3aK/lOYEHWUE, CNUCBK C NPUHOCK MO AMCEPTAUMOHHUA TPYA, CAWUCBHK € NyBAUKAUMM Mo
AUCEPTALMOHHMA TPYA, CMMUCBK C y4acTMe B Hay4yHO-U3CNELOBATENCKU MPOEKTU, CMUCHK C
durypu, cnucek ¢ Tabamum, CNUCbK C M3N0/A3BaHK CbKpalLeHUA, PEeYHUK 3a M3NON3BAHM
TepMuUHK, Gubnunorpadcka cnpaBka Ha M3NOA3BaHUTE NINTEPATYPHU M3TOYHULUM M WecCT
npunoxeHua. O6WMUAT obem Ha AucepTaumMoHHUA Tpya e 181 CTpaHULuM. [AucepTaLMOHHUAT
TPYA Cbabpxa 47 durypu u 15 Tabanum. Lutupanu ca 114 NUTEPATYPHU U3TOYHUKA.

B nbpea rnasa nbpsa e npeacTaseH npernes, Ha CblUecTByBallMTe METOAM U CpEACTBaA 3a
CUTYPHOCT Ha yeb npunoeHuaTa. AHanuaupaHu ca noaxogute 3a cratudHo (SAST) um
AuHamuyHo (DAST) TecTBaHe, KaKTo M TAXHaTa uHTerpauma 8 DevOps u DevSecOps moaenu.
BTopa rnasa e nocseTeHa Ha MOAENMPAHETO Ha 3an/aXM Bb3 OCHOBA Ha pamkaTa STRIDE.
Pasrnepanu ca pasnuyHu uHctpymeHT (IriusRisk, Microsoft Threat Modeling Tool, OWASP
Threat Dragon u Trike), kaTo ca aHanuaupaHu pe3ynTaTtuTe OT TAXHOTO MPUNOXKEHUE W
CpaBHUTeNHATa MM edEeKTUBHOCT. B TpeTa rnasa e npeacTaseH aBTOPCKU MeToh 3a
VHTErpUpaHe Ha moAenupaHeTo Ha 3annaxute B DevSecOps Tpb6onpoBos, KaTo ca onvcaHm
EKCNEPUMEHTANHM NOCTAHOBKYM, NPUMEPU C UHCTPYMEHTH KaTo Jenkins, Snyk, OWASP ZAP u
Burp Suite, KakTo M pesynTaT OT NpaKTMYECKOTO NpuiaraHe Ha meToaa. YeTevpTa rnasa
CbAbPXa aHaNM3 Ha EKCNepUMEHTANIHATE PE3YNTAaTU U CPaBHEHME MEeXay pPbyuHM,
NONYaBTOMAaTU4HU M aBTOMATU3MPaHM METOAM 33 MoJe/InpaHe Ha 3annaxuTte. [peanoxeH e
YCBbBBPLIEHCTBAH NOAXO/ 33 aBTOMATU3aLUMA U UHTErpaLna Ha MOAENMPAHETO Ha 3aniaxu ¢
ANHAMUYHOTO TecTBaHe 3a YA3BMMOCTU. B 3aknioueHueTo ca 0606LieHU OCHOBHMTE
PE3YATATU WM NPUHOCKU, OYEPTAHU Ca BB3IMOXHOCTU 33 GbAELWO pas3BUTME U MPAKTUUECKM
NPUNOXEHUA Ha U3cneABaHETO B 061acTTa Ha CUTYPHOCT Ha yeb NPUNOXKEHUS.

OT npeAcTaBeHOTO u3NOXeHWe, GOPMyAMpaHaTa Len Ha  AUCEpTaLMOHHMTe
U3CNeABaHUA U NOCTaBEHWTE BbB BPb3Ka C HEA 33/]a4M, KaKTO W U3NON3BAHWUTE CPeACTBa 3a
PE€anMsnpaHe Ha uenTa, MoXe [ia ce Hanpasu 3aKkNlYeHUe, Ye JOKTOPaHTbT Aobpe no3Hasa
CbCTOAHMETO Ha pasrnexpaaHute npobnemu. Ha 6Gasata Ha HanpaBeHWs aHanM3 Ha
YTBBPAEHN TEOPETUYHN MOAEIN U CbBPEMEHHM NPAKTUYECKM PELIEHUA 33 CUTYPHOCT Ha yeb
MPUNIOXEHUA € NPEANIOKEH LANOCTEH U aBToMaTu3MpaH DevSecOps-opueHTpaH Noaxo4 3a
yNpaBneHWe Ha CUrypHOCTTa Ha yeb NpMNOXKEHUA, KOWUTO WHTErpupa MogenupaHe Ha
3annaxu CeC CTaTUYHO M AMHAMUYHO TecTBaHe. PaspaboTeHu ca MeToa, pamKa U codTyepen
NPOTOTUN, OCUTYPABALLM HEMPEKbCHATa MHTErpaUMA U BaiuaupaHe Ha ya3suMocTu B Cl/CD
Tpebonposoan. EdeKTUBHOCTTa Ha npeaoXeHWTe pelweHus e AOKasaHa ypes
€KCnepumMeHTanHa oueHKa ¢ peanHo yeb NPUNOMKEHWE U Ype3 CPaBHUTENEH aHa/lU3 Ha
PBYHM, NO/IyaBTOMATUYHU U aBTOMATU3NPaHU TEXHWUKM 38 MOAEMPaHe Ha 3annaxu. Tosa My
A3Ba OCHOBaHWE Aa onpeaena Nno/yyeHUTe pesynTaT U CBbP3aHWUTE C TAX MPUHOCK KaTo
AOCTOBEPHU U NPAKTUUYECKU NONE3HMU.



5. Hay4Hu n/vnm HayMHONPUOKHU NPUHOCK Ha AUCEPTALMOHHMA TPYA

Mpremam GopmyanMpaHnTe OT aBTOpPa NPUHOCHU, NOCTUIHATK B PE3YNTaT Ha U3BBPLUEHUTE
Hay4HW nscneppaHuA. lNpuHocute moraTt fa ce oTHecaT KbM KaTeropuute oforatsasaHe Ha
CbLLECTBYBALLO HAYYHO 3HAHME M HAY4YHU NOCTUKEHWA B NPAKTUKaTA, KAaKTO U Cb3AaBaHe Ha
HOBM U MOAMUUMPAHE Ha CbULECTBYBALLM METOAM, MOAXOAM, MOLENM W anroOpUTMM 3a
pelsasaHe Ha NOCTaBEHWUTE B AUCEPTALLMOHHUA TPYA 334a4K.

Ha 6a3ara Ha nonyyeHuTe B AucepTalmoHHaTa paboTa pesynTaT NOCTUrHATUTE NPUHOCH
moraT Aa ObhaT cuCTeMaTU3MPaHM KaTO HayuyHW, Hay4yHO-NPUONKHM U MPUAONKHM KaKTO
cnepga:

" HAay4yHUu NpuHoCU:

— Pa3paboteH e aBTOMaTU3UpPaH MeTO/, 32 MOAENMPAHE Ha 3anaaxu U AUHAMUYHO
TecTBaHe, KOWTO CbKpallaBa BPEMETO 3a MAEHTUPUMKALMA M BaNMAUPaHE Ha
yA3BUMOCTH B yeb NpunoxeHua c 82% CnpAMO NOAYaBTOMaTMYHUA MeToa 3a
MOoAEeNUpaHe Ha 3aniaxu;

®  HAQYYHO-NMPUAOXHU MpuUHocu:

— W3BbplieH e cpaBHUTeNeH aHanu3 Ha MeTOAWTE 3a MOAENMPaHe Ha 3aniaxw,
BKNIOYMTENHO PBYHK, NONYaBTOMATUYHM M aBTOMAaTM3MPaHKU MOAXOAM, KaTo ca
UAEHTUOMLMPAHU TEXHUTE CUNHU U CNabu cTpaHK;

— [llpegnoxeH e UANOCTEH NOAXOA 3a YNpaBNAeHME Ha CcurypHoctTa B CI/CD
Tpbbonposoau uYpe3 WHTErpupaHe Ha MHCTPYMEHTM 33 CTaTMYHO (SAST) un
AnHamuyHo (DAST) TectBaHe B DevSecOps pamka;

— HanpaBeHa e cbnocraBka Ha pe3yntatute OoT MoJe/IMpaHeTo Ha 3annaxu c
pe3yntatute OT CTaTU4HO WU AMHAMWYHO TecTBaHe 33 YA3BUMOCTM, KOEeTo
rapaHTupa nocnegoBate/IHoOCT U BaNMAHOCT Ha aHaNu3a;

*  [IPUAOMCHU NPUHOCU:

— Cb3ganeH e codpTyepeH NpoTOTUN Ha aBTOMaTU3WPaH KOHBelep 33 MmogenvpaHe
Ha 3annaxu U AUHaAMWUYHO TecTBaHe, KOMTO M3nonasa Irius Risk 1 OWASP ZAP,

no3sonfABanMku ePeKTUBHO YNpaBNeHUE Ha CUrypHOCTTa B paHHUTE eTanu ofT
pa3zpaboTkara;

— Cbapagena e DevSecOps pamKa, KOATO KOMBUHUPA UHCTPYMEHTY 3a SAST (Snyk),
DAST (OWASP ZAP) u mopenupaHe Ha 3annaxv U OCUTypABa HenpeKbcHaTa
MHTErpauua U MOHUTOPUHT Ha curypHoctTa B CI/CD Tpw6onposoay;

— [lpoBeseHa e ekcnepumeHTanHa oleHKa ¢ yeb npunoxenmeto Spring PetClinic,
AEMOHCTpUpalla epeKTUBHOCTTA Ha NPEeS/IOKEHUTE METOAU U UHCTPYMEHTU B
peanHu ycnoBua;

— PaspaboTteH e ckpunT, KOWTO aBTOMaTM3Mpa npoueca Ha moeninpaHe Ha
3annaxu n DAST, KaTo CblieBpeMeHHO NpPeaoCTaBA Bb3MOMHOCT 3a 6baelyo
HagrpaxaaHe ¢ PYTM 3a HanbAHO KogoBa aBTOMaTM3aL M.

6. OueHKa 3a cTeneHTa Ha IMYHOTO Y4YacTUe Ha AUCepPTaHTa B NPUHOCUTE

MpeAcTaBeHOTO CbAbpXKaHWE W CTPYKTYpa Ha AUCEPTaLMOHHMA Tpys NoKaseaT
OTANYHOTO nNO3HaBaHe Ha TpeTupaHaTa npobnemaTMKa OT CTpaHa Ha [JOKTOpPaHTa.
My6AnKyBaHUTE YeTMPU Hay4HW CTaTUW BbB BPb3Ka C AMCEpPTaLMATA Ca B CbaBTOPCTBO C
Hay4YHMA My PbKOBOAMUTEN KaTO AOKTOPAHTLT € BoZell, aBTop.



MpeacraBeHuTe maTepuann no AUCEPTALMOHHUA TPYA U NyEAMKALMMUTE KbM Hero
NPaBAT OT/IMYHO BNeyaTNeHne 3a HaydHaTa paboTa Ha mar. uHX. /llobeH HUMKONO0B, KOATO ce
XapaKTepusupa ¢ UHTePACULMUNINHAPHOCT, aHaNIMTUYHOCT, 3a4bA60YEHOCT U NpPeLm3HOCT.
CunTtam, Ye IMYHUA My NPUHOC BBB BCUUYKM €TanM Ha M3CNeABAHETO — OT KOHLENTYasHOTO
MoJenvpaHe A0 NpaKTUYecKkata BaAUAAUMA Ha NPeaJsioKeHUTe pelleHUs U MOCTUraHe Ha
pe3ynTaTuTe No AucepTauMoHHUA TpyA e 6escnopeH.

7. MpeuyeHka Ha Ny6AnKauMKUTe NO AUCEPTALMOHHUA TPYA,

MonyyeHuTe OT aBTopa pe3ynTaT OT AUCEPTALMOHHOTO U3CNe/BaHe ca NYBAUKYBaHM B
4 HayyHM cTaTuu. EHa OT cTaTuuTe e ny6AMKyBaHa B MEXAYHapOAHO Hay4yHO ChMcaHue
(WSEAS Transactions on Systems and Control), a APyrMTe TpuM ca AOKNaABaHM Ha
MEXAYHAPOAHN Hay4YHU KOHPepeHUuy, ABe OT KOUTO NpoBeseHM B YyxbBuHa (International
Conference on Applied Physics, Simulation and Computing, Pum, Utanus, 2024; International
Conference on Software, Telecommunications and Computer Networks, Cnaur, XbpBaTua,
2024) v epHa B bbarapus (2023 International Scientific Conference on Computer Science,
Cozonon). Mybnukauuute ca HanpaseHu B nepuoga 2023-2025 rooMHa W nokpueaTt
TEMaTUKaTa Ha npeAcTaBeHaTa pguceprauuoHHa paboTa KaTo oOTpa3faBaT OCHOBHMUTE
NOCTUTHATK PEesyNTaTh U NPUHOCK. BCUYKM CTaTUM ca HA aHIIUMIACKM €3UK, B CbaBTOPCTBO C
Hay4HUA PBLKOBOAWTEN Ha AOKTOPaHTa. BeuukuTe nybanKaumm ca MHAEKCUpaHu B Scopus, a
eaHata u 8 WoS. [ige ot nybaukauuute umat obuio 9 uMTMpaHua ot YYXOECTPaHHN aBTOpM,
B TOBA YMCNO B 6 CTaTUM MHAEKCUPAHM B Scopus.

8. MsnonssaHe Ha pe3ynTaTuTe OT AUCEPTALUOHHUA TPYA B HayYyHaTa NPaKTUKa

Bbs Bpb3Ka C HayyHUTE W3CIEABaHWA MO AWUCEPTALMOHHWA TPYA [OKTOPaHTbT €
y4yacTBan B Hay4yHO-U3C/Ne[0BATENCKU NpoekT, ¢PuHaHcupad or OHU kbm MOH. He ca
NPEACTaBeHN AaHHM 3a NPAKO NPaKTUYECKO W3MN0/3BaHE Ha NONYYEHUTE pesynTatu oT
Hay4HWUTE U3CNefBaHMA B AUCEPTALUMOHHMUA TPYA, HO CYMTaM, Ye NONYYEHWUTE pesynTaTu
OTrOBapAT Ha peanHu NOTPebHOCTU Ha UHAYCTPUATA 3a NoAO6PABaHE Ha HAAEKAHOCTTA W
yCTOWYMBOCTTA Ha CODTYEpHUTE CUCTEMU cCpelly kubepsannaxu. [puHOCUMTE no
AUCEPTALUMOHHUA TPYA MMAT CHLIECTBEH MpPaKTUYECKM MNOTeHUMan 3a MpuioKeHue u
BHEApABaHE C Ue/N aBTOMATU3auUMA Ha Npoueca 4Ype3 eAuMHHA HemnpeKkbCHaTa Bepura oT
naeHTUdMUMpaHe Ha 3annaxu, BauMAMpaHe Ypes AMHAMWUYHO CKaHUpaHe M aBTOMaTU4YHO
reHepupaHe Ha KOpMrupaly AeiCTBUA 3a NOCTUraHe Ha BUCOKO HMBO Ha CUIYPHOCT OLLe Ha
€rana Ha MnpoeKkTupaHe U paspaboTeaHe Ha codTyepHUTe peleHus. Hapeg c Toea
PE3YNTaTUTE OT AMCEPTALMOHHUA TPYA MMaT NOTEHLMAN 33 U3NON3BaHe 3a 0BpasoBaTeNHU U
u3cnefosatencku uenu u buxa 6unm nonesHu Ha U3CNefoBaTeNM, AOKTOPAHTU U CTYAEHTU
NPV NpOBEXAAHE Ha Hay4YHK U3cneaBaHua 1 npu obyyeHue B 061acTTa Ha AUCEPTALMOHHUTE
uscnenBaHuA.

9. OueHKa Ha CbOTBETCTBMETO Ha aBTopedepaTa C U3UCKBAHMATA 3a UITOTBAHETO My, KaKTO
M Ha ajleKBaTHOCTTa Ha OTpasfABaHe Ha OCHOBHUTE MOJIOKEHUA M NPUHOCUTE Ha
AVCEPTALUOHHUA TPYA

AsTopedepaTtbT KbM AucepTauMATa CbOTBETCTBA Ha AWUCEPTALMOHHUA TPYA — BAPHO U
TOYHO OTpasABa UeNuTe, 3afa4uTe, CbABLPNKAHUETO MO [1aBM, MNOCTUTHATUTE MNPUHOCK.
AsTopedepaTbT e NOAroTBeH U OPOPMEH CbINIACHO M3UCKBAHMATA 3a W3rOTBAHETO MY
CYMTam, Ye 6e3CnopHO HOCK CbLIHOCTHUTE YePTHU Ha ANCEPTALMOHHUA TPY/, KaTo OTpasfsa 8
afleKBaTeH 06EM 1 N0 KOPEKTEH HauYMH HEFOBOTO ChAbPKaHMeE.



10. MHeHuA, npenopbKu u 6enexxku

Hamam 3abenexku KbM NpescTaBeHWUA AUCEPTALMOHEH TpyA. HanpaseHuTe 3a6enexku
NpY 3ano3HaBaHeTO MW C BepcUATa Ha AWUCEPTaUMOHHUA TPyA, NpeAcTaseHa 3a
npeasaputenHo obcbiAaHe B KaTedpaTa, Ca B3eTW MOA BHUMaHUE M ca OTPaseHu B
npe/AcraseHaTa AUcepTaLUua.

AMcepTaLMOHHUAT TpyA Nokassa ronsm obem Ha U3BbPLIEHUTE HayYHU W3CAeaBaHMA.
Toit e odopmeH BHUMATENHO W CTapaTeNHO C BUCOKO HMBO Ha MpeacTaBAHe Ha Hay4YHuTE
M3CNEABaHMA ¥ CBMAETE/ICTBA 33 OT/IMYHO 3ano3HaBaHe Ha aBTopa C pasrieAaHuTe Hay4YHu
npobnemu, unlCTpupa 3aAbA6OYEHOCT Ha NPOBEAEHUTE HayYHM M3CAEABaHMA W AaBa
Bb3MOMHOCT 3a NMO-HaTaTbLUHOTO UM Pa3BUTUE U NPAKTUYECKO M3NOA3BaHE.

lpenopbkUTe MM KbM AOKTOPaHTa Ca A3 MPOAB/KM HayYHUTE CU M3CAEABaHMA MO
TeMaTa Ha AMCEePTaUMOHHMA TPYA M A3 HacouM YCAWUAMATA CM KbM BHEZpPABaHE Ha

paspaboTeHuTe MOAXOAM M METOAM B NpaKTMKaTa C Len MOCTUraHe Ha NPeKu NPUNONKHM
pesynTaTu.

KbM JOKTOpaHTa UMam cneaHuTe BbNpoCK:

1. ColyecTByBaT M OrpaHUYEHUA U CNeLUOUIHU U3NCKBAHMA 3a NPAKTUYECKO NPUAOKEHNE
Ha paspaboTeHWA asTOMaTM3MpaH METOA 3a MOAENMpaHe Ha 3annaxvt M AUMHAMWYHO
TeCTBaHe B WMPOK KPbI C/lyyait Ha ynoTpeba?

2. [lo KonKo npeanoxeHuTe B AMCEPTALMOHHUA TPYA pelleHus ca NPUNOXMMU 33
MUKPOCBPBU3HM apXUTEKTYPU M HeoBXOAWMO NU e CbOTBETHO ajanTUpaHe 3a Takuea
NPUOXKEHUA?

11. 3akntoueHue

Ha ocHoBaHuMe Ha W3/10XEHOTO cuuTam, Ye AUCEPTALMOHHUA TPyA OTrosaps Ha
W3MCKBaHMATA Ha 3aKOHa 33 PasBUTME Ha aKafleMWYHUA CbCTas B Peny6auka Bbarapus, Ha
MpaBuAHMKA 33 npunaraHe Ha 3aKOHa M CHOTBETHUA MNPABUAHMK Ha TexXHUYECKu
yHusepcuteT-Codua 1 Ha M3uCKBaHMATa 3a npuaobusaHe Ha obpa3oBaTenHaTa W HayuHa
cTened ,A0KTop”. MpoBeAeHUTe HayyHW M3CNefBaHWA Ca B aKTyanHa oBAacT M TpeTupar
npobnematika, KoATo e 06eKT Ha 3acKUNeH U3CNef0BaTeNCKM MHTEpPEC. ABTOPBT e NOCTUTHaN
NoCTaBeHWTe LM W 3ajauu B AUCEPTALMOHHUA TPYA. MOoNyyeHWUTe peaynTaT Cbabpar
Hay4HU, HayYHO-NPUNOXKHU U MPUNOXKHMU NPUHOCK, KOMTO Ca 3HAYUMMU, AEUCTBUTENHO ca
NONY4€HM 1 ca HeroBo AeN0. ChLUeCTBEHNUTE NPUHOCK Ha AUCEPTALMOHHMUA TP/, Ca OTPa3eHM
B Hay4HU nybnuKaumm, KOMTO ca afleKBaTHO Pa3NpPOCTPaHEHU M HaNpaBeHU AOCTOAHME Ha
3aMHTepecoBaHaTa HayyHa OOWHOCT 4pe3 NyBAMKYBAaHETO MM B HayyHM [OKNAAM Ha
KOHpEepeHUMMU M CTaTUKU B HAYYHU CMIUCAHUA.

ETo 3awo fasam cBoATa NONOKWUTENIHA OLEHKA Ha NpeACTaBeHun AucepTauuoHeH Tpya,
W npeanaram Ha ysaaemuTe uneHoBe Ha HayyHoTO Xypu pa 6bae npucbaeHa
obpazosaTenHaTta M HayyHa CTeneH ,A0KTOp” Ha mar. uH¥. /liob6eH AceHoB HUMKONOB no
Hay4Ha cneuuanHocT ,KOMMIOTbPHU CUCTEMM, KOMMAEKCU U MPEXU”“ 8 npodecuoHanHo
HanpasaeHue 5.3 KOMYHUKALMOHHA U KOMMIOTbPHA TEXHUKA.

12.01.2026 r. PeueH3eHT:
/ npod. A-p Munena Nlazaposa—Muuesa /
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MSc. Eng. Lyuben Asenov Nikolov was enrolled as a part-time PhD student in doctoral
program “Computer systems, complexes, and networks”, professional field 5.3
Communication and Computer Engineering” at the Department “Computer Systems” of the
Faculty of Computer Systems and Technologies at The Technical University of Sofia on
1.09.2021. The PhD student has fulfilled all the requirements in the individual plan of his PhD
study and has successfully passed all the required exams. He was discharged as a PhD with
the right to defend his thesis on 1.09.2024 by decision of the Faculty Council of the Faculty
of Computer Systems and Technologies (Protocol Ne11/26.06.2024) and Order Ne
2130/22.07.2024 of the Rector of the TU-Sofia. The procedure for the public defence of his
dissertation has started by a decision of the Department Council of the Department of
Computer Systems (Protocol N22/20.10.2025) and the Faculty Council of the Faculty of
Computer Science and Technology (Protocol Ne2/21.10.2025).

1. Relevance of the dissertation topic in scientific and applied aspects

This dissertation addresses a relevant topic related to the methods and means for ensuring
web application security and automated threat modeling through integration of static and
dynamic vulnerability testing to improve security in the web application software
development lifecycle. The topic of the dissertation is extremely relevant as web application
security is one of the most critical challenges in today's information environment. With the
intensified digitization and the wide implementation of cloud technologies as well as
DevOps/DevSecOps practices, the need for effective and automated solutions for detecting
and preventing vulnerabilities is becoming increasingly urgent. The research presented in
the dissertation finds the intersection between software engineering and cybersecurity, two
areas of key importance for the development of the modern information society.

The thesis aim is to explore the practices and methods used to generate web hacking attacks
and to propose and investigate an approach for automated threat modeling with the
integration of static and dynamic vulnerability testing tools to improve security in the
software development lifecycle for web applications in order to achieve optimal security and
reliability reliability of applications in today's dynamic and distributed environments.



Based on the analysis of the current state of the art in the problem area several research
tasks are defined related to the dissertation aim: (1) Investigate the approaches, methods,
and algorithms for data security of web applications as well as the nature of attacks and
their impact on security; (2) Investigate the possibility of exploiting web applications by
testing them with cybersecurity software solutions used to assess risk and vulnerability in
web applications; (3) Investigate, develop and integrate methods for threat modeling, static
and dynamic vulnerability testing aimed at improving security in the software development
life cycle for web applications; (4) Propose security methods and solutions aimed at ensuring
data integrity and protection against various attacks. The dissertation aim and the objectives
related to its achievement are correctly and thoroughly formulated and defined.

2. Degree of knowledge on the dissertation topic and constructive interpretation of the
bibliography

The dissertation demonstrates a thorough knowledge of the current state of the art in the
fields of software engineering and cybersecurity as well as the specifics of existing
approaches and methods for protecting web applications and automated threat modeling.
The aim of the dissertation and the fulfilment of the defined objectives require in-depth
study and knowledge of the existing approaches for static and dynamic vulnerability testing
as well as the practices in the DevSecOps environment. The literature review is the basis for
the stated dissertation aim and the objectives related to its achievement. The bibliographic
reference of the dissertation contains a total of 114 sources, including 5 Internet addresses.
The cited literature sources on which the literature analysis is based include research papers
and articles in scientific journals and international conferences, more than half of them
published in the last 5 years. The literature review and the comparative analysis
demonstrate the author's comprehensive interpretation of the relevant scientific sources in
the fields of software engineering and cybersecurity. Through critical analysis of the existing
approaches and methods for protecting web applications and automated threat modeling,
their limitations and opportunities for improvement have been identified and a well-
reasoned basis has been established for developing an integrated and innovative approach
to enhance the security in the web application development lifecycle. This demonstrates the
author's excellent knowledge of the subject matter and contemporary achievements in the
field.

3. Consistency of the used research methodology with the dissertation aim and objectives

The chosen methodology for conducting the research study is based on systematic
comparative analysis of the features and the different aspects of the research field under
consideration. On that basis consistent decisions and selection of methods, algorithms and
means are made for solving the dissertation tasks and objectives. The proposed, developed,
and investigated approaches, methods, and algorithms are based on well-reasoned
decisions, theoretical justification, experimental evaluation, verification and validation of the
possibilities of their practical utilization which ensures not only the achievement of the
dissertation goals but also the allows objective evaluation of the proposed solutions and the
achieved contributions. Methodologically the dissertation is logically consistent and
adequate in terms of the chosen and applied methodology of conducting research which
determines the successful achievement of the goals and tasks set in the dissertation.



4. Brief analytical characteristic of the dissertation and assessment of the reliability of the
material on which the contributions of the dissertation are built

The presented dissertation is structured in an introduction, four chapters, a conclusion, a list
of contributions, a list of publications on the dissertation, a list of citations of the
publications on the dissertation, a list of participation of the PhD student in research
projects, a list of bibliographic references of the used literature sources, a list of figures, a list
of tables, a list of used abbreviations and a glossary of used terms and six appendices. The
dissertation has 181 pages. The dissertation comprises 47 figures and 15 tables. The list of
cited bibliographic references comprises 114 references.

The first chapter of the dissertation presents an overview of the existing methods and tools
for web application security and analyzes the approaches for static (SAST) and dynamic
(DAST) testing as well as their integration into DevOps and DevSecOps models. The second
chapter is devoted to threat modeling based on the STRIDE framework. Various tools
(IriusRisk, Microsoft Threat Modeling Tool, OWASP Threat Dragon, and Trike) are examined,
and the results of their application and comparative effectiveness are analyzed. The third
chapter presents an author's method for integrating threat modeling into the DevSecOps
pipeline describing experimental setups, examples with tools such as Jenkins, Snyk, OWASP
ZAP, and Burp Suite as well as results from the practical application of the method. The
fourth chapter contains an analysis of the experimental results and a comparison between
manual, semi-automatic and automated methods for threat modeling. An improved
approach for automating and integrating threat modeling with dynamic vulnerability testing
is proposed. The conclusion summarizes the main results and contributions of the
dissertation, outlines the opportunities for future development and practical applications of
the research contributions in the field of web application security.

Based on the dissertation content, the formulated dissertation aim and the research
objectives defined in the dissertation as well as the means used for their accomplishment, a
conclusion can be made that PhD student is well aware of the state of the art of the scientific
topics under consideration.

On the basis of the analysis of established theoretical models and modern practical solutions
for web application security, a comprehensive and automated DevSecOps-oriented
approach to web application security management is proposed that integrates threat
modeling with static and dynamic testing. An automated method, a framework and a
software prototype are developed to ensure continuous integration and validation of
vulnerabilities in CI/CD pipelines. The effectiveness of the proposed solutions is validated
through experimental evaluation with a real web application and comparative analysis of
manual, semi-automated, and automated threat modeling techniques. This gives me reason
to conclude that the achieved results and the research contributions obtained in the
dissertation are reliable and practically valuable.

5. Scientific and applied contributions of the dissertation

I accept the research contributions formulated by the author in his dissertation as a result of
the research carried out. The contributions can be related to enrichment of the existing
scientific knowledge and scientific achievements in practice as well as development of new
and modification of existing approaches, methods, models and algorithms for their
application for solving the problems investigated in the dissertation.



On the base of the results obtained in the dissertation the contributions of the dissertation
can be classified as scientific, applied-scientific and applied as follows:

= scientific contributions:

— An automated threat modeling and dynamic testing method is developed that
reduces the time required to identify and validate vulnerabilities in web
applications by 82% compared to the semi-automated threat modeling method;

* applied-scientific contributions:

- A comparative analysis of threat modeling methods is performed including
manual, semi-automated and automated approaches and their strengths and
weaknesses are identified;

— A comprehensive approach to security management in CI/CD pipelines is
proposed by integrating static (SAST) and dynamic (DAST) testing tools into a
DevSecOps framework;

— A comparison is made between the results of threat modeling and the results of
static and dynamic vulnerability testing ensuring consistency and validity of the
analysis;

* applied contributions:

— A software prototype of an automated threat modeling and dynamic testing
pipeline is developed using Irius Risk and OWASP ZAP that enables effective
security management in the early stages of development;

— A DevSecOps framework is developed that combines tools for SAST (Snyk), DAST
(OWASP ZAP) and threat modeling and provides continuous integration and
security monitoring in CI/CD pipelines.

— An experimental evaluation is performed with Spring PetClinic web application
that demonstrates the effectiveness of the proposed methods and tools in real-
world conditions;

— A script is developed that automates the threat modeling and DAST process
while providing the possibility for future upgrades with PYTM for full code
automation.

6. Assessment of the extent of author’s personal participation in the dissertation
contributions

The presented content and the structure of the dissertation reveals the author's excellent
comprehension on the dissertation topic and the presented field of study. The four scientific
papers published in connection with the research presented in the dissertation are co-
authored with his scientific supervisor with the PhD student as the lead author. The
presented dissertation and the research papers on its topic make an excellent impression of
the scientific work of MSc. Eng. Lyuben Nikolov, which is characterized by interdisciplinarity,
analytical thoroughness and precision. | consider that his personal contribution to all stages
of the research — from conceptual modelling to practical validation of the proposed solutions
and achievement of the results in the dissertation is undoubted.



7. Evaluation of the author’s publications on the dissertation’s topic

The results of the dissertation research obtained by the author have been published in 4
scientific papers. One of the papers is published in an international scientific journal (WSEAS
Transactions on Systems and Control) and the other three papers are presented at
international scientific conferences, two of which are held abroad (International Conference
on Applied Physics, Simulation and Computing, Rome, Italy, 2024; International Conference
on Software, Telecommunications and Computer Networks, Split, Croatia, 2024) and one is
held in Bulgaria (2023 International Scientific Conference on Computer Science, Sozopol).
The publications are made in the period 2023-2025 and cover the topics of the presented
dissertation reflecting the main achieved results and contributions. All papers are in English
and are co-authored with the PhD student's scientific supervisor. All publications are indexed
in Scopus and one of them is also indexed in WoS. Two of the publications have a total of 9
citations by foreign authors, including 6 citations in papers indexed in Scopus.

8. Utilization of the dissertation’s results and contributions in scientific and social practice

In connection with the research in the dissertation, the PhD student participated in a
scientific project funded by the National Science Fund at the Ministry of Education and
Science. No data are presented for direct practical utilisation of the results obtained from
the research in the dissertation, but | consider the results obtained as relevant to the real
needs of the industry for improvement of the reliability and resilience of software systems
against cyber threats. The dissertation contributions have significant practical potential for
application and implementation for automating the process through a single continuous
chain of threat identification, validation through dynamic scanning and automatic
generation of corrective actions to achieve a high level of security as early as the design and
development stage of software solutions. In addition the dissertation contributions have the
potential to be used for educational and research purposes and would be useful to both
researchers, PhD students and undergraduates in research and training in the scientific field
under consideration.

9. Assessment of the compliance of dissertation’s autoreferat with the requirements for its

preparation as well as its accurate presentation of the dissertation’s content and
contributions

The dissertation’s autoreferat corresponds to the dissertation thesis — correctly and
accurately reflects the dissertation aims and objectives, the content by chapters and the
research contributions achieved. The autoreferat is prepared and formatted in accordance
with the requirements and | consider that it presents the essential features of the
dissertation reflecting in an adequate volume and in a correct manner its content.

10. Comments, recommendations and remarks

I have no comments on the presented dissertation. The comments | made on the version of
the thesis submitted for preliminary discussion at the department council are taken into
account and are reflected in the submitted thesis.

The dissertation presented for a review reveals a large amount of research studies carried
out. It is carefully and thoroughly structured with a high level of presentation of scientific
research and demonstrates the author's excellent research comprehension on the
addressed scientific problems, reveals the thoroughness of the research carried out and
provides an opportunity for its further development and practical utilization.



| would recommend the author to continue his research on the dissertation topic and to
focus his efforts towards the implementation of the developed approaches and methods in
practice in order to achieve direct applied results.

I have the following questions for the PhD student:

1. Are there any restrictions and specific requirements for the practical application of the
developed automated method for threat modeling and dynamic testing in a wide range of
use cases?

2. To what extent are the proposed solutions in the dissertation applicable to microservice
architectures and is it necessary to adapt them for such applications?

11. Conclusion

Based on the above said | consider the dissertation presented for review in the procedure
for awarding the “Doctor of Philosophy” degree as fully corresponding to and fulfilling all the
requirements of the Act on the Academic Staff Development in Republic of Bulgaria and the
Regulations governing the application of the Act as well as the Regulations for the
application of the Act in the Technical University of Sofia. The dissertation topic falls in a
relevant scientific field subject to intensive research studies. The author fulfilled the
dissertation goals and the objectives. The results obtained contain scientific and applied
contributions that are significant for both science and practice and are achieved by the
applicant himself. The contributions of the dissertation are published in scientific papers that
are adequately disseminated and made available to the international scientific community
through presentation and publication in research conference proceedings.

Therefore | am convinced of my positive assessment of the dissertation presented and
propose to the honourable members of the Scientific Jury MSc. Eng Lyuben Asenov Nikolov
to be awarded a “Doctor of Philosophy” degree in the professional field 5.3 “Communication
and Computer Engineering”, scientific specialty “Computer systems, complexes, and
networks”.

Date: 12.01.2026 REVIEWER:
/ Prof. Milena Lazarova-Mitseva, PhD /



