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"l CTAHOBI,IUIE
r,pxy arrceprar-Ir4oHeH Tpyr 3a npugo6unaHe Ha o6paaonare,rHa u HayrrHa

c'reneu ,,qorrop"
Anlop na auceprallaoHHr4, Tpya: Mar.rrHx. f posgaH KocraAr.lros
Xpncloe
Teua rra aHcepraquoHHns rpyl'. Meroan H arropurMrr 3a Marr.rrrHrro

o6yvelrue e xn6e pcnryprroc'rra
9:res ua uayqrroro xypu: npoQ, a-p uHx. A,rerccarrqrp EorAanon
Eorn pcru

l. Arcrya.illrocr na pa:pa6orBaHuq B AuceprauuoHHrrq rpyA npo6,reu r
rrayqHo H HayqHonpuJroxHo oTHorueHHe

Hayuuara o6,racr, cBT,p3aHa c MarrrliHuoro o6yreuue H H3KycrBeHH,
r4HTe.rIeK r. e oco6erto aKTyirnHa L cB6p3aHa c noqrll rcuqrla aefiHocrll rra qoBexa.

B naclosuralo rHceprarrHfl Ta3Lr axTyzl,'rHocr ce orHacs .4o nayuuara o6lacr
xu6epcu rypr rocr, B Korro MarrrurrHoro o6yreuue uMa rrbpBocre[eHHo 3HaqeHrre

npH peuraBane Ha npo6reuu Ha c[rypHocrra, KaKTo B KoMnrcT6pHure cr{creMu,
TaKa rr B rxupoKa raMa or o6lacru r.r3rrcKBarr-ln Brrcoxa creneH Ha curypHocr r.r

3aulura or xu6eparaxu.

2. CreneH Ha [o3HaBaHe cbcrosnuero Na npo6.neua n rBopqecKa
r,rHTeprrpeTaur.rs rra JrllTepaTyp] tc MaTepuaJr

Pea-rlra npe4crasa H o6ocHoBKa 3a HayqHoro HtIBo r.rJrr{ crerreH Ha

[o3rraBarre c'r,crorrunero Ha npo6,reua ]I cr,orBerHa rBopqecKa uHTepflpsral]].r, Ha

.rulepa1ypHu, Marepu r Moxe ra ce Sopvrzpa na 6asara Ha H3roxeHuero B

l,rara I Ha [Hceprar]uoHHH, Tpy.4. B ra:u uara, sa 6a:ara na nruoro6poiiHu u
aK'ryanHlr B Hacroflurr4q MoMeHT uay.ruu ny6rlrxaulrr4, e r.r3B6prxeH o6croeu
fipefnea r,r e HanpaBeH arrirJ ]3 Ha cT,ulecTByBau]uTe MeTo,qs u cpeAcTBa 3a

flpu-rrolr(eHr{ero Ha Marrr}rHHo o6yveuae r c$epara ua xu6epcnrypHocrT a.

hlflor:sauure np]r aHa,'rrr3a rz BK.rr]orreHr,r r 6ra6auorpa$usra Kr,M Auceprarrusra
III lu lepalypHu a3ToqHlrrlu Ha raruHuua, Kr.tpHnnqa lr r4HTepHer aApecu, ca
r,r3ltrno HayvHrr tty6ttuxaquu, aorulaar.r A ctaruu or peHoMrrpaH c ucalr4r,
H3aaHH.s or MexAyHapoaHa roa$epeuqulr E r.r3roqHxuu or caftrose n l4u'repuer,
c nMelia Ha aocrartqeH ua 6pofi aBTopLI Karo BoaeuIH, LI3T6KHarLr B Hacro.firqu,
NroNreHT lt 6,'rr4sxoro Mu]rilJro, qy)K,4r.r rj Hatlrr,t yqeHr.r ]r crerlz iLJrr,rcrr.r B o6racrra Ha
Ma[I]rHHoro o6yvenue u Ir3KycrBeHI,Ig HHTeJTeKT.

3. Cuo'r'eelcreue Ha n:6paHara MeroAHKa na H3cJreaBane u nocraBeHara qeJr

H 3aAaqu rra arrccpTauuoH[Hc TpyA c rrocTrrrrraTHTe rrpEHocrr

Or san:s,rrro ocHoBareJuro 4e(ruHupaHara 3rraqnMocr u rreo6xo4xrrlocr R

Ha)qIIo 14 trayqrro-np[noxHo orHolxeHue or H3cJIeABaHe e o6racrra ]ra
rrplrlro)Kenr.rero Ha MarrruHHoro o6yveHue c.rreasa o6ocrroBalroc'r'Ta Ha uentrre u



3aaaqnTe B ar.rceprarlnoHHlu rpyA. .{oxropaurrr MHoro roqHo u KoHKperHo e
(ropruylupa:r rreJrra r{ 3a.[arrrrre B cBo, .q[ceprarlr4oHeH Tpya.

Ocuoanara rleJr Ha Hacrorrrlu.,r a ceprarlrroueH Tpya e npoyqBaHe Ha

MeroaH H tL'rropr.rrMu, cB:bp3aHr.r c xu6epcurypnocrra, B'r,3 ocHoBa Ha KoETo Aa ce
rrpcAxoxH corfryepuo perueHrre, sa 6azata Ha MeroA c Lr3KycrBeH HHTe.lreKT 3a

rcracu(ruuupaue Ha 3,'roBpeaHlr 4)ailnoBe. 3a ra ce yJrecHH TexHr.r.,r ntpBuqeH r,r

B'r'opHqeH alt&rILt3.

3a n:ns,rneunero Ha ra3H r1er, ca $oplrynvpaHH cJreaHHTe 3aAaqll:
- Ia ce lpoyqu H H3cJreaBa Bb3MoxHocTTa 3a npuJraraHe Ha MeToar{ Ha

Marrrr,rHHoro o6yveaue [prr aHaJrr.r3a Ha rrHrlraaeHTr,r c xa6epcurypHocrra, c rleJr

peuaBaHe Ha 3aaaqa sa x-uacr.r@uxaquq, xorro aa e B floMorrl Ha eKcneprrlre rro
xu6epcurypnocr B npncBorBaHe Ha 3noBpeAur-r Qafirone H MeroAoJrorru Ha

pa6o r a rru pa3nr.rqHu xaKepcKr,r rpynlri
- ra cc HaMeprn xapaKTeplicl'v Ka, Kouro aaeKBarHo aa orpa3rBar o6exrlrsuure
3aBHcHrroc'ru or x,racu{rnxaq}roHHr.r, craryc;
- aa cc npeAroxu r{ onrr.rMr,r3apa Mo4en 3a pe[raBaHe ua x.naclrr[nxaq[oHHara
3aaaqa H /la ce rlpanoxrr ro3u Nroaer 3a oflpeaenrHe ua x,racu<paxaquouHu,
oraryc Ha anaJ'lr.r3lrpaHr{Te apre$axru;
- .44 ce HanpaBu eKcneprrMeHTirneH aHa,'rr.r3 3a npHnoxeHr4e Ha npeanoxeHu.,r
Moren. Ha 6agara na xofiro Ia ce fipeueHrr HeroBI{Te Bt3MoxHocrr4.

4. Hay.rur.r u/unu rrayvxonpuJroxHrr rrpr,rHocn rta Arrceprarl]roHHuq rpyA
B tlrcepraquonu e,'rpyA ca flpeacraBeHr.r I uayveu,2 uayvHo-upuloxuu a

2 rrpa-rroxurz nplrHocu, KaKTo cJreABa:

Hayvrro npr.rHocH:
- npeAnoxen e Mo,{er 6a:upau sa Random Forest xnacu$r4rarop 3a

rlpHcBorBaHe Ha Kjrac Ha npr,rHaaJrexHocT Ha 3IoBpeAeH Koa K'6M onpe.qeneHa

,q'r,pr(aRa! crroHcopupaqara Aeiisocru H prBBr.rrue Ha xaKepcKr.r rpylr4, HacoqeHr,r

cpeuv KoM vrrlrKartHoHHa u uurfoplraquouua uHSpacrpyKTypa Ha ,upyru ,{bpxaBu
uluttu opranuzagw;

Hayvuo-npu.noxHH npHHocn:
- npeano)KeHo e I,l3[oJI3BaHeTo Ha TaKcoHoMI,Ifl 3a Ir3BbpIXBaHe Ha

npeun3upaulr4 flpoqerypt4 npl o6pa6orKara Ha aaHHrr, cB6p3aHrr cBc 3noBpeleu
Koa, xaKepcKr4 rpyar4 14 cloHcopupauu abpxaBlr, u:6pana Ha 6a3ara Ha

npoyqBaHe Ha MexayHapo,uHu npaKTr,rKx n r.,racu$uqzpaHero Ha xaKepcKn rpynlr
Ir onpci(crqlrero lra uHr.lu,qeHTu n xu6epcurypuocrra;

- fipcanoxeHo e u3uo-]l3BaHeTo Ha oueHtqHH TexHuK]r 3a orITHMr43auLIfl Ha

r..rracu(luraquounure xapaxTepr4crr.rKr.r r-t us6op Ha xr{nepnapaMerpr.r 3a

x,racu(rnraropa Random Forest, xouro oueHrBar cBp6x fipeacraBf,He Ha

H3BaAKure 3a Ma!'rrraHcrBeHrrre K;racoBe 14 r{aMa!'r.f,BaHe Ha Koe(brrqueHTa Ha

rrpellcTaBcHe Ha u3BaAKr.rTe 3a cBpl>x npeacTaBeHuTe KJracoBe;
llpu.noxur.t npHrrocr:



- pa3pa6oTeH e eKcnepr{MeHTaneH npoToTun, r,r3noJr3Barr,t npeAnoxeHus
MoAen c KJracu(br.rKarop Random Forest, xofiro pea,rr43upa aBToMarr.r3r-rpaH npoqec
no uacurpuqlrpaHe Ha xapaKTeplrcrr,IKu na tfafinone, c'bABpxaqlr 3noBpeAeH KoA

KbM OnpelteJreHHe xaKepcKr,r rpyru ulunu cnoHcopupaqfi I'bpxaBr,r Ir yrecHqBa
.ler-rHoc nrl g 3a aHa:ru3 II oueHKa Ha eKcneprH tIo xu6epcurypuocr:

- flpelnoxeHr.rrr Moae.]r e eKcnepHMeHTtL'IHo oueHeH c I,I3[oJr3BaHe Ha

pa:pa6oreuur eKcnepuMeHTa,.teH flpororurr 3a Banrrar.rpaHe Ha Bb3MoxHocrr,rre Ha

MoAera 3a no,4o6prBaHe ua rcracudr.rxarlrrr^ra Ha Saii,rone H yJrecn.f,BaHero Ha

pa6orara Ha eKfleprn no rr.r6epcurypHocr.

5. [Ipeqerrxa na ny6.nurcaqurrre no Ar{cepraql.roHHIrr rpyA
Ocrrourtnle [ocrr4xeHus B ,alrceprarr]loHHus rpya ca flo[ynqpr.r3upana n 5

rral'urru rrl6;rNxartHu B c6aBTopc'l'Bo c HayqHr{Te p:bKoBoa}rreru, B rrpecrzxHl
rral urnr xon(lepesrtnn. Or rqx 4 ca LrnaeKcupaHr.r e Scopus. I4ua 3 qurupaHu.r ua
n1,6,.rNxauu ule. BcH.rru ny6:ruxaquu ca c reoperaqHo H [pr.{JroxHo 3HaqeHae.

cBbp3auu ca c rnceprar]:aura vI c npotlecr.rona,rHoro rraflpaBneHue 5.3.
Kolryur.rxaqlroHHa H KoMnrcTtpHa rexHHKa. llpueualr ny6,ruxaqzouuara Aefinocr
Karo HarI6,'rHo rocrarr,qHa no o6eM, rra BHcoKo HayqHo HHBo H nonynrpu3apaHa B

ilocraTrrqtla clcrrc]r B rrauuoHiuleH Ir Me)KAyHapoaeH HayrIeH [naH.

6. Mucrrna, rrperropr,Ku u 6e,,rerxxr,r

B nayuno orHomeHHe npeacraBeHHrrr 3a perleH3rrpaHe aHcepraur.roHeH Tpya
e Nruoro ao6pe otfropueH, pea"nrr3upaH H crpyxTyprrpaH H 3aroBa Morar aa ce

fiocoqaT ritaBHo c,'IeaHIrTe rro BaxHlr peAaKIr.roHHr4 I.r apyr]r He3Harrr{TerHH

:a6eaexxlr:
- B CnHC6KI,T Ha UrrTr.rpaHaTa Jrr.rTepaTypa HsMa HoMepa(u, r.r HefiHoro

crrorBeIclBue c ur,rTupaHeTo B TeKcTa Ha AI4cepTaIIurTa qpe3 LIMeHaTa Ha

aB'roprrre e 3arpyarreHo, HanprrMep B rexcra ua crp.16 IrMa qtlTupaHe (Busulu et
al.. 2015). Koero ,'rHrrcBa B cnuct,Ka r Ha urrrr{paHara nr{Teparypa;

- B II3BOAHTe KLM rIeTBbpTa rJIaBa Ca npe.qCTaBeHLI qIZCJIOBI,I AaHHIT OT

eKcnepuMeHTarHH re pe3ynraru. HarlpHMep .,x,racu<f nxaqa.rra Ha xaKepcrur rpynu
.loc r-HI a l00o/o usfit novru 1 000%, AoKaro roriHocrra ua arpr,6yulrrra IIo Ar,pxaBa
c oKoJo 7070". xouro e npeflopr,qr.rre,rso aa 6r,aar nocoqeHr.r B [pHnoxHrrTe
rrprrHocH sa lo-go6poro r.rM apryMeHTupaHe.

flocoqesure lpenoptqurenHrz :a6e:reNxn r,rMar peaneH cMuclJr Ha

Koner arnu [oxeJraHr4, 3a 6r,aeurara uayvHa 4efinocr Ha .{oKTopaHTa B

nepecneKTr4Brrara HayqHa o6nacr Ha Auceprarlnrra.

7. 3axflrcqeu[e c qcHa noJroxuTeJrHa rlJru orpnuareJrHa orreHKa Ha

llHcepTauuor rurr Tpya



I] :ax,rroqerrue cqr.rraM, qe ar,rceprauuoHnr.rrr rpya e o$oprnreH B crorBercrBrre c

H3cKBaHHflr'aJ aMa onpeaeneHr.r !r norBr,paeHu npaKTr.rqecKu n ge(ruuupauu xaro
r rayrrrro-flpH]ro]KHH E [pr{JroxHrr [purrocu, oTpa3euII u nollynrpll3upaHlI B

,tociartqeu ua 6pofi nayvuu uy6,ruraulrH l. B noAxoarrulr HayqHH clr4caHus H

xou$epeHuuu. llpe4:rara:lr na YraNaeuoro HayqHo xypu ,qa npacT,ar.r

o6pa:lonare-rruara H Hayqna creneH ,,Aor(op" Ha lrar. fpos4an Kocra.qunon
Xpucron n nporf ecuoua,rnoro HarrpaBneHr4e 5.13. KolryuzraquoHua vt

KoMrlrorhpHa rexHrrKa, HayqHa clequannocr: ,,Cracreuu c LI3KycrBeH aure.irerr".

.;[a ra: 1J.01.2026 r'. LI-'IEII IIA }KYPII-Io

(rpo0, A-p A.rerccarrlt,p Eexnpcrn)



l. Rclcvance of the problem developed in the dissertation in scientific and
applied terms
Thc scicntific field related to machine learning and arlificial intelligence is

particularly relevant and related to almost all human activities. In the present
dissertation. this relevance refers to the scientific lield of cybersecurity, in which
machine learning is of paramount importance in solving security problems, both in
computer systems and in a wide range of areas requiring a high degree of security
and protection lrom cyberattacks.

2. Dcgree of knowledge of the state of the problem and creative interpretation
of the litcrary material
A real idea and justification for the scientific level or degree of knowledge of the
state of the problem and a corresponding creative interpretation of the literary
material can be formed on the basis of the presentation in Chapter I of the
dissertation. In this chapter, based on numerous and currently relevant scientific
publications, a comprehensive review and analysis of the existing methods and
tools 1br the application of machine learning in the field of cybersecurity has been
carried out. 

-l-he 
111 literary sources in Latin, Cyrillic and Internet addresses used

in the analysis and included in the bibliography to the disserlation are entirely
scientiflc publications, reports and articles from reputable journals, issues of
international conferences and sources fiom Internet sites, with the names of a
sulficient nuurber of authors as leading, prominent at the present time and in the
rccent past. fbreign and domestic scientists and specialists in the freld of machine
lcarning and arlificial intelligence.

3. Compliancc of the selected research methodology and the set goal and tasks
of the disscrtation with the achieved contributions
From the lully justified dellnition of the signiiicance and necessity in scientil'ic
ancl sc ient illc-applied terms ol research in the field of machine learning
application. thc validity ol the goals and tasks in the dissertation ibllows. The
doctoral studcnt l.ras very precisely and specifically lormulated the goal and tasks
in his dissertation.

OPINION
on the dissertation for the acquisition of the educational and scientific degree
ol "Doctor"
Author of the dissertation: M.Eng. Grozdan Kostadinov Hristov
Topic of the dissertation: Methods and algorithms for machine learning in
cybersecurity
Member of the scientific jury: Prof. Dr. Eng. Alexander Bogdanov
Bekyarski



-fhe main goal of this dissertalion is to study methods and algorithms related to
cybersccurity. on the basis ol which to propose a software solution based on an
artificial intelligence method lbr classifying malicious files in order to lacilitate
their prinrary and secondary analysis.
To achieve this goal, the following tasks have been tbrmulated:
- to study and investigate the possibility of applying machine leaming rnethods in
the analysis of cybersecurity incidents, in order to solve a classification task that
would assist cybersecurity experts in assigning malicious files and work
methodology to various hacker groups;
- to lind characteristics that adequately ref'lect the objective dependencies on the
classitication status:
- to propose and optimize a model for solving the classification task and to apply
this model to determine the classification status of the analyzed artifacts;
- to conduct an experimental analysis lor the application ofthe proposed model, on
the basis of rvhich to assess its capabilities.

4. Scientific and/or applied scientific contributions of the dissertation
lhe dissertation presents I scientific. 2 applied scientific and 2 applied
contributions. as follows:
Scientifi c contributions:
- a model based on a Random Forest classifier is proposed lor assigning a class of
belonging ol malicious code to a specific country. sponsoring the activities and
development ol hacker groups directed against the communication and
information infrastructure of other countries and/or organizations;
Scientific and applied contributions:
- the usc of a taxonomy is proposed for performing precision procedures in the
processing of data related to malicious code, hacker groups and sponsoring
countries, selected on the basis of a study ol international practices in the
classification o1 hacker groups and the determination of incidents in cybersecurity;
- the use of evaluation techniques for optimizing classification characteristics and
selecting hyperparameters for the Random Forest classifier is proposed, which
evaluate over-representation of samples for minority classes and reduce the
representation coelficient of samples for over-represented classes.

Applied contributions:
- an experimental prototype using the proposed model with the Random Forest
classifier was developed, which implements an automated process for classifuing
characteristics ol flles containing malicious code to a definition of hacker groups
and/or sl.ronsoring countries and facilitates the analysis and assessment activities of
oybersccurity experts;
- the proposed model was experimentally evaluated using the developed
cxperimental prototype to validate the capabilities of the model lor improving file
classilication and f-acilitating the work ol cybersecurity experts.



5. Assessment of publications on the dissertation work

6. Opinions, recommendations and notes
ln scientific terms, the disserlation work submitted for review is very well
designed. irnplemented and structured. and thereforc the following important
editorial and other minor remarks can be indicated:
- the list of cited literature is not numbered and its correspondence with the
citation in the text ofthe dissertation, through the names of the authors is difficult,
lirr example. in the text on p.16 there is a citation (Busulu et a1.,2015). which is
missir.rg in the list of cited literature:
- thc conclusions to the fourth chapter present numerical data from the
experimental results, for example, "the classification of hacker groups reaches
I 00% or almost 1007o, while the accuracy of attribution by country is about 70%",
uhich it is advisable to indicate in the applied contributions lor their better
argumentation.
'l'he indicated recommended remarks have a real meaning of collegial wishes for
the future scientific activity of the doctoral student in the prospective scientific
lield of the dissertation.

l)atc: 13.0 L2026 .IURY MEMBER:......

(Prof. Dr. Alexander Bekyarski)

'I hc main achievements in the dissertation work have been popularized in 5

scier.rtific publications co-authored with the scientillc supervisors, at prestigious
scientific conferences. Of these, 4 are indexed in Scopus. There are 3 citations of
the publications. All publications are oftheoretical and applied impoftance, related
to the dissertation and the professional field 5.3. Communication and computer
tecl.rnology. I accept the publication activity as completely sufficient in volume, at
a l.righ scientific level and sulficiently popularized in the national and intemational
se icntilic plan.

7. Conclusion with a clear positive or negative assessment of thc dissertation
rvork
ln conclusion. I believe that the dissertation work is designed in accordance with
the requircments. has certain and confirmed practical and defined as scientifically
applied and applied contributions, reflected and popularized in a sulficient number
ol scientillc publications and in appropriate scientific journals and conferences. I
propose to the Honorablc Scientific Jury to award the educational and scientilic
clcgree "doctor" to Mag. Grozdan Kostadinov Hristov in the professional field 5.13.
Clonrmunicalion and computer technology, scientific specialty: "Artificial
intcl ligence svstenrs".


