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ABTOp Ha JaucepTalMOHHHs Tpya: Mar.uHxk. I'pospan KocraauHos
XpHcrToB

Tema na nauceprauMoHHUS TpyA: MeToau M AJropuTMH 32 MAIIHMHHO
odyueHHe B KHOEPCHIYPHOCTTA

Yien Ha HaydyHOTO Kypu: mnpo¢. a-p umHxK. AJexcanabp boraaHos
beksipckn

1. AxrtyajiHOCT Ha pa3paldoTBaHUs B HUCEPTALUMOHHHUSI Tpya npobiem B
HAYYHO H HAYYHONPHUJIOKHO OTHOIIEHHE

Ha)-mtaTa O6J‘IaCT, CBBp3aHa € MAIIHHHOTO 06)«"‘16[!1/16 H H3KYCTBCHHA
HHTEJIEKT, € 0COOEHO AKTyaJlHa U CBbp3aHa € IMOYTH BCHYKH JICHHOCTH Ha YOBEKA.
B wuacrosuiaro JUcepTranus Tadu aKTya/IHOCT C€ OTHacs JI0 Hay4dyHara o0sacr
KH()CPCIII‘}’[)HOCT. B KOATO MAllIHHHOTO OGYI-IEHHG UMa ITbPBOCTCIICHHO 3HAYCHHUC
IIpH peliaBaHc Ha Hp06ﬂeMI/l Ha CUTI'YpHOCTTA, KaKTO B KOMIMIOTBPHHUTE CHCTEMH,
TaKa 1 B IIUPOKa rama oT o01acTH M3MCKBAIllM BUCOKa CTEIleH Ha CUT'YPHOCT H
3aluTa oT 1<146epa“ra1<y1.

2. CremeH Ha Mno3HaBaHe CbCTOSHHETO Ha MpodjemMa M TBOpYeCKa
HHTEpIpEeTAlHs HA JIMTePATYPHUSI MaTepHaJl

Peasina npejicraBa m 00OCHOBKA 3a HAay4YHOTO HMBO MJIM CTENEH Ha
[MO3HABAHC CBLCTOAHHUECTO HA HpOGJICMa U CBhOTBCTHA TBOP‘!BCI{a HHTEpHpE:TaIIP[H Ha
JMTEpaTYpHUS MaTepuall Moke jga ce ¢opmupa Ha Oazata Ha M3JI0KEHHETO B
I'naBa 1 na auceprauuonnus tpya. B Tasm rnasa, nHa 6a3ata Ha MHOrOOpPOHHH M
aKTyaJHH B HACTOALIMS MOMEHT Hay4yHH NyOIMKanMM, € H3BbpHIeH 00CTOeH
Iperje/l U ¢ HalpaBeH aHajlu3 Ha ChUIECTBYBALIMTE METOJAM M CpeJcTBa 3a
NPUJIOKEHUETO HAa MamMHHO oO0yueHue B cdepara Ha KUOEpCHIypHOCTTA.
M3ron3sanure npu anaamsa ¥ BKIIoueHH B Oubimorpadusta KM jMcepTanmsiTa
111 aureparypHu M3TOYHHLM Ha JIATHHHMIA, KUPWJIMILA M MHTEPHET aJ(pecH, ca
M3LM710 HAy4YHH NyOJMKalMM, JOKJIaJd M CTaTHH OT PEHOMHUpPAHU CIIUCAHMS,
M3IaHUS OT MEKILYHApOIHH KOH(EpEeHIIMN U U3TOYHHUIN OT caiitoBe B MHTepHeT,
C MMEHA Ha JIoCTaTh4eH Ha OpOH aBTOPH KAaTO BOJICHIH, U3THKHATH B HACTOSALINA
MOMECHT ¥ OJIM3KOTO MUHAJIO, YYIK/M U HALIM YYCHH M CIICLMAJIMCTH B o0JiacTra Ha
MAIIMHHOTO 00Yy4YEHHUE U U3KYCTBCHHSA HHTEJICKT.

3. CboTBeTCTBHE HA n36pauaTa METOJAHKA HAa H3CJIe/IBAHEC H MOoCTaBeHaTa LeJl
H 3a/1aY1 Ha JHCEPTAUHMOHHHASA TPY/JA ¢ NIOCTHIHATHUTE NPHHOCH

OT Hanb/IHO OCHOBATENHO Ae(PUHMpaHATA 3HAYUMOCT M HEOOXOIUMOCT B
Hay4HO M HaY4YHO-IIPHJIOKHO OTHOIIEHHE OT u3cie/BaHe B oljacrra Ha
IIPMJIOJKEHUETO Ha MAIIMHHOTO oOyueHHe cie/iBa 000CHOBAHOCTTA Ha IIEJIUTE W



3aa4uTe B JMCEPTALIMOHHUA TPyA. JlOKTOpaHTHT MHOIO TOYHO M KOHKDPETHO €
(dopMyIMpat 1enTa U 3aJa4uTe B CBOS JIMCEPTAIIMOHEH TPY/L.

OcHoBHATA 1eJI HA HACTOSIIMS JHCEPTAIlMOHEH TPYyJ] € IIpOy4YBaHE Ha
METO/IM WU aJIFOPUTMH, CBBP3aHU ¢ KUOEpCUTYPHOCTTA, B3 OCHOBA HA KOETO J1a ce
npeutoxkn copryepHo pernieHue, Ha 0azaTa Ha METOJ ¢ M3KYCTBEH MHTEJICKT 3a
Kiracudunupane Ha 3joBpeinu (aiose, 3a Ja ce yJIECHH TEXHHUS IIbPBUYCH U
BTOPHUYEH aHaJIM3.

3a M3MI'BJIHEHUETO Ha Tas3u 1ell, ca (JOpMYJIMpaHH CJIeAHUTE 3a/1a4H:
- Ja ce Ipoyduyu M M3Ccle[ABa BB3MOXKHOCTTA 3a IIpWlaraHe Ha METOJM Ha
MAIIMHHOTO O0YYEHHE IIPH aHajM3a Ha MHLUMIEHTH ¢ KHOEpCHIypHOCTTa, ¢ Iell
peliaBaHe Ha 3aja4a 3a KiacH(pUKAIMs, KOSTO J1a € B IIOMOIIl Ha €KCIIEPTHUTE 10
KHOEpCUTypHOCT B TIPHUCBOSIBAHE Ha 3/10BpeIHH (haijioBe M METOIOJIOrHS Ha
padoTa KbM pas/IMuHH XaKePCKH IPYIIU;
- Jla C¢ HaMmepsT XapaKTEPUCTHKH, KOUTO AJeKBATHO Jla OTpa3siBaT 0OEKTHBHHTE
3aBUCHMMOCTH OT KJIaCH(PUKALMOHHUS CTATYC;
- Jla CC NPEUIoKA U ONTUMH3MpPa MOJEII 3a pellaBaHe Ha KjacH(uKallMOHHATa
3a/la4a W Jla ce NPHJIOKH TO3M MOJIEJ 3a ONpEJIe/IsiHe Ha KiIacH()UKAIMOHHMS
CTaTyC Ha aHaJM3upaHuTe apTedakTu;
- Jla ce HalpaBH EKCIEPUMCHTAJICH aHAM3 3a TPWIOKCHUEC Ha MPEUIOKESHHS
MoJel, Ha 0a3zaTa Ha KOMTO Jia ce MPEeleHsIT HErOBUTE Bb3MOKHOCTH.

4. HayuHu u/vjiM HAY4YHOIIPHJIOKHU IPUHOCH HA JIMCEPTALHOHHUS TPY/

B aucepranMoHHus TPy ca npejacTaBeHu | HaydeH, 2 HayuYHO-TIPUJIOKHH H
2 NPHIOKHH IIPUHOCH, KAKTO CJIE/IBA:

Hayuno npunocu:

- npeutoxken e mozenl Oaszupan Ha Random Forest knacudukarop 3a
MPHUCBOSBAHE Ha KJac Ha IPHHAUICKHOCT Ha 3JI0BpPEeH KOJ KbM OIpe/esicHa
JIbpIKaBa, CIIOHCOpUpAIlaTa JSHHOCTH U pa3BUTHE Ha XaKCPCKH TPYITH, HACOYCHH
Cpelly KOMYHMKallMOHHA U MH(GOPMallMOHHA HH(PACTPYKTYpa Ha JPYTH JIbP/KaBH
W/UIIN OpraHu3alum;

Hay4Ho-npHI0KHH NPHHOCH:

- IPEUIOKEHO € HM3IOI3BAHETO Ha TAaKCOHOMMSI 3a H3BBpHIBAHE Ha
[pEeIM3Hupaliv IpoueypH npu odpaboTkaTa Ha JaHHH, CBBP3aHU CHC 3JIOBPE/CH
KOJI, XaKEpCKM TI'pYyNH MW CIOHCOpUpAILM JIbpKaBu, M30pana wHa Oazata Ha
MpoyYBaHe Ha MCIKIYHAPOIHH MPAKTHKH B KJIACH(DUUIHMPAHETO HA XaKEPCKH TPYITH
M ONPE/ICISIHETO Ha HHIIMICHTH B KUOEPCUTYPHOCTTA;

- MPEJUTOKEHO € H3MO/I3BAHETO HA OLEHBYHH TEXHUKH 3a ONTHMM3ALHUA HA
KJIacM(UMKALMOHHUTE XapakTepUCTHKU M H300p Ha XHUIEprapamMerpd 3a
kiacupukatopa Random Forest, KoMTO OIEHSBAaT CBPBX [pEJCTaBsHE Ha
M3BAJKUTE 3a MAJILMHCTBEHHUTE KJIACOBE W HaMajsiBaHE Ha Koe(MIIMEHTAa Ha
[IPE/ICTABAHE HA U3BAJIKMTE 3a CBPBX IIPE/ICTABEHHUTE KIACOBE;

Ipuioxuu npuHocH:



- pa3paboTeH € EKCIEepPUMEHTAJIEH NPOTOTHII, M3IOJI3BAI IPE/UIOKEHH
mojtedt ¢ kiacupukarop Random Forest, koiiTo peajiM3npa aBToMaTH3MPAH IIPoLIEC
1o KjiacH(pUIMpaHe Ha XapaKTEPUCTUKH Ha (ailyioBe, ChIABPKAIIM 3JI0BPEICH KO
KBM OIMPE/IE/ICHHE XaKEePCKH TPYIH M/HJIM CIIOHCOPHPAIIH JAbP)KaBH M YJIECHSBA
JICITHOCTHTE 3a aHAJIN3 M OIIEHKA Ha EKCIIEPTH 110 KHOSPCHUTYPHOCT;

- HPE/UIOKEHUSAT MOJIeJI € CKCIEePUMEHTAIHO OIICHEH C H3M0JI3BaHE Ha
pa3paboTeHHs eKCIIEpUMEHTAJIEH IIPOTOTHII 32 BATHMIHPAHE Ha Bb3MOXKHOCTUTE Ha
Mojena 3a nojoOpsBaHe Ha Kilacupukauuara Ha (aiyloBe U YJICCHABAHETO Ha
paboTara Ha eKIEPTH 110 KHOEPCHTYPHOCT.

S. lpenenka Ha nyoJIMKaUMUTE MO AUCEPTALMOHHUS TPY/

OCHOBHHTE IMOCTHKEHHUS B JMCEPTAIMOHHUS TPY/L Ca MONYJISIPU3UPAHU B 5
Hay4yHM 1yOJIMKallMi B ChaBTOPCTBO € HAYYHHUTE PBKOBOJMTEIH, B IPECTHXKHH
HayqHu KoH(pepenmu. OT 15X 4 ca uHjekcupanu B Scopus. Mma 3 uurupanus Ha
nyonumkauuure. Beuuku nyOiMKanMM ca ¢ TCOPETHYHO M NPHIIONKHO 3HAYECHHUE,
CBBP3aHM Ca C JUcCepTauusita M ¢ IHpoQeCHOHATHOTO HanpasjieHue  5.3.
KoMyHHKanMoHHa 1 KOMIIIOThpHA Texnuka. [ Ipuemam nydnukanuonnarta 1eiHOCT
KaTo HAI'BJIHO J0CTaTh4yHa 0 00eM, Ha BUCOKO HAyUYHO HUBO M IONYJIIPU3HpaHa B
JIOCTAThYHA CTEIIEH B HALIMOHAJIEH M MEXK/IyHAPO/I€H HAYYEH I11aH.

6. MHuenus1, IPENopbKH U DeJ1eKKH

B nay4yHO OTHOILIEHHE NPEJCTABEHUSAT 3a PELIEH3UPaAHE JIMCEPTALIMOHEH TPY/IL
e mMHoro jobpe odopmeH, peaJM3HpaH M CTPYKTYPHpaH M 3aToBa Morar jJa ce
[OCOYaT IJIABHO CJICJIHUTE MO BA)KHH PEJAaKIMOHHM W JAPYIH HE3HAYUTETHH
3a0€eIeIKKH:

- B CHHUCBKBT Ha IUTHpaHaTa JIMTEpaTypa HsAMa HOMEpalus U HEHHOTO
CLOTBCTCTBME € [MTHPAHETO B TEKCTa Ha JMcepTalMaTa 4ype3 MMeHara Ha
ABTOPUTE € 3aTPY/AHEHO, HAIPUMEp B TeKcTa Ha cTp.16 uma uurtupane (Busulu et
al.. 2015). KoeTo JMIICBa B CMIMCHKA T HA IMTHpAaHaTa JIMTepaTypa;

- B M3BOJMTC KbM YETRBPTA IJlaBa ca IPEJCTAaBEHH YMCJIOBH JIAHHHU OT
CKCIIEPHUMEHTAIHUTE Pe3yJITaTH, HAallpUMeEp ..KiIacH(pHKalMATa Ha XaKePCKH IPYITH
jgoctura 100% wuim noutu 100%, jokato ToyHocTTa HA aTpUOYLMATA 110 IbpPIKaBa
¢ okoso 70%, KOUTO € MPEenopbUHUTETHO Ja ObJAT NMOCOYEHH B HPHIOKHHUTE
MPHUHOCH 32 110-A00pOTO UM apryMeHTHpPAHE.

[Tocouenure HPCHNOPBYUTCIITHH 3a0€JICI)KKH ~ HUMaT pecajicH CMHMCBJI Ha
KOJICI'HaJIHH nokeJlaHusg 3a Objleniara Hay4Ha JICHHOCT Ha JOKTOpaHTa B
HICPECIICKTHUBHATAa Hay4dHa o0nact Ha JUcepTranmAaTa.

7. 3akiovyeHHe ¢ SICHA TMOJIOKHTEIHA HWJIH OoTpHLaTeJIHA OLEeHKa Ha
JAHCEPTALIHOHHUSN TPYA



B 3akmiouenue cyuTaMm, 4e JUCEPTALMOHHUAT TPY/ € 0hOpMEH B CHOTBETCTBHE C
M3CKBAHUATA, MMA OIPE/ICICHH M IOTBBPACHH MPAKTHYECKH U Je(UHHPAHU KATO
HAYYHO-TIPWJIOKHE W NPWIOKHHU [PHUHOCH, OTPa3eHd M MONYJISPU3UPAHU B
JloctaThyed Ha Opoi HayuHu NyOJIMKAUMM U B MOJAXOASIN HAy4YHM CIIHCAHUS U
KoH(pepenuuu. Ilpernaram Ha VYBakaeMOTO HAay4yHO JKYpH Ja IPHUCHIU
oOpa3oBareslHaTa M Hay4dHa CTeneH ,,JJoktop~ Ha wmar. ['po3znan KocraauHoB
Xpucrog B 1npodecHoHasiHoTO HanpasieHde 5.13. KoMyHuKanuMoHHa U
KOMITIOTHPHA TEXHHUKA, HAYYHA CIEIUaIHoCT: ,,CUCTEMHI ¢ U3KYCTBEH HHTEJICKT .

Jlara: 13.01.2026 r. YITEH HA dKYPHUTO oo

(npod. a-p Anekcanabp beksipekn)



OPINION

on the dissertation for the acquisition of the educational and scientific degree
of "Doctor"

Author of the dissertation: M.Eng. Grozdan Kostadinov Hristov

Topic of the dissertation: Methods and algorithms for machine learning in
cybersecurity

Member of the scientific jury: Prof. Dr. Eng. Alexander Bogdanov
Bekyarski

1. Relevance of the problem developed in the dissertation in scientific and
applied terms

The scientific field related to machine learning and artificial intelligence is
particularly relevant and related to almost all human activities. In the present
dissertation, this relevance refers to the scientific field of cybersecurity, in which
machine learning is of paramount importance in solving security problems, both in
computer systems and in a wide range of areas requiring a high degree of security
and protection from cyberattacks.

2. Degree of knowledge of the state of the problem and creative interpretation
of the literary material

A real idea and justification for the scientific level or degree of knowledge of the
state of the problem and a corresponding creative interpretation of the literary
material can be formed on the basis of the presentation in Chapter 1 of the
dissertation. In this chapter, based on numerous and currently relevant scientific
publications, a comprehensive review and analysis of the existing methods and
tools for the application of machine learning in the field of cybersecurity has been
carried out. The 111 literary sources in Latin, Cyrillic and Internet addresses used
in the analysis and included in the bibliography to the dissertation are entirely
scientific publications, reports and articles from reputable journals, issues of
international conferences and sources from Internet sites, with the names of a
sufficient number of authors as leading, prominent at the present time and in the
recent past, foreign and domestic scientists and specialists in the field of machine
learning and artificial intelligence.

3. Compliance of the selected research methodology and the set goal and tasks
of the dissertation with the achieved contributions

From the fully justified definition of the significance and necessity in scientific
and scientific-applied terms of research in the field of machine learning
application, the validity of the goals and tasks in the dissertation follows. The
doctoral student has very precisely and specifically formulated the goal and tasks
in his dissertation.



The main goal of this dissertation is to study methods and algorithms related to
cybersecurity, on the basis of which to propose a software solution based on an
artificial intelligence method for classifying malicious files in order to facilitate
their primary and secondary analysis.

To achieve this goal, the following tasks have been formulated:

- to study and investigate the possibility of applying machine learning methods in
the analysis of cybersecurity incidents, in order to solve a classification task that
would assist cybersecurity experts in assigning malicious files and work
methodology to various hacker groups:

- to find characteristics that adequately reflect the objective dependencies on the
classification status;

- to propose and optimize a model for solving the classification task and to apply
this model to determine the classification status of the analyzed artifacts:

- to conduct an experimental analysis for the application of the proposed model, on
the basis of which to assess its capabilities.

4. Scientific and/or applied scientific contributions of the dissertation

The dissertation presents 1 scientific, 2 applied scientific and 2 applied
contributions, as follows:

Scientific contributions:

- a model based on a Random Forest classifier is proposed for assigning a class of
belonging of malicious code to a specific country, sponsoring the activities and
development of hacker groups directed against the communication and
information infrastructure of other countries and/or organizations;

Scientific and applied contributions:

- the use of a taxonomy is proposed for performing precision procedures in the
processing of data related to malicious code, hacker groups and sponsoring
countries, selected on the basis of a study of international practices in the
classification of hacker groups and the determination of incidents in cybersecurity;
- the use of evaluation techniques for optimizing classification characteristics and
selecting hyperparameters for the Random Forest classifier is proposed, which
evaluate over-representation of samples for minority classes and reduce the
representation coefficient of samples for over-represented classes.

Applied contributions:

- an experimental prototype using the proposed model with the Random Forest
classifier was developed, which implements an automated process for classifying
characteristics of files containing malicious code to a definition of hacker groups
and/or sponsoring countries and facilitates the analysis and assessment activities of
cybersecurity experts;

- the proposed model was experimentally evaluated using the developed
experimental prototype to validate the capabilities of the model for improving file
classification and facilitating the work of cybersecurity experts.



5. Assessment of publications on the dissertation work

The main achievements in the dissertation work have been popularized in 5
scientific publications co-authored with the scientific supervisors, at prestigious
scientific conferences. Of these, 4 are indexed in Scopus. There are 3 citations of
the publications. All publications are of theoretical and applied importance, related
to the dissertation and the professional field 5.3. Communication and computer
technology. I accept the publication activity as completely sufficient in volume, at
a high scientific level and sufficiently popularized in the national and international
scientific plan.

6. Opinions, recommendations and notes

In scientific terms, the dissertation work submitted for review is very well
designed, implemented and structured, and therefore the following important
editorial and other minor remarks can be indicated:

- the list of cited literature is not numbered and its correspondence with the
citation in the text of the dissertation, through the names of the authors is difficult,
for example, in the text on p.16 there is a citation (Busulu et al., 2015), which is
missing in the list of cited literature;

- the conclusions to the fourth chapter present numerical data from the
experimental results, for example, "the classification of hacker groups reaches
100% or almost 100%, while the accuracy of attribution by country is about 70%",
which it is advisable to indicate in the applied contributions for their better
argumentation.

The indicated recommended remarks have a real meaning of collegial wishes for
the future scientific activity of the doctoral student in the prospective scientific
field of the dissertation.

7. Conclusion with a clear positive or negative assessment of the dissertation
work

[n conclusion, I believe that the dissertation work is designed in accordance with
the requirements, has certain and confirmed practical and defined as scientifically
applied and applied contributions, reflected and popularized in a sufficient number
of scientific publications and in appropriate scientific journals and conferences. I
propose to the Honorable Scientific Jury to award the educational and scientific
degree "doctor" to Mag. Grozdan Kostadinov Hristov in the professional field 5.13.
Communication and computer technology, scientific specialty: "Artificial
intelligence systems".

Date: 13.01.2026 JURY MBEMBER:. ..o onusisnsesssssseieyinss

(Prof. Dr. Alexander Bekyarski)



