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y ALIcepraIIIloHeH TpyA 3a npnAo6uaane Ha o6pa:oBareJrna n HafiHa creneu ,raorrop"
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o npoQecuoHa:ruo HanpaBneHue: 5.3 Ro.ttl'ttt11111quoHHo t! Kuuntotn'bpno nrex uqa,

HayqHa cfleqllatJluocr: nCucmeut, c u3tlycmseH uumenexm"

An'rop na gucepraur.rouHrrq rpy4: Jtta?. untc. lpoldau Kocmadunoa Xpucmoe

Telra Ha AucepralruoHHlr fl TpyE: ,,Memoiu u aurzopuntrut \o iutuutHHo o6yuenue e

xufiepcuzypuocmma "

gleu aa Ha)^{Horo xypu: npo$. A-p IrHx. ENIH.I l4raHos iiouqeB

1. Arryaluocr xa parpa6ornar[r B aucepraullonurq 'rpya rrpo6JreM B Hayqqo rl
HayqHoItpunoxHo oTllolIIellue

B ctnpclrenuN're ycnoBufl Ha AIirr.ITaJIu3arIu{ noq'rn ncu.txr c<pepu ua qogeura'ra aeftnocr
pa3rrr,rrar Ha MoAepur,r I.rHOopMaqHoHHn rr t(oNryuu(aqrroH H l.l o{creMll. Kouro ocuryprBar
e$emr,rBHo ssaNl.roaeficrsae Mexay oraenHrrre npoueclr a lrHrlpacrpy.xrypu. Hapyuraranero
lln]r [peKbcBaHero Ha rqxHoro ]rop[ralrHo rfyurqnoHupaue ]lroxe ,ua aoBeae ,[o 3HarrHTeJrHH

I,II(oHoMI.{qecxrl sary6u u aa flocraBH coqrra,'rrl{Te cr.rcreMr.r npea cepuo3H}r npear{3BHKareJIcrBa.
flopaAr.l rooa [o.u,46pxanero Ha Bucor(o HrrBo Ha criryp]rocr lr3r.rcKBa HenpeKtcHar auaJfii3 u
cucreMarl,IqHa rnacntparaqr.rr Ha B'b3rrxKrrarlrre 14Hrrn.qerrrlr, c qel uaesruQHuHpaHe It
orcrpaHrBaHe Ha nponycKtzTe a ru6epcurypHocr"ra, aoseJrrr ao ycneuHa eKcnJroarauru Ha

yr3BuMocru or 3JroxaMepeHr cy6exru.
Hacro.uqner AuceprarruoHgH Tpya pa3rnexAa ar(Ti'anHa l{ 3lraqr.rMa Hayrua npo6aerrrarrra.

Mar. rlHx. fposaau Xpucron npeAcraBq Ha)AHo r.r3cneaBaHe, HacorreHo Kr,M npr,uaraHe Ha

MeroAr,r H aJrropHTMH or o6racrra Ha H3KycrBeHH, HHTeJTeKT:a pa:pa6olnaxe Ha fipuJroxeHue
3a aBToMarrl3r.Ipaua ruracuSNxaqus Ir aHa!'rH3 na npo6rren B cr.ir ypHocrra ua uH$opuaqnouHr.r
cucreMu. OcHosHara rler Ha Lr3cJleaBaHgro e orrrxruu3rrpaHc Ha pa6orara Ha excflepruTe no
xu6epcr.rrypnocr u noBurraBaHe Ha erferrrrnHocrra Ha npouccnle no orKpnBaHe, aHarn3 H

peaKrl q IIpH ]rHur,raeHTr,r.

2, Crenen Ha no3xaBaxe gbcronHuero ua npo6"rerra rr rBoprrecKa HHTepnperauns Ha

nr{TepaTypHnfl MaTepr{an

flpu pa:pa6ornaHero Ha arrcepraur.roHHr4{ 'rpya aoxropaH r,r'r e H3B6prrrur :aaur6o.reHo,
cIrcTeMaTI4qHO E qeneHacoqeHo npoyrBaHe aHarv3 Ha caBpeNreHHaTa HayrHa nHrepaTypa,
oruacaua ce ao ocHoBHHTe rrrrroBe 3anJrax[ e rcrr6epnpocrpaHcrBol'o, B'b3MoxHocrr{Te 3a

nplrJloxeuue Ha Meroau r.I alrrroparMu or H3xvcrBeHH, HHTerreKT s o6racrra Ha

uu$opuauuouuara curypHocr, xaK'ro u ro noaxoAHre 3a nperBapu rerHa o6pa6orxa na gaunu u
nacrpofixa Ha flapaMerpr.rre Ha aJrropr.rrMr.r 3a Mau].rrrHo o6yreune. flpoyuenu ca o6uro I I I
JurreparypHr.{ r.r3ToqHr,rKar or r(onro 106 oa sa aurrzriicxr elur u 5 - ua 6r.nrapcxr e:Nx. Ha
ocHoBara Ha u3BtptrreHll saa6r6oqeH aHaJII{'l'}4rteH u Kpnr qeH o6:op ua H3nor3BaHHTe
I{3ToqHIruI4 ca $opruyar.rpariu uerra Ha .aracepraquoHH}rq rpyA r,r fipo[3Tuqauure or He,
xoHKpeTHx HayqHoH3cIeAoBaTeJIcKIl 3aaaqu.

flpegroxexNar lro4er, 6a:upau Ha r:racn$uraropa Random Forest, neronara nparTxqecKa
peanHjaUH, H npOBeAeHHTe eKcnCpllNICIIIil.qHII ll'tr'.lCJBilllll,l .lclluHclp,lpaT laAr,,r6OqenO
lo3HaBaue Ha arTyarnHoro crcrorHue Ha H3cneaBaHlr, npo6lelr or crpana Ha aBTopa, KaKTo L
Br.rcoKo HLIBo Ha au{ulllrnqHr{ ;ya.z.etur. t4 cnoco6nocr 3a KpurHqHa HHTepnperaqu, u o6o6ulegue
Ha cruecTByBalql,rre Ha) rHr.r pe3ynraTr.r.
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3, Crorsercroue ua u:6pauara MeroAHKa rra u3cJreABaHe tl nocraBeHara qer rl 3aAaqri
Ha arrcepTarlI{oHrrr{rr TpyA c rrocTufHaTr{Te rrpIlHocll

I,lr6paHara MeroaaKa Ha H3cJreaBaHe e B ctorBercrrue c rf opr',ryrIapaHara L(e, t,t

[ocraBeHuTe 3a.qaqH Ha aucepraunoHHun rpya. flpralaraHero Ha cl{creMeH H cpaBHr.rreJreu

aHirnH3, HayqeH crrHTe3, MoaerHpaHe, eKcnepaMeHTarJrHH H3cIeaBaHI.L L aHaJIlt3 Ha nony{eHHTe
pBynraTrr ocnrypxBa 06ocHoBaHo u nocreAoBarerHo pe[raBaHe Ha I-I3cneAoBaTeJIcK[Te 3aaaq}l.
llpet apryueHrupau r:6op H npaKrHqecKa peanu3auus Ha floAxoaqxlu iIrropHTMH 3a Marxr-rHHo

06) {eHue e flocrHrHara o6exttrnna oqeHr(a Ha rrrxrrara e$exrunnocr s [pv;IoxHMocr B

KoHTeKcra Ha aBToMarH3,, pa*ufl a*uru3 r.r x;racx$uraqar Ha HHrIlraeHTlr s o6racrra Ha

xu6epcrrypnocrra. flonyueHu:re pe3ynrarH r.r $opr*ryrrapaur4re fipr,rHoo.r rrorBr,pxAaBar
a,[erBarHocrra ua ur6pauara H3cJreAoBarencKa MeroAoJroru, tt rteitttug, npr4Hoc 3a [ocrl{raHe Ha

ocHoBHaTa uen Ha ,[]rcepTau]ioHHuq Tpya.

4. Hay.rnn u/nnr rayuonp[JroxxH nprrxocrr Ha axceprau[onHrrfl TpyA

B pesyrrar Ha npoBeaeHara HayqHo[3creAoBarercxa pa6ora noJrfreH[Te pe3yJrrarr,r ca

cr{creMarr43upaHu u $opuynrapanu Karo eAHH Hafren, aBa Ha) IHo-rrprlnoxHlr H aBa np[noxul4
npr{Hoca. Cruure ca Hacoqeur.r (!M yctBl,pureHcrBaHe u pa3Br{T}re Ha cruecrByBarllu MoAeJII,r,

Meroalr t- noaxoru B pa3rnexaaHuTe HayqHI,t o6lacrn, KaKTo l,t KBM pa3ul,IprBaHe
o6orarqsaHe Ha HaJII{qH}lre reoperuqHH H npaxruqecKr.r 3HaHuq.

@oprr.ryrupanxre rrpuHocrl ca apryMeHTHpano o6ocnosaHr H KopeKTHo orpa3rBar o6eua a
craspxaHHero Ha [386p[reHaTa oT aoKTopaHTa H3cJreaoBaTencKa pa6oTa. Te ce orrlqasar c

aKTyaJrHocT H [pa(Tlrr{ecKa npuJloxtrMocT, Karo Morar Aa 6rgar n:nol:naH[ or cfieqnanr.rcTr{ B

o6aacrra sa xu6epcurypHoclTa.

5. Ilpeqenxa Ha ny6auxaqnn're no arrceprauuoHHnfl Tpya

Pesyrrarure or AHceprarlrronHuf Tpya ca ny6;rlrxyranr.r B ner HafrHH crarur B nepfioAa
202W2025 r. B rpn or rrx Aorropar{r6r e BoAeu aBrop, eAHa e caMocrorreJrHa. .Il,ae or rrx ca

ra rourfepeHqurl, pe$eprpanu B cBeroEHou3Becrslr 6agn c Hay{Ha uuQoplraqlrr, apym aBe -
Ha Mex,qyHaporHu Hayr{Hr.t Sopylm. EAua o:: crarlrnTe e ny6:ruxynana B HayqHoro cnucaHt-re

lntemational Joumal of Innovative Research and Scientific Studies. Ktrvr MoMeHTa Ha n3rorBrHe
HA HACTO'IIIOTO CTAHOBHIqE ABE OT CTATUI,ITC UUAT O6U1O TPI,I IIHTUPAHII' OT APYTI-, ABTOPI4,

perrrcrpr,rpaux n 6a:ara gaHnu Scopus. 3a eana or re3u crarrrrr ca ycrauoBeHu r.r Ao['bJrHHTeJrHH

ABe unrnpaHu, n Google Scholar. fly6.nnxaqnara ,,Cybersecurity and Information Security'' lrlra
e.(Ho orqereHo ulrrHpaHe s n,nar$opuara ResearchGate, Karo B caorBerHqr H3TorrHr.rK

AoroopaHTr,r He e nocoqeH Karo cbaBTop. ,{orropaurrr e B3eJr fracrue u B

Haf{uou3cneAoBarencr}.r npoer{T }ra reMa ,,14:c,re4saue u npr4noxeuue Ha aJrropl,trMl{ 3a

MarurrHuo o6yreuue npu aHarrr3 N pa:pa6orr<a lra Bxcorocurlpen co$ryep", roero
Ao[lJruureJrHo cBHAerencrBa 3a arcruBHa Haf{Holr3cJleaoBareacxa aefiuocr B pa3nlex.qaHara
Ha)AHa o6racr. Ily6.nnxynauare HafrHr,r rpyAoBe orpa3rBar B rrbJrna crerreu
H3cneAoBarercKlrre npo6revu, paapa6orenra B aHcepraur,roHH t4e -tpyA tl o6xeaular crrllecrBeHa
qacr or Hero.

6. Mrennn, [pe[opr,Kr{ u 6e.rexru.

,{orcropaurrr e H3Br,purun 3uaq reJrHa pa6ora no reuara Ha aHceprarlrrrra, Korro e aoBera
Ao y6eaurersu HayqHr.r H Haf{Ho-npunoxHH pe3ynrarl,I. ,{rcepraqrounurr rpya e orfopr'reu
craparenHo, KopeKTHo npeAcraB, Ha)AHHre LI3cneaBaEI,It ,I cBnaerercrBa sa go6pure [o3rIaIrH,
Ha aBTopa s o6racrra. Hrlrau cepuosnu KpIlrtarIHH 6ereNrcu xtlrr pa6orara. Teuata na

,qrlceprarlHrra e B nepcnerrr.rBHa Ha)AHa o6:racr u npeflopr,Ka Mr.r e aa npoabnxx cBof,Ta

nay+ra pa6ora H lt3creaBaHr.rq I,r aa Hacot*t ycl{nHt K6M npaKTHqecxoro npnnoxeHne Lt

BHeaprBaue ua pa:pa6orennre MeroaH r.r anroprrrMl,I.
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7. 3ax.rrcqenne

C.rlrrau, qe npeacraBel{I4rr ,qucepralrHoHeH rpyA orroBaps Ha H3HcKBaHr{sra na 3axona ga

pa3Bxrr,rEro Ha aKaAeMqqHHs ctcraB B Peny6rura Eurrapux lr flpaenrHnxa 3a Ha)^{Hu creneuu
ua TV-Co$u.a. flocruruaru,e HayrHH, Ha)rqHo-npnno)KHu H npunoxHH fipuuocrr, orpa3eHu B

AocraraqeE ua 6poi uayvuu ny6auxaunri ca HarrbJrr{o .i(ocra'raquo ocHoBaHne 3a noJIoxHTeJIHa
orler{Ka Ha ArrcepraquouE[q rpy.{. Br,3 ocHoBa Ha He, npeanaraM Ha yBaxaeMoro Hayruo xypr.r
Aa [p]rc6ar.r o6pasouaremrara H HayrrHa creneH ,,Aor{rop" Ha uar. uHx. lposaan Koctaafinos
Xpucroo o npotfecuoualHo HanpaBJreHHe 5.3 KoruyHrrr<aunoHHa H KoMnrorapHa rexHHKa rlo
HayqHa cneq[anuocr ,,Cucreuu c H3KycrBeH lrurerexr".

05.01.2026 r.
ry.CoOn,
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Opinion

on a dissertation work for the acquisition of an educational and scientific degree "doctor"

Professional field:5,3. Communication and computer equipment

Scientific specialty: Systents witlt utifcial intelligence

Author of the dissertation: MSc.Eng. Grozdan Kostadinov Hristov

Title of the dissertation: " Methods and algorithms for machine learning in cybersecurity"

Scientific jury member: Prof Emil lvanov Iontchev, PhD

1, Relevance of the problem developed in the dissertation in scientific and scientific
applied terms

In today's conditions of digitalization, nearly all spheres of human activity rely on modern
information and communication systems that ensure effective interaction among individual
processes and infrastructures. The disruption or interruption oftheir normal operation can lead to
substantial economic losses and pose serious challenges to social systems. Therefore,
maintaining a high Ievel of security requires continuous analysis and systematic classification of
emerging incidents in order to identify and remediate cybersecurity gaps that have enabled the
successful exploitation of vulnerabilities by rnalicious actors.

This dissertation addresses a timely and significant scientific problem. MEng Grozdan
Hristov presents a study focused on applying methods and algorithms from the field of artificial
intelligence to develop an application for automated classification and analysis of security
breaches in information systems. The primary objective of the research is to optimize the work
of cybersecurity experts and increase the efficiency of incident detection, analysis, and response
processes.

2. Degree of knorvledge of the state of the problem and creative interpretation of the
literary material

In developing the dissertation, the doctoral candidate conducted an in-depth, systematic, and
purposeful review and analysis of contemporary scientific literature covering the main types of
threats in cyberspace. the potential application of artificial intelligence methods and algorithrns
in the field of information security, as well as approaches to data preprocessing and the tuning of
machineJeaming algorithm parameters. A total of I I 1 literature sources were reviewed, of
which 106 are in English and 5 in Bulgarian. Based on the comprehensive analyical and critical
review of the examined sources, the objective of the dissertation and the corresponding specific
research tasks were formulated.

The proposed model, based on the Random Forest classifier, its practical implementation,
and the conducted experirnental studies denronstrate the author's thorough understanding of the

current state of the investigated problem, as well as a high level of analytical competence and the
ability for critical interpretation and synthesis of existing scientific results.

3. Correspondence of the chosen research methodology and the set goal and tasks of the
dissertation with the achieved contributions

The selected research methodology is consistent with the stated objective and the tasks set

out in the dissertation. The application of systems and comparative analysis, scientific synthesis,
modeling, experimental studies, and analysis of the results obtained ensures a well-founded and

coherent approach to addressing the research tasks. Through the justified selection and practical
implementation of suitable nrachineJeaming algorithms, an objective assessment of their
effectiveness and applicability has been achieved in the context of automated analysis and
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classification of incidents in the field of cybersecurity. The results obtained and the stated
contributions confirm the adequacy of the chosen research methodology and its value in
achieving the primary objective of the dissertation.

4. Scientific and/or scientific-applied contributions of the dissertation

As a result of the research work conducted, the obtained results have been systematized and
formulated as one scientific contribution, two scienti fic-applied contributions, and t'"vo applied
contributions. These contributions are aimed at improving and f'urther developing existing
models, methods, and approaches in the relevant scientific fields, as well as at expanding and
enriching the available theoretical and practical knowledge.

The stated contributions are convincingly substantiated and accurately reflect the scope and
substance of the research carried out by the doctoral candidatc. They arc characterized by
timeliness and pmctical applicability and may be used by specialists in the tleld of cybersecurity.

5. Assessment ofthe publications on the dissertation

The results of the disse(ation have been published in five scientiflc articles during the
period 20201025. In three of them, the doctoral candidate is the lead author, while one article is
single-authored. Two of the articles were presented at corlfereuces indexed in intemationally
recognized scientific databases, and two others at intemational scientific forums. One of the
articles was published in the scientific joumal lntemational Journal of Innovative Research and
Scientific Studies.

At the time of preparing this opinion, two of the articles have received a total of three
citations by other authors, as indexed in the Scopus database. In addition, one of these articles
has received two further citations recorded in Google Scholar. The publication entitled
"Cybersecurity and Information Security" has one recolded citation on the ResearchGate
platform; however, in this source, the doctoral candidate is not listed as a co-author.

The doctoral candidate has also participated in a research project entitled "Research and
Application of Machine Learning Algorithr.ns in the Analysis and Development of Highly Secure

Software", which further demonstrates active research engagemcnt in the respective scientific
field. The published scientific works fully reflect the rescarch problems addressed in the
dissertation and cover a substantial part of its content.

6. Opinions, recommendations and notes

The doctoral candidate has carried out substantial work on the topic of the dissertation,
which has resulted in convincing scientific and scientific-applierl outcomes. The dissertation is
prepared with due care, presents the condtrcted research nccu|ately, and demonstrates the
author's solid knowledge and competence in the held. I have no significant critical remarks
regarding the work. The dissertation topic falls within a prornising research area, and I
recommend that the doctoral candidate continue their scientillc work and research and focus
their efforts on the practical application and implernentation of tlie developed methods and
algorithms.

7, Conclusion

I believe that the presented dissertation meets the rcquilements of' the Law on the
Development of the Academic Staff in the Republic of Bulgirria and the Regulations for
Academic Degrees of TU-Sofia. The achieved scientific, scientif,rc-applied, and applied
contributions, reflected in a sufficient number of scientific publications, provide a solid basis for
a positive assessment of the dissertation. Based on this, I propose to the honorable members of
the Scientific Jury to award the educational and scientific degree "Doctor" to MSc.Eng. Grozdan
Kostadinov Hristov in the professional field 5.3 Comrnunicalion and computer equipment in the
scientific specialty Systems with artificial intelligence.

Scientific jury member:.........
/Proi Eniil lontchev. PhD/
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