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1. AxrtyajqHocTt Ha pa3padoTBaHHs B JMCEPTALHOHHMS TPyA HpPodJeM B HAYYHO H
HAYYHONPHJIOAKHO OTHOIIEHHE

B CbBpEeMEHHHUTE YCIIOBHS HA JIMIHTAIU3AIMS MOUTH BCHUKH c(hepH Ha YOBEIIKATAa ACHHOCT
pa3suuTaT Ha MOJEPHH HMH(OPMALMOHHM M KOMYHHKALMOHHH CHCTEMH, KOHTO OCHIYpsBaT
eekTHBHO B3aUMOIEHCTBHE MEXIY OTJCNHHUTE IMpolecH M uH(ppacTpykTypu. Hapymasanero
MM NIPEKBCBAHETO Ha TAXHOTO HOPMAIHO (DYHKUHOHHpPAHE MOXKE 1a AOBEE A0 3HAYHTENIHH
MKOHOMMYECKH 3ary0H M Ja MOCTAaBU COLHAIHMTE CUCTEMH TIPE/| CEPUO3HH NPEIN3BUKATEICTBA.
[Topaau TOBa MOJBPKAHETO HA BHCOKO HMBO Ha CHTYPHOCT H3HMCKBA HEMPEKBCHAT aHAIM3 M
CHCTEMaTHYHa KiacHUKalHMs Ha BB3HMKHAIMTE HHUWACHTH, C LeN HAeHTHQUIMpaHEe H
OTCTpaHABAHE Ha INpPOIYCKHTE B KMOCPCUIYPHOCTTA, [OBEINH [0 YCIHELIHa €KCIUIoaTauus Ha
YI3BUMOCTH OT 3JIOHaMepeHH CyOeKTH.

Hacroammsar qucepTallMOHEH TP/l pasriekia akTyajlHa M 3HauYMMa Hay4yHa nmpoOlieMaTukKa.
Mar. unk. 'po3nan XpuCTOB Npe/cTaBs HAayuyHO M3CIE/IBaHE, HACOYEHO KbM IPHUJIAaraHe Ha
METO/JH H aIFOPHTMHU OT 00/1acTTa Ha H3KYCTBEHHS MHTEJIEKT 3a pa3padOTBaHE Ha NMPHIOKEHHE
3a aBTOMATH3MpaHa KaacH(HKalMs M aHAIH3 Ha IPOOHBH B CHMI'YPHOCTTa HAa MH(GOPMALIMOHHH
cuctemu. OcHOBHATa Iie/l Ha M3CJIE/IBAHETO € ONTHMU3HpaHe Ha paboTaTa Ha EKCHEPTHTE IO
KMOEPCUI'YPHOCT M IOBMLIABAHE Ha €PEKTHBHOCTTA HA MPOLECUTE [10 OTKPHBAHE, aHAU3 H
peaKuys [IpH HHLMUACHTH.

2. CreneH Ha NMO3HABAHE CHCTOSIHMETO HA MPOGJeMa W TBOPYECKA WHTEPNpEeTalus Ha
JIUTEPATYPHHUSI MaTepHaJl

IIpn paspaboTBaHeTO Ha AMCEPTALMOHHHA TPYA AOKTOPAHTBT € H3BBPLINHI 3aXbIO0YCHO,
CHCTEMAaTHYHO U IIEJIEHACOYEHO MpOYYBAHE M AHAIW3 HAa ChBPEMEHHATAa HAaydyHa JIHTEpaTypa,
OTHacsAlla C€ A0 OCHOBHHTE THIIOBE 3allJlaXxH B KHﬁBpﬂpOCTpHHCTBOTO, BB3MOXHOCTHUTE 34
NPpHUIOKEHHE Ha METOAH H  AJNropuTMH  OT H3KYCTBEHHWA HUHTEIEKT B obmacrra Ha
HH(OPMAIIMOHHATA CUTYPHOCT, KAaKTO M JIO MOAXOAMTE 3a IpeaBapuTeina odpaboTka Ha JTaHHHU U
HACTpO¥Ka Ha MapaMeTpUTe Ha alrOpUTMH 3a MaunnHo oOyudenue. Ilpoyuenu ca obuio 111
JAUTEPaTYpHM W3TOYHHKA, OT KOouTo 106 ca Ha aHriMiicku e3uk u 5 — Ha Obarapcku esuk. Ha
OCHOBaTa Ha M3BBPIICHHA 3aAbIA00YEH AHWIUTHYEH W KPHTHYEH 0030p Ha H3MOJI3BAHUTE
M3TOYHHMIM ca (opMynMpaHH LeNTa HAa AWUCEPTALHMOHHMUS TPYA M MPOH3THYAIIMTE OT Hes
KOHKPETHH HAay4HOH3CJIeJOBATeICKH 3a/1auH.

[Tpennoxennst Moaen, Oa3upan Ha kmacHpukaropa Random Forest, Heroara npakrHuecka
pcanu3anma H IMNPOBEACHHUTE CKCICPHUMCHTAIHH M3CJICABaHUA JACMOHCTpHPAT 3311'[:.1]60‘-[31{0
NO3HABAHE HAa aKTYaJTHOTO CHCTOSIHHE Ha M3cle/iBaHus mpobdlieM OT cTpaHa Ha aBTOpa, KaKTo U
BHCOKO HHBO HA aHAIMTHYHH YMEHMs H CTIOCOOHOCT 3a KPUTHYHA HHTEpHpeTauus 1 obobuenue
Ha CBILECTBYBAIIUTE HAYIHHU PE3YNITATH.



3. CpoTBerTcTBHE HAa M30paHATA METOJAMKA HA H3CJeJABaHe W NMOCTABEHATA IeJ H 3a1a4H
HA AHCEPTANMOHHMS TPY/ C HOCTHTHATHTE MPHHOCH

H3bpanata MerojMka Ha M3cie/lBaHe € B CBHOTBETCTBHE C (opmyinHpaHara Uea |
NMOCTABEHUTE 33134 HA OHCEPTAUHOHHHUS Tpyd. [IpunaraHeTo Ha CHCTEMEH M CPaBHHUTENEH
aHaIM3, HAYYCH CHHTE3, MOJC/IMpaHe, eKCIIEPUMEHTAIHH U3C/eIBaHUS U aHAIM3 Ha MOJYYEHHTE
pe3ynTaTH OCUrypsiBa 000CHOBAHO M 10CJIEA0BATEHO PElllaBAaHE HA M3CIIEI0BATEICKUTE 3a/1auH.
Upes aprymeHTHpaH H300p U NpakTHYCCKa peajn3anus Ha MOAXOIAIH ATOPHTMH 32 MALIHHHO
oOydenue e mocTurHata OOEKTHBHA OIEHKAa Ha TAXHATa €HEKTHBHOCT H TPHIOKHMOCT B
KOHTEKCTa Ha aBTOMATM3MpaHUs aHAIM3 W KIacH(HUKAUMs Ha MHUUJICHTH B obmactra Ha
kubepcuryprocrra. Ilosyuenure pesyntath ¥ (HOpPMyIHpaHHTE IPHHOCH IOTBbPKAaBaT
aICKBAaTHOCTTA Ha W30paHaTa U3ClIeI0BaTe/ICKa METOI0IOT S ¥ HEHHUS MPUHOC 3@ NOCTHTaHEe Ha
OCHOBHAaTa L€J1 Ha JUCEPTALMOHHHA TPY.

4. Hay4yHu /MM HAVYHONPHJIOKHH NPHHOCH HA IHCEPTALMOHHMSA TPY]

B pesynrar Ha mpoBeleHara Hay4yHOHM3CIeJOBaTeNcka paboTa MOJIyueHHTE pe3yiaTaTH ca
CHCTEMATH3UPAHU U (HOPMYITHPAHH KATO €JMH HayueH, JBa HAYYHO-TPHIIOXKHH M JIBA MPUIIOKHH
npuHoca. ChIUTE ca HACOYEHH KbM YCHBBPILICHCTBAHE M Pa3sBUTHE Ha CBHIIECTBYBAIIH MOJIEIH,
METOAM H TMOAXOAM B pa3rjexJaHuTe HayuyHd oOJacTH, KakTo M KbM paslIMpsBaHe W
oboraTsiBaHe Ha HAJIMYHUTE TEOPETHYHU U MPAKTHYECKH 3HAHUS.

DopMyJIHPAHUTE ITPUHOCH Ca APTYMEHTHPAHO 000CHOBAHU M KOPEKTHO OTpa3sBar obema
ChABPKAHHETO HA M3BBpPLIEHATAa OT JOKTOpPAHTAa M3cienoBarencka pabora. Te ce oTiuyasar ¢
aKTYaJTHOCT M MPaKTHYECKA MPUIOXKHMOCT, KaTO MOrar fa 0b/1aT H3M0A3BaHH OT CIIELHAIMCTH B
obnacTra Ha KHOEPCUTYPHOCTTA.

5. Tlpeuenka Ha ny0IMKALHUTE M0 JHCEPTALHOHHHS TPY]

Pesynrature OT JIMCepTAllMOHHUS TPYA ca NyOJUKYyBaHH B MeT HAYYHH CTaTHH B MepUoJa
2020-2025 r. B Tpu OT T4X JIOKTOPAaHTBT € BOJEIL aBTOpP, €Ha € caMocTosATeNnHa. JIBe OT TAX ca
Ha KoH(pepeHunn, pedepupany B CBETOBHOM3BECTHH 0a3H ¢ Hay4yHa MHGoOpMalus, APYTH ABE —
Ha MEXJIyHapoaHH Hay4dHu (opymu. EqHa oT cratuure € myOIMKyBaHa B HAy4HOTO CIIMCAHHE
International Journal of Innovative Research and Scientific Studies. Kbm MoMeHTa Ha U3roTBsIHE
Ha HACTOSIIIOTO CTAHOBMILE JIBE OT CTAaTHMUTE MMAT OOLIO TPH UMTHpPAHHMA OT APYTH aBTODH,
perucTpupaHy B 6azara naHHu Scopus. 3a e1Ha OT TE€3H CTaTHH Ca YCTAHOBEHH M JIOIbJIHHTEIHU
nse uutupanus B Google Scholar. ITybaukauusra ,,Cybersecurity and Information Security™ uma
eqHO oT4eTeHo uMTHpaHe B matdopmara ResearchGate, kaTo B CBOTBETHHS H3TOYHHMK
JTOKTOPAaHTBT HE € T[I0COYEeH Karto cbaBTOp. JIOKTOpaHTBT € B3€l1 YydacTHE H B
HAYUHOM3CJIEIOBATEICKH IPOEKT Ha Tema ,M3cie/lBaHe W TPHWIOKEHHWE HA alrOpUTMHU 3a
MalMHHO OOydeHHe TIpH aHalu3 M pa3paboTka Ha BHCOKOCHrypeH codryep®, Koero
JOITBTHUTEIHO CBHETEJICTBA 3a aKkTHBHA Hay4yHOM3CIeJOBaTelICcKa JEHHOCT B pasriexaaHaTa
HayyHa oOnact. IlyOnmkyBaHWTe Hay4HH TPYAOBE OTpa3sfBaT B IIbIHA CTEMEH
H3CIIEIOBATEICKUTE NPoOIeMH, pa3paboTeHn B AMCEPTALMOHHHS TPY/L U 00XBalIAT ChILECTBEHA
4acT OT HEro.

6. MmueHuns, NpenopbKHU U DeJIeKKH.

JIOKTOpaHTBT € W3BBLPIUIMI 3HAUMTETHA paboTa 110 TeMATa Ha JHCEPTALUATA, KOATO € 10BEa
10 yOeauTeIHH Hay4yHy W Hay4HO-TNPHIOKHH pe3yaTaTtd. ducepTauHOHHHMAT TPyA € 0hOpMeH
cTapaTenHo, KOPEeKTHO MPEACTaBs HayYHNHTE W3CIIe/IBAaHUA M CBUIETENCTBA 3a 100pHTE MO3HAHHA
Ha aBTopa B obOnactra. Hamam cepno3HM KpuTHUYHM Oenexxku KbM paborara. Temara Ha
JUcepramuAaTa € B ICPCICKTHBHA Hay4dHa obmnact u IpenopeKa MM € Ja TPOJABIIKH CBOATA
HaydHa pa60Ta U H3CJICIBaHUA W Ja HACO4YH YCHIIMA KBM IIPAKTHYCCKOTO ITPHJIOXKEHHUE H
BHEIPABaHE Ha pa3paboTEHHUTE METOAM H aJrOPHUTMH.



7. 3arkjJueHHe

Cuynram, Yye NpeACTaBEHUAT JUCEPTALIMOHEH TPY/I OTIOBAPs HA M3HCKBAHHUATA Ha 3aKOoHA 3a
pPa3sBUTHETO Ha aKaJeMH4YHHUs cbeTaB B Penybnuka bearapus u [1paBuinnka 3a Hay4HH CTENEHH
Ha TY-Co¢us. IlocTurHaTuTe Hay4yHH, HAYYHO-IIPHNOKHH M IIPUIOKHH [TPUHOCH, OTPA3eHH B
JOCTATBhYCH HA 6p0171 Hday4HH Hy6ﬂMK'dLlHl/l Ca HaIlbJIHO A0CTATbYHO OCHOBAHHE 34 ITOJIOXKHUTCIIHA
OIIEHKA Ha JMCEepTAalUMOHHHUA TPyA. Bb3 ocHOBA Ha Hes npeiaraM Ha yBaxkaeMoro Hay4yHo xypu
Ja npuchad obpazoBaTesHaTa M HAy4yHA CTEMNeH ,JoKTop™ Ha mar. uHxkK. ['po3nan KocraauHoB
XpHcTOB B npodecHoHanHo HanpasieHue 5.3 KOMyHHKaUHOHHA M KOMITKOTBPHA TEXHHKA 110
Hay4yHa CMeLHaIHOCT ,,CUCTEMH C U3KYCTBEH MHTEIEKT .
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Opinion

on a dissertation work for the acquisition of an educational and scientific degree “doctor”
Professional field:5.3. Communication and computer equipment

Scientific specialty: Systems with artificial intelligence

Author of the dissertation: MSc.Eng. Grozdan Kostadinov Hristov

Title of the dissertation: “ Methods and algorithms for machine learning in cybersecurity"

Scientific jury member: Prof. Emil Ivanov Iontchev, PhD

1. Relevance of the problem developed in the dissertation in scientific and scientific
applied terms

In today’s conditions of digitalization, nearly all spheres of human activity rely on modern
information and communication systems that ensure effective interaction among individual
processes and infrastructures. The disruption or interruption of their normal operation can lead to
substantial economic losses and pose serious challenges to social systems. Therefore,
maintaining a high level of security requires continuous analysis and systematic classification of
emerging incidents in order to identify and remediate cybersecurity gaps that have enabled the
successful exploitation of vulnerabilities by malicious actors.

This dissertation addresses a timely and significant scientific problem. MEng Grozdan
Hristov presents a study focused on applying methods and algorithms from the field of artificial
intelligence to develop an application for automated classification and analysis of security
breaches in information systems. The primary objective of the research is to optimize the work
of cybersecurity experts and increase the efficiency of incident detection, analysis, and response
processes.

2. Degree of knowledge of the state of the problem and creative interpretation of the
literary material

In developing the dissertation, the doctoral candidate conducted an in-depth, systematic, and
purposeful review and analysis of contemporary scientific literature covering the main types of
threats in cyberspace, the potential application of artificial intelligence methods and algorithms
in the field of information security, as well as approaches to data preprocessing and the tuning of
machine-learning algorithm parameters. A total of 111 literature sources were reviewed, of
which 106 are in English and 5 in Bulgarian. Based on the comprehensive analytical and critical
review of the examined sources, the objective of the dissertation and the corresponding specific
research tasks were formulated.

The proposed model, based on the Random Forest classifier, its practical implementation,
and the conducted experimental studies demonstrate the author’s thorough understanding of the
current state of the investigated problem, as well as a high level of analytical competence and the
ability for critical interpretation and synthesis of existing scientific results.

3. Correspondence of the chosen research methodology and the set goal and tasks of the
dissertation with the achieved contributions

The selected research methodology is consistent with the stated objective and the tasks set
out in the dissertation. The application of systems and comparative analysis, scientific synthesis,
modeling, experimental studies, and analysis of the results obtained ensures a well-founded and
coherent approach to addressing the research tasks. Through the justified selection and practical
implementation of suitable machine-learning algorithms, an objective assessment of their
effectiveness and applicability has been achieved in the context of automated analysis and
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classification of incidents in the field of cybersecurity. The results obtained and the stated
contributions confirm the adequacy of the chosen research methodology and its value in
achieving the primary objective of the dissertation.

4. Scientific and/or scientific-applied contributions of the dissertation

As a result of the research work conducted, the obtained results have been systematized and
formulated as one scientific contribution, two scientific-applied contributions, and two applied
contributions. These contributions are aimed at improving and further developing existing
models, methods, and approaches in the relevant scientific fields, as well as at expanding and
enriching the available theoretical and practical knowledge.

The stated contributions are convincingly substantiated and accurately reflect the scope and
substance of the research carried out by the doctoral candidate. They are characterized by
timeliness and practical applicability and may be used by specialists in the field of cybersecurity.

5. Assessment of the publications on the dissertation

The results of the dissertation have been published in five scientific articles during the
period 2020-2025. In three of them, the doctoral candidate is the lead author, while one article is
single-authored. Two of the articles were presented at conferences indexed in internationally
recognized scientific databases, and two others at international scientific forums. One of the
articles was published in the scientific journal International Journal of Innovative Research and
Scientific Studies.

At the time of preparing this opinion, two of the articles have received a total of three
citations by other authors, as indexed in the Scopus database. In addition, one of these articles
has received two further citations recorded in Google Scholar. The publication entitled
“Cybersecurity and Information Security” has one recorded citation on the ResearchGate
platform; however, in this source, the doctoral candidate is not listed as a co-author.

The doctoral candidate has also participated in a research project entitled “Research and
Application of Machine Learning Algorithms in the Analysis and Development of Highly Secure
Software”, which further demonstrates active research engagement in the respective scientific
field. The published scientific works fully reflect the research problems addressed in the
dissertation and cover a substantial part of its content.

6. Opinions, recommendations and notes

The doctoral candidate has carried out substantial work on the topic of the dissertation,
which has resulted in convincing scientific and scientific-applied outcomes. The dissertation is
prepared with due care, presents the conducted research accurately, and demonstrates the
author’s solid knowledge and competence in the field. | have no significant critical remarks
regarding the work. The dissertation topic falls within a promising research area, and I
recommend that the doctoral candidate continue their scientific work and research and focus
their efforts on the practical application and implementation of the developed methods and
algorithms.

7. Conclusion

I believe that the presented dissertation meets the requirements of the Law on the
Development of the Academic Staff in the Republic of Bulgaria and the Regulations for
Academic Degrees of TU-Sofia. The achieved scientific, scientific-applied, and applied
contributions, reflected in a sufficient number of scientific publications, provide a solid basis for
a positive assessment of the dissertation. Based on this, | propose to the honorable members of
the Scientific Jury to award the educational and scientific degree "Doctor" to MSc.Eng. Grozdan
Kostadinov Hristov in the professional field 5.3 Communication and computer equipment in the
scientific specialty Systems with artificial intelligence.

Date: 05.01.2026 Seientific Y EMBEr:. o wsmmamsenmass
/Prof. Emil lontchev, PhD/



