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cepraLl oHeH TpyA 3a nonyltaBaHe xa o6pasoaarenHa !t HayqHa creneH " Aolfiop " Ha
a

"Mero4n la anropurMr4 3a MauJhHHo o6yvexue e xn6epcrrypxocrra"
llpo$ecuoxanxo HanpaBneHue: 5.3" Kor'ayxraraquoHHa u KoMnrcTbpHa rexH14Ka"
HayqHa cneqr4anrocr: "Crcreuu c r43KycrBeH hHTeneKT"

Aerop: r'rar. uxx. l-poa4ax Kocraguxoa Xprcros
or npoQ.4-p Huxa Bac nesHa Cuxqr xa

1. OEl4l,1nOnOXEHl4t

Tercrrr Ha Ar4cepraquoHHl4e rpyA BKnpqBa 147 crpaau1u rercr, $mrypr, ra6nuqn,
rpaSuqu A[arpaMu u ce cbcror4 or yBoA, 4 fiaBn, 3aKnrcqeHhe, cnhc]K c ny6nuraqru,
cBbp3aHh c A[cepTaqhHTa, cnhcbK c npuHocuTe, cnucbK Ha u3nofl3BaHaTa nuTeparypa,
AeKnapaqu9 3a op!4r[HanHocT, np noxeH e 14 cn!4cbK 3a yqacThe B HayqHr4-

u3cneAoBarencKure npoeKr . l-{rrupanara nureparypa BKnrcqBa xaA 100 r43roqH Ka Ha

arrnuficrr r 6unrapcxvt esux.

2. AKTYANHOCT HA NPOENEMA

Teuara Ha Ar4cepraLluata e Memodu u anzopumMu 3a MauuHHo o6ytenue e
Ku6epcueypnocmma. flo raau reMaruKa ce pa6ola uHl4eH3hBHo B qeflun cBFr.

flpes nocne4nr4re Aecerunerun c$epara Ha KoMyH KaquoHHV v un$opuaquoHHr
TexHonorhu nperrpngBar 6ypxo paaenrre. E4ur or BaxHure npo6neuu e chrypHocrra Ha

h3non3BaHure nH$oplaaquoHxu o4creMta. Ocxoenara rexecr or ycraHoBqBaHe Ha

3noBpeAHhre 4efrcraun 14 nocneABau.loro r4M orpaHuqaBaHe ce naAa Bbpxy eKcneprure no
rr6epcnrypxocr, Kor,4ro ca HaroBapeHu cbc 3aAaqara Aa aHan[3upar v xnacr$rqupar
Hacrbnhrure uHLlhAeHT,r. 3a noer4ueaxe eSerrnaxocrra Ha rqxHara pa6ora a nocneAHr.lTe
roAuHu 3anoqBaT Aa ce u3non3BaT MeToAr4 u noAxoAH Ha 3KycTBeHuF r4HTefleKr.
[lpegnarauero u paspa6oreanero Ha HoBr4 e$erruerr HaquHH c r43non3BaHe Ha u3KycrBeH
I4HTeneKT e MHO|'O BaXHa CnO)l{Ha 3aAaq.

[1pe4uer Ha Ahcepraq oHHun rpyA e e$exrnexoro r43non3BaHe xa uacu$rxaqroHHr4
anrop rMr4 r co$ryepxu np noxeHun, ocrrypnBau.lr4 3au..l ra Ha KoMyHuKaq oHH 14

uxQoprrraquouH 14 cr4creMr'r or xu6eparaxr. C.{urair, Lie reMara Ha AhcepralluflTa e aKTyanHa.

3. AHAn1,l3 HA Al4CEPTAql4OHHht TPyA

Aeroprr nocraBff cfleAHara qen Ha cBoero h3cneABaHe
flpoyveaxe Ha pa3flHqHx MeroAx, anropnrMr ta nogxoA],r or x3KycrBeHua uHTereKT 3a
xnacr$uqupaHe Ha 3noBpegxu Sainoee, cBbp3aHlr c npo6nar e xr6epcurypHocrra,
B pe3ynrar Ha Koero 4a 6uge npeAnoxeHo co$ryepxo peueHlre sa eQexruexoro uu
xnacr$nqrpaxe.
3a peanusrpaue Ha nocraBeHara qen ca $opuynrpaHu cneAH Te KoHKperHrl 3aAaqt4 :

l.l4scnedeaxe Ha eb3MonHocmma sa flpunaeaHe xa uemodu Ha MaaauHHo o6yteuue
npu aHanu3a xa uuqudenmu c xu6epcueypHocmma, Kamo ocvoeuama uM $yxxqun e
peaaaeaHe xa sadaga sa xnacuSuxallun Ha snoepedHume $a noee, cebp3aHu c
pa3nuqHu xaKepcKu epyfl u,
2. Onpedenane Ha xapKmepucmuKu, xoumo adexeamHo ompasseam o6exmueHume
3aeucuMocmu om xnacu$uxaquoHHus cmamyc.
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3. Paspa6omxa Ha onmuMaren uoden ea xnacuQuxa4uoHHama sadasa,
4. flpoeexdane Ha e,GnepuMeHmaneH aHanu3 xa paspa6omeHomo npunoKeHue.

B nrpaara rnaBa e h3roxeHo HanpaBeHoro npoyqBaHe 3a cbBpeMeHHoro cbcroeHr4e Ha
npo6neua. klaaupu.ren e aHanh3 Ha reHAeHquHTe u 3anflax re a rra6epnpocrpaHcrBoro t4

B3auMoBpb3Kara M cbc c$epara Ha r43KycrBeHus t4HTeneKr.
Bta eropara rnaBa e npeAcraBeHo u3cneABaHe Ha BuAoBere MeroAH Ha H3KycrBeH

r4HTeneKr, cBbp3aHu c aHaru3a Ha 3noBpeAHrlre $afinoee, raro e us6paxo t4 noArorBeHo
MHoxecrBoro AaHHr4, nptanoxrnlu aa o6yvexue.
Tperara maBa e nocBereHa Ha [3cnegBaHus, cBbp3aHh c onpeAensHe Ha
rnacr$rraquoHHr4 xapaKTepncl4Kr4, Karo e npeAcraBeH HoB noAxoA KbM 3non3BaHe Ha
MeroAa Random Forest sa orHacrHe Ha 3noBpeAHr4 $afinoee KbM onpeAeneHh xaKepcKt4
rpynu nlunn cBbp3aHh c rnx AbpxaBu. Onrcaxo e cb3AaAeHoro co$ryepHo npuinoxeHhe,
AeMoHcrp[pau]o $yxxquonupaHe Ha us6pauua MeroA 3a Mau HHo o6yveHue npra
xnacrQuxaqrn xa APT 3noBpeAHu $ailnoae, r43non3BaHh npr xu6eparaxu.
B sereuprara rnaBa e npeAcraBeH h3BbpuJeH rr aHanr3 Ha npeAnoxeHr4q MoAen u creneH
Ha none3Hocr no orHor.ueHue xa 6ugeqara uy ynorpe6a B peanHu cttryaqtAtA, ua6nogasarr
B npaKTHKaTa.
B 3arnrcqexuero e HanpaBeH KparbK aHanu3 Ha HanpaBeH Te t43cfleABaHuc H ca AaAeHu

HacoKr 3a 6ugeqoro pa3Burre Ha npo6neM[Te.

4. CTENEH HA NO3HABAHE HA NPOENEMA

,[orropaxrur e HanpaBun unoro sa4rn6o,len o6sop Ha cbBpeMeHHoro cbcrosH e Ha
npo6neuarurara, cBbp3aHa c Mawuuno oiyueuue e Ku6epcueypHocmma
Cqumau, te us5pauume uemo)u u uemoduxu sa uscnedeaue cbomaemcmaam Ha
nocmaleHama qen u KoHKpemuume sadauu, cebpgaHu c qenma.

5. nuqHoTo yqAcTl4E

Axanhs Ha Ahcepraqr4oHHun rpy4 14 npeAcraBeHr4fl cnr4cbK na ny6nuxaquh, cBbp3aHu c
A CepTaqr4oHHr4F TpyA Mh AaBa OCHOBaHhe Aa HanpaBg 3aKnrcqeHme, 9e aBToplT no3HaBa
naxoro go6pe cbcrorH ero xa npo6neua, HrMaM HnKaKBo ocHoBaHue Aa ce cIMHFBaM B

n!4qHoTo My yqacTue B npoBeAeHuTe h3cneABaHh9 t4 B HanucBaHe Ha AucepTaq 9Ta.

6. nyEnIKAqhI, CBbP3AHh C AXCEpTAqt4tTA

flpegcraaen e cnucbK xa ny6nuraquu, cBbp3aHu c Aucepraquqra , rofiro eKnoqea 5
HauMeHoBaH[r. B rpr ny6nuraqur AoKTopaHTbr e nocoqeH Ha nbpBo uncro. Llerupu
ny6nr,txaqrau ca a c6opxrqh or MeMyHapoAHH xox$epexqura, a eAHa e crarr4s B "

lnternational Jourrnal.of lnnovative Research and Scientific Studies ".

3a gae ny6nuKaqnh uMa rpu r.p4r paHr4e. Tpn6ea ga ce or6enexh u yqacrue Ha Mar.-uHx
l-poa4ax Xpucroa B HayqHo-rr3cneAoBarencnure npoeKr .

7, ABTOPEOEPAT

Asrope$eparur e HanucaH cbrnacHo t43t4cKBaH rra. Ct4upxaxuero My r43ncHflBa
aKTyanHocrra Ha reMarr4Kara Ha Aucepraqurra, Sopruynupa ocHoBHara qen u 3aAaqu Ha

3CneABaHeTO h OTpa39Ba nOCT[rHaTUTe pe3ynTaT .

8. HAyr{Ho-npnnoxHh h npr4noxHl4 npuHocl4
Cne4 ananusa Ha npoBe4eHure r43cfle4BaHtan u nonyqeHure pe3ynrar cquraM, qe re Morar
Aa 6bAar o6o6qeru no cneAHHe Haq[H:
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3a Hayuxa-npunoxHu ce npr4eMar

- flpe4noxex e MoAen Ha cucreMa sa rnacu$uxaque Ha 3roHaMepeH KoA, 6asrpax xa
xnacuQurarop Random Forest ea npucBonBaHe Ha ro3r4 KoA KbM onpe,qeneHa AbpxaBa,
cnoHcopupaula 4e xocrra Ha xaKepcKr4 rpyn , HacoqeHH cpeuly KoMyHuKaq oHHa ur

ux$opruaqurorina un$pacrpyKrypa Ha Apyru AbpxaBr4 u/unu opraxuaaquu.

- flpe4noxexo e r43nor3BaHe Ha raKcoHoMr4n 3a u3BbpmBaHe Ha npoqeAypil no
o6pa6orra Ha AaHHh, cBbp3aHu cbc 3noBpeAeH Kolq, xaKepcKh rpynu u cnoHcopr,lpaul[
AlpxaBu qpe3 npoyqBaHe Ha Mex(AyHapoAHu npaKruKl4.

- Fpegnoxexu ca oqeHbqHu rexHrlKr4 3a onr Mu3aq t Ha rnacu$uraquoxuu
xapaKrephcn4Ku npu re6opa Ha xunepnapaMerpu 3a xnacu$uxaropa Random Forest.

. 3a l'lpunoxxu ce npueMar:

- Paepa6orex e eKcnepuMeHTaneH npororun xa 6asara Ha npegoxeHr4fl MoAen c
rnacr$urarop Random Forest, xo ro pean[3upa aBroMarn3upaH npoqec no
rcnacnSuqrpaxe na $afinoee, cbAbpxaulu 3noBpeAeH KoA.

- l4serpurena e eKcnepr4MeHTanHa oqeHKa Ha npegoxeHr4g MoAen c qen Bb3MoxHt4Te
noAo6peH[q na rnacuQrraqrrra Ha Qafinoae I ynecHeBaHero xa pa6orara Ha eKcneprr,lre
no KH6epct4rypHocr.

9.3AEEnEXK]4 r nPEnOPbKI nO ATCEPTAT_IXOHHI4f, TpyA

lzlrrrau peguqa 3a6enexKu, Kor4To orKpr4x B npoqeca Ha npernex(AaHero Ha AhcepraquflTa:
- B 4ucepraqugTa ce onucBar MHoro noApo6Ho u3BecrHure neqa. B pe3ynrar Ha roBa ce

nonyqaBa 4uc6analc Ha AucepTaqr4oHHHg TpyA - o63opbT 3aeMa 3Haqr4TenHa r{acT oT o6u.I49
o6eM. 6h 6uno no-go6pe ,qa 6bAe o6upxaro noBeqe BHr4MaHue Ha co6crBeH[re

3cfleABaH14fl.

- 3a ctxanexue, AucepraHTbr xe o6upxan AocrarbqHo BHhMaHue Ha Moure 3a6enexKh
B npe.qBapHTenHoTo MHeHHe:

1/ 3arnaa ero Ha Atacepraq]lsra He cbBceM Tor{Ho orpa3nBa cbu.lHocrra Ha npoBeAeHoro
ugcneABaHe,T.K. 6u rrlorno Aa ce pa36epe, .{e rof npereHAupa Bbpry HoBt4Te MeroAu Ha
MauJhHHoro o6yvexue, a He Ha rflxHoro 3non3BaHe a xu6epcrrypuocrra.

2l lmupaaunra He ca HanpaBeHu B o6qonpr4erus BIAA, fluncBa HoMepaqHF Ha
r43TOqHHqr4, KOeTO 3aTpyAHHBa CpaBHfBaHe Ha TeKCTa H CbOTBeTHaTa nilTeparypa.

- ,[ncepranrur onepupa Aocra npo[3BonHo no orHouJeHue Ha repMuHororuqra.
Hanpulaep,3a repMuHa "AaHHr4" ce u3non3Bar noHflTr4s "cypoBu", :"HoBl,r ""nornlu.laHe " !4

Ap., Koero xe e o6ulonp[ero u noHsKora npeAcraBnnBar He MHoro yAaqeH npeBoA or
axrnuficxu.

- He ce noco.{sar ncHo B MHoro Mecra Ha reKcra nr4qHure npuHoq4 Ha AucepraHTa.
- [4ruau peAHqa peAaKqloHH14 14 cruroBr4 sa6enexr!4, Kol,4To orpa3sBar rpeuJKt4,

nponyCKt4 h HeTOqHOCTl,l, HO KOI4TO He HaManFBaT BaXHOCTTa Ha Al4CepTaLlHFTa.

10.3AKnpqEHhE
B npe4craeexug AhcepraqhoHeH TpyA ce cbAbpxar HoBr4 t4 ophrrHanHu uAeu, Kor4To

Morar Aa ce r3non3Bar 3a cb3AaBaHe Ha HoBr,,t MoAenh 3a MauuHHo o6yvexre a
xu6epcurypxocrra.

florropaxrsr noKa3Ba sa4un6ovexu no3HaHhr B r43cneABaHara o6nacr, 3a Koero roBopr4
KaKTo AbnruffT cnucrK Ha 3non3BaHara nr4Teparypa, raxa u co6craexure ny6nuraqur.
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Karo qnno AucepraquoHHr4rr rpyA e h3nbnHeH Ha Ao6po npoQecuoHanHo Hr4Bo h orroBapfl
Ha u3ucKBaH tra 3a nonyqaBaHe Ha o6pa3oBarenHara HayqHara creneH "AoKrop ".

lAuahxu npeABuA r3floxeHoro, npeAnaraM Ha noqhraeMoro Hay.{Ho )rrypn npu TY- Co$rn
Aa B3eMe peueHue 3a npr.lcBoqBaHe Ha Mar. uxx. Fpoagax Kocraguxoa Xpucros
oopa3oBarenHara u HayqHa creneH Aorfiop no HayqHo HanpaBneHr4e 5.3,, KorrayxraxaqhoHHa
u KoMnprbpHa rexH Ka", HayqHa cnelluanHocr ,,Ct4creMu c r43KycrBeH uurenerr".

15.12.2025 roa. nognuc:

/ npog. g-p Hrxa Cunnrutal
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REVIEW

of a dissertation for the award of the educational and scientific degree "Doctor," entitled
"Methods and algorithms for machine learning in cybersecurity"
Professional field: 5.3 "Communication and Computer Engineering"
Scientific specialty: "Systems with artificial intelligence"

Author: M.Sc. Grozdan Kostadinov Hristov
Reviewer: Prof. Dr. Nina Sinyagina

1. GENERAL REMARKS

The dissertation comprises 147 pages of text, figures, tables, charts, and diagrams. lt consists
of an introduction,4 chapters, a closing list of publications related to the dissertation, a list of
contributions, a list of used literature, a declaration of originality, an appendix and a list of
participation in the necessary research projects. The cited literature includes over 100 sources
in English and Bulgarian.

2. RELEVANCE OF THE TOPIC

The topic of the dissertation is Machine Learning Methods and Algorithms in Cybersecurity.
This topic is being worked on intensively all over the world.
ln recent decades, the field of communication and information technologies has undergone
rapid development. One of the important problems is the security of the information systems
used. The main burden of identifying malicious actions and subsequently limiting them falls on
cybersecurity experts, who are tasked with analyzing and classifying the incidents that have
occurred. To increase the efficiency of their work, in recent years, artificial intelligence
methods and approaches have begun to be used. Proposing and developing new effective
ways using artificial intelligence is a very important and complex task.
The subject of the dissertation is the effective use of classification algorithms and software
applications that provide protection of communication and information systems from
cyberattacks. I believe that the topic of the dissertation is relevant.

3. ANALYSIS OF THE DISSERTATION

The author sets the following goal for his research:
lnvestigating various methods, algorithms and artificial intelligence approaches for classifying
malicious files related to cybersecurity breaches, as a result of which a software solution for
their effective classification will be proposed.
To achieve the set goal, the following specific tasks have been formulated:
1. Researching the possibility of applying machine learning methods in the analysis of
cybersecurity incidents, with their main function being to solve the task of classifying malicious
files associated with various hacker groups
2. Determination of characteristics that adequately reflect the objective dependencies on the
classification status
3. Development of an optimal model for the classification task
4. Conducting experimental analysis of the developed application
The first chapter presents a study of the current state of the problem. An analysis of trends
and threats in cyberspace and their relationship with the field of artificial intelligence is carried
out.
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The second chapter presents a study of the types of artificial intelligence methods related to
the analysis of malicious files, selecting and preparing the set of data applicable for training.
The third chapter is dedicated to research related to determining classification characteristics,
presenting a new approach to using the Random Forest method to attribute malicious files to
certain hacker groups and/or countries associated with them. The created soft\/are application
is described, demonstrating the functioning of the selected machine learning method in
classifying APT malicious files used in cyberattacks.
The fourth chapter presents the analysis of the proposed model and the degree of usefulness
in terms of its future use in real situations observed in practice.
The Conclusion provides a brief analysis of the research conducted and provides guidelines
for the future development of the problems.

4. DEGREE OF FAMILIARITY WITH THE PROBLEM

The PhD student has made a very thorough overview ofthe current state ofthe issues related
to Machine Learning in Cybersecurity
I believe that the selected methods and research methodologies correspond to the set goal
and the specific tasks related to the goal.

5. PERSONAL INVOLVEMENT

An analysis of the dissertation and the presented list of publications related to the dissertation
gives me reason to conclude that the author knows the state of the problem very well, and I

have no reason to doubt his personal participation in the research conducted and in writing the
dissertation.

6. PUBLICATIONS RELATED TO THE DISSERTATION

A list of publications related to the dissertation is presented, which includes 5 articles. ln three
articles the PhD student is listed first. Four publications are in proceedings of international
conferences and one is an article in the "lnternational Journal of lnnovative Research and
Scientific Studies".
There are three citations for two publications. lt should also be noted the participation of
M.Eng. Grozdan Hristov in scientific research projects.

7. AUTHOR'S ABSTRACT

The abstract is written according to the requirements. lts content clarifies the relevance of the
dissertation topic, formulates the main goal and objectives of the research, and reflects the
achieved results.

8. SCIENTIFIC-APPLIED AND APPLIED CONTRIBUTIONS

Following analysis of the studies conducted and the results obtained, I believe they can be
summarized as follows:

Scientific-applied contributions:

A model of a malicious code classification system based on a Random Forest classifier is
proposed to assign this code to a specific country sponsoring the activities of hacker groups
targeting the communication and information infrastructure of other countries and/or
organizations.

The use of a taxonomy has been proposed to perform data processing procedures related to
malicious code, hacker groups and sponsoring states by studying international practices.
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Estimation techniques for optimizing classification features in the selection of hyperparameters
for the Random Forest classifier are proposed.

Applied contributions:

An experimental prototype based on the proposed model with a Random Forest classifier has
been developed, which implements an automated process for classifying files containing
malicious code.

An experimental evaluation of the proposed model was performed with the aim of making
improvements in file classification and facilitating the work of cybersecurity experts.

9. REMARKS AND RECOMMENDATIONS REGARDING THE DISSERTATION

I have a number of remarks discovered during my review of the dissertation:

The dissertation describes in great detail what is known. As a result, the dissertation work is
unbalanced - the review takes up a significant part of the total volume. lt would be better to
pay more attention to one's own research.
Unfortunately, the dissertation author did not pay sufficient attention to my remarks in the
preliminary opinion:

The title of the dissertation does not quite accurately reflect the essence of the research
conducted, as it could be understood that it claims new machine learning methods, and not
their use in cybersecurity.
The citations are not made in the generally accepted form, there is no numbering of sources,
which makes it difficult to compare the text and the relevant literature.

The dissertationist operates quite arbitrarily in terms of terminology. For example, for the term
"data" the terms "raw", "new", "absorption", etc. are used, which is not generally accepted and
sometimes represents a not very good translation from English.
The personal contributions of the dissertation candidate are not clearly stated in many places
in the text

I have various editorial and stylistic remarks that reflect errors, omissions, and inaccuracies;
however, these do not diminish the importance of the dissertation.

10. coNcLUStoN

The dissertation presented contains new and original ideas that can be used to develop
models for authentication in web systems. The doctoral candidate has demonstrated a deep
knowledge of the field under study, as evidenced both by the extensive list of references used
and by his own publications. Overall, the dissertation is executed at a good professional level
and meets the requirements for the award of the educational and scientific degree "Doctor."

ln view of the above, I propose that the esteemed Academic Jury of TU-Sofia decide to confer
upon M.Sc. Eng. Grozdan Kostadinov Hristov the educational and scielntific degree Doctor in
Professional Field 5.3 "Communication and Computer Engineering", scientific specialty
"Systems with artificial intelligence."

Signature:

/ Prof. Dr. Nina Sinyagina /
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