PELIEH3US

‘ _W,Haf,g.tficepTauMOHeH TPyA 3a nony4yasaHe Ha oOpasoBaTenHa u Hay4Ha cTeneH “ JOKTop “ Ha
~leisrema:

"MeToaun v anropuTMu 3a MalMHHO oByyeHune B knbepcurypHoctTa”

lNpotecnoHanHo Hanpaenexue: 5.3 KOMyHUKaLUWOHHA U KOMMNIOTBPHA TEXHUKA"

Hay4Ha cneuuanHocT: “CMCTEMM C U3KYCTBEH UHTENEKT

AsTop: mar.uHx. NposgaH KoctaguHoB XpucToB
oT npodp. A-p HuHa BacunesHa CuHaruHa

1. OBLUU NOJNOXEHUA

TekCTbT Ha AUCEPTAUMOHHUA TPyA BKAYBa 147 cTpaHuum TekcT, durypn, Tabnuum,
rpacdouun U guarpamm Un ce CbCTOWM OT yBOA, 4 rnaBu, 3aKNYEHUE, CNUCBK C Nybnukaumu,
CBbp3aHW C AUcCepTaumsaTa, CMUCBK C NPUHOCUTE, CMMCBLK HA M3nonsBaHata nuTtepartypa,
AeKknapauust 32  OPUrMHANHOCT, MNPUNOXEHME W  CNUCbK 32 Yy4yacTUe B  HayYHW-

nscnegoeartenckute npoektn. Liutupanata nutepatypa BknwdBa Hag 100 wusTouHMKa Ha
aHrmuiickn M Bbnrapckn esuk.

2. AKTYAIIHOCT HA MNPOBJIEMA

Temata Ha pguceptauuaTa e Memodu u anzopummu 3a MawuHHO ob6y4yeHue e
KubepcuzypHocmma. Mo Tasn Tematuka ce paboTu WUHTUEH3UBHO B LENUA CBAT.

lNpes nocneaHute paeceTuneTua cepata Ha KOMYHUKAUMOHHM W UHOPMAaLMOHHK
TexHonorun nperbpnseat 6ypHo passuTtue. EguH OT BaxHWTE npobnemu e curypHocTTa Ha
usnonssaHute WHMOpMauMoHHM cuctemn. OcHOBHaTa TeXecT OT YycTaHOBABaHe Ha
3noBpeaHUTE ASNCTBMA U NOCNeABaLlOTO UM OrpaHu4aBaHe ce naga BbpXy eKcnepTute no
KMOEepCUrypHOCT, KOMTO Ca HaToBapeHu CbC 3ajayata fAa aHanusupat v knacudpuuyupar
HacTbNUNUTE MHUMAEHTU. 3a noBuLBaHe e(PEeKTUBHOCTTa Ha TAxHaTa paborta B nocnegHuTte
roguMHW 3anoysaT fAda Cce Wu3nonssat MeToau W NOAXOAW Ha W3KYCTBEHUS WHTENeKT.
MNpepnaraHeTo n paspaboTBaHETO Ha HOBWU €EeKTUBHU HAYMHW C U3NON3BAHE HA U3KYCTBEH
VHTENEKT € MHOrO BaXKHA W CNOXHa 3ajau.

MNpeamMeT Ha AucepTaumMoHHUA Tpya € eEeKTUBHOTO WM3NON3BaHE Ha KracuduKaunmoHHK
anroputMU U copTyepHU NPUNOXEHWUA, OCUrypsBalyM 3awuTa Ha KOMYHWKAUWMOHH W
UHopmaLMoHHK cuctemu oT kubepaTtaku. Cynutam, Ye TemaTa Ha Auceprauusita € aKktyanHa.

3. AHANIU3 HA OUCEPTALUMUOHHUA TPYQO

ABTOpPBT NOCTABA cnegHaTta Len Ha CBOeTOo u3cneaBsaHe

MpoyuyBaHe Ha pa3nNU4yHUM METOAU, aNroOpPUTMMU U NOAXOAU OT U3KYCTBEHUA UHTENEKT 3a
KknacudpuumpaHe Ha 3nospeaHu dannose, CBbP3aHU C NPoOMBU B KUOEpPCUTypHOCTTA,
B pe3ynrtaT Ha KoeTo Aa Obae npeanoxeHo codTyepHo pelweHue 3a epekTUBHOTO UM
Knacuduumpaxe.

3a peanuanpaHe Ha nocTtaseHarta uen ca opMynupaHn cnegHUTe KOHKPETHWU 3a4a4u |

1. UscnedeaHe Ha eb3MOXHOCMMA 3a NpusazaHe Ha Memodu Ha MawuHHO oby4YyeHue
npu aHanu3a Ha uHyudeHmu c KubepcuzypHocmma, Kamo ocHoeHama um byHKyUs e
pewaeaHe Ha 3adaya 3a knacugukayuss Ha 3noepedHume ¢halsioge, cebp3aHu C
Pa3nuYyHU XxaKepcKu 2pynu.

2. OnpedensiHe Ha xapKkmepucmuku, Koumo adekeamHo ompa3sieam obekmueHume
3asucumMocmu om KnacugukayuoHHUsI cmamyc.



3. Paspabomka Ha onmumaneH Moden 3a knacugukayuoHHama 3adaya.
4. [posexdaHe Ha eKcnepuMeHmManeH aHanu3 Ha pa3pabomeHOmo NPuUIoXKeHue.

B nbpBaTa rnaBa e U3NOXEHO HanpaBeHOTO NPOy4YBaHe 3a CbBPEMEHHOTO CBLCTOSIHME Ha
npobnema. N3sbplieH e aHanua Ha TeHAEHUMUTE W 3annaxute B KMOepnpocTpaHCTBOTO U
B3avMOBpbB3KaTa UM CbC cepaTa Ha U3KYCTBEHUSA UHTENEKT.

Bbe BTOpata rnaBa e NPeACTaBEHO W3CneaBaHe Ha BUAOBETE METOAW Ha M3KYCTBEH
WHTENEeKT, CBbp3aHu C aHanusa Ha 3nospefHuTe dainose, kato € u3bpaHo U NOArOTBEHO
MHOXECTBOTO AaHHWU, NPUNOXMMM 32 00yyeHne.

Tperata rnmaBa e nocBeTeHa Ha W3CneABaHWs, CBbP3aHW C OMNpefensiHe Ha
KnacuUKaLuMoOHHN XapaKTepUCTUKK, KaTo € MpeAcTaBeH HOB Moaxond KbM U3Non3BaHe Ha
meTtoaa Random Forest 3a oTHacsHe Ha 3noBpeAHU ainoBe KbM ONpeaeneHu Xakepcku
rpynu n/wnu cebp3aHn ¢ TAX Abpxasn. OnucaHo e Cb3fafeHoTo COTYEPHO NPUNOXKEHME,
OEeMOHCTpUpaLlo (YHKUMOHUpaHe Ha wu3bpaHus MeToa 3a MalwuHHO obyyeHue npwu
knacucukauus Ha APT 3nospeaHu dannose, U3Non3BaHu Npu kmbepaTaku.

B yeTBbpTaTa rnaBa e npeAcTaBeH U3BLPLUEHUAT aHaNW3 Ha NPeAnoXeHUa MOAEN U CTENeH
Ha MONEe3HOCT No OTHOLEeHWe Ha BvaewlaTta My ynotpeba B peanHu cutyauum, Habnogasaxu
B NpakTukara.

B 3akniouyeHneTo e HanpaBeH KpaTbK aHanMW3 Ha HanpaBeHUTE U3CneaBaHWA U ca AafeHw

Hacoku 3a 6baeLloTo pa3BuTUe Ha npobnemuTe.

4. CTENEH HA NMO3HABAHE HA NMPOBJIEMA

[lOKTOpaHTLT € Hanpasun MHoro 3aabnboyeH 0630p Ha CLBPEMEHHOTO CbLCTOSAHUE Ha
npobnemaTtukaTa, cebp3aHa ¢ MawuHHO o0byyeHue & kubepcuaypHocmma

Cyumam, 4e u3bpaHume memodu u MemolOuku 3a u3cnedsaHe cbomeemcmeam Ha
rnocmaseHama ues u KOoHKpem+Hume 3adayu, cebp3aHu ¢ yenma.

5. INHMHOTO YYACTUE

AHanus Ha ANCEpPTaUUOHHMA TPpya M NpencTaBeHUMs CNUCBK Ha nybnukauwn, CBbpP3aHu C
ANcepTaunoHHUA Tpya MU LOaBa OCHOBaHWE [a Hanpaesa 3akni4veHue, Ye aBTOpPbT Nno3Haea
MHOro ,u06pe CbCTOAHMETO Ha np06nema, W HAMaM HWKakKBO OCHOBaHWe [Oa ce CbMHABam B
NNYHOTO MY y4YacTue B npoBeAeHUTe U3CneaBaHna U B HanUCBaHe Ha auceptaunaTa.

6. NYBIIUKALWUW, CBBP3AHU C OUCEPTALUATA

MNpenctaBeH e cnucbk Ha nybnukauwu, CBbLP3AHWM C AUCEpPTAUMATA , KOWTO BKM4YBa 5
HaumeHoBaHuAa. B Tpu nybnukauum AOKTOpaHTLT € MOCOYEH Ha NbpPBO MACTO. YeTbpw
nybnukauum ca B cOOPHUUM OT MeXAyHApOAHM KOHEepeHuuMu, a egHa e cratma B °
International Jourrnal.of Innovative Research and Scientific Studies “.

3a aBe nyBnukaumu uma Tpu uMTUpaHus. Tpsbea Aa ce oTGEneXu U yyactTue Ha mar.-MHX
lpo3paH XpuCToB B Hay4HO-U3CnefoBaTeNcnuTe NPOEKTH.

7. ABTOPE®EPAT

ABTOpedepaTbT € HanucaH CbrnacHo u3uckBaHuATa. CbAbpKaHMETO My W3SCHABA
aKTyanHoCTTa Ha TemaTukaTa Ha JAucepTauvsaTa, opMynupa OCHOBHATa Len U 3aJavuun Ha
“3cneABaHeTo U OTpasaBa NOCTUrHATUTE pesynTaTi.

8. HAYYHO-NPUNOXHU N NPUNOXHU TNMPUHOCHU

Cnep aHanusa Ha npoBedeHUTEe U3CNeaBaHNA U NONYYEHUTE pe3ynTaTi cyuTam, Ye Te morart
ha 6bvaaT 0606LWeHn No cnegHnsa HavyuH;



3a Hay4yHa-npunoxHu ce npuemar

- NpeanoxeH e mogen Ha cuctema 3a Knacudukaums Ha 3noHamepeH ko, 6asupaH Ha
knacudukatop Random Forest 3a npuceosBaHe Ha TO3W KOA KbM OnpedeneHa AbpXasa,
CnoHcopupalla AEeNHOCTTA Ha XaKepCKU T[pynu, HACOYEeHW Cpelly KOMYHWKAUWOHHa W
MHMOPMaLMOHHA HPPaCTPYKTYpa Ha APYrM OAbpXXaBu W/unu opraHusayum.

= I'Ipep,nomeﬂo € us3non3eaHe Ha TaKCOHOMWA 3a W3BbpLBaHE Ha npouenypu no
OﬁpBGOTKa Ha AaHHW, CBbp3aHM CbC 3noBpefeH KOO, XakKepCKu rpynn M cnoHCopupalln
ObpPXaBu Ype3 npoyyBaHe Ha MexXayHapoaHW NPakKTUKKU.

- [pepnoxeHn ca OUEHBbYHM TEXHUKM 33 OnNTUMM3auMs Ha  KnacuduKaumoHHK
XapakTepucTuku npu nsbopa Ha xunepnapameTpu 3a knacudukatopa Random Forest.

3a lMpunoxHu ce npuemar:

- PaspaboTteH e ekcnepumeHTaneH npoTtotun Ha 6asata Ha npeanoXeHwusa mMoaen ¢
knacugukatop Random Forest, koWTO peanuanpa asTomaTusMpaH npouec no
knacucuumpaHe Ha dannose, CbaAbpXKaLLn 3noBpeaeH Koa.

- M3BbplueHa e ekcnepuMeHTanHa OLeHKa Ha NpeanoXeHWs MoJen € Uen Bb3MOXHWUTE

nopobpeHna Ha knacudukaumaTa Ha dannose n ynecHsBaHeTo Ha paboTaTa Ha ekcnepTuTe
no KnbepcurypHocr.

9. 3ABEJIEXXKW W NPEMOPBKU MO AUCEPTALUUOHHUA TPYQ

WNmam peguua 3abenexku, Kouto OTKPWUX B Npoueca Ha npernexaaHeTo Ha guceprtauunaTta:

- B anceprauusTta ce onuceBat MHOro noapobHO U3BECTHUTE Hewla. B pesynTtaT Ha ToBa ce
nonyyaea aucbanaHc Ha AucepTaumMoHHUs TpyA - 0630pbT 3aema 3HauuTenHa vacT ot obuma

obem. Bu OBuno no-gobpe na Obae 0ObpPHATO MNOBEYE BHUMAHWE Ha COOCTBEHUTE
U3cneaBaHus.

- 3a cbKaneHve, ANCEPTaHTLT He 0ObpHan A0CTaTbYyHO BHUMAHWE Ha MouTe 3abenexku
B NPEABapUTENHOTO MHEHUE:

1/ 3arnasueTo Ha aunceptayusata He CbBCEM TOYHO OTpa3dBa CbLHOCTTA HA NpoBEeAEeHOTO
nacneneaxe,T.k. 6M morno ga ce pa3bepe, ye TOM npeteHgnpa BbPXY HOBUTE METOOW Ha
MaLlWHHOTO oqueHMe, a HE Ha TAXHOTO n3non3eaHe B KH6epCMprHOCTTa.

2/ UutupaHusta He ca HanpaBeHu B oOLlONpueTUs BUA, NUNCBaA HOMepauus Ha
W3TOYHULM, KOETO 3aTPyAHSBa CpaBHABAHE Ha TEKCTA M CbOTBETHATa nuTeparypa.

- [ucepTaHTbT onepupa AocTa NPOW3BOMHO MO OTHOLIEHWE Ha  TEpPMUHONOrvATa.
Hanpumep, 3a TepmuHa “AaHHU” ce M3non3eaT NOHATUS “CypoBu”, :"HOBW “nornbluaHe “ un

Ap., KOETO He e obwonpueTo U NOHSKOra NpeacTaBnABaT HE MHOro0 yAa4deH npesoj oT
AHTTTMACKW.

- He ce nocoyBaT ACHO B MHOrO MecTa Ha TeKCTa NIMYHUTE NPUHOCKU Ha AUcepTaHTa.

- Wmam peavua pefakuMoHHM W cTunoBu 3abenexku, KOWTO OTpassBaT rPeLUKw,
NPONYyCK1 U HETOYHOCTU, HO KOUTO He HamanaBaT BaXHOCTTa Ha guceprauuaTa.
10. 3AKINKOYEHUE

B npeacraseHus auceprauvoHeH TPyA Ce CbAbPXKAT HOBU W OPUTMHAIHWU WAEW, KOUTO
mMoraT fAa ce u3nonseaT 3a Cb3fjaBaHe Ha HOBM MOAEnM 3a MalwWHHO ob0yyeHve B
knbepcurypHocTTa.

,ﬂOKTOpaHT'bT nokassa 3agbnboyeHu NO3HaHUSA B u3cnepeaHarta obnact, 3a KoeTo roeopu
KaKTO ObJTTUAT CNUCBHK Ha U3non3eaHaTa nutepaTypa, Taka u cobcTBeHuTe ny6nm<aumm.
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KaTo usno gucepTaunmoHHUAT Tpy4 € U3nbiHeH Ha oBpo npodeCcUoHanHO HUBO K OTroBaps
Ha U3nCcKBaHMATa 3a nony4yasaHe Ha oOpasoBaTenHaTa U Hay4yHaTta cTeneH “‘aokTop "
Wmaikv npeasuna n3noxeHoTo, npegnaram Ha noyutaemoto Hay4Ho xypu npu TY- Codua
fa B3eMe pelleHWe 3a npuceosiBaHe Ha mar. WHX. [pospgaH KoctaguHos Xpuctos
obpasoBaTenHata U HayyHa CTEneH AOKTOpP Mo Hay4Ho HanpasneHue 5.3 , KoMyHukaumoHHa
1 KOMNIOTbPHA TEXHUKA", Hay4Ha cneynanHocT ,CUCTEMU C U3KYCTBEH UHTENEeKT .

15.12.2025 rog. Moanuc:

/ npod. a-p HuHa Cunsaruxa/



REVIEW

of a dissertation for the award of the educational and scientific degree “Doctor,” entitled:
“Methods and algorithms for machine learning in cybersecurity”

Professional field: 5.3 “Communication and Computer Engineering”

Scientific specialty: “Systems with artificial intelligence”

Author: M.Sc. Grozdan Kostadinov Hristov
Reviewer: Prof. Dr. Nina Sinyagina

1. GENERAL REMARKS

The dissertation comprises 147 pages of text, figures, tables, charts, and diagrams. It consists
of an introduction, 4 chapters, a closing list of publications related to the dissertation, a list of
contributions, a list of used literature, a declaration of originality, an appendix and a list of

participation in the necessary research projects. The cited literature includes over 100 sources
in English and Bulgarian.

2. RELEVANCE OF THE TOPIC

The topic of the dissertation is Machine Learning Methods and Algorithms in Cybersecurity.
This topic is being worked on intensively all over the world.

In recent decades, the field of communication and information technologies has undergone
rapid development. One of the important problems is the security of the information systems
used. The main burden of identifying malicious actions and subsequently limiting them falls on
cybersecurity experts, who are tasked with analyzing and classifying the incidents that have
occurred. To increase the efficiency of their work, in recent years, artificial intelligence
methods and approaches have begun to be used. Proposing and developing new effective
ways using artificial intelligence is a very important and complex task.

The subject of the dissertation is the effective use of classification algorithms and software
applications that provide protection of communication and information systems from
cyberattacks. | believe that the topic of the dissertation is relevant.

3. ANALYSIS OF THE DISSERTATION

The author sets the following goal for his research:

Investigating various methods, algorithms and artificial intelligence approaches for classifying
malicious files related to cybersecurity breaches, as a result of which a software solution for
their effective classification will be proposed.

To achieve the set goal, the following specific tasks have been formulated:

1. Researching the possibility of applying machine learning methods in the analysis of
cybersecurity incidents, with their main function being to solve the task of classifying malicious
files associated with various hacker groups

2. Determination of characteristics that adequately reflect the objective dependencies on the
classification status

3. Development of an optimal model for the classification task

4. Conducting experimental analysis of the developed application

The first chapter presents a study of the current state of the problem. An analysis of trends

and threats in cyberspace and their relationship with the field of artificial intelligence is carried
out.



The second chapter presents a study of the types of artificial intelligence methods related to
the analysis of malicious files, selecting and preparing the set of data applicable for training.
The third chapter is dedicated to research related to determining classification characteristics,
presenting a new approach to using the Random Forest method to attribute malicious files to
certain hacker groups and/or countries associated with them. The created software application
is described, demonstrating the functioning of the selected machine learning method in
classifying APT malicious files used in cyberattacks.

The fourth chapter presents the analysis of the proposed model and the degree of usefulness
in terms of its future use in real situations observed in practice.

The Conclusion provides a brief analysis of the research conducted and provides guidelines
for the future development of the problems.

4. DEGREE OF FAMILIARITY WITH THE PROBLEM

The PhD student has made a very thorough overview of the current state of the issues related
to Machine Learning in Cybersecurity

| believe that the selected methods and research methodologies correspond to the set goal
and the specific tasks related to the goal.

5. PERSONAL INVOLVEMENT

An analysis of the dissertation and the presented list of publications related to the dissertation
gives me reason to conclude that the author knows the state of the problem very well, and |
have no reason to doubt his personal participation in the research conducted and in writing the
dissertation.

6. PUBLICATIONS RELATED TO THE DISSERTATION

A list of publications related to the dissertation is presented, which includes 5 articles. In three
articles the PhD student is listed first. Four publications are in proceedings of international
conferences and one is an article in the “International Journal of Innovative Research and
Scientific Studies”.

There are three citations for two publications. It should also be noted the participation of
M.Eng. Grozdan Hristov in scientific research projects.

7. AUTHOR’S ABSTRACT

The abstract is written according to the requirements. Its content clarifies the relevance of the

dissertation topic, formulates the main goal and objectives of the research, and reflects the
achieved results.

8. SCIENTIFIC-APPLIED AND APPLIED CONTRIBUTIONS

Following analysis of the studies conducted and the results obtained, | believe they can be
summarized as follows:

Scientific-applied contributions:

A model of a malicious code classification system based on a Random Forest classifier is
proposed to assign this code to a specific country sponsoring the activities of hacker groups

targeting the communication and information infrastructure of other countries and/or
organizations.

The use of a taxonomy has been proposed to perform data processing procedures related to
malicious code, hacker groups and sponsoring states by studying international practices.
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Estimation techniques for optimizing classification features in the selection of hyperparameters
for the Random Forest classifier are proposed.

Applied contributions:

An experimental prototype based on the proposed model with a Random Forest classifier has

been developed, which implements an automated process for classifying files containing
malicious code.

An experimental evaluation of the proposed model was performed with the aim of making
improvements in file classification and facilitating the work of cybersecurity experts.

9. REMARKS AND RECOMMENDATIONS REGARDING THE DISSERTATION

| have a number of remarks discovered during my review of the dissertation:

The dissertation describes in great detail what is known. As a result, the dissertation work is
unbalanced - the review takes up a significant part of the total volume. It would be better to
pay more attention to one's own research.

Unfortunately, the dissertation author did not pay sufficient attention to my remarks in the
preliminary opinion:

The title of the dissertation does not quite accurately reflect the essence of the research
conducted, as it could be understood that it claims new machine learning methods, and not
their use in cybersecurity.

The citations are not made in the generally accepted form, there is no numbering of sources,
which makes it difficult to compare the text and the relevant literature.

The dissertationist operates quite arbitrarily in terms of terminology. For example, for the term
“data” the terms “raw”, “new”, “absorption”, etc. are used, which is not generally accepted and
sometimes represents a not very good translation from English.

The personal contributions of the dissertation candidate are not clearly stated in many places
in the text

| have various editorial and stylistic remarks that reflect errors, omissions, and inaccuracies;
however, these do not diminish the importance of the dissertation.

10. CONCLUSION

The dissertation presented contains new and original ideas that can be used to develop
models for authentication in web systems. The doctoral candidate has demonstrated a deep
knowledge of the field under study, as evidenced both by the extensive list of references used
and by his own publications. Overall, the dissertation is executed at a good professional level
and meets the requirements for the award of the educational and scientific degree “Doctor.”

In view of the above, | propose that the esteemed Academic Jury of TU-Sofia decide to confer
upon M.Sc. Eng. Grozdan Kostadinov Hristov the educational and scie]ntific degree Doctor in

Professional Field 5.3 “Communication and Computer Engineering”, scientific specialty
“Systems with artificial intelligence.”

15.12.2025 Signature:

/ Prof. Dr. Nina Sinyagina /



