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Bbpxy AHce pra qHoHeH rpyA

aa nprgo6hBaHe na o6pasoBarerHa h HayqHa creneH .,g,oltrop,,\r

Aarop Ha AhcepraqxoHHhR TpyA: Mar. hHlr{. fposgax Kocragrxoe xpucroe

Tenna Ha ArcepraqxoHHt4n rpyA:

,,Metogr,t u anropuTrwn sa rnauxHHo o6yreure e xn6epcurypxocrra ,,

Peqexsenr: npoQ. g-p Mnaera Krpraosa .Ilasapoea-Mnqeaa

KareAp a Ko ru n nnr pH kl il4cre Mr, QKCT, Texn N q ec x H yH H Be pcrrer-co Qra n

Hacronqara peqeH3HR e H3rorBeHa B KaqecrBoro Mr,r Ha qneH Ha HayqHo xvph,
Ha3HaqeHo clc 3anoae,q Ne Oll(*5,3-58/3O.ffi.2O25 r. Ha Perropa Ha TexxrqecxN
yHhBepchrer-Co$ran H nporoHon or n'bpBo 3aceAaHHe Ha HayqHoro )xypt4 ot tZ.lt.ZO2S r.

,{oxropaxrur Mar. HHX(, l-poagaH Kocragnxoe Xprcros e 3aqhcJneH B 3aAor{Ha
AoRTopaHrypa no AoKTopcKa nporpaMa ,,ChfieMH c H3KycrBeH r4HTe.neKT" a npo$echoHa.nHo
HanpaBreHre 5.3 KomyxuxaqhoHHa H HomnprbpHa rexHnr{a KbM KareApa ,,KoMnrcTbpHr4
cHgreMH" BtB oaxylrer no Komnrcrupxr cHCTeMr H TexHororhh npu Texsrqecxn
yHHBepcHTer-Co$ran na 1.03.2022 r, ,{oxropaHrbr e H3nbrHr4 n nH1rlBt41yanHr,ls cn nnaH n e
no/loxu.fl BcHqxH ngnwrvt or AoKTopaHTcxr4fl MHH14MyM. Onucaex e c npaBo Ha 3au4HTa Ha
21.10.2025 r. c peueHHe xa OC xa OHCT (flporoxoa Ne11./2i..10.2025 r.). llo npeAroxeHhe
xa KaregpeH!{8 c]'Ber Ha xarefqpa ,,KoMntorbpHH cr4creMr" (l-lporoxoa Na2/20.10.2025 r.) c
peueHHe ua OaxyarerHHs cbBer xa OKCT (flporoxon N92/2L.LA.2025 r.) e B3ero peueHre
3a pa3HpHBaHe Ha npoqeAypa aa ny6rnuHa 3au{hra Ha AHcepraqHoHHl,rn My rpyA.

1. Axryarxocr Ha paspa6oreaHliR B AxcepraquoHHxr rpyg npofrem B HayqHo H HaytrHo-
npilnox(Ho OTHOtlleHHe

flpegcraeeHusr AHcepEqnoHeH TpyA e HacoqeH KrM l43cneAgaHe Ha aKTyanHa v1

ArHaM[qHo pa3B]!Bau{a ce o6lacr cBtp3aHa c h3nor3BaHero Ha MeroAH v anrcpur6n or
Mau,ilHHoro o6yuexre aa alanns, xaacr$nxa\un u npeAorBparnBaHe xa xr6eparaxn.
Axryalxocrra Ha pa3rrexAaunn npo6aeM npor3Trqa or HapacrBaqara 3aBrcrMocr Ha
cbBpeMeHHoro o6qecreo or rHSoptvtaqhoHHrTe h rloMyHhxaqhoHHure rexHonorhh h
cbnbrcrBau{oro fl yBe.nHqeHre Ha qecrorara r croxHocrra Ha xr6eparaxrre. B ycnoBhsTa Ha
mo6anxa Anr]/lTann3aqufl TpaAnqroHHHTe noAxoAH 3a ocurypsBaHe Ha xn6epcnrypHocr ce
oRa3BaT HeAocTaTIrqHh 3a CBoeBpeMeHHo OTxpHBaHe H HeyTpanr3upaHe Ha 3an.flax6re. Toea
o6ycnaan Heo6xognnnocrra or nprraraHe Ha hHTe.nhreHTHr,r MeroAr4 6asnpaur Ha MauhHHo
o6yveHHe, Kot'lro no3Bo.nRBar asroMarh3r,lpaHo pa3no3HaBaHe, K.nachQrxar-pan H aAanrhBHa
peaHqhfl nph nxqu4exrn. B ro314 RoHTexcr H3cneABaHero B ArcepraqgoHHr4s rpyA
npeACraBnRBa aRTya.nHa ,1 3Ha'{ilMa HayqHa h npHnox{Ha 3aAaqa c BhcoKa npaKTHqecKa
crofixocr.

L{erra Ha AHcepraqHoHHHR TpyA e Aa ce npoyqar MeroArl h anropHTMH 3a
xaacrQnqNKaq,,n Ha 3noBpegxra SailnoBe KIM xaxepcKx rpynu/ungnlnryu cBbp3aHh c
npo6rar e xr6epcnrypHocrrit. Bte eptaxa c $opnnynrapaHara qen Ha Ahcepraq6oHpl4ff TpyA
H Ha 6asara Ha aHa.nH3 Ha rexyl4oro cbcronHxe Ha npo6aemuara o6racr ca $oprvryngpaHh
KoHKperHH 3aAaqh 3a nocruraHe Ha nocraBeHara qea: (1) fla ce npoyqar H H3c.neABar
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Bb3MoxHoCTTilTe 3a nprnaraHe Ha MeToAh Ha MauHHHoTo O6yqeHile npx aHa.flh3 Ha
14HL{ilAeHT}! c HH6epchrypHocrra 3a peuaBaHe Ha xnacHOHKaqHoHHH 3aAaqn 3a
nphcBoflBaHe Ha 3noBpeAHh $afinoae KbM pa3nrqHr xaKepcKx rpyn,r; {2) Aa ce onpeAergr
xapaKTephcrnKn, KoHTo aAeKBarHo orpa3flBar o6exrngxlrre 3aBHct4Mocn4 or
uacr$NxaqroHHttn craryc; (3) Aa ce npeA/rroxh H onrnMn3hpa MoAen 3a peuaBaHe Ha
uacr$nxaL{HoHHara 3aAar{a, xofiro Aa ce nph.nox{t4 MoAen 3a onpeAenf He Ha
x,nacr$uxaql4oHHhR craryc Ha aHa,nil3HpaHl4Te apreSaxrN; (4) Aa ce npoBeAe
eKcnepr{MeHTareH aHar}13 3a nphloxeHne Ha npeAnox{eHufl MoAen Ha 6aaara, Ha xofiro ga
ce oqeHRT HeroBHTe Bb3Mox{Hocrr. OnpeAenfHero Ha qenra K KoHKperHHTe 3a.g,ar{n,
cBbp3aHt4 c nocrnraHero i, ca o6ocHogaHu or aBTopa KopeKTHO H H3qepnare.nHo.

2. Crenen Ha no3HaoaHe cbcroflHrero xa npo6nema !r rsopqecxa $H?epnperaqxn Ha
/lhTeparypHl,ln MaTep]ran

'4ncepraqnoHHHrr rpyA o6xaaqa remaruKa, KoflTo BK,ntoqBa HeooxoArruocr or
no3HaBaHe cbBpeMeHHoro cbfiorHne Ha npeAMerHure o6lacrh MauhHHo o6yuexre u
xh6epflarypHocr, Kaxro u xa oco6eHocrHTe Ha ctu{ecrgysat4hre MeroAH r anropnrMH 3a
MaulrHHo oOyuexre r cneqra$nxara Ha nph.noxeHhero uM 3a peuaBaHe Ha
xnacr$rxaqhoHHl'l 3aAaqH e o6aacrra Ha xr6epoarypHocrra. Aeroptr KopeKTHS
HHTepnperrpa ocHoBHhTe reHAeHqHH h orpaHhqeHuf Ha rpaAhllhoHHhre noAxoAH 3a
3au{hra h rh cbnocraBn c Bb3MO}l{HOCTrre, Nonro npeAocraBflT HHTerhreHTHrre anrophrMt4
3a aHaflH3 ta xaacu$uKaqnfl xa xr6epuHqr,iAeHTH. flrreparypHoro npoy'.{BaHe e B ocHoBara
xa $opnnynHpaHara qen H cBbp3aHhre c HeR 3aAaqn 3a nocrnraHero fi. En6anorpa$cxara
cnpaBKa no rqhcepraqHoHHl4fl Tpyrq sb.qrpxa o6u1o 110 r4sroqHxxa, B ToBa qncno 67
t4Hrepuer aApeca. Ha 6asara Ha HanpaBeHhn .nHTeparypeH o6aop H cpaBHLrrereH aHaru3 Ha
pe,neBaHTHara HayqHa /lHTeparypa ca oqepraHh K.nloqoBhre npeAH3BHKare.flCTBa nph
aBToMarl43HpaHoro orKprBaHe r arpr6yrhpaHe xa xr6eparaKu, Roero no3Bo.nffBa flcHo
n03kll-lHoHl4paHe Ha n3creABaHero B aKryareH HayqeH KoHTeKcr. ,l'lnreparypHHTe h3Tor.lHHt{h
ca cHcreMarx3npaHH u rBopqecHH r4HTepnperr4paHH r{pe3 H3BeXAaHe Ha o6exrrgun
3aBHchMocrl4 MexAy xapaKTepHcrHKHTe Ha BroBpeAHHTe apre$axrra H TflxHara
nprHaAnexHocr KbM KoHRperHH xaxepcKx rpynn. Tosa noxa3ga aHa.flhrr4qeH norqxoA H
cnoco6uocr 3a KpHTnqHa oqeHka h HaArpaH{AaHe Ha cbu{ecrsysau{HTe HayqH}, pe3yrrar6,
HOero nprAaBa Ha u3creABaHero opl4rHHarHocr 14 Bl4coKa HayqHa crofixocr.

3. CuorsercrBue Ha na6parara Merogrxa Ha r3oreflBaHe c nocraaeHara qen H 3aAai{n Ha
AH CepTa q].toH H xn TpY.q

14a6paxara MeroAnKa 3a npoBexAaHe Ha HayqHhre H3creABaHuf ce 6aanpa Ha
chcreMeH cpaBHHTeneH aHa/1t43 ua oco6euocrnTe H pa3nHr{HHTe acnexTh Ha pa3rnexAaHara
TeMarhqHa o6nacr, Ha ocHoBara Ha xofiro e HanpaBex o6ocHoeax ra6op Ha MeroAH h
cpeAcrBa 3a peuaBaHe Ha nocraBeHHTe 3aAaqh. npegnnoxeuure, paapa6oreuu vt

h3cneAEaHr noAxo.qh, MeroAH H anropnrMr ce ocHoBaBar Ha apryMeHTHpaH na6op.
TeoperHqHa o6ocHoeKa, excneprMeHTanHa oqeHKa r eepx$raxaqHr Ha Bb3MoxHocrHTe 3a
npaxrhqecKoTo HM H3nO.n3BaHe, KOeTO OcHrypff8a He caMo nocrHraHe Ha r{enTa Ha
AHcepraqHnTa, Ho no3BorflBa o6exrNsHa oL{eHKa Ha npegnoxeHuTe peueHHs n
nocrtlrHarHTe pe3yrrarh. Mero4uuecxn AhcepraqhoHHt4ffT TpyA e .nor,rqecKyl
nocneAoBare.fleH H aAeKBareH no orHoueHue ua ua6paxara H npx,no*(eHa MeroAHHa Ha
npoBexAaHe Ha HayqHHTe h3creAgaHHF, Hoero o6yclaan ycneurHo H3nb,nHeHHe Ha
nocTaBeHhTe qen H 3aAa'{h Ha AilcepTaqHoHHt4s TpyA.
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4. Hparxa aHarxrtrtHa xapaxTepxcrnKa n oqeHxa Ha AocroBepHocrra Ha Mareprara,
Bbprry xo*ro ce rpaArr npffHocxre Ha AilcepraqhoHHxn rpyA

flpe4craaexunr AucepraquoHeH TpyA e crpyKryphpaH B yBoA, qeruph rnasn,
3aKrrctreHhe, cnhcbK c npHHoctl no AhcepraqroHHtlf rpyA, cnrcbK c ny6nrxaL{hh no
AHcepT:lqt4oHHHR TpyA c nocoqeHl4 ql4THpaHhn, cBhcbK c yqacrhe B HayqHo-
H3creAoBarencK[ npoexr].1, cnucbx c Qurypvt, cnhcbx c ta6nuqu, cnhcbx c h3non3BaHH
cbKpau{eHua, 6u6nuorpa$cxa cnpaBKa Ha H3no/r3BaHHTe nhreparypHh H3Tor.rHHqH h eAHo
npil,oxeHHe c nporpaMeH KoA. O6qranr o6eu Ha AhcepraquoHHran rpyA e 148 crpaHnqra,
,QrcepraqraoHHrlnr rpyA cbAbpxa 2L Qrarypra r 8 ra6nrqra. {rarupaura ca 110 nhreparypHh
h3ToqHHKa, B ToBa '{hcllo 5 ua 6tnrapcKn e3hK, ocraHarrrre xa axrnrficxr e3HK, or xoNro 67
Hurepxer aApeca.

fltpea r.naBa npeAcraes h3cfleABaHe h aHa.[h3 Ha c]BpeMeHHHTe reHAeHqHr4 H 3anraxh
a xn6epnpocrpaHcrBoro, pa3r.nex{.qa ocHoBHHTe rrnoee xn6eparaKn H B3ahMoBpb3xara
MexAy H3KycrBeHltn HHTe.[eKT w xta6epcnrypHocrra, Raro oqepraBa aKryanHhre
npeAH3Bl4l{arercrBa e o6racrra. Bropa rraBa e nocBereHa Ha aHa/tm3a Ha ApT (Advanced
Persistent Threat) xaxepcxt4Te rpynn h Ha BHAoBere Merorqu Ha h3KycrBeHHn HHTe.neKT,
H3no'n38aHn npw aHa.flr3a Ha 3noBpegnra Safiaoge. Onrcaxh ca noAxoAHTe aa no46op,
o6pa6orxa h noAroroBKa Ha o6yuurenuuTe Mxox{ecrBa or AaHHn. Tpera r,naBa npeAcraBn
paapa6oraaHero Ha MoAer 3a MauhHHo o6yueHre aa xaacu$uxaqxR Ha 3noBpeAHH
$ainoee ocHoBaH Ha anropunrma Random Forest, flpe4craaeHn ca xnacnsrxaqhogHHTe
XapaKrepHcTHKn, apxhTexrypaTa Ha eKCnepHMeHTaIHhrl npOTOTHn h npunqxeHKeTo My KrrM
peanHh chcreMh a c$epara Ha o6paaoeaHhero. t{eratpra rnaBa BKflloqBa aHanr3 H oqexKa
Ha pe3ynETHTe OT eKCnephMeHTa.4HO BanHAhpaHe, cpaBHeHhe c Apyrr4 cbu{ecrByBau{r
peueHHr u o6ctxAaHe Ha npaKTrqecxara nphro)KrMocr Ha npegnox{eH6ff MoAen Karo
3aBbptxBa c h3BoAl4 orHocHo HeroBara eQexrreuocr H Bb3Mox{Hocrr4 aa 6r4eqo pa3BHThe,

or npeAcraBeHoro H3ltox{eHre, $opnynhpaHara qen Ha AHcepraqhoHHXTe
il3cflerq8aHHfi h noCTaBeHHTe BIB Bpb3Ka c Hes 3aAaqH, KaKTo h H3no.fl3BaHHTe cpeAcTBa 3a
pearH3upaHe Ha qerra, Mox(e Aa ce HanpaBh 3aKrpr{eHHe, qe AoKTopaHTbr go6pe no3HaBa
cbcrorHL{ero Ha pa3rrexAaHhre npo6.nennr. Ctgtpxaxuero Ha orAenH[Te tnaln noxa3Ba
,[orHqecKa nocneAoBarerlHocr H MeroAororrr{Ha oSocHogaHocr or aHa.nr3a Ha
cbBpeMeHHnre 3anraxh H KoHqenryarHHTe B3aUMOBpb3Kh MelHAy l,r3KyCTBeHLIR hHTeneHT h
xu6epcurypHofiTa, npe3 cHCTeMarL!3t{paHe Ha 3HaHHnra 3a ApT rpynrare H MeroAHTe 3a
o6pa6orxa Ha AaHHH, 4o paapa6orBaHe u excnepnMeHTa.rHa sanu1awn Ha aBTopcgl4
MoAen aa xnacn$uRaqu8' Toea noseonfBa H3Bex{AaHero Ha npnHocl4, ocHoBaHH KaKTo Ha
\TrBlpAeHn HayqHH KoHqenqHr!, TaKa h Ha eMnIphttHo npoBephM n pezynrarn.
nQ,ocroaepxocTTa Ha h3no.I3BaHln MaTepna, ce noAXpens oT nprnaraHeTo Ha frBlpAeHH
al]rophrMh 3a MauIxHHo o6yvexre, u3no.fl3BaHero Ha peaflHH xa6opr AaHHH H cpasil14TefleH
aHarh3 c Apyr[ ftu{ecrByEaqh peueuHa. Toea MH AaBa ocHoBaHHe Aa onpeAenn
noryqeHhre pe3ynraru h cBlp3aHhre c rflx npHHocl4 Karo AosroBepHH H npaKT[qecHH
nore3HH,

5. Haywn nlnnu HalHHonp!,rror{H},r npxHoc, Ha Axcepraqr{oHHffi TpyA

llpremann QoprvryarpaHxre or aBTopa nprHoo4, nocrhrHarr B pe3ynrar Ha h3BbprueHhre
HayqHh u3cneABaHrn. flprxocrre Morar Aa ce orHecar KbM KareropurTe o6orarnsaHe Ha
cll4ecrByBau{o HayqHo 3HaHHe H HayqH}'t nocrhxeH[R B npaKThKara, Kaxro h cb3AaBaHe Ha
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HOBH tl MOAHOhqHpaHe Ha Cbu{ecrBysau-lu MeroAr, noAxoAr,t, MoAe, n A affop6TMt4 3a
peuaBaHe Ha nocTaBeHHTe B AHCepTaqhOHHhfl TpyA 3aAaqh.

Ha 6aaara Ha nonyqeHHTe B AhcepraqlroHHara pa6ora pe3yrrarh nocrurHarHTe nphHoc6
Morar 4a 6t4ar cHcreMarH3HpaHH Karo HayqHr, HayqHo-npnnox{Hr,t H nprno)xHu RaKTo
creABal

. HAyqHU flpuHocu:

' [lpeAloxeH e MoAen 6asrpar Ha xracn$uxarop Random Forest 3a

npHcBofBaHe Ha K.nac Ha npHHaMexHocT Ha 3noBpeAeH KoA l{bM onpeAeneHa
A'lrpx{aBa, cnoHcopHpau{ara 4efiuocrr !t pa3BHTHe Ha xaKepcKtA tpvnwt HacoqeHr
cpeu{y xoMyHHKaqHoHHa n rx$oprvraL{hoHHa r,rxSpacrpyKrypa Ha Apyrh
AbpxaB]4 u/ nnn opraHh3aqHr;

. HAyqHA-$pUfiOlt{HUnpuHacu:

' fipeAloxeHo e n3no.n3BaHero Ha raxcoHoMl,rn 3a H3BbpuBaHe Ha npeqr3upaqT
npoqeAypl4 npu o6pa6orxara Ha AaHHu cB'bp3aHh cbc 3noBpeAeH KoA, xaKepcxr
rpynH H cnoHcophpau{h AbpxaBH, Na6paHa Ha 6asara Ha npoyr{BaHe Ha

MexAyHapoAHH npaKTHRl.r a xnacusnqhpaHero Ha xaKepcKH rpynH n
onpeAenRHero Ha HHqhAeHTH a xN6epcrrypHocrra;

' npeAro)+(eHo e H3nor3BaHero Ha oqeHbqHh rexHHKt4 3a onrhM43aqh6 Ha
xlacN$rxaqHoHHure xapaxTepllcrr4Kx r Na6op Ha xHnepnapaMerp6 sa

xlacu$ttxaropa Random Forest, Kotrro oqeHBBar cBp'lrx npeAcraBnHe Ha

h3BaAKrre 3a ManqhHcrBeHure KracoBe r HaMa.nEBaHe Ha xoe$nqraexra Ha

npe.qcTaBsHe Ha N3BaAKHTe 3a CBpbx npeAcTaBeHHTe K,nacoEe;

. npunorrtHu npuilocu:

. Paapa6oreH e excnep[MeHTareH npororrn, H3non3Bau{ npeg4oxeHns MoAen c
xlacN$uxarop Random Forest, xofiro peanh3hpa aBToMarH3hpaH npoqec no
xlacu$nqr,rpaHe Ha xapaxTepHcrt4KH na $afinoae, cbAbpxaqh 3noBpeAeH KoA
KbM onpeAe/leHue xaKepcxl4 rpynh nl,*nu cnoHcopl4paqr4 Abpxaln u yrecHflBa
geilxocrure 3a aHa/lr3l4 oqeHxa Ha eKcneprr no xr6epc[rypHocr;

. flpeAror{eHHflT MoAen e eKcnephMeHTarHo oqeHeH c H3no.[3saHe Ha

paapa6oreHtas eKcnep [MeHTa.fl eH npororhn 3a BanhAHpaHe Ha Bb3Mo]HHocrnTe
Ha MoAena aa no4o6pnBaHe ua xnacr$nxaqr4sra Ha $ainoae h ynecHnBaHero Ha
pa6orara Ha excneprn no xN6epcrrypHocr.

6. OqeHxa 3a creneHTa Ha rrxqHoro yqacrxe Ha ArcepraHTa I nprHocxTe

fipe4craeexoro cbAbpxaHHe H crpyKrypa Ha Ar4cepraqhoHHHs TpyA noKa3Bar
or/tht{Horo nosHaoaHe Ha rperrpaxara npo6nemaruxa or crpaHa Ha AoxTopaxra. E4Ha or
nerre HayqHH clarnu ny6nnxyaaur BbB Bpb3xa c Arceprauhsra e caMocrorre.flHa, a

ocTaHarhTe ca B cbaBTopcTBo c HeroBHTe Ha) rH14 ptKOBOAr4Teril, KaTO B ABe OT TRX

Aol(TopaHrbr e nbpst4 aaTop. fipegcraaeHhre Marepnanv no ArlcepraquoHHl4r rpyA H

ny6nnxaqnnTe RbM Hero npaBnr go6po Bneqar.neHne 3a HayqHara pa6ora Ha Mar. HHx.
[poagau Xphcrog, Konro ce xapaxTepn3r4pa c aHarhrt4r{ua aagrn6oqeHocr h npeq63Hocr.
CuuraM, qe rt,lr{Hl4fl My npxHoc npr nocrmraHe Ha npeAcrageHuTe HayL{HH pe3vnrarl u
npllHoo4 e 6escnopex"
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7. ilpeqexra Ha ny6nnKaqrrre no AncepraqnoHHtrn rpyA

flonyvexrre or aBTopa pe3yrrarn or Ar4cepraqnoHHoro r43c.fleABaxe ca ny6nnKyBaHr4 B

5 xayvxr crarnt4. E4ua or crarrure e ny6nuxyeaHa B HayqHo cnncaHue (lnternationalJournal
of lnnovative Research and Scientific Studies), a Apyrnre qerrph ca AoluaABaHh Ha HayqHh
xoxSepeHquu, npoBeAeHu a Strrapn a 12O23 lnternational Scientific Conference on
Computer Science, Youth Scientific Conference ,,Machines lnnovation and Technology",2O2O
lnternational Scientific Conference Computer Science, 2023 31't National Conference with
International Participation ,,TELECOM"). Ey6rrxaqrahre ca HanpaBeHH B nephoAa 2020-
2025 rognHa r noxpt4Bar reMarhKara Ha npeAcraBeHara Ahcepraqtlouxa pa6ora Karo
orpa3rear ocHoBHHTe nocrxrHarh pe3ynrarx I nphHocu, BcNqxr crarl4w ca Ha anrnvtitcxvt
e3hK. EAHa or crarhhre e caMocroffTe.flHa, ocraHa.nrre ca B claBTopcrBo c HayqHfiTe
plrKoBoAl4Tenh Ha AolfiopaHTa. .{ae or ny6.nuxaqhhre ca }4HAexcHpaHH e Scopus h nMar
o6u1o 4 lqrrrpaxrfl, B ToBa qrcro g 3 crarrr hHAeKchpaxu e Scopus.

8. HsnonseaHe r{a pe3yrrarxre or AhcepraqxoHH},tn rpyg B HayqHara npa}ffnxa

Bte Bpb3xa c Hay{HHTe H3cneABaHhR no Ar4cepraqroHHhn TpyA AoKTopaHTbr e
yqacrBan B HayqHo-tr3creAoBarercKt4 npoeKT, $rHaHcrpax or OHLI xtnn MOH.

He ca npe4craeeHu AaHHl4 3a npRxo npaKTnqecxo h3noraBaHe Ha noryqeHrTe
pe3ynTaTn oT HayqHHTe H3creABaHnf B AHCepTaqhoHHr,rR Tpy& Ho cqHTaM, qe nory'.teHflTe
pe3ynTaTr hMaT cblqecTBeH npaKTxqecxH noTeHqna, 3a nphnoxeHxe B chcTeMhTe 3a

xn6epcrrypxocr.

Paapa6orexl4flT MoAen 3a xracr$rxaqils Ha 3noBpeAHLt $afinoae Mox{e 4a 6rrge
sHeApeH B ctBpeMeHHH cr,lcreMn 3a orxpxBaHe H npeAorBparnBaHe Ha xn6eparaxr,
aHThBHpycHr peueHhn n nrar$opMh 3a aHarx3 Ha 3noBpeAeH KoA, KaKTo h Aa ce h3no.n3aa
3a noAnoMaraHe Ha pa6orara Ha cneqrannsnpa+u qeHTpoBe u erinnn no xr6ep or6paxa.
Paapa6oreuoro peueHHe HMa noreHquan 3a h3non3BaHe 3a o6paaoearelHu v
H3CreAOBaIe.4CKt4 qerhr KaKTo h 3a cb3AaBaHe Ha HHTerhreHTHr4 aAanThBHH 3al4k1TH14

cHCTeMH, noBn ua Ba q,u ycrofi u u eo crra x a r-1n$ poaure nxspa crpyKryp H.

9. Oqexxa Ha cborBererBuero Ha aBTopeQepara c H3l,rcNBaHhRT:l 3a r3rorBnHero My,
xaKTo 14 Ha aAexBaTHocTTa Ha oTpa3FBaHe Ha ocHoBHnre nonox(eHHf, r npHHocr,{Te Ha

ArcepTaqHoHHltf TpyA

AeropeSeparbr Kr,M ArcepraLlltnTa cboreercrBa Ha AhcepraqhoHHxr rpyA - BRpHo 14

TOqHO oTpa3tBa qe.nHTe, 3aAaqUTe, crrAlpXaHheTo nO r.flaB[, nOCTHrHaTrTe npHHOCH,

Aarope$eparbr e noArorseH ra oQopnneH c'brracHo r43HcKBaHhflTa 3a h3rorBnHero My 14

cqHTaM, ve 6eacnopHo Hoct4 cblqHocrHhre qeprl,r Ha AucepraqhoHHHfl TpyA, Karo orpa3sBa B

aAeKBareH o6em H no KopeKTeH HaqhH Heroaoro cbgbpxaHile.

10. MxeHxR, npenopbxn r 6enexxu

HRnnam ea6eaexxh KbM npeAcraBeHnr AucepraqHoHeH TpyA. Hanpaaeurle ga6elexxr
npH 3ano3Ha8aHero Mt4 c BepcrSTa Ha A14cepraqHoHHhR TpyA, npeAcraBeHa 3a

npeABaphrelxo o6cuxAaHe B KareApara, ca B3erH no.q BHr4MaHHe x ca orpa3eHh B

npe4craBeHan Arcepraqufl. Ktru 4rcepraqhoHHnn TpyA HMaM TexHur.tecKa sa6enexxa no
orHoureHne nbrHoro t4 ToqHo 6u6nworpa$cxo onrcaHhe Ha nnreparypHrre H3Tor{HHt-lh c

n3noI3BaHeTO Ha eAUHeH CTHI.
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.B,rcepraqmoHHhfr rpyA noKa3Ba rcr.flnM o6enn Ha H3BbprxeHHTe Hay'.{H}I H3CfleABaHHR.
Tofi e o$opnaeu BHHMare,nHo h craparerHo c Br4coxo Hr4Bo Ha npegcrauflHe Ha HayqHHTe
H3cfieABaHxn H cBHAerercrBa 3a or,lt4r{Ho gano3HaBaHe Ha aBTopa c npeAMerxara o6rarr,
Hnt0CTpHpa :agta5oueHocr Ha H3BbpueHilTe HayqHH HgcreABaHHfl H gaBa sb3Mox{Hocr 3a
paSBHTUeTO HM H npaKTHqecKoTo HM H3n0fl3BaHe.

flpenoptxrre Mh H'lrM AoKTopa+{Ta ca Aa npoA}/r)r{H HayqHHTe cH HscneABa!{Hfl no
TeMaTa Ha AucepTaqiloHHl4s TpyA H Aa HaCOqh ycnilnHflTa cH RIM BHeApflBaHe Ha
paepa6oreHHTe a,flropnTMn 14 MoAern B npaxTuxara c Uelt nocrnraHe Ha npeHm npnroxHl,r
pe3ynTaTH.

Hrnn goxropaHTa HMaM creAHhre Bbnpocr:

1' Ao KorHo hsnor3aa*kre u3Tot{HHuH Ha AaHH}t H MeroAHTe 3a rnxHara noAroroB6a
ochrypnBar npeAcraBhrerHocr n ycroilvt4Bocr Ha pe3yrrar6Te, no,nyqeHH npH
excnep!{MetiTarHaTa BanHAaquf Ha npegno)i{eHkln nnogen?

2. Kaxso e BnHffHHero Ha h3nor3eaHhre rexHnKh ea 6araHcnpaHe Ha Kracoeere Bbpxy
TOLTHOCTTA H HaAeX{AHOCTTa Ha MOAena C Xnacnsnxarop Random Forest?

3, B xaxea creneH H3nor3BaHara Merogo/ror!{fl sa onrr4mu3allkrr Ha xxnepnapamerpx
rapalNTl,:pa o6o6ulaaar4ara cnoco6Hocr H npaxrr4qecxara nph,noxumocT Ha npeAnogeHgn
MoAen npu pearHl, cqeHapHh 3a aHaflh3 xa xN5epuxqugexrN?

11, 3axnrcrregNe

Ha ocHoBaHHe Ha hs/tox(eHoro ct{HTaM, qe AHcepraqhoHHHR TpyA orroBapn Ha
l43l4cKsaHHflTa Ha 3axoxa 3a pasehn4e Ha axaAeunvHl,tfl cbcrag e Peny6rrraxa Et.arapun, na
llpaauaxuxa 3a npunaraHe Ha 3axoHa n sborserHufl npaBHnHHK Ha Texxuqecxu
yHHBepchrer-Co$nn H Ha H3HcHBaHHflTa sa npNAo$hBaHe ua o6paaoBarerHara h HayqHa
creneH,,goHTop". I-fpoeegexmre HayqHH H3cneABaHHfl ca B axTyarxa o6narr H Tper6par
npodnemaruxa, HoffTo e o6exr Ha aachreH HgcreAouarercRu t4HTepec. Aaroprrr e nocr6rHa.rt
nocraBeHhre qe.nx k{ 3agaqk B Aucepraqnour{Hfl Tpyg. flonyueuure pe3yrrarh cbA'bpx{ar
HayLlHl,{, HayqHO-npH/lO}l{H1,'l H np!{nO}XHh np!!HOCl4, KOI4TO Ca 3HaqHMu, geftCrUNTe.flHO ca
noryqeHH H ca HeloBo Aero. CtulecraeuHTe npHHocl,l Ha AHcepraquCIHHHff TpyA ca oTpa3eHll
B HayqHl4 ny6auxaqraH, xorTo ca aAeKBarHo paanpccrpaHeHlr H HanpaBeHil AofioflHHe Ha
3aHHTepecosaHara HaVqHa oOr.qtrocr .rpes ny6auryeaHero vM B HayqHH AoKnaAx Ha
xou$epexq!4l4 H crarlrr,{ B HeyqHH cnucaxrfl.

Ero aaqo .qaBaM cBorlra no.rrolr{HTenHa oLleHHa Ha npepcraBeHufl AhceprallHoHeH TpyA
a npe.EraraM Ha yBaxaeMHTe q.neHoB€ Ha Hayuuoro )fiypH Aa firAe nphcbAeHa
oSpaaoearerHara H HayqHa creneH ,,goxTop'r Ha fi*ar. nHx. fposgax HocragxHoB Xpmcroe
no HayqHa cneqHanHocr,,CHcreMH c H3KycrBeH HHTeneKT" e npo$echoHarHo HanpaBneHHe
5.3 KonnyuuKaqHoHHa H KomnlorbpHa rexHHHa.

Peqeuaerr:

/ nps$. g-p MNnexa.Ilaeapo*a-Mxr4eaa I
12.01.2026 r,
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REVIEW
on a dissertation for "Doctor of philosophy,, degree

Author of the dissertation: MSc. Eng. Grozdan Kostadinov Hristov

Title of the dissertation:

"Methods and algorithms from machine learning in cybersecurity,,

Reviewer: Prof. Milena Kirilova Lazarova-Mitseva, phD

Dept. Computer Systems, FCST, Technical University of Sofia

This review is prepared in my capacity as a member of the Scientific Jury appointed by Order
Ne olH-5.3-58/30.10.2025 of the Rector of the Technical University of Sofia and protocol
No.1/L2.1.1. .2A25 from the first meeting of the Scientific Jury.

MSc' Eng. Grozdan Kostadinov Hristov was enrolled as a part-time PhD student in doctoral
program '?rtificial lntelligence Systems", professional field 5.3 Communication and
Computer Engineering" at the Department "Computer Systems" of the Faculty of Computer
Systems and Technologies at The Technical University of Sofia on 1.09.2021. The phD
student has fulfilled all the requirements in the individual plan of his phD study and has
successfully passed all the required exams. He was discharged as a PhD with the right to
defend his thesis on 21".10.2025 by decision of the Faculty Council of the Faculty of
Computer Systems and Technologies (Protocol Ne11/21.10.2025). The procedure for the
public defence of his dissertation has started by a decision of the Department Council of the
Department of Computer Systems (Protocol Ne2/20.10.2025) and the Faculty Council of the
Faculty of computer science and Technology (protocor Ns2/2i..10.202s).

1. Relevance of the dissertation topic in scientific and applied aspects

This dissertation addresses a contemporary and dynamically developing field related to the
use of machine learning methods and algorithms for analyzing, classifying, and preventing
cyberattacks. The relevance of the problem under consideration stems from the growing
dependence of modern society on information and communication technologies and the
accompanying increase in the frequency and complexity of ryber attacks. ln the context of
global digitalization, traditional approaches for ensuring cybersecurity are proving
insufficient for the timely detection and neutralization of threats. This necessitates the
application of intelligent methods based on machine learning that enable automated
recognition, classification and adaptive response to incidents. ln this context the research in
the dissertation represents an important and significant scientific and applied task with high
practical value.

The aim of the dissertation is to study methods and algorithms for classifying malicious
files associated with hacker groups/individuals involved in cybersecurity breaches, Based on
the analysis of the current state of the art in the problem area several research tasks are
defined related to the dissertation aim: {1) To investigate the possibilities for applying
machine learning methods in the analysis of cybersecurity incidents to solve classification
tasks for assigning malicious files to different hacker groups; (2) To determine features that
adequately reflect the objective dependencies on the classification status; (3) To propose
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and optimize a model for solving the classification task and to apply it in order to determine
the classification status of the analyzed artefacts; {a} To conduct an experimental analysis of
the proposed model, based on which its capabilities will be evaluated. The dissertation aim
and the objectives related to its achievement are correctly and thoroughly formulated and
defined.

2. Degree of knowledge on the dissertation topic and constructive interpretation of the
bibliography

The research in the dissertation covers topics that include the need to understand the
current state of the subject areas of machine learning and cybersecurity as well as the
characteristics of the existing machine learning methods and algorithms and the specifics of
their application for solving classification tasks in the field of cybersecurity. The author
correctly interprets the main trends and limitations of the traditional protection approaches
and compares them with the possibilities offered by intelligent algorithms for the analysis
and classification of ryber incidents. The literature review is the basis for the stated
dissertation aim and the objectives related to its achievement. The bibliographic reference
of the dissertation contains a total of lL0 sources, including 6T lnternet addresses. Based on
the literature review and comparative analysis of the relevant scientific literature sources,
the key challenges in the automated detection and attribution of ryber attacks are outlined
that allows for a clear positioning of the research in the current scientific context. The
literature sources are systematized and creatively interpreted by drawing objective
connections between the features of malicious artefacts and their affiliation with specific
hacker groups. This demonstrates an analytical approach and the author's ability to critically
evaluate and build solutions on the existing scientific results which gives the research
originality and high scientific value.

3. Consistenry of the used research methodology with the dissertation aim and objectives

The chosen methodology for conducting the research study is based on systematic
comparative analysis of the features and the different aspects of the research field under
consideration. On that basis consistent decisions and selection of methods, algorithms and
means are made for solving the disseftation tasks and objectives. The proposed, developed,
and investigated approaches, methods, and algorithms are based on well-reasoned
decisions, theoreticaljustification, experimental evaluation, verification and validation of the
possibilities of their practical utilization which ensures not only the achievement of the
dissertation goals but also the allows objective evaluation of the proposed solutions and the
achieved contributions. Methodologically the dissertation is logically consistent and
adequate in terms of the chosen and applied methodology of conducting research which
determines the successful achievement of the goals and tasks set in the dissertation.

4. Brief analytical characteristic of the dissertation and assessment of the reliability of the
material on which the contrihutions of the dissertation are built

The presented dissertation is structured in an introduction, four chapters, a conclusion, a list
of contributions, a list of publications on the dissertation with citations of the publications
on the dissertation, a list of participation of the PhD student in research projects, a list of
figures, a list of tables, a list of used abbreviations and terms a list of bibliographic
references of the used literature sources and one appendix with program code. The
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dissertation has 148 pages. The dissertation comprises 21 figures and 8 tables. The list of
cited bibliographic references comprises 110 sources, including 5 references in Bulgarian,
the rest in English, 67 of them are lnternet addresses.

The first chapter presents a study and analysis of the current trends and threats in
ryberspace, examines the main types of cyberattacks and the interrelations between
artificial intelligence and cybersecurity outlining the current challenges in the field. The
second chapter is devoted to the analysis of APT (Advanced Persistent Threat) hacker groups
and the types of artificial intelligence methods used in the analysis of malicious files, Several
approaches for the selection, processing and preparation of training data sets are described,
The third chapter presents the development of a machine learning model for the
classification of malicious files based on the Random Forest algorithm. The classification
features, the architecture of the experimental prototype and its application to real systems
in the field of education are presented. The fourth chapter comprises an analysis and
evaluation of the results of experimental validation, a comparison with other existing
solutions and a discussion of the practical applicability of the proposed model resolving with
conclusions about its effectiveness and possibilities for future development.

Based on the dissertation content, the formulated dissertation aim and the research
objectives defined in the dissertation as well as the means used for their accomplishment, a
conclusion can be made that MSc. Eng. Grozdan Hristov is well aware of the state of the art
of the scientific topics under consideration. The content of the individual chapters shows
logical consistenry and methodological soundness - from the analysis of contemporary
threats and the conceptual interrelations between artificial intelligence and cybersecurity,
through the systematization of knowledge about APT groups and data processing methods,
to the development and experimental validation of an author's classification model. This
allows for contributions based on both established scientific concepts and empirically
verifiable results' The reliability of the material used is supported by the application of
established machine learning algorithms, the use of real data sets, and comparative analysis
with other existing solutions. This gives me reason to consider the results obtained and the
related contributions to be reliable and practically useful.

5. Scientific and applied contributions of the dissertation

laccept the research contributions formulated bythe author in his dissertation as a result of
the research carried out. The contributions can be related to enrichment of the existing
scientific knowledge and scientific achievements in practice as well as development of new
and modification of existing approaches, methods, models and algorithms for their
application for solving the problems investigated in the dissertation.

On the base of the results obtained in the dissertation the contributions of the dissertation
can be classified as scientific, applied-scientific and applied as follows:

. scientific contributians:

A model based on a Random Forest classifier is proposed for assigning a class of
malicious code belonging to a specific country that sponsors activities and the
development of hacker groups targeting the communications and information
infrastructure of other countries and/or organizations;
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I a pp I i ed -scie ntilic c ant ri butions :

Utilization of a taxonomy is proposed in order to perform refinement procedures
when processing data related to malicious code, hacker groups and sponsoring
countries, selected on the basis of a study of international practices in the
classification of hacker groups and the identification of cybersecurity incidents;

Utilization of evaluation techniques is proposed in order to optimize the
classification features and the selection of hyperparameters for the Random
Forest classifier, which evaluate the over-representation of samples for minority
classes and reduce the representation coefficient of samples for over-
represented classes;

oppli ed contributions:

An experimental prototype is developed using the proposed model based on a
Random Forest classifier that implements an automated process for classifying
the features of files containing malicious code to specific hacker groups and/or
sponsoring countries and facilitates the analysis and assessment activities of
rybersecurity experts;

The proposed model is experimentally evaluated using the developed
experimental prototype to validate the model's capabilities for improving the file
classification and facilitating the work of rybersecurity experts.

I

6. Assessment of the extent of authorrs personal participation in the dissertation
contributions

The presented content and the structure of the dissertation reveals the author's excellent
comprehension on the dissertation topic and the presented field of study. One out of the
five research papers published in connection with the research presented in the dissertation
is single authored by the applicant and the others are co-authored with his scientific
supervisors, in two of which the PhD student is the first author. The presented dissertation
and the research papers on its topic make a good impression of the scientific work of MSc.
Eng. Grozdan Hristov which is characterized by analytical thoroughness and precision. His
personal contribution to the achievement of the presented scientific results and
contri butions is undou bted.

7. Evaluation of the author's publications on the dissertation,s topic

The results of the dissertation research obtained by the author have been published in 5
scientific papers. One of the papers is published in an international scientific journal
(lnternational Journal of lnnovative Research and Scientific Studies) and the other four
papers are presented at scientific conferences held in Bulgaria (2023 lnternational Scientific
Conference on Computer Science, Youth Scientific Conference ,,Machines lnnovation and
Technology",2O2O lnternational Scientific Conference Computer Science, 2023 3 j.st National
Conference with lnternational Participation ,,TELECOM"). The publications are made in the
period 2020-2025 and cover the topics of the presented dissertation reflecting the main
achieved results and contributions. All papers are in English. One of the papers is single
authored by the PhD student and the others are co-authored with his scientific supervisors.
Two o{ the publications are indexed in Scopus and have a total of 4 citations by foreign
authors, including 3 citations in papers indexed in Scopus.
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8. Utilization of ttre dissertation's results and contributions in scientific and social practice

ln connection with the research in the dissertation, the PhD student participated in a
scientific project funded by the National Science Fund at the Ministry of Education and
Science.

No data on the direct practical application of the results obtained from the scientific
research in the dissertation has been presented, but I believe thatthe results obtained have
significant practical potential for application in rybersecurity systems.

The developed model for classification of malicious files can be implemented in modern
systems for detecting and preventing ryber attacks, antivirus solutions and platforms for
analyzing malicious code as well as used to support the work of specialized cyber defence
centers and teams' The developed solution has the potential to also be used for educational
and research purposes as well as for creating intelligent adaptive defence systems that
increase the resilience of digital infrastructures,

9. Assessment of the compliance of dissertation's autoreferat with the requirements for its
preparation as well as its accurate presentation of the dissertation,s content and
contributions

The dissertation's autoreferat corresponds to the dissertation thesis - correctly and
accurately reflects the dissertation aims and objectives, the content by chapters and the
research contributions achieved. The autoreferat is prepared and formatted in accordance
with the requirements and I consider that it presents the essential features of the
dissertation reflecting in an adequate volume and in a correct manner its content,

10. Comments, recommendations and remarks

I have no comments on the presented dissertation. The comments I made on the version of
the thesis submitted for preliminary discussion in the department are taken into account
and are reflected in the submitted thesis. I only have a technical remark to the dissertation
regarding the complete and accurate bibliographic description of the references using a
uniform style.

The dissertation presented for a review reveals a large amount of research studies carried
out, demonstrates the author's excellent research comprehension on the addressed
scientific problems, reveals the thoroughness of the research carried out and provides an
opportunity for its further development and practical utilization.

I would recommend the author to continue his research on the dissertation topic and to
focus his efforts towards the implementation of the developed algorithms and models in
practice in order to achieve direct applied results.

I have the following questions for the phD student:
1. How do the data sources used and the methods for their preparation ensure the
representativeness and sustainability of the results obtained in the experimental validation
of the proposed model?

2. What is the impact of the used class balancing techniques on the accuracy and reliability
of the Random Forest classifier model?
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3. To what extent do the used methodology for hyperparameter optimization guarantee the
generalizability and practical applicability of the proposed model in real-world cyber incident
analysis scenarios?

11. Conclusion

Based on the above said I consider the dissertation presented for review in the procedure
for awarding the "Doctor of Philasophy" degree as fully corresponding to and fulfilling allthe
requirements of the Act on the Academic Staff Development in Republic of Bulgaria and the
Regulations governing the application of the Act as well as the Regulations for the
application of the Act in the Technical University of Sofia. The dissertation topic falls in a

relevant scientific field subject to intensive research studies. The author fulfilled the
dissertation goals and the objectives. The results obtained contain scientific and applied
contributions that are significant for both science and practice and are achieved by the
applicant himself. The contributions of the dissertation are published in scientific papers that
are adequately disseminated and made available to the international scientific community
through presentation and publication in research conference proceedings.

Therefore I am convinced of my positive assessment of the dissertation presented and
propose to the honourable members of the Scientific Jury MSc. Eng Grozdan Kostadinov
Hristov to be awarded a "Doctor of Philosophy" degree in the professional field 5.3
"Communicatisn and Computer Engineering", scientific specialty "Artificial lntelligence
Systems",

Date:12.01.2426 REVIEWER:

I Prot. Milena Lazarova-Mitseva, PhD /
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