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13 OFZ2ELE r.

Y PELEH3MSA

BbPXY ANCEPTALMOHEH TPy

3a npuao6usaHe Ha o6pa3osaTe/iHa U Hay4YHa CTeneH “gokTop”

ABTOD Ha AUCEPTaLUOHHUA TPYA: Mar. MHK. Fpospaax KoctaguHos Xpucros
Tema Ha AucepTaLMOHHUA TPYA:
»MeToaun u anroputTmMu sa MawnHHO o6yyeHue B KubepcurypHocrtra ”
PelLeHseHT: npod. a-p MuneHa Kupunosa Nasaposa—Muuesa

KateApa KomnioTbpHU cuctemn, OKCT, TexHUYecKu yHusepcutetT—-Codus

Hactoswara pelueHans e M3rotBeHa B KayecTBOTO MM Ha YieH Ha Hay4yHO XKypw,
Ha3HayeHo cbc 3anoses Ne OX-5.3-58/30.10.2025 r. Ha Pektopa Ha TexHuuyecku
yHusepcuteT-Codua 1 NPOTOKON OT MbPBO 3aceflaHune Ha Hay4yHoTOo Xypu o1 12.11.2025 .

flokTopaHTbT Mmar. uHX. lposgaH KocTaguHos XpuCTOB € 3auucneH B 3ado4yHa
AOKTOPaHTYpa No AOKTOPCKa nporpama ,,CUCTEMM C U3KYCTBEH MHTENEKT” B NpodecnoHanHo
HanpaeaeHue 5.3 KOMYHUKaUMOHHA U KOMMIOTbPHA TEXHUKA KbM Kateapa ,KomnioTbpHM
cuctemu” b8 ®Dakynter Mo KOMMIOTLPHU CUCTEMM U TEXHONOTUM npu TexHuYyecku
yHusepcuteT—Codma Ha 1.03.2022 r. [JOKTOPaHTLT € U3MbAHUN UHAMBUAYANHUA CU NNAH U e
MONOKMUA BCUYKM U3NWUTK OT LOKTOPAHTCKUA MUHUMYM. OTYUC/IEH € C NPaBO Ha 3alWTa Ha
21.10.2025 r. c peweHue Ha OC Ha DKCT (MpoTtokon N211/21.10.2025 r.). Mo npepnoxeHue
Ha KaTeZpeHus cbBeT Ha KaTeapa ,KOMNIOTbpHM cucTemm” (MpoTokon Ne2/20.10.2025 r.) ¢
peweHue Ha DakynTeTHUA cbBeT Ha OKCT (MpoTtokon Ne2/21.10.2025 r.) e B3eTo peweHune
33 paskpueaHe Ha npoueaypa 3a ny6uyHa 3aluuTa Ha UCepPTaLMOHHUA MY TPYA.

1. AKTyanHocT Ha paspa6oTBaHuA B AUCePTaLUMOHHUA TPy npobnem B Hay4YHO U Hay4yHO-
NPUAOXKHO OTHOLLIEHUE

MpeacTaBeHNAT AUCePTALMOHEH TPYA € HAcoYeH KbM W3cieasaHe Ha aKTyanHa u
AVHAMWYHO pa3BuBalLa ce 0BNACT cBbP3aHa C M3MON3BAHETO Ha METOAM M ANTOPUTMM OT
MAWWHHOTO OobyueHWe 3a aHanu3, Knacudukauua M npeaoTBpaTABaHe Ha Knbeparaku.
AKTyanHOCTTa Ha pasrnexAaaHus npobnem npousTMya ot HapacTBallaTa 3aBUMCMMOCT Ha
CbBPEMEHHOTO OO6LLECTBO OT MHOOPMALMOHHUTE M KOMYHUKALMOHHUTE TEXHONOMMM W
CbMMBTCTBALLOTO A YBE/IMUEHME Ha YecToTaTa U CNIOXKHOCTTa Ha KnbepaTakuTe. B yc/10BMATa Ha
rnobanHa AuruTanu3auMa TPaAULMOHHUTE NOAXOAM 33 OCUIypABaHE Ha KubepcurypHoct ce
OKa3BaT HEZLOCTaTbYHM 33 CBOEBPEMEHHO OTKPUBAHE U HEyTpaAU3upaHe Ha 3annaxuTe. Toea
o6ycnasa HEOBXOAMMOCTTa OT NPUNAraHe Ha UHTEIUFEeHTHM metoam 6asmMpaHn Ha MalWMHHO
obyyeHue, KOUTO NO3BONABAT aBTOMATU3MPAHO Pa3no3HaBaHe, Knacuoukauma u agantmeHa
PEAKUMA Npu WHUWAEHTU. B TO3U KOHTEKCT M3CNefBaHETO B AMCEPTALMOHHUA Tpya

MPEACTaBNABA aKTya/lHa W 3HAYMMa Hay4yHa U NPUNOXKHA 3afaya C BUCOKA NpaKTUyecKa
CTOMHOCT.

Uenta Ha AuceprauMoHHMa Tpya e fga ce npoyyaT metoau anropuTMn  3a
Knacuduumkauma Ha 3noBpeaHU daitnoBe KbM XaKepcKu rPYNU/VHAMBUAN CBBP3aHU C
npobusu 8 kubepcurypHocTTa. Bbe Bpb3aka ¢ GopmyaupaHaTa Uen Ha AucepTaunoHHUA Tpya
W Ha 6asaTa Ha aHa/M3 Ha TEKYLOTO CbCTOAHME Ha NpobnemHaTa o6nacT ca dopmynupanu
KOHKPETHM 3aAa4M 3a nocTuraHe Ha nocraseHata uen: (1) [a ce npoyyaT U uscneasar



BbL3MOXHOCTTUTE 33 NpuUNaraHe Ha MeTOAM Ha MalMHHOTO obyyeHue Npu aHaNu3 Ha
WHUMAGHTM C  KMBepcuUIypHOCTTa 3a pellaBaHe Ha KAacMOUKALMOHHM 3ajauM  3a
MPUCBOABaHE Ha 3/10BPeAHNM $aitiNoBe KbM Pa3NMYHU XaKepcku rpynu; (2) [la ce onpepenst
XapaKTepUCTUKKM, KOMTO  aAeKBAaTHO  OTpasnBaT OBEeKTUBHUTE  33aBUCUMOCTU  OT
KnacudukaumoHHua cratyc; (3) [a ce Npeanoxn v oNTUMM3MPa MOZEN 33 peliasaHe Ha
KnacupuKkaumMoHHaTa 3afadya, KOWTO fJa ce NpUAOXM MOAen 3a onpeaensHe Ha
KnacMdWUKaUMOHHWA CTaTyC Ha aHanuaupamute apTedakt; (4) La ce nposeae
EKCNEPUMEHTANIEH aHaNU3 3a NPUNOKEHUE Ha NpeaNoKeHUA Mojen Ha BasaTa, Ha KoiTo aa
Ce OUEHAT HerosuTe BBL3IMOXKHOCTU. ONpeaenAHeTo Ha LUEeNTa WM KOHKPeTHUTE 3ajaum,
CBbP3aHM C NOCTUraHeTo i, ca 060CHOBaHK OT aBTOPa KOPEKTHO W U34epnaTenHo.

2. CTeneH Ha noO3HaBaHe CbCTOAHMETO Ha Npobnema W TBOpYECKa MHTEprpeTauus Ha
AUTepaTypHUA Matepuan

AvcepTaumMoHHMAT Tpya o6xBalla TemaTuKa, KOATO BKAOYBA HeobxogumocT oT
NO3HaBaHe CbBPEMEHHOTO CbCTOAHWE Ha NpeaMeTHUTe 06/1acTU MalMHHO 06yyeHue u
KMBepCUrypHOCT, KaKTO U Ha OCOBEHOCTUTE Ha CbLLECTBYBALLMUTE METOAM U anropuUTMK 3a
MalMHHO obyyeHne u cneumduKata Ha NPUNOKEHMETO MM  3a pellaBaHe Ha
KnacudukaumoHHu 3agaum B obnacTta Ha KubepcurypHocTTa. ABTOPBLT KOPEKTHO
WHTEPNPETAPA OCHOBHWTE TEHAEHUMW WM OrPaHWYEHMA Ha TPaAULMOHHUTE NOAXOAM 3a
3allnTa U M CbnocTasA C Bb3MOXKHOCTUTE, KOMTO NPeAOCTaBAT UHTENUTEHTHUTE anropUTMu
3a aHanM3 U KnacuduKauma Ha KMbepUHUUAEHTU. JINTepaTypHOTO Npoy4YBaHe e B OCHOBaTa
Ha GopmynupaHaTa Len U CBbP3aHWUTe C HeA 3a4auu 33 NOCTUraHeTo . Bubnunorpadckara
CNpaska No AuCepTauMoHHUA Tpya CbAbpKa obwo 110 M3TOYHWMKa, B TOBa 4Yucao 67
WHTepHeT agpeca. Ha 6a3aTa Ha HanpaBeHWA nuTepaTypeH 0630p U CPaBHUTENEH aHaNW3 Ha
PeneBaHTHaTa HayyHa /MTepaTypa Ca oOuYepTaHu KAIYOBUTE MpeamM3BMKaTencTea npu
aBTOMaTM3UPaHOTO OTKpuBaHe M aTpubyTupaHe Ha KubepaTaku, KOETO MNO3BO/MABA ACHO
NO3MUMOHMPAHEe Ha U3CNeABAHETO B aKTYaNleH HayueH KOHTEKCT. JIuTepaTypHUTe M3TOUHULM
Ca cUcTemaTMsMpaHM W TBOPYECKM MHTEPNpPETUMPaHU Ypes u3BeXAaHe Ha OBEKTMBHM
3aBUCMMOCTU  MEXAY XapaKTepUCTUKUTE Ha 3/10BpeaHUTE apTedakTM U TaAxHaTa
NPUHAANEKHOCT KbM KOHKPETHM XaKepcku rpynu. ToBa Nokasea aHa/sMTUYEH MOAXOA M
CMOCOBHOCT 33 KPUTUYHA OLLEHKA U HaArpaxaaHe Ha CblUeCTByBalumTe Hay4yHu pe3yntatu,
KOETO npuAaea Ha U3C/eLBaHETO OPUTMHANHOCT M BUCOKA Hay4yHa CTOMHOCT.

3. CvoteeTcTBUE Ha M3bpaHaTa MeTOAMKA Ha U3CIe/BaHe C NOCTaBEHaTa e U 3aauu Ha
AUCepTaLUOHHUA TPYA

M3bpaHata meToAMKa 3a npoBemaaHe Ha HayyHUTe W3CAeABaHUA ce 6asupa Ha
CUCTEMEH CPABHUTE/IEH aHaNU3 Ha 0COBEHOCTMTE M Pa3/IMYHUTE acneKTH Ha pasrnesgaHara
TeMaTu4Ha 06n1acT, Ha OCHOBaTa Ha KOWTO e HanpaseH 060cHOBaH WM3BOp Ha MeToau
CPeAcTBa 3a pellaBaHe Ha nocTaBeHUTe 3agayn. [lpegnoseHute, paspaboTeHn u
W3CNeABaHM NOAXOAM, METOAM U anropuTMK Ce OCHOBABaT Ha apryMeHTMpaH usbop,
TeopeTUyHa 0BOCHOBKa, eKCNepUMEHTaNHa OLEHKa U BEPUDUKALMA Ha BB3MOXKHOCTUTE 33
MPaKTUYECKOTO MM WM3MNO/N3BAHE, KOETO OCMIYpABA HE CamMo NOCTMraHe Ha UEeATa Ha
AucepTaumATa, HO NO3BO/NABA OGEKTMBHA OLEHKA Ha MNpPeAsIoKeHUTe pPEWeHWa W
nocturHatute  pesyntatv. MeToAMYECKM  AWUCEPTALMOHHWUAT  TPyA €  /IOrMYecKu
nocneaosaTteNeH U aaeKkBaTeH No OTHOWeHUe Ha u3bpaHaTa M NPUNOKEHa MeToAMKa Ha
NPOBEXJaHe Ha HayyHUTE WU3C/eflBaHMA, KOETo 06ycnaBA yCnewHo W3NbAHEeHWe Ha
NOCTaBEHUTE LEN M 33a4M HA AUCEPTALMOHHUA TPYA.



4. KpaTka aHa/MTMYHA XapaKTepUCTMKA M OLEHKa Ha [O0CTOBEpHOCTTa Ha maTtepuana,
BbPXY KOWTO Ce rpafiAT NPUHOCUTE Ha AUCEPTaLMOHHUA TPYA

lpeAcTaBeHUAT AWCEPTALMOHEH Tpya € CTPYKTYpUpaH B yBOA, 4eTupu Trnasy,
3aK/IIOYEHUE, CNUCBK C NMPUHOCU MO AUCEPTALMOHHMA TPYA, CNUCBK C NyBAMKALMWM no
AWCEPTALMOHHMA  TPpyA C MOCOYEHW UMTUPaHMA, CNACBK C y4acTMe B  HayuyHO-
U3CNEA0BATENICKU NPOEKTU, CNUCHK C GUrypU, CNUCHK C Tabauum, CNUCHK C M3MON3BaHU
CbKpaleHus, 6ubnuorpadcka cnpaska Ha U3Non3saHuUTe NUTEpPaTypHU U3TOYHULMU U eaHOo
NPUNOXKEHNE C NporpameH Koa,. O6wuAT obem Ha AuUcepTaUMOHHMA TpyA e 148 CTPaHuUM,
AvcepTauMOHHUAT Tpya cbabpa 21 durypu u 8 Tabauum. Untupanu ca 110 NUTepaTtypHu
M3TOYHMKA, B TOBA YMCNO 5 HA BbArapcKM e3uK, OCTaHANUTE Ha aHTIMMACKM €3UK, OT KOWUTO 67
UHTepHeT aapeca.

MbpBa rnaea npeAcTaBa U3cneBaHe v aHaAu3 Ha CbBPEMEHHUTE TEHAEHUMMN M 3annaxm
B KWOEpnpoCTpaHCTBOTO, pasr/iexaa OCHOBHUTE TUMOBE KnbepaTakM M B3aMMoBpb3KaTa
MEXAY WU3SKYCTBEHWA MHTENeKT M  KubepcurypHocTTa, KaTo oyepTasa aKTyanHute
npeaussukatencrsa 8 obnacrra. Bropa rnasa e nocBeTeHa Ha aHanus3a Ha APT (Advanced
Persistent Threat) xakepckute rpynu u Ha BMAOBETE METOAM Ha U3KYCTBEHUA WMHTE/EKT,
“3NON3BaHW Npu aHanusa Ha 3nospegHu dainose. OnucaHM ca noaxoaute 3a nopbop,
06paboTka U NOAroToBKa Ha OBYYUTENHUTE MHONECTBA OT AaHHW. TpeTa rnasa npeAacTass
pa3paboTBaHeTO Ha MOAEN 33 MalUUHHO obyueHue 3a KnacudUKauua Ha 310BpesHU
dainose ocHoBaH Ha anroputbMa Random Forest. MpeacraBeHn ca KnacudbUKauMoHHUTE
XapaKTePUCTUKM, apXMTEKTypaTa Ha eKCNePUMEHTANHUA NPOTOTUN U NPUIOKEHUETO MY KbMm
peanHu cuctemu B chepata Ha obpazosaHneTo. YeTBbPTA r1aBa BKAIOYBA aHANU3 U OLeHKa
Ha pE3ynTaTUTe OT EKCNEePUMEHTaNHO BanuAupaHe, CpaBHEHWe C Apyru CbllecTByBaLM
PEWeHNA U OBCHKAAHe Ha MpaKTUYecKaTa NMPUAONKUMOCT Ha npeasoXeHua Mogen KaTo
3aBbpluBa C U3BOAM OTHOCHO HeroeaTa epeKTUBHOCT M Bb3MOMKHOCTH 33 6bvaewo passutue.

OT npeAcTaBeHOTO  M3NOMeHMe, ¢opMynaMpaHaTa uLen  Ha AMCepPTaLMOHHUTE
W3CNeABaHMA W MOCTAaBEHUTE BbB BPB3KA C HEA 3a[a4M, KaKTO M M3NO/N3BaHUTE CPeACcTBa 3a
PEann3npaHe Ha uenTa, MoXe Ja ce Hanpasu 3akNloYeHue, Ye AOKTOPaHTbT A06pe No3Hasa
CbCTOAHMETO Ha pasriexpannTe npobaemu. CoAbPIKAHMETO HA OTAENHUTE rNaBW NOKa3ea
/IOTM4ECKa nocnefoBaTeNIHOCT WM METOAONOTMYHA OBOCHOBAHOCT — OT aHanu3a Ha
CbBPEMEHHUTE 3an/1axu U KOHLeNTyanHWTe B3aMMOBPB3KU MEX Y U3KYCTBEHWA UHTENEKT U
KMbepcurypHocTTa, Npes cucTemMaTUaMpaHe Ha 3HaHMATa 3a APT rpynute U metoauTte 3a
obpabotka Ha AaHHM, [0 pa3paboTBaHe U eKcrepuMeHTanHa Ba/MAAUMA Ha aBTOPCKM
MoAen 3a Knacudukauua. ToBa NO3BONABA W3BEKAAHETO HA NMPUHOCK, OCHOBAHM KAaKTO Ha
YTBBPAEHM  HAy4yHW KOHUENUMM, Taka M Ha EeMNUPUYHO NPOBEPUMM  peay/TaTh.
FlocToBepHOCTTa Ha M3NON3BaHWA MaTepuan ce MOAKPENs OT MPUNaraHeTo Ha YTBbPAEHU
a/TOPUTMM 32 MAWWHHO 0BYyYeHWe, U3N0A3BAHETO Ha PeanHn HaBopu AaHHM U CpaBHUTENeH
aHaqus C Apyrv CbllectBysBally pelleHus. Tosa MM [JaBa OCHOBaHMe Aa onpeaens

NONy4eHUTE pe3ynTatu U CBbP3aHUTE C TAX NPUHOCK KaTO AOCTOBEPHWU WU MNPaAKTUYECKM
nonesHu.

3. Hay4Hu u/unm HayMHONPUAOXKHYU NPUHOCH Ha AUCEPTALMOHHUA YA

Mpuemam GopmynupaHuTe oT aBTOpa NPUHOCH, NOCTUTHATY B Pe3ynTaT Ha U3BbPLUEHUTE
Hay4HW nscnensanua. MpMHocMTe MoraT Aa ce OTHEcaT KbM KaTeropuute o6oraTasaHe Ha
CbLUECTBYBALLO HAYYHO 3HAHWE M HaYYHW NOCTUMKEHUA B NPAKTUKaTa, KaKTO U Cb3gaBaHe Ha



HOBM U MOAWdUUMPAHE Ha CbliecTsyBallM METOAM, MOAXOAW, MOAEAWN M anropUTMM 3a
pellaBaHe Ha NOCTaBeHUTE B AUCEPTALLMOHHMA TPYA 3aauM.

Ha 6asaTa Ha nony4yeHnUTE B AMcepTaumoHHaTa pabora pPe3ynTatu NoCTUrHaTuTe NPUHOCHU

morar ga 6bar cuCTeMaTU3MpaHM KaTo HayuYHW, HayYHO-MPUNOKHU U MPUNOKHU KaKTO
cnepga:

" Hay4YHU NpUHoCU:

* [lpegnoxeH e mogen 6asupaH Ha Knacudmkatop Random Forest 3a
NPUCBOAIBAHE Ha KNAC Ha NPUHAANENKHOCT Ha 3/710BpeleH Ko KbM onpejeneHa
AbprKaga, CNoHcopupallaTa AeMHOCTM U Pa3BUTUE Ha XaKEPCKU FPynu, HacouYeH!
Cpelly KOMYHWMKaUMOHHa W WHOOPMaLMOHHA WHOPaAcTPyKTypa Ha Apyru
AbPXKaBu U/MNu opraHusaumu;

®  HAQYYHO-MPpUMOMX(HU NpuHocu:

* llpepnoxeHo e M3N0N3BaHETO Ha TAKCOHOMMA 33 U3BbLPLUBAHE Ha NpeLU3npaLLy
npoueAaypu npu obpaboTkaTa Ha AaHHU CBBP3aHU CbC 3/10BPEAEH KOA, XaKepCKu
rpynu 1 cnoHcopupaliym Abpaeu, usbpaHa Ha 6asaTa Ha npoyysaHe Ha
MeXAYHapoAHU MNPaKTUKM B  KNACMPULMPAHETO Ha XaKepcKU Trpynu U
onpeAenaHeTo Ha UHUMAEHTU B KWBEPCUTYPHOCTTa;

* [lpeanoxeHo e W3NON3BaHETO Ha OUEHBYHM TEXHWKM 33 ONTUMM3AUMA Ha
KnacMdUKaUMOHHWUTE XapaKTePUCTUKM U u36op Ha xunepnapameTpu 3a
Knacudukatopa Random Forest, KOUTO oOuUEHABAaT cBPbX MNpeACTaBAHE Ha
M3BaJKUTE 33 MANLUMHCTBEHWUTE KNAacOBE M HamanagaHe Ha KoeduLMEHTa Ha
NPeACTaBAHE Ha N3BAJAKWTE 33 CBPLX NPEACTaBEHUTE KNaCoBE;

*  [IPUAOXCHU NPUHOCU:

* PaspaboteH e ekcnepumeHTaNeH NPOTOTUN, U3NON3BALLY NPEANOKEHNA MOAEN C
knacudmkatop Random Forest, KoiTO peanuaupa aBTOMaTM3MpaH Mpouec Mo
KnacudMuMpaHe Ha XapaKTePUCTUKM Ha $ainoBe, CbabpIKallW 310BPeAeH Koa,
KbM ONpeAeneHne Xakepcku rpynu M/uam CnoHcopupaliy AbpXasu v yiecHABa
AeHOCTUTE 3a aHa/IM3 U OLLeHKa Ha EKCMEepTH o KubepcurypHocT;

* [lpeanoxeHUAT MOAEN e EKCNepUMEHTANHO OLEeHeH € W3MN0/A3BaHe Ha
paspaboTeHna ekcnepuMMeHTaneH NPOTOTUN 3a BafiMAMPaHe Ha Bb3MOMKHOCTUTE
Ha mogena 3a nogobpasaHe Ha KnacupuKaumATa Ha GpaliIoBe M yNeCHABAHETO Ha
paboTaTta Ha eKcnepTu No KubepcurypHocT.

6. OueHKa 3a cTeneHTa Ha IMYHOTO y4yacTHe Ha AUcepTaHTa B NPUHOCUTE

[peacTaBeHOTO CbAbpPXKaHWME U CTPYKTypa Ha AMCEPTAUMOHHMA TPpyA NOKa3gaT
OT/IMYHOTO MO3HaBaHe Ha TpeTMpaHaTa npobiemaTUKa OT CTpaHa Ha [AoKTopaHTa. EgHa oT
netTe HayyHu cratum ny6AMKYBaHM BbB BPb3Ka C AMCEPTaLMATA € CaMOCTOATENHa, a
OCTaHa/UTe ca B CbaBTOPCTBO C HErOBUTE HAyYyHW PHLKOBOAWUTENM, KaTo B ABe OT TAX
AOKTOPAHTLT € Mbpsu asTop. [peAcTaBeHUTe maTepuanu No AWUCEPTALMOHHMA TPYA W
nybnuKauumMTe KbM Hero npasaT Ao6po BneyaTneHue 3a HayyHaTa paboTa Ha Mar. UHXK.
[po3paH XpUCTOB, KOATO Ce XapaKTepuanpa C aHaAMTMYHA 334bAGOYEHOCT U NpeLM3HOCT.

Cuutam, 4e MYHUA MY NPUHOC MPU NOCTUraHe Ha MpPeAcTaBeHUTe HayYHU pesynTaTu U
npuHocK e 6escnopeH.



7. MpeueHka Ha ny6nuKauMmTe NO AUCEPTaLMOHHUA TPYA

MonyyeHute oT aBTOpa pesynTaTu OT AUCEPTALUOHHOTO U3cneaBaHe ca Ny6AnKyBaHu B
5 Hay4Hu ctatun. EaHa oT ctatuuTe e nybaunkyBaHa B HayyHo cnucaHue (International Journal
of Innovative Research and Scientific Studies), a Apyrute yeTvpu ca AOKNaABaHM HA HAYYHM
KoHdepeHunyu, nposeaeHu B bbarapua (2023 International Scientific Conference on
Computer Science, Youth Scientific Conference ,Machines Innovation and Technology*, 2020
International Scientific Conference Computer Science, 2023 315t National Conference with
International Participation ,TELECOM”). Myb6aukauunte ca HanpaseHu B nepuoga 2020-—
2025 roguHa M NOKpuBaT TemaTUKaTa Ha NpeacTaBeHaTa AucepTaumMoHHa paborta KaTo
OTpa3ABaT OCHOBHUTE MOCTUIHATU pe3ynTaTu U NPUHOCKU. BCUUYKM CTaTUKM Ca Ha aHTIMKCKU
e3MK. EAHa OT cTaTuMTe e CamMoCTOATeNHa, OCTaHa/UTe ca B CbaBTOPCTBO C HayyHuTe
PBKOBOAUTENU Ha AOKTOpaHTa. [lBe OT nybaukauuute ca UHAEKCUpaHW B SCOpus U umat
060 4 UMTMPaHKA, B TOBA YACNO B 3 CTaTUM MHAEKCUPaHM B SCOpus.

8. U3snonssaHe Ha pe3ynTaTUTE OT AUCEPTaLUOHHUA TPy B HayYHaTa NPaKTUKa

BbB Bpb3Ka C HayyHWUTe U3CNeABaHMA NO AUCEPTALMOHHUA TPYA AOKTOPaHTLT e
y4yacTBan B Hay4HoO-U3cNe0BaTeNCKM NPOEKT, duHaHcupaH oT DHU kbm MOH.

He ca npeAcraBeHWM [AaHHW 3a MPAKO NPaKTUMUYECKO W3MNOA3BaHE Ha NOJy4YeHuTe
pes3ynTaTu OT HayyHUTe U3CNeABaHUA B AUCEPTALMUOHHUA TPYA, HO CYMTAM, Y€ MONYYEHUTe
pes3yntatu MmaT CblEeCcTBEeH NPaKTUYECKU NOoTeHUMan 3a NPUIOKEHUE B CUCTEMMUTE 33
KnbepcurypHocr.

PaspaboTeHnar mogen 3a knacudukauma Ha 3nospegHu daitniose moxe ga 6bae
BHEAPEH B CbBPEMEHHW CUMCTEMM 33 OTKPUBAHE U npepoTepaTABaHe Ha KubepaTakw,
AaHTVMBUPYCHM peleHna 1 N1aTGopMM 32 aHANU3 Ha 3N10BPELEH KO, KaKTo U Aa Ce U3nonsea
3a nognomaraHe Ha paboTtaTta Ha cneyvanusMpaHu LEHTPOBE U eKUnu no kubep otbpana.
PaspaboteHoTOo pelweHue uMma noTeHUuan 3a wu3nons3saHe 3a ob6pasoBaTenHU MU
U3CNef0BaTE/ICKM LLENU, KAaKTO M 3a Cb3[aBaHe Ha MHTENWUreHTHW afanTUBHU 3aLUUTHU
CMCTEMM, NOBMLLIABALLM YCTOWYMBOCTTA Ha UUdpoBUTE UHOPACTPYKTYPM.

9. OueHKa Ha CbOTBETCTBMETO Ha aBTopedepata ¢ U3UCKBAHUATA 33 U3TOTBAHETO MY,
KaKTO U Ha afleKBaTHOCTTa Ha OTpa3ABaHe Ha OCHOBHUTE MOJIOXKEHUA M NPUHOCUTE Ha
AVUCEPTaLUMOHHUA TPYA,

AsTOpedepaTbT KbM AucepTauMATa CbOTBETCTBA Ha AUCEPTALMOHHUA TPy — BAPHO U
TOYHO OTpasfABa LUEeAuTe, 3afayuTe, CbABPMKAHMETO MO [NaBW, NOCTUTHATUTE NPUHOCK.
AsTopedepaTsvT e noaroteeH M oGOPMEH CbINACHO M3UCKBAHMATA 33 WU3TOTBAHETO My W
cunTam, Ye 6e3CNOPHO HOCU CHLLHOCTHUTE YepTU Ha AUCEPTALMOHHUA TPYA, KaTo OTpasAsa B
aZeksaTeH 06eM U N0 KOPEKTEH HauMH HErOBOTO ChAbPMKAHME.

10. MHeHuA, npenopbKu u 6enexxku

HAmam 3abenexku Kbm NpeacTaBeHUn gucepTauuoHeH Tpya. HanpaseHuTe 3abenexku
NpM 3aN03HaBaHETO MM C BepcMATa Ha [AUCEPTAUMOHHUA TpyAa, NpeAcTaBeHa 3a
npeasaputenHo obcbxAaHe B KaTegpaTta, ca B3eTM MO4, BHMMaHME U ca OTPaseHu B
npeacrtaseHata guceprauua. Kbm AUCEPTALMOHHMA TPYA MMaM TeXHUYecKa 3abenexka no
OTHOLWEHNE MBAHOTO U TOYHO 6ubanorpadcko OnNUCaHUe Ha IMTEPaTYPHUTE U3TOYHULM C
M3MNON3BAHETO Ha EUHEH CTUA.



AiMcepTauMOHHUAT TpyA NoKassa ronAm o6em Ha WM3BBPLUEHWUTE HayYHM WU3CAeaBaHUA,
Toit e opopmeH BHUMATENHO W CTApaTe/HO C BUCOKO HUBO Ha MpeacTaBaHe Ha Hay4yHuUTe
W3cnefBaHMA M CBMAETE/ICTBA 33 OT/IMYHO 3aN0O3HaBaHe Ha aBTopa C npegmeTHaTa obnacr,
WNOCTPUPa 3a4BABOUYEHOCT Ha U3BBPLLEHUTE HAYYHW M3CNEABAHWA M [aBa Bb3MOKHOCT 33
Pa3BUTHUETO UM U NPAKTUYECKOTO UM U3MO/3BaHE.

penopbkUTe MU KbM AOKTOpaHTa ca A3 NMPOABL/KMU HayyHUTE CU M3CNEefBaHWA MO
TemaTa Ha [UCepPTaUMOHHUA TPYA M A3 HacouM YCAMAMATA CM KbM BHeApABaHE Ha

paspaboTeHuTe aAropuTMm1 U MOAENM B MPAKTUKaTa C LN NOCTUraHe Ha MPEKU NPUIOSKHM
pesynTaTtu.

Kbm AOKTOPaHTa UMaM CNeaHUTE BBLNPOCK:

1. [lo KONKO U3NON3BaHWTE M3TOYHMLIM HA [AHHM WU METOAMTE 33 TAXHATAa MOArOTOBKa
OCUTypABaT MNPEACTaBUTENIHOCT W YCTOMYMBOCT Ha  pesynTaTuTe, MOAYYEHU MpU
eKcnepumeHTasHaTa BaAMAaLmMA Ha NpeanoxeHus mogen?

2. KakBo e BNMAHMETO Ha W3MNON3BAHUTE TEXHWKM 3a BanaHcupaHe Ha KaacoBeTe BbpXY
TOYHOCTTA U HAAEMXAHOCTTa Ha Mogena ¢ Knacudukatop Random Forest?

3. B KakBa cTeneH u3nonssaHata MeTOAO/NOMMA 3a ONTMMM3ALMA Ha XunepnapameTpu
rapaHTMpa oboblasauiata cnocobHOCT U NpaKTMYeCKaTa NPUAOKMMOCT Ha NPeasIoKeHuUs
MOZEN NPU peanHn CLEeHapuUu 3a aHaiu3 Ha KUBepuHUMAEHTU?

11. 3akntoueHue

Ha ocHoBaHWe Ha M3N0XEHOTO CYUTaM, Ye AMUCEPTALMOHHUA Tpys OTroBapsA Ha
W3MCKBAHMATA HA 3aKOHa 3a PasBUTUE Ha aKaAeMWYHUA CbCTaB B Penybauka Bvarapua, Ha
MpasunHWKa 3a npunaraHe Ha 3aKOHa W CbOTBETHUMA MPABUAHUK Ha TEXHUYECKM
yHusepcuteT-Codua v Ha u3ucKBaHMATa 3a npupobueaHe Ha obpazosaTenHaTta U HayyHa
cTeneH ,A0KTOp”. MpoBeAeHWTe HayYHU U3CNeABaHUA Ca B aKTyanHa obnacT u TpeTupaTt
npobnematuka, KOATO e 0BEKT Ha 3acuNeH U3CeA0BaTeNCKU UHTepeC. ABTOPBT € NoCTUrHan
NoCTaBeHWTe Lenn M 334341 B AWCEPTaUMOHHMA TpyA. MMonyyeHUTe pesynTaT CbabpMKaT
Hay4YHU, HayYHO-MPUNOKKHM U MPUNOKHU MPUHOCK, KOMTO Ca 3HAYUMM, OEWUCTBUTENHO ca
NONYy4eHM U ca Heroso Aeno. CbliecTBeHMTE NPUHOCK Ha ANCEPTALMOHHUA TPYA Ca OTPa3eH!
B HayYHW Ny6AMKaLMM, KOWUTO ca afleKBaTHO PasNpOCTPAHEHM U HanpaBeHW AOCTOAHWE Ha
3aMHTepecoBaHaTa HayyHa o6WHOCT uype3 nyb6AUKYBaHETO MM B HayyHU AOKNAAM Ha
KOH}EepeHLMM U CTaTUKU B HAYYHU CMUCAHUA.

ETo 3auio faBam cBOsATa MONOKWTENHA OLLEHKA Ha NpesCcTaBeHus AUCepTaLMOHeH YA
M Npefnaram Ha yBaaemuTe uyneHose Ha HayyHoTOo Xypu ga 6bae npucbaeHa
obpasosaTenHaTa U Hay4yHa CTeneH ,AOKTOP” Ha mar. uHx. Mpo3paH KocraguHos Xpucros
NO Hay4Ha cneumanHocT ,CUCTEMM C U3KYCTBEH UHTENEKT” B NPodecuoHanHo HanpaeaeHue
5.3 KOMyHUMKaLMOHHA U KOMMIOTBPHA TEXHMKA.

12.01.2026r. PeueH3eHT:
/ npod. a-p MuneHa /lasaposa—Muuesa /
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This review is prepared in my capacity as a member of the Scientific Jury appointed by Order
Ne O}-5.3-58/30.10.2025 of the Rector of the Technical University of Sofia and Protocol
No.1/12.11.2025 from the first meeting of the Scientific Jury.

MSc. Eng. Grozdan Kostadinov Hristov was enrolled as a part-time PhD student in doctoral
program “Artificial Intelligence Systems”, professional field 5.3 Communication and
Computer Engineering” at the Department “Computer Systems” of the Faculty of Computer
Systems and Technologies at The Technical University of Sofia on 1.09.2021. The PhD
student has fulfilled all the requirements in the individual plan of his PhD study and has
successfully passed all the required exams. He was discharged as a PhD with the right to
defend his thesis on 21.10.2025 by decision of the Faculty Council of the Faculty of
Computer Systems and Technologies (Protocol Ne11/21.10.2025). The procedure for the
public defence of his dissertation has started by a decision of the Department Council of the
Department of Computer Systems (Protocol N22/20.10.2025) and the Faculty Council of the
Faculty of Computer Science and Technology (Protocol Ne2/21.10.2025).

1. Relevance of the dissertation topic in scientific and applied aspects

This dissertation addresses a contemporary and dynamically developing field related to the
use of machine learning methods and algorithms for analyzing, classifying, and preventing
cyberattacks. The relevance of the problem under consideration stems from the growing
dependence of modern society on information and communication technologies and the
accompanying increase in the frequency and complexity of cyber attacks. In the context of
global digitalization, traditional approaches for ensuring cybersecurity are proving
insufficient for the timely detection and neutralization of threats. This necessitates the
application of intelligent methods based on machine learning that enable automated
recognition, classification and adaptive response to incidents. In this context the research in
the dissertation represents an important and significant scientific and applied task with high
practical value.

The aim of the dissertation is to study methods and algorithms for classifying malicious
files associated with hacker groups/individuals involved in cybersecurity breaches. Based on
the analysis of the current state of the art in the problem area several research tasks are
defined related to the dissertation aim: (1) To investigate the possibilities for applying
machine learning methods in the analysis of cybersecurity incidents to solve classification
tasks for assigning malicious files to different hacker groups; (2) To determine features that
adequately reflect the objective dependencies on the classification status; (3) To propose



and optimize a model for solving the classification task and to apply it in order to determine
the classification status of the analyzed artefacts; (4) To conduct an experimental analysis of
the proposed model, based on which its capabilities will be evaluated. The dissertation aim
and the objectives related to its achievement are correctly and thoroughly formulated and
defined.

2. Degree of knowledge on the dissertation topic and constructive interpretation of the
bibliography

The research in the dissertation covers topics that include the need to understand the
current state of the subject areas of machine learning and cybersecurity as well as the
characteristics of the existing machine learning methods and algorithms and the specifics of
their application for solving classification tasks in the field of cybersecurity. The author
correctly interprets the main trends and limitations of the traditional protection approaches
and compares them with the possibilities offered by intelligent algorithms for the analysis
and classification of cyber incidents. The literature review is the basis for the stated
dissertation aim and the objectives related to its achievement. The bibliographic reference
of the dissertation contains a total of 110 sources, including 67 Internet addresses. Based on
the literature review and comparative analysis of the relevant scientific literature sources,
the key challenges in the automated detection and attribution of cyber attacks are outlined
that allows for a clear positioning of the research in the current scientific context. The
literature sources are systematized and creatively interpreted by drawing objective
connections between the features of malicious artefacts and their affiliation with specific
hacker groups. This demonstrates an analytical approach and the author's ability to critically
evaluate and build solutions on the existing scientific results which gives the research
originality and high scientific value.

3. Consistency of the used research methodology with the dissertation aim and objectives

The chosen methodology for conducting the research study is based on systematic
comparative analysis of the features and the different aspects of the research field under
consideration. On that basis consistent decisions and selection of methods, algorithms and
means are made for solving the dissertation tasks and objectives. The proposed, developed,
and investigated approaches, methods, and algorithms are based on well-reasoned
decisions, theoretical justification, experimental evaluation, verification and validation of the
possibilities of their practical utilization which ensures not only the achievement of the
dissertation goals but also the allows objective evaluation of the proposed solutions and the
achieved contributions. Methodologically the dissertation is logically consistent and
adequate in terms of the chosen and applied methodology of conducting research which
determines the successful achievement of the goals and tasks set in the dissertation.

4. Brief analytical characteristic of the dissertation and assessment of the reliability of the
material on which the contributions of the dissertation are built

The presented dissertation is structured in an introduction, four chapters, a conclusion, a list
of contributions, a list of publications on the dissertation with citations of the publications
on the dissertation, a list of participation of the PhD student in research projects, a list of
figures, a list of tables, a list of used abbreviations and terms a list of bibliographic
references of the used literature sources and one appendix with program code. The



dissertation has 148 pages. The dissertation comprises 21 figures and 8 tables. The list of
cited bibliographic references comprises 110 sources, including 5 references in Bulgarian,
the rest in English, 67 of them are Internet addresses.

The first chapter presents a study and analysis of the current trends and threats in
cyberspace, examines the main types of cyberattacks and the interrelations between
artificial intelligence and cybersecurity outlining the current challenges in the field. The
second chapter is devoted to the analysis of APT (Advanced Persistent Threat) hacker groups
and the types of artificial intelligence methods used in the analysis of malicious files. Several
approaches for the selection, processing and preparation of training data sets are described.
The third chapter presents the development of a machine learning model for the
classification of malicious files based on the Random Forest algorithm. The classification
features, the architecture of the experimental prototype and its application to real systems
in the field of education are presented. The fourth chapter comprises an analysis and
evaluation of the results of experimental validation, a comparison with other existing
solutions and a discussion of the practical applicability of the proposed model resolving with
conclusions about its effectiveness and possibilities for future development.

Based on the dissertation content, the formulated dissertation aim and the research
objectives defined in the dissertation as well as the means used for their accomplishment, a
conclusion can be made that MSc. Eng. Grozdan Hristov is well aware of the state of the art
of the scientific topics under consideration. The content of the individual chapters shows
logical consistency and methodological soundness — from the analysis of contemporary
threats and the conceptual interrelations between artificial intelligence and cybersecurity,
through the systematization of knowledge about APT groups and data processing methods,
to the development and experimental validation of an author's classification model. This
allows for contributions based on both established scientific concepts and empirically
verifiable results. The reliability of the material used is supported by the application of
established machine learning algorithms, the use of real data sets, and comparative analysis
with other existing solutions. This gives me reason to consider the results obtained and the
related contributions to be reliable and practically useful.

5. Scientific and applied contributions of the dissertation

| accept the research contributions formulated by the author in his dissertation as a result of
the research carried out. The contributions can be related to enrichment of the existing
scientific knowledge and scientific achievements in practice as well as development of new
and modification of existing approaches, methods, models and algorithms for their
application for solving the problems investigated in the dissertation.

On the base of the results obtained in the dissertation the contributions of the dissertation
can be classified as scientific, applied-scientific and applied as follows:

= scientific contributions:

— A model based on a Random Forest classifier is proposed for assigning a class of
malicious code belonging to a specific country that sponsors activities and the
development of hacker groups targeting the communications and information
infrastructure of other countries and/or organizations;



= applied-scientific contributions:

- Utilization of a taxonomy is proposed in order to perform refinement procedures
when processing data related to malicious code, hacker groups and sponsoring
countries, selected on the basis of a study of international practices in the
classification of hacker groups and the identification of cybersecurity incidents;

— Utilization of evaluation techniques is proposed in order to optimize the
classification features and the selection of hyperparameters for the Random
Forest classifier, which evaluate the over-representation of samples for minority
classes and reduce the representation coefficient of samples for over-
represented classes;

= applied contributions:

— An experimental prototype is developed using the proposed model based on a
Random Forest classifier that implements an automated process for classifying
the features of files containing malicious code to specific hacker groups and/or
sponsoring countries and facilitates the analysis and assessment activities of
cybersecurity experts;

— The proposed model is experimentally evaluated using the developed
experimental prototype to validate the model's capabilities for improving the file
classification and facilitating the work of cybersecurity experts.

6. Assessment of the extent of author’s personal participation in the dissertation
contributions

The presented content and the structure of the dissertation reveals the author's excellent
comprehension on the dissertation topic and the presented field of study. One out of the
five research papers published in connection with the research presented in the dissertation
is single authored by the applicant and the others are co-authored with his scientific
supervisors, in two of which the PhD student is the first author. The presented dissertation
and the research papers on its topic make a good impression of the scientific work of MSc.
Eng. Grozdan Hristov which is characterized by analytical thoroughness and precision. His

personal contribution to the achievement of the presented scientific results and
contributions is undoubted.

7. Evaluation of the author’s publications on the dissertation’s topic

The results of the dissertation research obtained by the author have been published in 5
scientific papers. One of the papers is published in an international scientific journal
(International Journal of Innovative Research and Scientific Studies) and the other four
papers are presented at scientific conferences held in Bulgaria (2023 International Scientific
Conference on Computer Science, Youth Scientific Conference ,Machines Innovation and
Technology”, 2020 International Scientific Conference Computer Science, 2023 31t National
Conference with International Participation , TELECOM”). The publications are made in the
period 2020-2025 and cover the topics of the presented dissertation reflecting the main
achieved results and contributions. All papers are in English. One of the papers is single
authored by the PhD student and the others are co-authored with his scientific supervisors.
Two of the publications are indexed in Scopus and have a total of 4 citations by foreign
authors, including 3 citations in papers indexed in Scopus.



8. Utilization of the dissertation’s results and contributions in scientific and social practice

In connection with the research in the dissertation, the PhD student participated in a
scientific project funded by the National Science Fund at the Ministry of Education and
Science.

No data on the direct practical application of the results obtained from the scientific
research in the dissertation has been presented, but | believe that the results obtained have
significant practical potential for application in cybersecurity systems.

The developed model for classification of malicious files can be implemented in modern
systems for detecting and preventing cyber attacks, antivirus solutions and platforms for
analyzing malicious code as well as used to support the work of specialized cyber defence
centers and teams. The developed solution has the potential to also be used for educational
and research purposes as well as for creating intelligent adaptive defence systems that
increase the resilience of digital infrastructures.

9. Assessment of the compliance of dissertation’s autoreferat with the requirements for its
preparation as well as its accurate presentation of the dissertation’s content and
contributions

The dissertation’s autoreferat corresponds to the dissertation thesis — correctly and
accurately reflects the dissertation aims and objectives, the content by chapters and the
research contributions achieved. The autoreferat is prepared and formatted in accordance
with the requirements and | consider that it presents the essential features of the
dissertation reflecting in an adequate volume and in a correct manner its content.

10. Comments, recommendations and remarks

I have no comments on the presented dissertation. The comments | made on the version of
the thesis submitted for preliminary discussion in the department are taken into account
and are reflected in the submitted thesis. | only have a technical remark to the dissertation

regarding the complete and accurate bibliographic description of the references using a
uniform style.

The dissertation presented for a review reveals a large amount of research studies carried
out, demonstrates the author’s excellent research comprehension on the addressed
scientific problems, reveals the thoroughness of the research carried out and provides an
opportunity for its further development and practical utilization.

| would recommend the author to continue his research on the dissertation topic and to
focus his efforts towards the implementation of the developed algorithms and models in
practice in order to achieve direct applied results.

I have the following questions for the PhD student:

1. How do the data sources used and the methods for their preparation ensure the
representativeness and sustainability of the results obtained in the experimental validation
of the proposed model?

2. What is the impact of the used class balancing techniques on the accuracy and reliability
of the Random Forest classifier model?



3. To what extent do the used methodology for hyperparameter optimization guarantee the
generalizability and practical applicability of the proposed model in real-world cyber incident
analysis scenarios?

11. Conclusion

Based on the above said | consider the dissertation presented for review in the procedure
for awarding the “Doctor of Philosophy” degree as fully corresponding to and fulfilling all the
requirements of the Act on the Academic Staff Development in Republic of Bulgaria and the
Regulations governing the application of the Act as well as the Regulations for the
application of the Act in the Technical University of Sofia. The dissertation topic falls in a
relevant scientific field subject to intensive research studies. The author fulfilled the
dissertation goals and the objectives. The results obtained contain scientific and applied
contributions that are significant for both science and practice and are achieved by the
applicant himself. The contributions of the dissertation are published in scientific papers that
are adequately disseminated and made available to the international scientific community
through presentation and publication in research conference proceedings.

Therefore | am convinced of my positive assessment of the dissertation presented and
propose to the honourable members of the Scientific Jury MSc. Eng Grozdan Kostadinov
Hristov to be awarded a “Doctor of Philosophy” degree in the professional field 5.3

“Communication and Computer Engineering”, scientific specialty “Artificial Intelligence
Systems”.

Date: 12.01.2026 REVIEWER:
/ Prof. Milena Lazarova-Mitseva, PhD /



