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Ha AWCepTALIMOHEH TPY/ 3a MoJlyyaBaHe Ha o6pa3oBaTesiHa 1 Hay4dHa CTerneH * JoKTop
Ha Tema:
” Metoau U anropuT™MH 3a MAalIMHHO 00y4eHHe B KHOepCUTypHOCTTA”
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Hay4Ha crielranHoct: “ CHCTeMH ¢ H3KYCTBEH UHTENIEeKT

ABtop: mar.-uHK. [ 'po3znan KocrtagunoB XpucToB
ot npod. a-p Jlanuena Acenona ['oneBa

1. AKTyajiHocT Ha npo0Jiema

Temata Ha guceprauuara € HU3KIIOYMTETHO akTyadHa M Ce M3BbpLUBAT
MHOJKECTBO H3CJIeIBAaHUS 110 TeMaTHKara B LENUs CBAT W OT H3Cje]0BaTeId U
OpraHM3ali OT Pa3lM4YHU HAy4HH, MPABUTEJICTBEHH U MKOHOMHMYECKH OpraHU3aLllH.
Pasrnenanu ca pa3snuyHU BBIPOCH, CBBP3aHU ¢ OypPHOTO pa3zBUTHE HA KOMYHUKALIMOHHU
1 MHOOPMALMOHHH TEXHOJOTHH, B YaCTHOCT HH(OPMAIHOHHHUTE CUCTEMH, KBAETO
OCHOBEH Ipo0JieM € YCTaHOBSIBAaHETO W IPeJ0TBPATSABAHETO Ha 3JIOBPEJHU JeHCTBHS
BBPXY TAX U MHPOpPMAIMATA, CHXpaHsBaHA B TAX. B TO3HM KOHTEKCT JOKTOPAHTHT €
NpeoKul pa3paboTBaHe M pa3BUBaHE Ha pelLIeHHE, Ype3 U3IMOI3BaHE Ha M3KYCTBEH
MHTEJIEKT, KOETO Ja MOJANOMOTHe JeHHOCTUTE 1Mo Kudep3aluurara Ha HHPOPMaLMOHHUTE
CUCTEMH.

2.CteneH Ha mNO3HABaHe HA CbCTOSAHHETO Ha npoﬁ.nema H TBOpYeCKa
HHTEpNpETAlHs HA JIHTEPAaTYPHHA MaTepHaAJI

JIOKTOpaHTBT € U3BBPILUWI OOLIMpPEH Mperjiel Ha akTyalHOTO CbhCTOSHUE Ha
BBIIPOCUTE, CBBP3aHH C MAIIMHHOTO OOy4deHHe B KuOepcurypHoctra. M3BbplieH e
npernesn Ha kuOep3amiaxuTe, TEHASHIIMUTE Ha Pa3BUTHE U Bph3KaTa UM Cbe cdepara Ha
M3KYCTBEHHUsl MHTEJEeKT. HanmpaBeHo e npoyyBaHe Ha TUIIOBETE METOAM Ha HU3KYCTBEH
MHTEIIEKT, CBbP3aHu C Iperjieaa Ha 370BpeJHuTe ¢aiiioBe, KaTo e moadpaH U MOATOTBEH
Ha0OPBT aHHHU, TIPHIIOKUM 3a 00yUeHHe.

JlutepaTypHUAT Tperjiel € ChBpeMEHEeH, BKIIOYBAIl HAy4YHH MyOJIMKalUU OT
NOCTIEJHUTE CE30HM, KOeTO IMoKa3Ba JoOpaTa OCBEJOMEHOCT IO Marepusta. Ypes
NpHJIaraHe Ha KpUTUYHA OlLleHKa U pa30op Ha 00XBaHATUTE M3TOYHMIIM, aBTOPBT CTHUraA
10 ¢hopMysiMpaHe Ha COOCTBEHH U3BOJM U MHOBATHBHU PELLEHHS.

3. CroTBeTCTBHE HA METOAHKaTa € 1eJiTa, 3aJa4uTe H IIPUHHOCHTE

W36panusT moaxon HAmMbBIHO CHOTBETCTBA Ha 3aj0kKeHaTa Lel M 3aJaduTe Ha
aucepTauMoHHUs TpyAd. Tol obenuHsBa TeOpeTHUEH Mperiel, CPAaBHUTEIHO MPOyUYBaHe



U ONHWTHA BepHU(HKALUSA upe3 eKCIEepHMEHTaleH MNpOTOTHIl. JIOKTOPaHTBT IpHiara
paznuuau Metpuku (F1 score, Precision, Recoil) m rpaduuno mnpeacraBsHe Ha
pe3yJTaTuTe, BKIKOYHUTENHO upe3 u3non3BaHa Ha Confusion Metrix, 3a Banupanus Ha
NPEUIO’KEHOTO pelIeHHe.

MeTtonukaTa € angekBaTHa U edeKTHBHA, KaTO OCHUTYpsABa BpPB3KA MEKIY
TeOpeTHYHATa MOCTAHOBKA, H3IIbJIHEHHE Ha 3a1a4iTe U MOCTUTHATUTE IPHHOCH.

4. HayyHu ¥ HAy4YHO-NPHJIOKHH MPHHOCH HA THCEPTALHOHHHSA TPYA

JlokTopckara qucepTaius ChbAbpikKa SICHO U3JI0KeHH M apryMEHTUPAaHU HayYHU U
NIPUJIOKHU TIPUHOCH, KOUTO ca AMPEKTHO OOBBP3aHU C AUCEPTALMOHHUs Tpyld. Te ce
u3pasdBaT B INpEACTaBiHE Ha KOHLENLHMA 3a MOJeEJ 3a KaTeropusalus Ha 3J0Bpe/eH
codryep, ocHoBaHa Ha kiacupukarop Random Forest 3a onpenensne Ha To3u codryep
KBM KOHKpeTHa 'bpKaBa, MOJKperisila aKTHBHOCTTAa Ha XaKepCKHU TPYIH U Ch3JaBaHe Ha
eKCIepUMEHTaJIeH TMPOTOTUIl, KOWTO OCBHILECTBSIBA aBTOMATU3UpPAH MpoLec I0
knacuduIupane Ha ¢aiiioBe, eKCIUIOATHPAIK 3MTOBpeieH Ko, JIOCTUrHATHTE pe3ynTaTH
ca CMHUCIIOBO CBBpP3aHM C LeJdTa W 33JaydTe Ha MPOyYBaHETO W JONPHHACAT 3a
Pa3BUTUETO Ha aKTyaJIHUTE METOAUKHU B cepaTa Ha KUOepCUTYpHOCTTA.

S. [Ipenenka Ha NyOJHKALHHTE MO JHCEPTALHOHHHSA TPy

[Tybnukamuute Ha JOKTOpaHTa MO TeMaTa Ha AMCEPTALMOHHUS TPYZA OTpa3siBaT
IJIaBHUTE HAay4YHH pe3ylATaTH M YTBBpPXKAaBaT TAXHaTa OPUTMHAIHOCT M Hay4dHa
croiiHocT. Te ca ochlecTBEHM B peHOMHpAHH KOH(EpeHIUH M M3[aHUs, pelleH3MpaHH
Ha HalMOHAJIHO ¥ MEXIYyHapoAHO HHUBO. ChABpKAHHETO Ha IIyOIMKALMMTE € B IIBJIHO
ChOTBETCTBHE C TEMaTHKaTa M INPHHOCUTE Ha JMCEpTalMATa, KaTo JEeMOHCTpHpa

CUCTEMHOCT, Hay4yHa apryMeHTalus M YMEHHs 3a CaMOCTOSTEIHA M3CIeI0BaTesICKa
NeHHOCT.

6. MHeHHs1, IpenopbKH H OesleKKH

Hucepranusita € JIOTMYeCKHM CTPYKTypUpaHa, IoclieoBaTelHa M SICHO
apryMeHTHpaHa. ABTOPBT € OCBIIEeCTBUI 3aIBJI0O0YEHO U MOCIe0BaTeTHO NPOYYBaHe B
aKTyaJlHa ¥ Ba)KHA HayyHa MaTepusi, NpeACTaBsSiKU 100pe opraHu3MpaH U 0DOCHOBaH
TpyA. JlucepTalMOHHUAT TPYyJI ce OTIHYaBa C BHUCOKAa CTENeH Ha HaydyHa O0OOCHOBKA,
IIPUHOCEH 00pa3 M MPUIIOkKHA HACOUEHOCT, KOUTO MOKa3BaT CePUO3HA M3C/e0BaTelICKa
NEeHHOCT U npodecuoHallHa eKCnepTrH3a Ha aBTopa.

7. 3aknovenune

JuceprauyoHHusaT Tpya Ha Mar. wHX. ['pozman KocraguHoB XpuCTOB €
3aBBpIIEHO, OPUTHHAIHO U BUCOKOKAYECTBEHO H3C/EBaHE C SCHU NMPUHOCH. ABTOPBT
JEMOHCTPHUpA OTJIMYHA MOArOTOBKA M CAMOCTOSITEJIHOCT B pelLlIaBaHETO Ha CIIOKHHU
Hay4yHO-TEXHUYECKHU MPOOIEeMH.



[Ipennaram Ha yBaxkxaeMoTo Hay4HO KypH A [TPUCH/U Ha mar. unk. ['po3aan
Kocranunos Xpuctos obpazoBarenHa u HayudHa crenedH JJOKTOP B npodecuonanno
HarnpasieHue ,,5.3 KomyHUKalloHHA U KOMIIIOTbPHA TEXHUKA™.

Hara: 09.01.2026 r. YneH Ha KypuToO:

/mpod. [lanuena ["onesa/



SCIENTIFIC OPINION

On the occasion of the dissertation work for the award of the educational and scientific
degree of PhD on the topic:

“Methods and algorithms for machine learning in cybersecurity”

In the professional field: 5.3 “Communication and Computer Engineering”

Scientific specialty: “Systems with artificial intelligence”

Author: M.Eng. Grozdan Kostadinov Hristov
From Prof. Daniela Asenova Gotseva

1. Relevance of the topic

The topic of the dissertation is extremely current and there is a lot of research on
the subject around the world and by researchers and organizations from various
scientific, governmental and economic organizations. Various issues related to the rapid
development of communication and information technologies, in particular information
systems, where the main problem is the detection and prevention of malicious actions on
them and the information stored in them, are discussed. In this context, the doctoral
student has proposed the development and development of a solution, using artificial
intelligence, to support the cyber protection activities of information systems.

2. Degree of knowledge of the state of the problem and creative interpretation of the
literary material

The PhD student has conducted an extensive review of the current state of
machine learning issues in cybersecurity. An overview of cyber threats, development
trends and their relationship with the field of artificial intelligence is carried out. A study
of the types of artificial intelligence methods involved in the examination of malicious
files was carried out, and the dataset applicable for training was selected and prepared.

The literature review is up-to-date, including scientific publications from recent
seasons, which indicates a good awareness of the subject matter. By applying a critical
evaluation and analysis of the covered sources, the author arrives at the formulation of
his own conclusions and innovative solutions.

3. Compliance of the methodology with the goal, objectives and contributions

The chosen approach fully corresponds to the set goal and tasks of the
dissertation work. It combines a theoretical review, a comparative study and
experimental verification through an experimental prototype. The PhD student applies
various metrics (F1 score, Precision, Recoil) and graphical representation of the results,
including by using the Confusion Metrix, to validate the proposed solution.

The methodology is adequate and effective, ensuring a connection between the
theoretical formulation, the implementation of the tasks and the achieved contributions.



4. Scientific and applied scientific contributions of the dissertation work

The doctoral dissertation contains clearly presented and argued scientific and
applied contributions that are directly related to the dissertation work. They are
expressed in presenting a concept for a malware categorization model based on a
Random Forest classifier to assign this software to a specific country supporting the
activity of hacker groups and creating an experimental prototype that implements an
automated process for classifying files exploiting malicious code. The achieved results
are meaningfully related to the purpose and tasks of the study and contribute to the
development of current methodologies in the field of cyber security.

S. Assessment of the dissertation work

The doctoral student's publications on the topic of the dissertation reflect the
main scientific results and confirm their originality and scientific value. They have been
carried out in renowned conferences and publications, reviewed at national and
international level. The content of the publications is in full accordance with the topic
and contributions of the dissertation, demonstrating systematicity, scientific
argumentation and skills for independent research.

6. Opinions, recommendations and notes

The dissertation is logically structured, consistent and clearly argued. The author
has carried out a thorough and consistent study in a current and important scientific
subject, presenting a well-organized and substantiated work. The dissertation is
distinguished by a high degree of scientific justification, contribution and applied focus,
which demonstrate serious research activity and professional expertise of the author.

7. Conclusion

The dissertation of M.Eng. Grozdan Kostadinov Hristov is a complete, original
and high-quality study with clear scientific and applied contributions. The author
demonstrates excellent preparation and independence in solving complex scientific and
technical problems.

I propose to the esteemed scientific jury TO AWARD to M.Eng. Grozdan
Kostadinov Hristov the educational and scientific degree PhD in the professional field
5.3 “Communication and Computer Engineering”

Date: 09.01.2026 r. Jury member:

/Prof. Daniela Gotseva/



