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Hagl4ceprarluoHeH TpyA 3a noJrf{aBaHe na o6paronarerHa u HayqHa creneH " .{oxrop "
HA TCMA:

" Meto4Lt I4 anropr.rrMlr 3a Marrrr,rHHo o6yuexue r xu6epclrrypnoc'rra"
Ilpo(f ecrzonanHo HarrpaBJreHue 5.3" KolryuuraquoHHa r4 KoMnrortpua rexHraxa"
HafrHa cneurraJrHocr: " Cuc'reuu c rr3KycrBeH lrurerexr"

Aarop: Mar.-rlHx. fpor.qan KocraAllHos Xpucroa
or npoQ. A-p AaHr.rena AceHosa loqesa

l. Arcrya.nuocr na npo6,rerua

Teuara Ha Al,rceprauuflTa e u3KJrloqHTeJrHo aKTyiurHa n ce H3BrbpuBar
MHOXeCTBO I,I3CJIeABaHA' nO TeMaTI,IKaTa B IIeJIIL CBTT Ii OT It3CIeAOBaTeJrrr Lr

opraHrr3arlrru oT pa3Jrr,rqH[ HayqHr4, [paBr4TeJrcTBeHr4 14 r4KoHoM[qecKn opraHn3arlur4.
PasrreAaHa ca pa3nuiruu Bbflpocu, cBbp3aHr,r c 6ypxoro pa3Brrrrre Ha KoMyHr,rKaqr,roHHII

r.r unlfopuaqzoHHrr rexHoJrorrrr.r, B qacrHocr uutf opuaquonHrrre crrcreMu, Kb.(ero
ocHoBeH npo6nerr,r e ycraHoBrBaHero Ir [peAorBparqBaHero Ha 3JroBpeAHr4 Aeficrsuq
Bbpxy rrx u llu$opnraqurra, cr,xpaHqBaHa B rrx. B ro3rl KoHTeKcr .uoKTopaHTbr e

rrpeAiroxr4n paspa6orsaue u pa3BrrBaHe Ha pelreHrre, qpe3 [3[on3BaHe Ha r43KycrBeH

r.rHTeJreKT, Koero Aa rroA[oMorHe Aeftnocrure no r<u6ep:aqurara Ha ran$opuauuouuure
cucTeMI,t.

npo6,ren.ra H TBopqecra

,{orropan:ru:r e n3B6prrrr{Jr o6urrapeu rrperureA Ha aKTyaJrHoro ctcro{Hrre Ha

Bbnpocr.rre, cBtp3aurr c Maurr.rHHoro o6yueuue e rrz6epcr.rrypuoctra. I4rarpureH e

nperneA na xu6epaamaxllTe, TeHAeHrllrare Ha pa3Br.rrlre rr Bpb3Kara rlM cbc c$epara na
I43KycrBeHI{, I4HTeJIeKT. Hanpaneno e [poyqBaHe Ha runoBere MeroAr4 Ha rr3KycrBeH
r{HTeJIeKT, cBbp3axr.r c nperureAa Ha 3JroBpeAur.rre Qafinoae, raro e no46paH H noArorBeH
na6optt AaHHrr, flpr{Jroxr,rM sa o6yreurae.

Jlureparypur.rrr rrperneA e ctBpeMeHeH, BKJrror{Barrr HayqHr,r ny6ruraquu or
nocJreAHr,rre ce3oHlr, Koero [oxa3Ba 4o6para ocBeAoMeHocr rro Marepurra. 9per
nplrJraraHe Ha KpnruqHa orIeHKa r.r pas6op Ha o6xsaHarure I,r3ToqHHrIu, aBToptT crrrra
4o Qopuynupaue na co6crgeuu u3BoAr.r u HHoBarrBHr.r peueHr.rr.

3. CtorsercrBrre Ha MeroA[Kara c rle,'rra, 3aAaqrrre rr npltHoc[Te

Vz6pauun no.qxoA Ha[bJIHo ctorBercrBa Ha 3aJloxeHara uen u 3aAarrr.rre Ha

Arrceprarlr4oHHri, lpyA. Toft o6eAnnqBa reoperr,FreH nperJreA, cpaBHr,rreJrHo npo),qBaHe
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2. Crenes Ha no3HaBane Ha cbcroflHuero Ha

HHTeprrpeTauus Ha Jr[TepaTypHrrff MaTeprraJr
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r4 onr{THa Beplr$nrallu, qpe3 eKclepEMeHTaJIeH npororun. ,{orropaumr nprt,'Iara

pa3rrr.rqH}r rr,rerpuxr,r (F I score, Precision, Recoil) I,I rpatbuqHo npeAcraBrHe Ha

pe3yJrrarl{Te, BKJIIoq TeJIHo qpe3 I43[or3BaHa Ha Confusion Metrix, sa Ban:a1atr4t' Ha

npeAJroxeHoTo perreHr{e.

MeroAuxara e aAeKBarHa r.r eQeKTI,rBHa, Karo ocflrypflBa Bpb3Ka MexAy
TeopeTr.rqHaTa nocTaHoBKa, It3[6JIHeHIre Ha 3aAaqI,ITe u nocTI4rHaTI,ITe np v Hoca.

4. Hayvau n Hayrruo-flp[,'ro?r(Hlr rrprrHoclr Ha Anceprau[oHHl,tq rpyA

.{orropcrara Aucepralll{t cbAlpxa ,cHo H3JIoxeHIr Iz apryMeHrllpaHn HayqHu I{

rrpr4JroxHt4 nplrHocu, Kouro ca AupeKrHo o6rlpraun c Al,Iceprallaounrar rpyA. Te ce

u3pa3flBar B npeAcraBtrHe Ha KoHueflql{g 3a MoAeJI 3a Kareroprr3a\vfl Ha 3,loBpeAeH

co$ryep, ocHoBana Ha rraca$uxarop Random Forest sa oflpeAeJrflHe Ha ro3rr coQryep
KrM KOHKpeTHa A6pXaBa, [OAKpenrUa aKTT.TBHOCTTa Ha XaKepCKrr lpynH lr Cb3AaBaHe Ha

eKcneprrMeHTaJreH [pororr.r[, xofiro oct[IecrBqBa aBToMarr.r3rzpaH npouec no
rnacuSuqupaue na $afinore, eKcnJroarr4paqr.r 3JroBpeAen xo4. [octurHarr.rre pe3yJrrarl4

ca cMI,rcJIoBo cBbp3aHr.r c rIeJrTa 14 3a!.aqvTe Ha npoyqBaHeTo I,I AonpuHacflr 3a

pa3Burrrero Ha aKTyaJrHr.rre MeroAr.rKr.r a c@epara na xu6epcurypHocrra.

5. Ilpeqeuna na ny6nuraq[rrre tro ArrcepraqrroHHuq rpyA
fly6nr.xaqun, e Ha AoKTopaHTa no reMara Ha Ar{ceprarr}roHHr.r, TpyA orpa3rBar

rJIaBHUTe HayqHr4 pe3yJrTaTu h yTB6pXAaBaT TrXHaTa OprrrUHaJrHOCT X HayqHa

crofinocr. Te ca ocruqecrBeHrr B peHoMr.rparu ron$epenqun h fisqa:r.ufl, perleH3r4paH[r

Ha HaIIuoHaJIHo Ii MexAyHapoAHo Hr.rBo. Cl4lpxanuero na ny6ruxauur4Te e B rrbJrHo

cboTBeTCTBr4e C TeMaT[KaTa H npLIHOCI,ITe Ha ALICepTa\UflTa, KaTO AeMOHCTpr4pa

cr.rcTeMHocT, HarIHa apryMeHTarlur ?I yMeHr,rf 3a caMocTorTeJrHa I{3cJreAoBaTeJrcKa

Aefixocr.

6. Muenur, rrpefiopbKrr n 6e;rexru
,{ucepraqlrxra e JroruqecKr{ crpyKTyp}rpaHa, rrocJreAoBareJrHa r{ .rrcHo

apryMeHrr,rpaHa. Aaroprr e octulecrBriJr saAur6oqeHo lr rocreAoBarerHo npoyqBaHe B

aKryiulHa L BaxHa HayrIHa Mareplrr, npegcrarrfixlt go6pe opranr.r3upaH ,r o6ocHosaH
rpy4. flr.rceprarlrroHHlrrr rpyA ce orJrr{qaBa c Br.rcoKa crerreH Ha HayqHa o6ocHosrca,
nplrHoceH o6pa: u npunoxHa HacoileHocr, KoLITo nora3Bar cepuo3Ha lr3creAoBareJlcKa

Aefixocr u npo$ecraoxaaHa eKc[eprr,r3a Ha aBTopa.

7. 3arc.nroqenue

,{ncepraqzonumr rpyA Ha Mar. nnx. I-pos.qaH KocraAuHoa Xprcron e

3aBbprrreEo, opurr,IHEInHo I,I BI,IcoKoKaqecrBeHo Il3cJreABaHe c flcHI,I npuHocrr. Asroplr
AeMOHCTprZpa OTJrr{qHa IOATOTOBKa CaMOCTOTTe]THOCT B perraBaHeTo Ha croxHH
HayqHo-TexHHuecxu npo6lenu.
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Ilpe.qrarau Ha yBaxaeMoro Ha) rHo xypu ,{A [IPLIC'b44 Ha Mar. unx. fpos4au
Kocraquuon Xprlcron o6pasonare,'rua u Haye+a creneH AOKTOP n npoSecuona,rHo
HaIIpaBJreHrre,,5.3 KouynuraquoHHa a KoMnrorbpHa rexHuKa".

flara 09.01.2026 r. 9ren Ha xyplrro:

/npoQ.,{anr.rena foqesa/
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SCIENTIFIC OPINION

On the occasion of the dissertation work for the award of the educational and scientific
degree ofPhD on the topic:
"Methods and algorithms for machine leaming in cybersecurity"
In the professional field: 5.3 "Communication and Computer Engineering"
Scientific specialty: "Systems with artificial intelligence"

Author: M.Eng. Grozdan Kostadinov Hristov
From Prof. Daniela Asenova Gotseva

1. Relevance of the topic
The topic of the dissertation is extremely current and there is a lot of research on

the subject around the world and by researchers and organizations from various
scientific, govemmental and economic organizations. Various issues related to the rapid
development of communication and information technologies, in particular information
systems, where the main problem is the detection and prevention of malicious actions on
them and the information stored in them, are discussed. In this context, the doctorai
student has proposed the development and development of a solution, using artificial
intelligence, to support the cyber protection activities of information systems.

2. Degree of knowledge of the state of the problem and creative interpretation of the
literary material

The PhD student has conducted an extensive review of the current state of
machine leaming issues in cybersecurity. An overview of cyber threats, development
trends and their relationship with the field ofartificial intelligence is carried out. A study
of the types of artificial intelligence methods involved in the examination of malicious
files was carried out, and the dataset applicable for training was selected and prepared.

The literature review is up-to-date, including scientific publications from recent
seasons, which indicates a good awareness of the subject matter. By applying a critical
evaluation and analysis of the covered sources, the author arrives at the formulation ol
his own conclusions and innovative solutions.
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3. Compliance of the methodology with the goal, objectives and contributions
The chosen approach fully corresponds to the set goal and tasks of the

dissertation work. It combines a theoretical review, a comparative study and
experimental verification through an experimental prototype. The PhD student applies
various metrics (Fl score, Precision, Recoil) and graphical representation of the results,
including by using the Confusion Metrix, to validate the proposed solution.

The methodology is adequate and effective, ensuring a connection between the
theoretical formulation, the implementation of the tasks and the achieved contributions.



5. Assessment of the dissertation work
The doctoral student's publications on the topic of the dissertation reflect the

main scientific results and confirm their originality and scientific value. They have been
carried out in renowned conferences and publications, reviewed at national and

intemational level. The content of the publications is in full accordance with the topic
and contributions of the dissertation, demonstrating systematicity, scientific
argumentation and skills for independent research.

6. Opinions, recommendations and notes
The dissertation is logically structured, consistent and clearly argued. The author

has carried out a thorough and consistent study in a current and important scientific
subject, presenting a well-organized and substantiated work. The dissertation is
distinguished by a high degree of scientific justification, contribution and applied focus,
which demonstrate serious research activity and professional expertise ofthe author.

7. Conclusion
The dissertation of M.Eng. Grozdan Kostadinov Hristov is a complete, original

and high-quality study with clear scientific and applied contributions. The author
demonstrates excellent preparation and independence in solving complex scientific and
technical problems.

I propose to the esteemed scientific jury TO AWARD to M.Eng. Grozdan
Kostadinov Hristov the educational and scientific degree PhD in the professional field
5.3 "Communication and Computer Engineering"

Date: 09.01.2026 r Jury member:
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4. Scientific and applied scientific contributions ofthe dissertation work
The doctoral dissertation contains clearly presented and argued scientific and

applied contributions that are directly related to the dissertation work. They are

expressed in presenting a concept for a malware categorization model based on a

Random Forest classifier to assign this software to a specific country supporting the
activity of hacker groups and creating an experimental prototype that implements an
automated process for classifuing files exploiting malicious code. The achieved results
are meaningfully related to the purpose and tasks of the study and contribute to the
development of current methodologies in the field of cyber security.

/Prof. Daniela Gotseva/


