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ABtop Ha qucepranmonnud Tpya: [limamen Jlronmuiaos Cnaxuen

Tema Ha nuceprauroHHus Tpya: MeTo U NPOAKTHBHA CUCTEMA 32 AaHAJIU3 HA I'0JIeMH
JAHHU 32 OTKPHBaHe HA KM0EPATAKHU C U3M0JI3BAHE HA N3KYCTBEH MHTEIEKT

WiieH Ha Hay4yHOTO Kypu: po¢. A-p Tarana Aranacosa

1. AkKTyaJHOCT Ha pa3pa0OTBaHMsA B JUCEPTALUOHHUS TPYA NPo0dJeM B HAYYHO U
HAYYHONPHUJIOKHO OTHOLLICHHE.

bpaemmre pasBUTHS B TMPOCTPAHCTBOTO HA KHOEPCUTYpPHOCTTa HE Morar jaa Objaar
PasnIC)KaAaHu 663 Y4aCTUCTO Ha U3KYCTBCHUA UHTCJICKT 3a YCBbBBPUICHCTBAHO OTKPUBAHC HaA
3aIuTax¥, MPOAKTUBHA 3alllUTa CPEIly CBEHTYaIHH aTaKd M IO-HATaThIIHA aBTOMATH3aIMs Ha
nmpouccuTe mpu pearupaHce Ha HCKCIAHW HWHIUACHTHU. B'LSHpI/IeMaHeTO Ha H3KYCTBCHH:
WHTEJIEKT KaTo KJII0YOB (DaKTOp 3a MoaoOpsiBaHe Ha KUOEPCUTYPHOCTTA W aJalTHpaHe KbM
NPOMEHSIINTE CE BPAKACOHM CTPATETHH ONpEAeis aKTyaJHOCTTa M 3HAYEHHUETO Ha Ta3H
aucepranvsa B HAYUCH W HNPUIIOKCH IJIAH. AHamu3bpT HA TOJIIEMU JaHHU 3a OTKPUBAHC Ha
KnOepaTakd ¢ IOMOINTa Ha W3KYCTBEH MHTEJIEKT M MAIIMHHO OOydYeHUE, MPEUIOKEH B Ta3H
aucepranua, € HCCbMHCHO HCO6XO,Z[I/IM 3a U3rpaxaaHeTo Ha AaBTOHOMHHU W aJalITUBHU 3allIUTHU
CHCTEMH.

2. CreneH HAa MO3HABaHe CbCTOSIHUETO HA MPOOJIEeMAa U TBOPUYECKA HHTEPIpeTalus
HA JIUTEPATYPHHUS MATepHaJL.

JlucepTalluOHHUST TPYH € ChCTaBEeH OT 3 IIaBU B 001 00em oT 129 cTpaHuIy, CbC CIIUCHK OT
108 nuTepaTypHU U3TOUYHUIIM U YeO aJIpecH.

OuepTany ca MEePCHEKTUBUTE 33 Pa3BUTHE Ha KHOSPCUTYPHOCTTA C M3IIOJI3BAaHE HA U3KYCTBEH
MHTEJEKT U ca pa3MIefiaHy eTaluTe OT MEXaHW3MHTE 3a KHOepaTaky, BapHpalld OT MaCHBHO
chOupane Ha wuH(popmanus a0 akTuBHU JeiictBus. [lpencraBena e cxema u 00U
XapaKTEepUCTUKN Ha HaW-momynsipHUTE BuaoBe kuOeparaku. lllerute or kubeparakute ca
KJIacuuuupanu 1o Kkateropuu u nocyieaunu. Ocod6eHo BHUMaHUe € 00bPHATO Ha COI[UATHOTO
MH)KCHEPCTBO M HETOBUTE TEXHHUKH, KAKTO M HA BUJIOBETE 3JIOBPEACH COPTyep.

HamnpagseH e npemies Ha TEXHOJIOTMUTE U PELIEHUATA, CBbP3aHU ¢ OTKPUBAHE HAa KNOepaTaku U
IIpEeJOTBpaTsIBaHe Ha MPOHMKBaHUS. V3BbpIieH € kparbk aHanu3 Ha IDS u IPS cucremure n
Hal-pa3lpOCTPAHCHUTE AaHTUBUPYCHU INporpaMu. M3cienBaHo € TEKyIOTO CBCTOSHHUE Ha
KHOEpCUTYpHOCTTa OT pa3jM4YHM CTPAHM C AaKLIEHT BbPXY HapacTBallaTa CIOXHOCT Ha
kubeparakute. [loquepraBa ce apoiicTBeHata pons Ha MM kato MHCTpyMEHT 3a 3aliuTa U
cpeacTBO 3a araka. KaTo e(peKTHBHO pelleHHe 3a MHOIOCJIOHHA 3allliTa Ha MPEXHUTE U
yCcTpoiicTBara ce mocouna komOuHarusta ot IDS, IPS u aHTHBUpYCHH pelIeHus.

3. CboTBeTcTBHE HA H30paHATA METOAUKA HA N3CJeIBAHE U MOCTABEHATA LeJ U
3aJ]a4d HA JUCEPTANMOHHUSA TPYA € MOCTUTHATUTE MPUHOCH.

IlenTa Ha mUcepTanmsATa € J1a MPEIIOKHA U BaJIMIUPaA METOM 32 aHAJIM3 Ha TOJIEMH JIaHHH 3a
OTKpHBaHE Ha KHOepaTaku C MOMOIITA HAa U3KYCTBEH MHTEJEKT. 3a MOCTUTaHe Ha Ta3| IIell ca



IOCOYEHHU M3MCKBAHUS 32 M3TPaKJAaHe HA MMPOAKTHBHA CHCTEMA 32 OTKPHBAHE HAa KNOEpaTaKH,
U3I10J13Balla OMHApHA KIacu(UKaIHsL.

CJIeI[ HaIltpaBCHUS aHAJIU3 HAa KIIACUYCCKUTC AJITOPUTMHU 34 MAILIMHHO 06yquHe € MPCIAJIOKCH
METOJ] 3a OTKpHUBaHE Ha KHOepaTaku 4ype3 MoeTamHo oOpaboTBaHe Ha AaHHUTE. PeamHara
UMIUIEMEHTAlU Ha pa3pabOTeHUs METOJ € pealu3upaHa C MpeiokeHara codryepHa
apXUTEKTypa Ha KOMIIOHEHTHA MOJyJHA cHuCTeMa. EKCrepuMEeHTalHuTe W3CIeABaHus
JIEMOHCTPUpPAT TMOMOOpEeHHe B TOYHOCTTA CHPSIMO TPAAWIMOHHHUTE METOAM dYpe3
MHOT'OCTCIICHHO aHAJIM3UPAHC HA JAHHUTC U OIITUMU3UPAHC HA MOICIIUTC.

4. HayyHu u/WjiM Hay4YHONPHJIOKHHU MPUHOCH HA THCEPTALMOHHUS TPYA.

[Ipuemam u oOIEHSBAM TOJOXHTEITHO HAYYHO-TIPUIOKHUTE MPUHOCH, (OPMYIHpPAHU B
nucepranusaTa. OCHOBHUTE NMPUHOCU B AMCEPTALIMOHHUS TPYA MOrar Ja Ce€ OTHecaT KbM
obOorarsiBaHe Ha CBINECTBYBAIIWTE 3HAHUS, Ch3JaBaHE HAa HOBU METOAM Ha H3CIICABAHE U
MPUJIOKEHUE HAa HAYYHU MOCTHKEHUS B MpakTUKara. Cunram, 4e MOCTUTHATUTE PE3YJITaTH ca
JIMYHO JIEJI0 Ha IOKTOPAHTA MO/ BEIIOTO PhKOBOACTBO HA HAYYHHS] PHKOBOJIUTEI.

5. IlpeneHka Ha My0JUKAIUWTE MO TUCEPTAIUOHHUSA TPYA.

[To nuceprannoHHMs TPyA ca npenctaBeHu 3 myoOnukanuu B atgopmara Ha AIP Conference
Proceedings, pedepupanu u unaexkcupanu B Scopus u Web of Sciences. Benuku myOnukarum
ca B ChaBTOPCTBO C HAYyYHHUS PBHKOBOJIUTEN, KaTO JTOKTOPAHTHT € Ha MbpPBO MsCTO. OOmusAT
Opoil Touku 1O TOKazaren [7 OT MHHMMATHM HAI[MOHATHU W3HMCKBAHHS HAIXBBPISL
u3nckyemuss MUHUMYM oT 30 Touku. [TyGnukanuuTe oTpassiBat pe3yaTaTute OT U3Cie/IBaHuATa
B JHUCEpPTAIUATA, C KOETO € JEMOHCTpHUpaHa HEoOXonuMaTa MyONUYHOCT Ha TMOCTUTHATUTE
pe3yaTatu npej HaydyHaTa OOIIHOCT.

6. MHeHus1, NPENOPbKHU U OeJIeKKH.

Hsamam ChIICCTBCHHU 3366J’IC}KKI/I, KOHUTO Ja OCIIOPAT OCHOBHUTC HAYUYHOIIPHUIIOKHU ITIPUHOCH Ha
AUCCPTALIMOHHUSA TPYH, C U3KIIIOUCHUC HAa HAKOJIKO OT PCAAKIIMOHCH U TCXHUYCCKH XapaKTCp.
HOHy‘-IeHI/I Ca pe3yJITaTu, KOUTO CC OTIIMYABAT ChC 3HAYMMaA MMPAKTUYCCKA Ba’)KHOCT.

7. 3axjioyeHue C CHA MOJ0KUTEJTHA UM OTPUIIATETHA OLIEHKA Ha
AUCEPTAIMOHHUSA TPYI.

Cunram, 4e MpeNCTaBEeHUAT OUCEPTALMOHEH TPy OTroBaps HA M3UCKBAaHUATA Ha 3aKOHA 3a
pa3BUTHETO Ha aKaJeMU4HUs cbhcTaB B PenyOnmuka bovarapus, [IpaBuinHuka 3a HEroBoTo
npusarade, a cblo Taka U Ha [IpaBuiaHMKa 3a ycnoBusATa U pesa 3a NpUI00MBaHE HA HAyYHU
crereHu B Texunuecku yHuBepcHuTeT - Codust 3a mojay4yaBaHeTo Ha oOpa3oBaTeIHa M HayyHa
crenneH JIOKTOP. ITocturnarure pesyarartd MU JaBaT OCHOBAHUE Ja JlaM TMOJIOKUTEITHA
OLIEHKa M IpernopbuBaM Ha nouyutaemMoro HaydyHo *ypu na mpuchau oOpa3oBaTenHara U
HayyHa cTteneH ,Jloktop“ Ha wMar. [lmamen JliommumioB CnaxueB B HpoQeCHOHAIHO
HampaBieHue 4.6 ,Judbopmaruka W KOMIIOTBPHU HAyKW™“ MO Hay4YHA CHEIHUATHOCT
AHpopMaTuka“.
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OPINION
on a dissertation for the acquisition of an educational and scientific degree "Doctor"
Author of the dissertation: Plamen Lyudmilov Spahiev

Dissertation topic: Method and proactive system for big data analysis for detecting
cyberattacks using artificial intelligence

Member of the Scientific Jury: Prof. Dr. Tatiana Atanasova

1. Actuality of the problem developed in the dissertation in scientific and applied
terms.

Future developments in the cybersecurity space cannot be considered without the involvement
of artificial intelligence for advanced threat detection, proactive protection against possible
attacks and further automation of processes in responding to unwanted incidents. The
perception of artificial intelligence as a key factor in improving cybersecurity and adapting to
changing hostile strategies determines the relevance and importance of this dissertation in
scientific and applied terms. The analysis of big data to detect cyberattacks using artificial
intelligence and machine learning, proposed in this dissertation, is undoubtedly necessary for
the construction of autonomous and adaptive defense systems.

2. Degree of knowledge of the state of the problem and creative interpretation of
the literary material.

The dissertation is composed of 3 chapters in a total volume of 129 pages, with a list of 108
literature sources and web addresses.

The prospects for the development of cybersecurity using artificial intelligence are outlined
and the stages of cyberattack mechanisms, ranging from passive information collection to
active actions, are considered. A scheme and general characteristics of the most popular types
of cyberattacks are presented. The damage from cyberattacks is classified by categories and
consequences. Particular attention is paid to social engineering and its techniques, as well as
the types of malwares.

An overview of technologies and solutions related to the detection of cyberattacks and the
prevention of intrusions is made. A brief analysis of IDS and IPS systems and the most common
antivirus programs is performed. The current state of cybersecurity from different countries is
examined with an emphasis on the increasing complexity of cyberattacks. It highlights the dual
role of Al as a tool of protection and a means of attack. As an effective solution for multi-layer
protection of networks and devices, the combination of IDS, IPS and antivirus solutions is
indicated.

3. Compliance of the chosen research methodology and the set goals and objectives
of the dissertation with the achieved contributions.

The purpose of the dissertation is to propose and validate a method for analyzing big data to
detect cyberattacks using artificial intelligence. To achieve this goal, requirements are specified
for the construction of a proactive system for detecting cyberattacks using binary classification.



After the analysis of the classical machine learning algorithms, a method for detecting
cyberattacks by step-by-step data processing is proposed. The actual implementation of the
developed method is realized with the proposed software architecture of a component modular
system. Experimental studies have demonstrated an improvement in accuracy over traditional
methods through multi-level data analysis and model optimization.

4. Scientific and/or scientifically applied contributions of the dissertation.

I accept and evaluate positively the scientific and applied contributions formulated in the
dissertation. The main contributions to the dissertation can be attributed to the enrichment of
existing knowledge, the creation of new research methods and the application of scientific
achievements in practice. I believe that the results achieved are a personal work of the PhD
student under the expert guidance of the supervisor.

5. Evaluation of the publications on the dissertation.

The dissertation presents 3 publications in the AIP Conference Proceedings platform, refereed
and indexed in Scopus and Web of Sciences. All publications are co-authored with the
supervisor, with the PhD student in the first place. The total number of points under indicator
D7 of minimum national requirements exceeds the required minimum of 30 points. The
publications reflect the results of the research in the dissertation, which demonstrates the
necessary publicity of the achieved results to the scientific community.

6. Notes, recommendations and remarks.

I have no significant remarks that would dispute the main scientific and applied contributions
of the dissertation, with the exception of a few of editorial and technical nature. Results of
essential practical importance have been obtained.

7. Conclusion with a clear positive or negative assessment of the dissertation.

I believe that the submitted dissertation meets the requirements of the Act on the Development
of the Academic Staff in the Republic of Bulgaria, the Regulations for its implementation, as
well as the Regulations on the terms and conditions for acquiring scientific degrees at the
Technical University of Sofia for obtaining the educational and scientific degree of DOCTOR.
The achieved results give me grounds to give a positive assessment and I recommend to the
honorable Scientific Jury to award the educational and scientific degree "Doctor" to MSc.
Plamen Lyudmilov Spahiev in the professional field 4.6 "Informatics and Computer Science"
in the scientific specialty "Informatics".
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