PELHEH3UA

oT npo@. a-p Il.iamena BenueciiaBoBa 3i1ateBa
npoghecop no I1H 4.6 Hnghopmamuxa u xomntomwvpru nayku‘‘, HC ,, Unghopmamuxa “
karenpa ,, iluhpopmaTika”, YHUBEPCUTET 32 HAIIMOHAIHO U CBETOBHO CTOITAHCTBO

Ha JAUCepPTAaLMOHEH TPY[ 3a Npu100MBaHe Ha 00pa3oBaTeIHATa U HAyYHa CTENEH
"JlokTOp" 10 NMpoecuoHaNHO HanpaBieHue 4.6 Ungpopmamura u KoMnomvpHu
HayKu, Hay9HA CIICIHAITHOCT ,,Hpopmamura’,

¢ asrop Ilimamen JIrommuiioB Cnaxuen

Ha T€Ma ,,Memod U npoaKkmueHa cucmema 3a anaiu3 Ha cojiemu OaHHU 34
OmMKpueaHne na Kuﬁepamaku C U3noJji36ane Ha U3KyCme€eH uHmesleKm “

1. O6mm cBeieHUs 32 MPoLEeYyPAaTa U NMpPeICTABEHUTE MATEPUAIIH
BbB Bpw3ka ¢ mpomemypara GIIMU-3A-HC1-024 B TY-Codus u cbrimacHoO
3anoBen Ne: OXK-4.6-11 ot 10.03.2025, 3anmoBex Ne OXK-4.6-13 ot mara 18.03.2025 u
3ammoBeq Ne OX-4.6-16 or mara 26.03.2025r. ma Pexropa nHa TY-Codus cem
ompejielieHa 3a wWieH Ha Hay4HoTo Kypu 3a OICHSBaHE HA MPEUIOKEHUS

AUCCPTAIUOHCH TPYJ 11O MOCOYCHATA Ipoucaypa.

ABTOp Ha guceprauuoHHus Tpyd e [lnamen CnaxueB, TOKTOpaHT B KaTejapa
,2AHpopmaTuka® kM Pakynrer [Ipunoxna matemaruka u uHpopmatuka (OIIMUN),
OTYMCIJIEH C MPaBO Ha 3amuTa ¢ peuienre Ha Paxynretus cbBeT Ha GIIMU (ITpoTokon
No 13 ot 28.02.2025) u 3anoBen Ha Pektopa Ha TY-Codus Ne 818 ot 07.03.2025.

C Pemenne ot IIspBoTo 3acenanne Ha Hayunorto xypu Ha 21.03.2025 cpMm

H36paHa Ja U3roTBA pCLUCH3UA Ha IPECACTABCHUSA TUCCPTAINTUOHCH TPYA.

HNoxrtopanTeT Ilnamen CnaxueB € MpeACTaBUI CIEAHUTE MaTEpUAIIU:
JucepraioneH Tpy1, ABTopedepar Ha JUCepTalMOHHUS TP Ha OBITapCKy C pe3oMe
Ha aHruicku e3uk; Komus Ha myGnukamuure (3 Opos) Ha JOKTOpaHTa MO TemaTa Ha

mucepTanusaTa 3a npunoousane Ha OHC ,,Jlokrop* mo ITH 4.6.

2. O0mia xapakTepucTUKA HA MPeACTABEHNs IUCEePTALMOHEH TPY/
Hucepranmonnust Tpya Ha [lmamen CraxueB e paspaboreH B obem or 129
CTPaHMIIM U BKJIFOYBA TPH TJIaBH, 3aKJIFOUCHHE, MPUHOCH, aBTOPCKH ITyOIUKAIMH 110
JMceparTalyiITa, CIUChK Ha W3IMOJI3BaHATA JIMTepaTypa. M3mos3BaHara JuTepaTypa

chabpka 108 M3TOUHMKA KATO BCUYKU Ca HA AHTJIMICKU €3HUK.



JlucepTallMOHHUSAT TPYJ MPEICTABISABA HAYYHO M3CJEABAaHE, KOETO pasriiexk/a
aKTyaJHH 3a CBHBPEMEHHOTO HH(MOPMAIIMOHHO OOIIECTBO MPOOJIEMH, CBBP3aHU C
nH(pOopMaIMOHHATA CUTYPHOCT U MTO-KOHKPETHO ¢ Kubepcurypuoctra. [Ipodecunonanto
ca aHaJM3UpaHu BB3MOKHOCTUTE Ha M3kyctBenus mnrenekt (MM) 3a oTkpuBane u
MpeAoTBpaTsBaHe Ha kuOepartaku. [IpeacTaBeHn ca moja3uTe OT W3noji3BaHeTro Ha MU

IIpH Cb31aBaHCTO HA MHTCIMI'CHTHN U aJallTUBHNU CUCTEMH 3a KI/I6€p33H_[I/ITa.

Lenta Ha AucCepTallMOHHUS TPYA € J1a C€ NPEMAJIOKH METOJ W IMPOAKTUBHA
CHUCTEMa 3a aHaji3 Ha TOJEMU JaHHU 3a OTKpUBAHE Ha KHMOepaTaku ¢ MOMOIINTA Ha
W3KYCTBEH UHTEJIEKT.

@opMynHMpaHd ca TPU 3aJauyd, KOUTO Ca MPSAKO CBBP3aHU C YCHEUIHOTO
peanu3upaHe Ha OCTaBeHaTa IeJl.

Meroponorudara M HMHCTPyMEHTapuymMa Ha M3CIEJBAHETO ca MOJApaHu

MoAXOAAIO U U3IO0JI3BAHU KOPCKTHO.

B mppBa ri1aBa 3a161009€HO ca ONMKMCAaHU TEKYIIOTO ChCTOSIHUE HA TPOOIeMUTE
U peuieHusTa B 001acTra Ha kubepcurypHoctra. [locodeHu ca paznudHu MEXaHU3MH
Ha KuOepaTaku W MOTeHIHATHUTE KuOepmeTH. [IpencTaBeH e cpaBHUTENEH aHAIN3 Ha
Hali-yecTute KuOepaTaku. Pasriienanu ca TEXHOJOTMH 32 OTKpHUBaHE Ha KHMOepaTaki.

AHaJII/I3I/IpaHa € pOJIsiTa Ha WU kakTo B 3allIUTHHUTC MCXaHU3MH, TaKa U B KI/I6epaTaKI/ITe.

BsB BTOpa rij1aBa € npeaj0oKCH MCTO 3a aHAJIM3 HAa I'OJICMH JaHHU 3a OTKPHUBAHC
Ha KI/I6epaTaKI/I ¢ u3noim3Bane Ha M. Onucanu ca OCO6€HOCTI/IT€, APXUTCKTYPHHUTC
XAPaAKTCPUCTUKH W H3IOJA3BAHUTC aJI'OPUTMU HaA Hn. KOpeKTHO € MmpcacCTaBCHaA

CbIIHOCTTA U IIPUITOKUMOCTTA HA IPCATIOKCHUA MCTO/I.

B TPETa I'JlaBa € OIIMCaHa MPUJIOKUMOCTTA Ha IIPOAKTUBHA CUCTEMA 3a AaHAJIU3 HA
rojicMn JaHHU 3a OTKPHBAHC Ha KI/I6epaTaKI/I C M3MOJI3BAHC HAa U3KYCTBCH HMHTCIJICKT,
YUATO apXUTCKTYypa € 6a3npa Ha MMpCJIOKCHUA MCTOA BbB BTOpA I'JIaBa. [Tocouenu ca

XapaKTCPUCTUKHUTC HA U3IIOJI3BAHUTC B CUCTEMATA TCXHOJIOTUH.

3. OueHka HA NIPUHOCHUTE MO JUCEPTALUOHEH TPYA

B nucepranmonnus Tpy Ha 6a3aTa Ha U3caeA0BaTeNcKaTa JEHHOCT KOPEKTHO ca
dbopmynupanu net npuHoca. [[puHocHUTe CHOTBETCTBAT HA MOCTaBeHATA IIEI.

[Ipuemam mbpBHs npuHOC 3a HaydeH (,IIpemnoxeH e meTonm 3a aHamu3 Ha
rojieMd JaHHU 3a OTKpHBaHE Ha KuOepaTakd, Oa3WpaH Ha M3KYCTBEH HMHTEIEKT ), a
OCTaHAJINTE YETUPH 32 HAYIHO-TIPUIIOKHHU.

JlaBam BHCOKa OILIEHKA 3a CTEIICHTa HA JIMYHO y4yacTHe Ha JoKkTopaHTa [Imamen

CrnaxueB BbB (pOPMYJIUPAHU MIET MPUHOCA.



4. OuneHka HA MyOJUKAIUUTE M0 TUCEPTANUOHHUSA TPYA M H3NMbJIHEHUETO
Ha m3uckBanusta 3a OHC ,,Jlokrop* no ITH 4.6

[To temara Ha auceprammoHHUs Tpyn Ilmamen CnaxueB € HpenCcTaBWI TPH
myOJIMKaIuH, KOUTO Ca B ChaBTOPCTBO C HAYYHHS My PBKOBOAMTEN. TpuTe myOimkanuu
ca W3HECEeHW JOKJIAJM Ha MeXIyHapoaHata koHdepeHmus “Applications of
Mathematics in Engineering and Economics” mpe3 2022, 2023 u 2024 B Co3ormo.

Te3u Tpu noknaga croMarar 3a €IHO J00pO pa3mpoCTpaHEHHE Ha MOTYUYEHUTE
pe3yaTaTH cpejl 3aMHTEPECOBAHUTE CIICIIMAIMCTU MO TeMAaTa Ha AUCEPTAMOHHUS TPY/I.

COOpHUKBT € AOKIAAM OT Ta3u KOH(epeHUus ce myOnukyBa B uzgaHue (AIP
Conf. Proc.), KoeTo € pedeprupaHo 1 HHICKCUPAHO B CBETOBHOM3BECTHATA 0a3a C HaydHa
nndopmarnus Scopus u uma SJR. He e ycTaHOBEHO IIarnaTcTBO B IMyOIUKAIIMHTE.

JIBe oT myOiuKanuuTe Beue ca MyOiuKyBaHW W BUAMMH B Scopus. Tesu aBe
nyosmkanuu ocurypsiat 60 Toukn (2 X 10x3 = 2 x 30) u BOAAT 10 M3N'BIHCHHETO HA
MHUHUMAJIHUTE HALlMOHAIHU u3uckBaHusg oT 30 Touku mno ,I'pyna or mokazarenu [

(ITokazaren I 7) 3a OHC ,,Jloxtop* o ITH 4.6. MudopmaTika 1 KOMITFOTBPHU HAYKH.

5. Ouenka Ha aBTopedepara mo AUCEPTANUOHHHUSA TPY/

ABTOpe(l)epaT’BT OTTOBapsA Ha HMU3UCKBAHUA KATO OTpa3sdBa B IIbJIHOTA

CbABbPIKAHUCTO HA JUCCPTALUOHHUA TPYH, IIOJIYUCHUTC PC3YJITATH U IIPUHOCH.

6. Kputuunm Oej1eskKKkM U NPenopbKU

[To chiecTBO HAMaM KPUTUYHU OETIe)KKH U KOHKPETHH MPENOPHKH.

7. 3akiro4yeHue

B 3akimroyeHue 3asBABaM, Y€ IPEICTAaBEHUS IUCEPTALMOHEH TpyJ Ha Tema
»METON M NpoakTHBHA CHCTEMa 3a AaHAJIMW3 HA TOJEMHU JaHHU 3a OTKpHUBAaHE Ha
KuOepaTaky ¢ M3IMO0JI3BaHE HA M3KYCTBEH MHTENIEKT y/10BJEeTBOPSIBA M3MCKBAHUSATA
3a mpupoOuBaHe Ha oOpasoBarenHaTa W HayyHa creneH "Jloktop" nHa 3PACPB,
[MII3PACPB u cvorBetrnus [IpaBunnuk Ha TY-Codus.

JlaBaM MOJIOKHTEJHO 3aK/II0YeHHe 1 yOeIeHO NMpernopbyBaM Ha YBaKaeMOTO
Hay4yHO JKypH Ja IJlacyBa 3a NPHUCHKIAHETO Ha 0Opa3oBaTeJIHATa M Hay4dHa CTENEH
SAokmop” wa Ilnamen JloamuiaoB CnaxueB 1Mo NpoQECHOHAHO HAIPaBJICHHE

4.6 ndpopmaTrka 1 KOMIIOTbPHU HAYKU, HAyYHa CrieluaiHocT ,,J iHpopmaTuka®.

23.05.2025 Unen Ha Hayunoto xypu:
Codus /mpo¢. n-p [lnamena 3nareBa/



REVIEW

by Prof. Dr. Plamena Ventseslavova Zlateva

Professor in professional field 4.6. Informatics and Computer Sciences,
scientific specialty Informatics
Department of Informatics, University of National and World Economy

of a dissertation for the acquisition of the educational and scientific degree
"Doctor" in professional field 4.6 Informatics and Computer Sciences,
scientific specialty "Informatics",

with author Plamen Lyudmilov Spahiev

with title "Method and proactive system for big data analysis for detecting
cyberattacks using artificial intelligence"

1. General information about the procedure and submitted documents

In connection with the procedure FAMI-3A-HC1-024 at TU-Sofia and in
accordance with Order Ne O)K-4.6-11 dated 10.03.2025, Order Ne O2K-4.6-13 dated
18.03.2025 and order NeOXK-4.6-16 dated 26.03.2025 of the Rector of TU-Sofia, I
am appointed as a member of the Scientific Jury the evaluation of the proposed
dissertation under the specified procedure.

The author of the dissertation is Plamen Spahiev, a PhD student in the
Department of Informatics at Faculty of Applied Mathematics and Informatics
(FAMI), dismissed with the right to defend by decision of the Faculty Council of
FAMI (Protocol Ne 13 dated 28.02.2025) and Order of the Rector of TU-Sofia Ne 818
dated 07.03.2025.

By Decision of the First Meeting of the Scientific Jury on 21.03.2025, I have
been selected to prepare a review of the submitted dissertation.

The PhD student Plamen Spahiev has submitted the following documents:
Dissertation, Abstract of the dissertation in Bulgarian with a summary in English;
Copies of the publications (3 copies) of the PhD student on the topic of the
dissertation for the acquisition of the educational and scientific degree "Doctor" in

professional field 4.6. Informatics and Computer Science.

2. General characteristics of the presented dissertation
The dissertation of Plamen Spahiev is developed in a volume of 129 pages
and includes three chapters, conclusion, contributions, author's publications on the
dissertation, list of used literature. The references contain 108 sources, all of which

are in English.



The dissertation is a scientific study that examines current issues for the
modern information society related to information security and, more specifically,
cybersecurity. The capabilities of Artificial Intelligence (Al) for detecting and
preventing cyberattacks are professionally analyzed. The benefits of using Al in
creating intelligent and adaptive cyber defense systems are presented.

The aim of the dissertation is to propose a method and a proactive system for
big data analysis for detecting cyberattacks using artificial intelligence.

Three tasks have been formulated that are directly related to the successful
implementation of the set aim.

The methodology and tools of the study have been selected appropriately and
used correctly.

The first chapter describes in depth the current state of problems and solutions
in the field of cybersecurity. Various mechanisms of cyberattacks and potential
cyberdamages are indicated. A comparative analysis of the most common
cyberattacks is presented. Technologies for detecting cyberattacks are examined.
The role of Al in both defense mechanisms and cyberattacks is analyzed.

In the second chapter, a method for analyzing big data for detecting
cyberattacks using Al is proposed. The features, architectural characteristics, and
algorithms used for Al are described. The essence and applicability of the proposed
method are correctly presented.

In the third chapter, the applicability of a proactive big data analysis system
for detecting cyberattacks using artificial intelligence is described, the architecture
of which is based on the proposed method in the second chapter. The characteristics

of the technologies used in the system are specified.

3. Evaluation of the contributions to the dissertation

In the dissertation work based on the research activity, five contributions are
correctly formulated. The contributions correspond to the set aim.

I accept the first contribution as scientific ("A big data analysis method for
detecting cyberattacks based on artificial intelligence is proposed"), and the
remaining four contributions as scientific-applied.

I highly appreciate the degree of personal involvement of PhD student Plamen

Spahiev in formulated five contributions.

4. Evaluation of the dissertation publications and the fulfillment of the
requirements for the acquisition of the degree "Doctor" under PF 4.6



On the dissertation, Plamen Spahiev has presented three publications, which
are co-authored with his scientific supervisor. The three publications are reports
presented at the international conference ‘“Applications of Mathematics in
Engineering and Economics” in 2022, 2023 and 2024 in Sozopol.

These three reports contribute to a good dissemination of the results obtained
among interested specialists on the topic of the dissertation.

The proceedings of this conference are published in a edition (AIP Conf.
Proc.) that is referenced and indexed in the world-renowned scientific information
database Scopus and has SJR. No plagiarism has been found in the publications.

Two of the publications have already been published and visible in Scopus.
These two publications provide 60 points (2 x 10x3 = 2 x 30) and lead to the
fulfillment of the minimum national requirements of 30 points under "Group of
Indicators G" (Indicator G7) for the acquisition of the degree "Doctor" under PF 4.6.

5. Evaluation of the dissertation abstract
The abstract meets the requirements by fully reflecting the content of the

dissertation, the results obtained and contributions.

6. Critical remarks and recommendations

Essentially, I have no critical remarks or specific recommendations.

7. Conclusion

In conclusion, I declare that the presented dissertation with title "Method and
proactive system for big data analysis for detecting cyberattacks using artificial
intelligence" satisfies the requirements for the acquisition of educational and
scientific degree "Doctor" of the LDASRB, RILDASRB and the relevant Regulations
of TU-Sofia.

I give positive conclusion and strongly recommend the Honorable Scientific
Jury vote for awarding the educational and scientific degree "Doctor" to Plamen
Lyudmilov Spahiev in the professional field 4.6 Informatics and Computer Science,

scientific specialty "Informatics".

23.05.2025 Member of the Scientific Jury:
Sofia /Prof. Dr. Plamena Zlateva/



