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ABTOp Ha AucepTanuoHHus Tpya: mar. [linamen Jlrogmuno Cnaxuen
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HacTosioto craHoBHIlE € M3rOTBEHO B KayeCTBOTO MU Ha 4YJIEH Ha HAYYHO
KypH, HazHadeHO cbe 3amoBen Ne OXK-4.6-11/10.03.2025 r., 3amoeng Ne OX-4.6-
13/18.03.2025 r. u 3anoBex Ne OXK-4.6-16/26.03.2025 r. Ha Pextopa Ha TexHuueckus
yHuBepcuteT — Copust U MPOTOKOJ OT MBPBOTO 3acelaHuWe HAa HAYYHOTO XKYpHU OT

21.03.2025 .

1. AxkTyajJHOCT Ha pa3padOTBaHHUA B JAUCEPTANMOHHHMSA TPYA NpodJIeM B
HAYYHO ¥ HAYYHO-NPUJIOKHO OTHomeHHe. CTeneH U HUBA HA AKTYAJHOCTTA HA

npood/ieMa M1 KOHKPETHHUTE 3a1a4d, pa3pa00TeHu B IMCEePTALUATA.

M3non3BaneTo Ha IMAPOKUTC BB3MOKHOCTU Ha HN3KYCTBCHHA HWHTCIICKT 34
AaHaJIM3 Ha ToJICMU MACHUBH OT JAHHH B PCAJTHO BPEMC IIpHU I/IILGHTI/I(I)I/IHI/IpaHC Ha
HeoOnYalHu MOACIN Ha IMOBCACHUEC WM aBTOMAaTH3allMA Ha 3alllUTHUTC MCXaHU3MU
onpcacia 6e3cnopHaTa akmyanrnocm Ha U3CJICABAHATA HpO6JI€MaTI/IKa, CBbp3aHa CbC
Cb34aBaHCTO HA HWHTCIIMICHTHM MW aJallTUBHM CHUCTCMH 3a 3alluTa. Ueﬂma u
3a0ayume Ha AUCCPTAOMOHHHA TpyAd C€a HACOYCHU KbM pa3pa60TBaHe,
Bepmbnuﬂpaﬂe N BHCAPABAHC HA IIPOAKTHBHA CUCTCMA 3a dHAJIN3 HAa I'OJICMH JAHHU
34 OTKpHUBAHC Ha KI/I6CpaTaKI/I C nmoMouITa Ha M3KYCTBCH MHTCJICKT. P esyimamume OT

IIPOBCACHUTC CKCIICPUMCHTHU IIOKa3BarT ITIOBHIIIABAHC Ha TOYHOCTTAa Ha



IPOTHO3UPAHUTE JIaHHU CbC cpenHo a0 18% OmarogapeHune Ha pa3paboTeHarta
NPOAKTHBHA CUCTEMa, KOSTO OTroBaps Ha M3UCKBaHUATa 3a e€(EeKTUBHOCT,

HKOHOMUWYHOCT M IIPUIIOKUMOCT B pC€ajiHa Cpcla.

2. CreneH Ha mNO3HABaHe CbLCTOSIHHMETO HAa MpodJjeMa W TBOpUYeCKa

HHTEpPIpeTanus HA JIUTEPATYPHUSI MaTepHaJl.

Hucepranusta e ¢ 06em ot 130 cTtpanunu, opopMeHa ChbIiIacCHO aKaJeMUYHUTE
CTaHIapTH B TPU IJIaBH, YBOJI, 3aKJIIOYEHHME, CIUCHK HAa IPUHOCUTE, CIUCBHK Ha
nyOiIuKauuTe MO JUcepTanusaTa ¥ U3Moi3BaHa Jurteparypa. Llutupanu ca o610
108 akTyamHu © pENeBaHTHH WH()OPMAIMOHHM PECYypCH, KOETO TIOKa3Ba
3aTbJIOOYEHOCT ¥ MalaOHOCT Ha JUTEepaTypHUst 0030p U aHanus. [lo-unTepecHuTe n
MOKAa3aTeJIHU Pe3yNTaTd OT AUCEPTALIMOHHOTO H3CJE/BaHE ca OHArjeAeHu B 52
burypu u 3 tabmuum. B Ilvpsa 2nasa ce pasriexna TEKyIIOTO ChCTOSHHE Ha
npobsieMa 3a KHOepCUTypHOCTTa W HapacTBaIlaTa poJisi Ha U3KYCTBEHHUS MHTEJEKT 3a
peoaoJsiBaHE HAa ChBPEMEHHMTE NMpEAU3BUKATEICTBA B Ta3u cdepa. BpB Bmopa
2nasa GHOKyCHT € MOCTaBeH BHPXY MPEACTaBIHETO HA METOJ 3a aHalU3 Ha TOJIEMU
JaHHM 332 OTKpUBaHE Ha KuOepaTaku, OCHOBaH Ha MAalIMHHO O0y4Y€HUE U U3KYCTBEH
uHTENeKT. B Tpema enasa e npennoxeHa peanHa UMILUIEMEHTALMs HA IPOAKTUBHA
CHCTEeMa 3a aHAJIW3 Ha TOJIEMHU JJaHHU 3a OTKpPHBaHE Ha KHOepaTaky ¢ U3MOI3BaHE Ha

N3KYCTBCH MHTCJICKT.

3. ChoTBeTCTBHE HA M30pPaHATA METOAUKA HA HU3CJIeABaHE M MOCTABEHATA

meJ 1 3a1a4M HA JTUCCPTAIMOHHUA TPy € HIOCTUTHATHTEC IPUHOCH.

N30panata MeToauka Ha W3CJCABAHE HAIBJIHO CHOTBETCTBA HAa ITOCTABEHUTE
nea W 3a7a4d Ha JUCEPTAllMOHHUS TPy, Peau3upaHd B IbJIEH 00EM B XOja Ha

U3JI0KEHUETO.
4. HayyHu u/MjM HAYYHO-TIPUJIOKHHM NPUHOCH HA JMCEPTALUOHHUSA TPY.

B nuceprauvoHHus Tpy[ ca MOCOYEHU 5 MPUHOCA, KOUTO OUX Kiacu@uimpana
KAaKTO C HAay4Y€H, Taka U C Hay4YHO-IIPWJIOXKEH Xapakrep. [Ipuemam BCUUKM MPUHOCU
Ha JJOKTOPAHTa KaTo CMSATaM, Y€ T€ Ca PEAIHU U 100pe oyepTaBar JOCTOMHCTBATA Ha
HAyyHOTO  M3cienBaHe. llomyueHuTe  NPUHOCHU — pe3yiaTaTH  oOoraTsBaT
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CBILECTBYBAIlaTa TEOPUS U MIPAKTUKA C HOBHU 3HAHUS U NPUIOKECHUS.
5. IIpeneHka Ha MyOJUKAIUUTE 1O TUCEPTANUOHHUSA TPYI.

[To TemaTa Ha AMCEPTAIIMOHHUS TPy Ca pealu3UupaHd 3 HAYYHU MyOJIMKaIUH,
BCHUUKM Ha AHIJIMUCKU €3MK W B CHABTOPCTBO C HAy4YHHS pPBKOBOOMTENl. Te ca
WHJECKCUPAaHU B ScOpus W MPUTEKABAT HAYKOMETpUYHUS Mokazaren SJR, koeto

MMOTBBPKJAaBa KAYCCTBOTO HAa HAyUHATA NPOAYKIHUS HA JJOKTOPAHTA.

[IpencraBenuTe ABa BapuaHTa Ha aBTopedepara Ha OBJITapCKU W AHTVIMICKU
€3WK OTpa3siBaT JOCTOBEPHO CBHIBPKAHMETO HA JUCEPTALMOHHUS TpPyA H

cpoTBeTcTBaT Ha m3uckBauusata Ha 3PACPDB u [II13PACPB.
6. MHeHus, IPENOPBKHU U 0eJIeKKH.

Jobpe 6u Ouno B ChAabpKaHUMETO HA JIUCEpTAIUATA Jla ©Ma HOMEpaIlus Ha
OTJIEJTHUTE TIJ1aBu, naparpagu U noamnaparpadu, Koero Ou yJIEeCHUIIO HaBUTALUsATa B
Tekcta. HampaBenara npenopbka obOaue He omalioBaxkaBa Jo0Opara CTpPYKTypa U

ChABbPKAHUE Ha MTPOBEJACHOTO U3CJICABAHE.
7. 3akiaoueHue.

Crnen kaTo ce 3armo3Hax ¢ IpeACTaBeHUS JUCEPTALUOHEH TPy, 3HAUUMOCTTA Ha
MOCTUTHATUTE PE3YJTAaTU U ChIBPKAIIUTE CE€ B TAX HAYYHU U HAYYHO-TIPHIOKHU
IIPUHOCK CYMTaM, 4Y€ JucepranmsaTa oTroBaps Ha usuckBaHuaATa Ha 3PACPD,
[MIII3PACPBb u IlpaBunHuka 3a yclOBHATa M pela 3a MPUIOOMBAHE HA HAYYHU
crenenu B Texuudeckus yHuBepcuteT — Codus. He cbM ycTaHOBUIIA TIAarnaTcTBO
WU JPYro HENpPABOMEPHO H3IIOI3BAHE HA YYXKIUM HUAEHU IO MPEICTABEHUTE 10
KOHKypca MaTeprayiii. Bcuuko ToBa MM J1aBa OCHOBAaHHE HAITBIHO YOEICHO Ja Jam
nonoMcUmeIHa OYeHKka Ha JUCEpTAlMOHHUS Tpyd M MpeasiaraM Ha yBa)kKaeMOTO
HayuyHO xypu aa npucban OHC “Iloxtop” Ha Ilnamen JIrogmuiaoB Cnaxues B [TH

4.6 “NudopmaTrka 1 KOMIIOTHPHU HAyKH ', JOKTOpcKa nporpama “Nudopmaruka’.

Hara: YJIEH HA KYPUTO:

14.05.2025 r. /mpod. n-p Marnanena ["'apsanoa/



OPINION

on a dissertation for the acquisition of the educational and scientific degree of “Doctor”

Author of the dissertation: MSc Plamen Lyudmilov Spahiev

Topic of the dissertation: Method and Proactive System for Big Data Analysis
to Detect Cyberattacks Using Artificial Intelligence

Member of the scientific jury: Prof. Dr. Magdalena Zlatkova Garvanova,
University of Library Studies and Information Technologies, Department of

“Information Systems and Technologies”

This opinion has been prepared in my capacity as a member of a scientific jury,
appointed by Order No. OX-4.6-11/10.03.2025, Order No. OX-4.6-13/18.03.2025
and Order No. OX-4.6-16/26.03.2025 of the Rector of the Technical University —
Sofia and a protocol of the first meeting of the scientific jury on 21.03.2025.

1. Relevance of the problem developed in the dissertation work in scientific
and scientific-applied terms. Degree and levels of relevance of the problem and

the specific tasks developed in the dissertation.

The use of the wide capabilities of artificial intelligence for analysing large data
sets in real time when identifying unusual patterns of behaviour and automating
protective mechanisms determines the undeniable relevance of the researched issues
related to the creation of intelligent and adaptive protection systems. The goal/ and
objectives of the dissertation are aimed at developing, verifying and implementing a
proactive system for analysing big data for detecting cyberattacks using artificial
intelligence. The results of the experiments show an increase in the accuracy of the
predicted data by an average of up to 18% thanks to the developed proactive system,
which meets the requirements for efficiency, economy and applicability in a real

environment.

2. Degree of knowledge of the state of the problem and creative

interpretation of the literary material.



The dissertation is 130 pages long, structured according to academic standards
in three chapters, introduction, conclusion, list of contributions, list of publications
on the dissertation and references. A total of 108 current and relevant information
resources are cited, which shows the depth and scale of the literature review and
analysis. The more interesting and indicative results of the dissertation research are
illustrated in 52 figures and 3 tables. Chapter One examines the current state of the
cybersecurity problem and the growing role of artificial intelligence in overcoming
modern challenges in this area. Chapter Two focuses on presenting a method for
analysing big data for detecting cyberattacks, based on machine learning and
artificial intelligence. Chapter Three proposes the real implementation of a proactive

system for analysing big data for detecting cyberattacks using artificial intelligence.

3. Compliance of the chosen research methodology and the set goal and

objectives of the dissertation with the contributions achieved.

The chosen research methodology fully corresponds to the set goals and

objectives of the dissertation work, entirely realized during the analyses.
4. Scientific and/or applied-scientific contributions of the dissertation.

The dissertation work lists 5 contributions, which 1 would classify as both
scientific and scientifically applied in nature. I accept all the contributions of the
doctoral student as I believe that they are real and well outline the merits of scientific
research. The resulting contributions enrich the existing theory and practice with

new knowledge and applications.
5. Evaluation of dissertation publications.

Three scientific publications have been published on the topic of the
dissertation, all in English and co-authored with the scientific advisor. They are
indexed in Scopus and have the SJR scientometric indicator, which confirms the

quality of the doctoral student’s scientific results.

The two versions of the abstract presented in Bulgarian and English faithfully
reflect the content of the dissertation work and comply with the requirements of the

Law on the Development of the Academic Staff of the Republic of Bulgaria
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(LDASRB) and the Regulations for the Implementation of the Law on the
Development of the Academic Staff of the Republic of Bulgaria (RILDASRB).

6. Opinions, recommendations, and remarks.

It would be good to have the numbering of the individual chapters, paragraphs,
and subparagraphs in the Table of Contents of the dissertation, which would
facilitate navigation in the text. However, the recommendation made does not detract

from the good structure and content of the conducted research.
7. Conclusion.

After reviewing the presented dissertation, the significance of the achieved
results and the scientific and applied-scientific contributions contained therein, I
believe that the dissertation meets the requirements of the LDASRB, the
RILDASRB and the Regulations for Scientific Degrees of the Technical University
— Sofia. I have not established plagiarism or other unlawful use of other people’s
ideas in the materials presented for the procedure. All this gives me reason to give a
positive assessment of the dissertation, and I propose to the esteemed scientific jury
to award the educational and scientific degree of “Doctor” to MSc Plamen
Lyudmilov Spahiev in professional field 4.6 “Informatics and Computer Sciences”,

doctoral program “Informatics”.

Date: Member of the Scientific Jury:

14.05.2025 /Prof. Dr. Magdalena Garvanova/
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