CTAHOBMIIE

b

BBPXY AUCEPTALMOHEH TPYA 3a MpUI00MBaHe Ha 0Opa30BaTeIHa U HAyYHA CTEIEH ,,I0KTOP’
ABtop Ha aucepranuonnus Tpya: Iliamen Jlroamuinos Cnaxues
Tema Ha qucepranmoHHus Tpy1: MeTol U NIPOAKTHBHA CHCTEMAa 32 AHAJIU3 Ha
roJieMH JaHHM 32 OTKPUBAaHe HA KMOEPAaTaKM C H3MO0JI3BaHe HA U3KYCTBEH HHTEIEKT
Unen Ha Hay4HOTO Xypu: Jou. 1-p Auna Po3eBa crriacuo 3anoseau O¥XK-4.6-

11/10.03.2025r., OK-4.6-13/ 18.03.2025r. 1 O7K-4.6-16/ 26.03.2025r.

1. AkTyasiHOCT Ha pa3pabOTBaHUS B JUCEPTALMOHHUSA TPyA npobiieM u 3agadd. OOeKT Ha
u3cieBaHe B JUCEPTALlMOHHMA TpPyA ca KubOep3amaxu W MEXaHU3MH 3a 3aluTa U
[IPEeJOTBpaTsABaHE Ha HaHAaCiHE Ha MOTEHLUUAJIHW Bpeld U IIeTH. B  cbBpeMeHHus
HEeNpPeKbCHATO JUTHUTAIM3UpAll CE€ CBAT aKTyaJlHOCTTa Ha W3CJIEIBAaHUS M pELICHUs 32
CBOEBPEMEHHOTO OTKpHBaHE Ha 3JI0HAMEPEHM aTaku KbM copTyepHa M HH(pOpMalHOHHA
UHOPACTPYKTypa U 3a NpUiaraHe Ha aJeKBaTHU MEPKH 3a MUHUMAaJU3UpPaHE HAa BPEIUTE OT
TAX, ca 0e3cropHO akTyasHu. DakT € eXXEeJHEBHOTO T'eHepUpaHe Ha IoJeMU 00eMHU JaHHU B
UHTEPHET U CPEJICTBA 33 CbXPAHABAHETO UM, KaKTO U Ha Pa3BUTHUETO U YChbBBPIIEHCTBAHETO
Ha TEXHOJIOTHATA M3KYCTBEH WHTENIEKT 3a 00paboTKa Ha Te3W ToJeMM JIaHHHM 3a aHalu3,
OTKpUBaHE Ha IOJIE3HW 3aKOHOMEPHOCTH M MNpPOTHO3MpaHe Ha ObjAenio mnoBeaeHue. Taka
METOAMTE Ha U3KYCTBEHUS MHTEJIEKT ChJICHCTBAT 3a MOJ00psBaHe e(h)eKTUBHOCTTA HA MEPKUTE
3a KHOEpCUTYpHOCT M HUHTETPUPAHETO MM B OW3HEC M aJAMHUHHUCTpPaTHBHAa cO(pTyepHa
uHpacTpyKTypa. B T031 cMUCHI U3cneiBaHuATa, CBbP3aHH ChC 33aJJaUuUTe B IUCEPTALIMOHHUS
TPYA ca aKTyaJIHU ¥ ¢ IOTEHIIMAJ 3a MoJyyaBaHe Ha MOJIE3HU M 3HAYMMHU Pe3yJITaTH.

2. CteneH Ha NO3HaABaHe CbHCTOSHUETO Ha NpoOjemMa W TBOpYECKAa MHTEpIpeTalus Ha
JIUTepaTypHus Matepuai. B muceprannoHHus TPy € BKIroUueHa Oubauorpadus oT moBeye oT
CTO M3TOYHMKA. Te ca U3LAI0 CBBP3aHU C U3cie/IBaHaTa MpodiieMaTiKa Ha KHOEpPCUTYPHOCT,
U3KYCTBEH MHTEJIEKT, MAIlMHHO OOy4YeHM MOJEIM U CHOTBETEH HAOOp OT aJrOpUTMH.
HanpaBeHusT B HayaJHUTE TJ1aBM 0030p Ha IMpeJICTaBeHaTa JUTepaTypa IMoKa3Ba HaTpyIlaHHU
3HaHUS B M3CJIEABAHUTE O0IACTH U HATMYHU KbM MOMEHTA PEIICHUsI Ha MPOOJIEMUTE, KOUTO
ca BbB (okyca Ha wuznoxeHuero. ChABPKAHMETO HA CIEJBAILUTE IJIaBH, CBBP3AHO C
MPOEKTHpPAaHEe apXUTEKTypaTa Ha NpPOAKTHBHA CHCTEMa 3a OTKpHMBaHE Ha KuOepaTakw,
00OCHOBKaTa Ha CTPYKTypaTa M (YHKIMOHAJIHOCTTA Ha OTAETHUTE KOMIIOHEHTH, KaKTO U
CaMOTO ¥ M3TpakJaHe W BepU(UKAIMs MOKa3BaT KPEATMBHOCT NPU HHTEpHpeTalnuara Ha
JUTEPATyPHUTE U3TOUHULIH.

3. ChoTBeTCTBHE HA M30paHATA METOAMKA Ha M3CJIE/IBaHE U MTOCTAaBEeHATa LeN U 3a/1a4M Ha
JUCEPTAllMOHHUSA TpPyA C IOCTUTHATUTE MPUHOCHU. 3a IOCTUIAaHE Ha II0OCTaBEHAaTa B
JHcepTaLusTa el 3a U3rPaX/IaHe Ha CUCTeMa 3a KHOepCUTYPHOCT OCHOBaHA Ha IpUJIaraHe Ha
MAIlMHHO OOY4YeHM MOJEIH € W3IMOJI3BaHa KJIACHYeCKa METOJMKA, KOSTO OCUTYpsBa

pcam3anusaTa Ha XU3HCHUA [UKBI Ha CHUCTEMa C MCTOAUW Ha H3KYCTBCH MHTCIICKT.



[IpennoxxeHn ca MHOBAaTHBHHU DPEILIEHHUS MO OTHOILIEHHWE HAa IMOTOKA JaHHU 3a O0yueHue u
(YHKIIMOHATTHOCT Ha CHhOTBETHUTE MOIYJIM B apXUTEKTypaTa, KaKTO M Ha H3MOJ3BaHE Ha
creru(pUUeH TUII AITOPUTMH 3a ONpeesisiHe Ha MOIXOAIIN XUIlepHapaMeTpy 3a HacTpouKa
Ha TOYHOCTTa. Peanu3anusara Ha U3rpajeHara cuctemMa 1 HeliHaTa Bepu(pHUKaIUsi C KOHKPETHU
MOJIyYeHU PEe3YJITaTd JOKa3BaT MPaBUIIHOCTTa Ha M300pa Ha METOAMKAaTa 3a W3CleABaHe U
MIPOEKTHUPaHE.

4. HayyHu W/MiId HAYYHONPWJIOKHM TPHHOCH HA JUCEPTAlMOHHUA  TPY.I:
JIMcepTalMOHHUAT TPYJ ChIbpKa HAYUHONPUIIOKHU U HPUIOKHU mHpuHOocu. Cumtam 3a
OCHOBEH HAYYHONPWJIOKEH IPUHOC TMpEeJIOKeHAaTa MHOIOCIOWHA apXHUTEeKTypa Ha
U3rpakaaHaTa CUCTEMa C MOAYJICH XapaKkTep, KOSTO BKIIOUBA BIOKEHU CIOEBE U U3IOJI3BaHE
Ha MPOTHO3MPAHU Pe3yJTaTH OT IbPBHSI CIIOH 32 00ydYeHHe Ha MOJela B cleaBamiusa. Taka ce
rapaHTUpa Hepasno3HaTu oOpaslu Ja ObJaT MOAJOKEHW Ha IMOcie[Bala KiacupuKalus,
KOETO MoBHIIaBa e(EeKTHBHOCTTA HA MPOAKTHBHATA CHCTEMa 3a OTKpUBaHE Ha aTtaku. Jpyr
MIPUHOC € CBBP3aH C U3IMOJI3BAHETO HAa FEHETUYEH AITOPUTHM 32 OTKPUBAHE HA MOAXOASIIUTE
XHUIeprnapaMeTpyu 3a HacTpoiika Ha Mojena. IIpuiao:kHu (TpuHOCH 3a BHEAPSBAHE):
CodryepHata cucrema 3a BepuuKaus Ha MPEAT0oKEeHUs METO/.

[Tonydyenata kaTo MPUHOC apXUTEKTypa C MAlIMHHO OOyYeHU MOJENU € C MOTeHIMAN Ja
JIOTIpUHECE 3a Pa3BUTHETO Ha M3CJE/BaHMUATA B Taka BakHaTa o0JacT Ha IOCTUTaHE Ha
KHOEPCHUTYPHOCT C U3IMOJI3BAaHE HA METO/IM HA U3KYCTBEH MHTEIEKT.

5. [Ipenenka Ha NyoJMKAUMUTE 110 AUcepTalMOHHUS Tpy . [IpencTaBenu ca 3 mybnukanuu,
ot kouTto nBe ca B AIP Conference Proceedings ¢ SIR u ca unaekcupanu B Scopus. Tperata e
B IIpoLIeC Ha MyOJIMKYBaHe, 3a KOETO € MPEICTaBEHO MOTBBbpkKACHHUE. Te ChbpKAT OCHOBHHUTE
pe3ynTaTd, W3I0KEHH B OTACITHUTE TJIaBU Ha JIucepTalMoHHHsS Tpyd. He ca oruerenu
LUTUPAHUS HA T€3U MyOIUKAIMK OT IPYTH aBTOPH.

6. MHeHusl, NpenopbKU U Oenexku. KaHTUIAThT € HABIA3BJ YCIEIIHO B IpobieMaTHKaTa
Ha KUOEPCUTYPHOCTTa U € HaAMEpPUJ TBOPUECKO pEIIeHHE Ha MPHIOKEHHETO Ha H3KYCTBEH
WHTEJIEKT 32 OTKpUBaHe Ha KkubepaTaku. B mucepranusaTa aurmcsa sicHO AeUHUpaAHE HA 33/1a4U
3a u3cleABaHe, Te ca JaJieHu camo B aBTopedepara. HempaBuiHO € M3IMON3BaH TEPMHUHBT
nperoBapBaHe 3a “overfitting”. [Ipurocu 1 u 3 MoraT 1a ce 00eIUHAT B METO/]] 32 TPOSKTHBHA
cucteMa. bu Moo 1a ce mpeAcTaBsIT KOHKPETHU PE3yJITaTU OT MPUIIaraHETO Ha T€HETHYEH
QITOPUTHM 32 OTKPUTHUTE MOAXOASAIIHM xunepnapamerpu. O630pHara riaBa Ou MOrjo aa obae
MO-HETIOCPEICTBEHO OPUEHTUPAaHA KbM CHIECTBYBAIM PEIICHUSI Ha M3CIEIBAHUS TIPOOIeM,
3a CMeTKa Ha OMHUCAHH Ha M3MOJI3BaHM AITOPUTMH 3a oOydeHue Ha Mojenu. benexkure u
MPEMOPBKUTE LETAT MOANOMAarane u HacoYBaHe Ha KaHAuaaTa B OBbACIIN U3CIIEIBAHUS,.

7. 3axmouenne. OrieHKaTa MU 3a TPEICTaBEHUS UCEPTAIIMOHEH TPY € MOJIOKHUTETHA.
[IpuHOCHTE ca MTUYHO JeJ0 Ha KaHAuAaTa M MOKPUBAT M3MCKBAaHUATA Ha oOpa3oBaTenHa U
HayuHa crerieH. [IpenoppuBam Ha [liamen JlioamuiaoB Cnaxues 1a Ob/e MIPUCHICHA CTETICH
,»JJOKTOp* B ipohecnoHanno Hanpasienue 4.6 MadopmaTika 1 KOMIIOTHPHU HAYKH.
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on a thesis for acquiring a PhD degree
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Thesis theme: Method and proactive system for analyzing big data for discovering
cyberattacks by means of artificial intelligence

Jury member: Assoc. Prof. Anna Rozeva, PhD

1. Actuality of the investigated problem and tasks. Research focus of the thesis are cyberattacks
and mechanisms for protection and prevention of potential harm and losses. In a continuously
digitalizing world, the actuality of performing research and finding solutions of on time
discovery of harmful attacks to any software and information infrastructure and the application
of adequate actions for eliminating or minimizing the eventual losses due to the attacks are
doubtlessly actual. Obvious fact is the daily generation of enormous amounts of various data
in the internet and means for their storage, as well as the development and refinement of the
artificial intelligence technology for manipulating these big data for explorative analysis,
pattern discovery and forecasting future behavior. In this way the artificial intelligence methods
provide for improving the efficacy of cybersecurity measures and their integration in business
and public administrative software infrastructure. In this context the investigations on the tasks
of the research goal are actual and have the potential for obtaining useful and valuable results.
2. Acquaintance with the problem’s state of the art and creative interpretation of the surveyed
literature. The bibliography included in the thesis contains more than hundred sources. They
are closely related to cybersecurity, artificial intelligence, machine learnt models and respective
algorithms for training the models as research topics. The literary survey presented in the initial
chapters reveals the knowledge acquired by the candidate on the research areas state of the art
as well as on solutions to the investigated problems that are currently available. The content
of the next chapters addresses the design of an architecture of a proactive system for
cyberattacks discovery, the justification of the structure and functionality of its components
and finally the development and test of the system present the author’s creativity when
interpreting the literature sources.

3. Compliance of the implemented research methodology and the research goal and
tasks to the contributions claimed. For the achievement of the thesis goal, i.e. the design of
a cybersecurity system by implementing machine learnt models, a classic methodology has
been implemented which enables the realization of the lifecycle of a system involving artificial
intelligence functionality. Within the methodology implementation innovative solutions have
been proposed concerning the training data flow, the functionality of the modules of the
architecture and the implementation of specific algorithms for determining the most suitable



hyperparameters for tuning the models. The development of the system according to the
selected methodology and the obtained results during the testing prove its suitability and sound
basis for accomplishing the research goal.

4. Scientific and/or scientific and application contributions of the thesis: The thesis has
achieved scientific and application value contributions. The basic scientific and application
value contribution | consider is the multilayer modular architecture of the designed system
involving nested layers and use of predictions of the initial layer for training the model at the
next layer. In this way it will be guaranteed that unrecognized inputs will be subjected to further
classifications, which raises the efficacy of the proactive system to discover cyberattacks.
Another contribution refers to the implementation of a genetic algorithm for discovering the
most appropriate hyperparameters for model tuning. Contribution with application value:
The developed system for testing the proposed model and architecture.

The architecture implementing machine learnt models claimed as a contribution has the
potential for facilitating the research in the challenging area of enhancing cybersecurity by
means of artificial intelligence methods and solutions.

5. Evaluation of the publications on the thesis. In relation to the thesis a list of three
publications has been presented. Two of them have been published in AIP Conference
Proceedings, an edition with SJR and they are indexed in Scopus. The third one has been
accepted for publications for which an acceptance letter has been provided. All of them contain
the main results described in the thesis chapters. No citations by other authors have been
observed so far.

6. Overall impression, recommendations, remarks. The candidate has become adequately
involved in the basic cybersecurity problems and has elaborated a creative solution of artificial
intelligence application for attacks discovery. The thesis lacks precise formulation of research
tasks, they have been mentioned in the summary only. The Bulgarian translation of
“overfitting” is incorrect. Contributions 1 and 3 could be generalized as method for a proactive
system. The explicit presentation of results from the application of the genetic algorithm for
hyperparameter selection would add value to the thesis content. The literature review could be
more closely oriented to analysis of existing solutions to the investigated problem than to
descriptions of used algorithms for model training. These remarks and recommendations aim
to guide and support the candidate in future research work.

7. Conclusion. My opinion of the thesis is positive. The claimed contributions have been
achieved by the candidate himself and they satisfy the requirements for acquiring an
educational and scientific degree. Therefore, | recommend Plamen Ljudmilov Spahiev to be
awarded a PhD degree in Professional area 4.6. Informatics and Computer Science.
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