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Peuenzent: mpo¢. nu Ilnamenka boposcka
1. Kpamku ouozpaguunu oannu u oannu 3a npoyedypama.

[Inamen JlrommunoB CrnaxueB € poiaeH Ha 25 okroMmBpu 1979 r 3aBbpiiBa BHUCILIETO cHU
obpazoBanne B lOrosamamuust yHUBepcuteT ,,Heodur Puicku“, xbaero mpumoOuBa crerneH
»2Maructbp® no Cronancko ymnpasienue (2014-2016) u crenen ,,bakanaBep® B chiiara odnact
(2011-2014). Cpennoto cu obpa3oBaHue 3aBbpiIBa B 9-ra OpeHcka e3MKOBa TUMHA3UA ,,A. 1bO
Jlamaptuna‘ B Codus. [IpodecnoHamHUAT My OITUT BKJIFOYBA pabOTa KaTo aCUCTCHT B TeXHUYECKH
yauBepcuteT — Codus (ot 2021 r. 1o cera) u karo TexHHUECKU aupekrop B iGaming.com Ltd. (ot
2023 . mo cera). PaboTun € Ha pa3jnMYHM TEXHHUYECKH M PHKOBOAHM TO3MIMHU B cepara Ha
MH(OPMAIMOHHUTE TEXHOJOTUH, BKIIOUMTENHO B KommnaHuu kato KopektUT bwarapus OO/,
Jluak Mobunutu Hdesenonment Xv0 OO/ u IIpokcuan bearapus AJl. Biagee HAKoIKO dyxau
€31Ka, cpeJl KOUTO aHIIMHCKH, (PEHCKU, HEMCKHU U PYCKHU.

bun e 3anouen nokxropant BbB GIIMU Ha TY-Codusa B nepuona 2021-2025 roguna ¢ HayyeH
pBKOBOAMTEN JIOL. 1-p. MHXK. Jlecucnasa lBaHOBA.

Cren ycnemrHara BbTpeEIIHA 3alUTa HA TUCEPTAIIMOHHUS My TpyX B Karenpa WHpopmarnka Ha
OIIMU, TY-Codus (mpotoxoin 13/28.02.2025.) e crapTupana mpolieaypa 3a 3aiuTa CbC 3a0BEIN
Ha Pexropa Ha TY-Codus NeOXK-4.6-11/10.03.2025r1., 3anmoBen NeOXK-4.6-13/ 18.03.20251. u
3anoBex Ne OXK-4.6-16/26.03.20251.

2. Akmyannocm na pazpabomeanusn 6 OucepmayuOHHus mpyo npooiem 6 HayuHo U HAYUHO
npunoxcrno omnouwenue. Cmenen u HUGA HA AKMYAIHOCIMMA HA RPOOIEMaA U KOHKpEemHume
3a0auu, pazpabomenu ¢ oucepmayuama.

@OoKyChT Ha JUCEPTALIMOHHUS TPYJ € B 00jacTTa Ha KMOEPCUTYPHOCTTA M H3MOJI3BAHETO Ha
pasnuyHu MeToau 3a MalmHHO oOydeHHe 3a aHajlu3 Ha TOJeMH MacuBM OT JIaHHM, C LI
OTKpHUBaHE U MPeBEHIM Ha Knubeparaku. B qucepraninoHHus Tpy/ € onucad MeTo/ 1 0a3upaHa Ha
HEro NMpOaKTUBHA CHCTEMa 3a aHaJM3 Ha TOJIeMHU JAaHHU 32 PAHHO OTKpUBaHE Ha KHOepaTakH ¢
U3I0JI3BAaHE HA U3KYCTBEH MHTENEKT. OCHOBHOTO MPEIN3BUKATEICTBO € ITPABUJIHATA MTOJrOTOBKA
Ha JIaHHUTE U BHEAPSBAHETO Ha CHUCTEeMa, Oa3upaHa Ha MOAOOEH MeTol, 0e3 Ts Ja MOBIuse Ha
MPABUIHOTO (PYHKIIMOHUPAHE HA OCTAHAIUTE KOMIIOHEHTH Ha WH(OPMALMOHHO-TEXHOJIOTUYHUTE
CHCTEMH.



Pa3BuTHeTro Ha HM(POBUTE TEXHOJIOTUM U HAPACTBALIOTO M3IOJ3BAHE HA MHTEPHET M OOJIauHU
YCIIyTH 3HAYUTENTHO YBEIMYaBaT pucka oT KuOeparaku. B To3u KOHTEKCT U3KyCTBEHUSIT UHTEICKT
(M) ce ouepraBa Karo KJIIOYOB MHCTPYMEHT 3a pa3lo3HaBaHE M MPEIOTBpaTsIBaHE Ha 3aIljlaxu.
N3cnenBanero e akTyajaHO M OTroBaps Ha peaHUTe HYXKIU Ha ChbBPEMEHHATa KHUOEpCUTYPHOCT,
KaTo CchbueTaBa HaIlpelHAIM METOAM 3a MAIIMHHO O0yYeHHE ChC CHhbBPEMEHHU apXUTEKTYpPHH
MIPUHIIMITA U aITOPUTMHU 32 aHaJIU3 Ha JIaHHU.

3. Cmenen Ha no3naeame CbCMOAHUEMO HA NPOONEMA U MEOPHUECKA UHMepnpemayus Hd
JumepamypHus Mmamepua.

Hucepranuonnus Tpya ooxsama 130 cTpaHuIy, ChbCTOU C€ OT TPHU IVIaBH, 3aKJIIOUEHHUE, KPATKO
ONHMCAaHWE Ha TMPUHOCUTE HA JUCEPTALlMOHHUS TPYHd, CHUCHK C MyOIMKaluHu, CBbP3aHU C
JUCEPTALMOHHUS TPYIl, KAKTO U CIHCHK C U3MOI3BaHa IMTeparypa, chabpxkail 108 u3touHuka.

W3yepnarenHusaT aHaNIM3 Ha TEKYHIOTO CBHCTOSIHHE B oOnacTTa KHOEpCUTypHOCT, 0030pBT Ha
pa3IMYHUTE BUJIOBE aTaK, BEKTOPUTE, 10 KOUTO T€ CE€ M3ITBIHSABAT U METOJUTE 32 MPEBEHIUS OT
kubep3amiaxu HarpaBeH B [IbpBa I1aBa, CPaBHUTEIHHUAT aHAIU3 MEXKIY Pa3IMYHUA BUIOBE
aNTOpUTMH 32 MammHHO 00yueHue 3a 00padOTKa Ha TOJIEMU MAacHBH OT TaOyJIapHU JTaHHU, KAKTO
Y TPaBUIHKS TOJ00P HA TEXHOJIOTHH C 1€ MPAKTHYECKO JOKa3BaHE Ha IMPEIJIOKCHHUS METOI,
onucad B Tpera raBa, moka3Bar 3abJI00UYECHUTE TO3HAHUS HA JUCEpTaHTa B M3ClieIBaHaTa 00IacT.
[IpencraBeHu ca OCHOBHU TEHCHIIMU 32 YBEIMUEHUE HA U3MOI3BAHETO Ha M3KyCTBEH MHTENEKT
npu GopmMupaHeTo Ha KuOep3ariaxuTe, KaTo € 3acerHara U HyXJaaTa OT peUIpodyHd Mepku. B
pesyaTtar € oOyclioBeHa HEOOXOIMMOCTTa OT H3TPaKIaHE Ha CHElHalM3hpaHa MPOAKTHBHA
CUCTEMa, KOSITO Jla € B ChCTOSHUE Jla OTTOBOPH aJ€KBaTHO Ha MOCTOSHHO MPOMEHSIIUTE Cce
yCIIOBUS B 3all[UTaTa OT KUOEpaTaKH.

4. Cvomeemcmeue Ha uz3dpanama memoouKa Ha u3ciedeane ¢ ROCMAGEHAma yeil U 3a0a4u Ha
oucepmayuoHHuA mpyo.

OcHoOBHara 11eJ1 Ha AUCEPTALMOHHUS TPYA € KOPEKTHO (GOopMyTUpaHa, a MIMEHHO Ch3[aBaHETO Ha
METOJl, a B MOCJEACTBHE M Ha peajiHa MpOaKTHBHA CUCTeMa, Oa3upaHa Ha HEro, 3a aHalIWU3 Ha
roJIeMH JaHHHU 32 OTKPUBaHE HAa KHOEpaTaky C U3IMOI3BaHE HA U3KYCTBEH MHTENEKT. 3a OCTUTaHe
Ha LeJIUTE Ha TUCePTALMOHHMS TP/ MPAaBUIHO ca popMyIrpaHu 3aJaunTte, ooxsamany (1) na ce
NPEUIOKU ONTUMU3HMPAH METO]] 3a aHAJIMW3 Ha TojJeMHU JaHHU 3a OTKpUBaHE Ha KuOepaTaku ¢
U3II0JI3BaHE HAa M3KYCTBEH MHTENEKT, (2) Ha HeroBa 0a3za Ja ObJe NMPOEKTUPaHA M Ch3Ja/ieHa
IIPOAKTHBHA CHCTEMa 3a aHAJIW3 Ha FOJIEMU JIaHHM 3a OTKpHBaHE Ha Kubeparaku U (3) eMIMpUYHO
na ObJIaT 10Ka3aHH MOJI3UTE OT OMUCAHUS METO/ KAKTO U Bb3MOKHOCTTA 32 HETOBOTO MPAKTUYECKO
BHEJIPSIBAHE.

N30panara MeToaMkKa Ha H3CIE€ABAaHE HAIIBJIHO OTroBaps Ha IOCTaBeHaTa Led M 3a/Jadyd Ha
JTUCEPTAIMOHHUS TPYA M O00XBallla MHUPOK CIEKThP OT TEXHOJOTHH W alTOPUTMH 32 MalmHHO
oOyuenue kato JIbpBo Ha pemenusta, CiydaitHa ropa u Jloructuuna perpecus. JombIHUTETHO
ca M3MOJI3BAaHU MMOXBATH 3a OalaHcupaHe Ha HaOopa OT JaHHU, KaKTO M [ eHETHYHM aITOpUTMH C
LIeJI OTKPUBAHE HA HAW-MOAXOASUIMTE 32 KOHKpETHara LIeJI XUIIepIIapaMeTpH, M3IOJI3BAHU 3a
KOH(UTypHUpaHe Ha aJITOPUTMHUTE 32 MAIIUHHO 00yUYeHUE.



5. Kpamka ananumuyuna xapaKmepucmuxka Ha eCmecmeomo u OUeHKa Ha 00CMmoepHoCmma
Ha mamepuana, 6bpxy Koumo ce 2paosam npuHocume Ha OucepmayuoHHus mpyo.

JlucepTalluOHHUSAT TPYH € CTPYKTYpUpaH B JIOTHYECKA IMOCIEA0BATEIHOCT B MOCOKA aHAJIU3 Ha
TEKYyIIOTO ChCTOSTHUE Ha U3CIIeIBAHATa 001aCT, METOJJOJIOTUH U TEXHOJIOTHH, TEXHUTE MPEAUMCTBA
Y HEJIOCTAThIIM U MO-HATATHIIHOTO UM PAa3BUTHE U HA/ITPAXKJIAHE 32 TOCTUTAHE HA IPUHOCUTE HA
JTUCepTalMOHHUS TpyA. B mbpBa miaBa e HanpaBeH 3a1bJ1004YEH aHAIN3 HAa TEKYIIOTO ChbCTOSHUE
Ha M3clieIBaHaTa 001acT, a UMEHHO CKOPOIITHUS MUK B pa3BUTHETO Ha M3KyCTBEHUS MHTEIIEKT, KaTo
€ aKIIEHTUPAHO BHPXY HapacTBallaTa CIOKHOCT Ha KHOepaTakuTe W BIUSHUETO Ha M3KyCcTBEHUS
WHTENEKT BBbPXY 3alllUTHUTE MEXaHU3MU. BBB BTOpa IJ1aBa € MPEUIOKEH METOJ 3a aHaJlu3 Ha
rojJieMHd JaHHU 32 OTKpUMBaHE Ha KuOeparaku, ocHOBaH Ha MammuHHO oOyueHue. MeToabT ce
OCHOBaBa Ha UJesTa 3a JBYCJIOWHA apXUTEKTypa, KOATO MOA0OpsABa TOUHOCTTA HA JIETEKLUS Ype3
MoeTanHo oO0paboTBaHe Ha BXOMAIINTE JaHHU. B TpeTa rmaBa e mpeicTaBeHa apXUTEKTypa Ha
MPOAaKTHBHA CHCTEMa 3a aHallM3 Ha TOJIeMU JaHHM a3 OTKpHUBAaHE HA KuOeparaku, O0a3upaHa Ha
METO/Ia OMKCaH BbB BTOpA IVIaBa. APXUTEKTypaTa U C€ CbCTOM OT JBYKOMIIOHEHTHA, TPUCIOWHA
CTPYKTYpa, KbJIETO IbPBUS KOMIIOHEHT TpeHHpa moaenute 3a MO, a Bropus I'u mpuiiara Bbpxy
peanHu JaHHHU.

6. Hayunu u HayuHonpuioicHu nPUHOCU Ha OucepmayuoHHUusA mpyo.

OHeHHBaM KaTO HayuHOo-npujiorxcen npuHoc 1peajIOKCHUSA METO/ 3a aHAJIU3 Ha I'OJIEMU TaHHU 34
OTKPHBAHC Ha KI/I6epaTaKI/I C U3BIOJI3BAHC HAa U3KYCTBCH UHTCJICKT.

HpennoxceHaTa APXUTCKTYPA, KAKTO U IMPAKTUYCCKOTO U3IIBJIHCHHUC Ha IIPOAKTHUBHA CUCTEMaA 34
AHAJIN3 Ha IOJICMU JaHHU 3a OTKPHBAHC Ha KI/I6epaTaKI/I, 6a3HpaHa Ha OpCIJIOKCHUA MCTOA KaTo
NMPUWIOKEH IIPUHOC.

[IpyHocuTe Ha JUCEPTAMOHHMSI TPYH OIpeNeisiM Karo JOKa3BaHe C HOBM CpEICTBa Ha
CBIIECTBEHN HOBHU CTPAHU B CHILECTBYBAIM HAYYHU MPOOIEMH U TEOPUH, METOAM Ha U3CJeBaHE,
U [I0JTy4aBaHe U JJOKa3BaHE HAa HOBU (paKkTH. XapaKTepbT HA IPUHOCUTE 32 BHEJIPSIBAHE ONPEEISIM
KaTO MHOBATUBHHU MOJXOAU U TEXHOJIOTHH.

3uauumocm Ha npunocume 3a HayKama u NPaKmMuKama.
Pesynrarure oT nucepTaliioOHHUS TPY/A Ca BHEIPEHU KAaKTO CJIEBA:

Ha ocHoBa Ha MNpEIJIOKCHUA MOJACII € H3IrpaJ€Ha CHUCTCMa 3a aHAJIM3 Ha T'OJICMH OAaHHU 34
OTKpHUBAHEC Ha KI/I6epaTaKI/I C U3IIOJI3BAHC HA M3KYCTBCH HMHTCJICKT, IMMOCIYKHJIA 3a MPAKTHYICCKO
J0Ka3aTcJICTBO HA IIOJ3UTC OT MOACIA.

7. Ol{eHKa Ha cmenéenma Ha JItYHOmo ydvacmue Ha Oucepmauma 6 npuHocume.

HpCI[CTaBCHI/IHT AUCCPTAOUOHCH TPYyHd, HAYUYHUTC Hy6m/11<au1/11/1 CBBbpP3aHH C HCTO U LAJIOCTHATaA
HAaYYHO-U3CJICAOBATCIICKA U IIPCIIOAABaTCIICKa JIEHOCT Ha AUCCPTAHTa Y6C,Z[I/ITCJ'IHO ITOKa3Bar, 4c
MOJIYUYCHHUTC PC3YyJITaTHU Ca U3KIIFOUUTCIIHO ACJIO Ha IInamen JIrommuioB Craxues.



8. Ilpeyenka na nyonuxkayuume no OucepmayuoHHus mpyo: opoii, xapaKxmep Ha U30aHuama,
6 KOumo ca omne4amanu.

[IpencraBenu ca gaHHU 3a 3 MyOTUKAIIUH, CBBP3aHH C U3CICABAHMATA B IUCEPTAIIMOHHUS TPYII,
npencraBeHu Ha 48, 49 u 50Ta MexayHaponHa HayyHa KoHpepeHmws ,IIlpunokeHus Ha
MareMaThKaTa B MHXKEHEPCTBOTO U MKOHOMHUKATa* chOTBETHO B roguuute 2022, 2023 u 2024,
mbpBaTa MyONUKyBaHa B COOpHUKA KbM KOH(EPEHIHMATA, OCTAHAIUTE JBE B MPOIEC Ha
nyonukanus. CiegoBarenHo, ca U3MbJIHEHW MHUHUMATHUTE W3MCKBAaHUS 3a HAay4yHaTa CTEINEH
,JJOKTOp™ Ha 3aKoHa 3a pa3BUTHUETO Ha aKaJeMUYHUs CbhcTaB B PemyOmuka bearapus u
[IpaBwiHKMKa 3a yCIIOBHSTA W pela 3a MNPUIOOMBAHE HA HAyYHH CTENEHU B TeXHUYECKH
yauBepcuteT — Codust B obnact Ha Buciie obpazoBanue 4. [IpuponHu Hayku, MareMaTuka u
uHpopmartuka, npodecruonaato HanpasiaeHue 4.6 MudopmaTika 1 KOMIIOTHPHU HAYKH.

9. Muenusa, npenopvku u Genexcku.

JlucepTaluOHHUAT TpPyd € H3TOTBEH IPELM3HO B CTPOMHA JIOTMYECKA IIOCJIEIOBATEIHOCT.
W3cnenanust npoOiieM € COLMaIHO 3HaYMM, IOCTUTHATH ca 3HAYMMU IPUHOCH NPU HAyYHUTE
n3cienBanus. Pesynrarure MpakTH4eCcKu BHEAPHUMH.

10. 3aknrwuenue ¢ ACHA NONOHCUMETTHA UTLU OMPUUAMETTHA OUECHKA HA OUCEPMAYUOHHUA MDY O.

B 3akmitouenue, cuutam ye AMCEPTALMOHHUAT TPyJ Ha TeMa ~“MeTon U npoakTUBHA CUCTEMA 3a
aHaJIM3 Ha TOJIEMH JIAaHHHM 32 OTKpHUBaHE Ha KHOEpaTaky C M3MOI3BAHE HA M3KYCTBEH MHTEJICKT C
asrop Ilnamen JlrommunoB CriaxueB € M3rOTBEH MPENHU3HO M Ha BUCOKO MPO(GECHOHAIHO HUBO,
IIOJIyYEHUTE IIPUHOCHU OT HAYYHO-TIPHUIIOKEH M INPUIIOKEH XapakTep ca 3HAYUMMU, HAIlBJIIHO Ca
YIOBJIETBOPEHU M3MCKBAHUATA Ha 3aKOHA 3a Pa3BUTHETO HA aKaJeMUYHUs chCTaB B PemyOnuka
bearapus, kakro u Ha [IpaBuiiHKKa 3a yCclIOBUSATA U pena 3a IpUA00MBaHe Ha HAy4YHU CTEIICHU B
Texunuecku yHuepcuteT — Codus. [Ipennaram yOeneHo Ha Hay4yHOTO KypU Ja HMPHUCHIU Ha
[Tnamen JlrommminoB CrniaxueB oOpa3oBaTenHaTa M HaydHa CTEIEH ,,JJOKTOp” B OOJIaCT Ha BHCIIE
obpazoBanue 4. [lpuponHu Hayku, MaTeMaTHKa U MH(OpMaTHKa, NpodecroHaTHO HalpaBlieHUe
4.6 Nnopmatuka 1 KOMIIOTbPHU HayKH, crieranHocT — MHpopmaTHka.

Hara: 29.05.2025r., Codus
PELHEH3EHT:

(mpo¢. nu Ilnamenka boposcka)
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1. Brief biographical and procedural data.

Plamen Lyudmilov Spahiev was born on October 25, 1979. He graduated from the South-West
University "Neofit Rilski", where he obtained a Master's degree in Business Administration (2014—
2016) and a Bachelor's degree in the same field (2011-2014). He completed his secondary
education at the 9th French Language High School "A. de Lamartine" in Sofia. His professional
experience includes work as an assistant at the Technical University - Sofia (from 2021 to present)
and as a technical director at iGaming.com Ltd. (from 2023 to present). He has been in various
technical and management positions in the field of information technology, including companies
such as CorrectIT Bulgaria OOD, Link Mobility Development Hub OOD and Proxyad Bulgaria
AD. He is fluent in several foreign languages, including English, French, German and Russian.

He was a part-time doctoral student at the FPMI of TU-Sofia in the period 2021-2025 with
scientific supervisor Prof. PhD Desislava Ivanova.

After the successful internal defense of his PhD thesis at the Department of Informatics of the
FPMI, TU-Sofia (protocol 13/28.02.2025.), a defense procedure was launched with orders of the
Rector of TU-Sofia No. OXK-4.6-11/10.03.2025, order No. OXK-4.6-13/ 18.03.2025 and order No.
0XK-4.6-16/26.03.2025. I have been appointed as a member of the scientific jury by orders of the
Rector of TU-Sofia as follows: NeOJK-4.6-11/10.03.2025, NeOXK-4.6-13/ 18.03.2025 and NeOX-
4.6-16/ 26.03.2025.

2. Relevance of the problem developed in the PhD thesis in scientific and scientifically applied
terms. Degree and levels of relevance of the problem and specific tasks developed in the
dissertation.

The focus of the dissertation is in the field of cybersecurity and the use of various Machine
Learning methods for analyzing large data sets, in order to detect and prevent cyberattacks. The
dissertation describes a method and a proactive system for analyzing Big data based on it for early
detection of cyberattacks using artificial intelligence. The main challenge is the correct



preprocessing of the data and the implementation of a system based on such a method, without it
affecting the proper functioning of the other components of the information technology systems.

The development of digital technologies and the increasing use of the Internet and cloud services
significantly increase the risk of cyberattacks. In this context, artificial intelligence (AI) has
emerged as a key tool for recognizing and preventing threats. The research is relevant and meets
the real needs of modern cybersecurity, combining advanced machine learning methods with
modern architectural principles and data analysis algorithms.

3. Degree of knowledge of the state of the problem and creative interpretation of the literary
material.

The dissertation covers 130 pages, consists of three chapters, a conclusion, a brief description of
the contributions of the thesis, a list of publications related to the dissertation, as well as a list of
used literature, containing 108 sources.

The comprehensive analysis of the current state in the field of cybersecurity, the overview of
different types of attacks, the vectors by which they are implemented and the methods for
preventing cyber threats made in the First Chapter, the comparative analysis between different
types of Machine Learning algorithms for processing large arrays of tabular data, as well as the
correct selection of technologies for the purpose of practical demonstration of the proposed
method, described in the Third Chapter, show the in-depth knowledge of the PhD candidate in the
researched area. The main trends for increasing the use of Artificial Intelligence in the formation
of cyber threats are presented, and the need for reciprocal measures is also touched upon. As a
result, the need to build a specialized proactive system that is able to adequately respond to the
constantly changing conditions in cyberattack protection has arisen.

4. Compliance of the selected research methodology with the set goal and tasks of the thesis.

The main goal of the dissertation is correctly formulated, namely the creation of a method, and
subsequently a real proactive system based on it, for analyzing big data for detecting cyberattacks
using artificial intelligence. To achieve the goals of the dissertation, the tasks have been correctly
formulated, covering (1) to propose an optimized method for analyzing Big data for detecting
cyberattacks using artificial intelligence, (2) on its basis to design and create a proactive system
for analyzing Big data for detecting cyberattacks and (3) to empirically prove the benefits of the
described method as well as the possibility of its practical implementation.

The selected research methodology fully meets the set of goal and tasks of the thesis and covers a
wide range of technologies and algorithms for Machine Learning such as Decision Tree, Random
Forest and Logistic Regression. Additionally, techniques for balancing the dataset were used, as
well as Genetic Algorithms to discover the most suitable hyperparameters for the specific purpose,
used to configure the machine learning algorithms.

5. Brief analytical characterization of the nature and assessment of the credibility of the material
on which the contributions of the dissertation are built.



The thesis is structured in a logical sequence towards an analysis of the current state of the research
area, methodologies and technologies, their advantages and disadvantages and their further
development and upgrading to achieve the contributions of the thesis. In the first chapter, an in-
depth analysis of the current state of the research area is made, namely the recent peak in the
development of Artificial Intelligence, with an emphasis on the increasing complexity of
cyberattacks and the influence of Artificial Intelligence on protective mechanisms. In the second
chapter, a method for analyzing Big data for detecting cyberattacks, based on Machine Learning,
is proposed. The method is based on the idea of a two-layer architecture that improves the accuracy
of detection through step-by-step processing of input data. In the third chapter, an architecture of
a proactive system for analyzing Big data for detecting cyberattacks, based on the method
described in the second chapter, is presented. Its architecture consists of a two-component, three-
layer structure, where the first component trains the MO models and the second applies them to
real data.

6. Scientific and applied scientific contributions of the dissertation work.

I evaluate as a scientific-applied contribution the proposed method for analyzing Big data for
detecting cyberattacks using artificial intelligence.

The proposed architecture, as well as the practical implementation of a proactive system for
analyzing big data for detecting cyberattacks, based on the proposed method, as an applied
contribution.

I define the contributions of the dissertation work as proving with new means significant new
aspects in existing scientific problems and theories, research methods, and obtaining and proving
new facts. | define the nature of the contributions for implementation as innovative approaches
and technologies.

Significance of contributions to science and practice.
The results of the thesis are implemented as follows:

Based on the proposed model, a system for analyzing Big data to detect cyberattacks using artificial
intelligence was built, which served as practical proof of the benefits of the model.

7. Assessment of the degree of the dissertation candidate's personal participation in the
contributions.

The presented dissertation work, the scientific publications related to it and the overall scientific
research and teaching activities of the dissertation candidate convincingly show that the results
obtained are exclusively the work of Plamen Lyudmilov Spahiev.

8. Assessment of publications on the dissertation: number, nature of the editions in which they
were printed.

Data are presented for 3 publications related to the research in the thesis, presented at the 48th,
49th and 50th International Scientific Conference "Applications of Mathematics in Engineering



and Economics" in the years 2022, 2023 and 2024 respectively, the first one published in the
conference proceedings, the other two in the process of publication. Therefore, the minimum
requirements for the scientific degree "PhD" of the Act on the Development of the Academic Staff
in the Republic of Bulgaria and the Regulations on the Terms and Procedure for Acquiring
Scientific Degrees at the Technical University - Sofia in the field of higher education 4. Natural
Sciences, Mathematics and Informatics, professional field 4.6 Informatics and Computer Science
are met.

9. Opinions, recommendations and notes.

The thesis is prepared precisely in a coherent logical sequence. The problem under study is socially
significant, significant contributions to scientific research have been achieved. The results are
practically implementable.

10. Conclusion with a clear positive or negative assessment of the dissertation.

In conclusion, I believe that the thesis on the topic "Method and proactive system for analyzing
big data for detecting cyberattacks using artificial intelligence" with author Plamen Lyudmilov
Spahiev has been prepared precisely and at a high professional level, the contributions received of
a scientific-applied and applied nature are significant, the requirements of the Act on the
Development of Academic Staff in the Republic of Bulgaria, as well as the Regulations on the
Terms and Procedure for Acquiring Scientific Degrees at the Technical University - Sofia, have
been fully met. I strongly suggest to the scientific jury to award Plamen Lyudmilov Spahiev the
educational and scientific degree of "PhD" in the field of higher education 4. Natural Sciences,
Mathematics and Informatics, professional field 4.6 Informatics and Computer Sciences, specialty
- Informatics.

Date: May 29™, 2025
Sofia
REVIEWER:
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