CTAHOBWIIE

ot npod. a-p Esrenus KoBauena,

YHI/IBepCI/ITeT o OMOJIMOTEKO3HAHNE U HH(bOpMaL[HOHHI/I TE€XHOJIOTHH

3a MpuAoOMBaHe Ha 00pa3oBaTeIIHATA M HAYYHA CTEIICH ,,JOKTOP” B IPO(ECHOHATTHO
Hanpasienue “4.6 adopmaTika 1 KOMOIOTBPHHA HAyKH ™,
Hay4Ha cnienrainHoct Mupopmarnka
zanoeau Ne OXK-04.6-05/05.02.2025 r. u Ne O3K-4.6-06/11.02.2025
Ha Pexropa Ha TY-Codus

C IMCEPTAIMOHEH TPYJ Ha TeMa:

METOIOJIOI'UA 3A OBPABOTKA, AHAJIN3 U BEPUOUKALIUA HA
KOMIIOTBHPHU EKCIIEPTU3U B HTU®POBATA KPUMNWHAJIMCTUKA

npeacraBeH ot mar. nH:K. CeetryinH I'eoprueB Credanos,
JIOKTOPAHT KbM KaTeapa "MHpopmaTuka”,
@akynret no [Ipunoxxna matemaruka u undopmaruka npu TY-Codus

C Hay4eH PbKOBOAUTEIN JI011. 1-p MannHka liBaHOBa

l. Ounenka Ha KayecTBaTa Ha AUCEPTALNHOHHUSA TEKCT

B namms uudpor cBAT nudpoBata KPUMHHAIMCTHKA € €IHA OT Hal-BaKHUTE HACOKHU IPH
e()eKTUBHO pa3ClieiBAHE U OCUTYpPSBaHE Ha CIIOKOWCTBUETO HU. AKTyaJIHOCTTa Ha TeMaTa Ha
JUcepTaloHHus Tpya Ha umk. Credanos ,,MeTonosorus 3a 00paboTka, aHaIu3 U BepuduKaius Ha
KOMITIOThPHHU €KCIIEPTH3U B IIU()pOBaTa KPUMUHAIUCTHKA € Oe3cropHa. HaunHute 3a u3BauuaHe Ha
JIAHHU CJIeJ[Ba ca 4acT OT U3BJIMYAHETO Ha JIOKa3aTelcTBa B IudpoBaTa KpuMHHATUCTHKA. Clie/IBAHETO
Ha OIpe/Ie/IeHa METOI0JIOTHS OT KPUMHUHAIUCTUTE OCUTYPsBA MPABUITHO PEIICHUE ITPH U3CIICIBAHETO U
ChOTBETHO 3al[UTa Ha cjieaBam| eTam. JlucepTanuoOHHHST TPYJ HW3CIeBa BB3MOXHOCTHTE 3a
ABTOMAaTU3WpaHE Ha JACHHOCTH MPH pa3ciie/[BaHe B IIU(pOBa cpefa 3a moAo0psBaHe e)eKTUBHOCTTA Ha
KPUMUHAIIMCTHUTE, 33 TIOCTUTAaHE Ha MO-Obp3U PE3yJITaTH U 32 MMOBUINIABAHE HA TOYHOCTTA OT aHAIIU3 Ha

LII/I(i)pOBI/ITC JOKa3aTcjICTBa.

Llenra Ha AucepTanMOHHHSA TPYJ € Ja c€ Pa3padOTH METOHOJOTHs 3a 00padOTKa, aHAIHU3 U

BepI/I(bI/IKaI_II/ISI Ha KOMITIIOTbPHHU CKCIICPTU3U B I_II/I(prBaTa KPUMUHAJIMCTHKA U Ja C€ UMILJICMCHTHUPA B



CO(pTyepHO PEHICHUC 3a IMoAIIOMarane 1 aBToOMaTu3npaHe Ha JICHUHOCTH B III/I(I)pOBO KpPUMUHAJIUCTHUYIHO

pascieBane. 3a mocTuranero Ha ta3u mei CeetiinH CtedaHoB CH ITOCTaBs YSTHPHU OCHOBHH 3a1a4H:
e 0030p Ha ChBPEMEHHHU MOJICIIH, TEXHUKH U METOJIONIOTHH B U POBATa KPUMHUHAIUCTHKA;

e pa3paboTBaHE Ha METOIOJIOTH 32 00padOTKa, aHAIN3 U BepU(PHUKAIIAI HA KOMIIOTHPHH

CKCIICPTU3U B LII/I(prBaTa KpUMHHAJIUCTHKA,

° AHAJIM3HUPAHC Ha TCXHUKHU OT MAIIMHHO 06yquI/Ie " U3KYCTBCH UHTCJICKT B LII/I(prBaTa

KPMMHWHAJINCTHKA,

® MpOCKTUpaHEe W pa3paboTka Ha codTyepHa cCHUCTeMa Bb3 OCHOBa Ha pa3paboTeHara

METOJI0JIOTHS

JlucepTalMOHHUAT TpyA € ¢ 06eM 136 cTpaHuly, CTpyKTypara My € OT YBOJ, 5 TJaBH
(AHanM3 Ha CBBPEMEHHOTO CBCTOsHME, Merononorus 3a pascienBaHe B Ludpoara
KpUMHHAIHCTUKA; (DYHKIMOHATHA apXUTEKTypa Ha coTyepHa cHcTeMa; TEeXHUKH OT
MAaIIMHHO O0y4YeHHWe W M3KYCTBEH HHTeNeKT W [Iporotmn Ha codTyepHa cuctema) u
3akioyeHue. M3non3Banu ca 53 ¢urypu u 4 tabnuum, usnonsBaHu ca 117 nuteparypHu

HU3TOYHHKA.

JIOKTOpaHTBT € NpeAcTaBUil rpapuuHO pa3padOTEHUTE OT HETO KOHIENTYalIeH MOJEI U

METOJI0JIOT U, KOETO MOKa3Ba J00po OopaBeHE ¢ MaTepHsITa.

]_ISIJ'IOCTHaTa My paspa60TI<a MNpeaACTaBsa aHAJIIMTUYHATA MY pa60Ta 1 Bb3MOXHOCTTA MYy 1d

¢dopmanuzupa npoyyeHara UHGopMarus.

II. TIpuHoCcH Ha TUCEPTANMOHHOTO U3CJIeIBaAHE

Hokropant CeeriuH CredaHoB onpenens 7 HAYYHH U HAyYHO-TIPUJIOKHHU IIPUHOCA U 2
npwiokHU. IIpennoxkennrTe HaydHUTE M HAyYHO-TIPUJIOKHUTE MPUHOCH CMSITaM, Y€ ca Io-

TOYHO HAaYYHU

1. Pa3paboTeH e KOHLENTyaleH MOJIeN, MPEeACTaBsAIl Pa3BUTHETO HA PAMKH U MOJIENIU B
I_[I/ICprBO KPUMUHAJIUCTUYIHO Pa3CICABAHE, KAKTO U NPECACTABAIL 3HAYCHUCTO HA TECXHUKU OT
U3KYCTBEH MWHTEJEKT, MAllMHHO M JbJOOKO oOydeHue 3a MOJIOoMaraHe Ha eKCHepT-

pascrienBarl.

2. Pa3zpaboTeHa e MeTo10JI0THsI 32 UPPOBO pa3ciieBaHe B U poBaTa KPUMUHATHUCTHKA
OT TIpaKTH4ecka rieaHa Touka — DFIP, BkmouBama 12 ¢asm, 3a moamomarane neifHOCTH Ha

pascienBaiu-eKCIepTH.



3. IlpennokeH e moaoOpeH MoOeN 3a MpuAoOMBaHEe Ha HMUGPOBHU JOKA3aTEICTBA 3a

MOJIOMarane U3MbJIHeHNEeTo Ha (pa3a 2 0T MEeTOJ0IOTHTA.

4. Pa3paboreHa € paMka 3a MPUIOKEHHUETO HA TEXHUKH OT HM3KYCTBEH HHTEICKT B
uudpoBaTa KpUMHUHAIUCTHKA, B IUPPOBO KPUMUHAIMCTUYHO pa3cie/IBaHe U 3a MOrOTOBKA Ha

KOMITIOTBbPHH CKCIICPTHU3U.

5. Ce3pmaznen e kiacuukanmoHeH Mojen 3a kimacudukanus Ha 17 Buma daitnoBu

(dbopMaTu 3a oJIMoMaraHe aHajan3a Ha MUQPPOBHU JTOKA3aTEICTBA.

6. Cp3mazenu ca ABa Mojienia, CbOTBETHO 3a M3CJE/IBaHE Ha TEKCTOBOTO ChAbpKAHHUE U
u3BnIMyaHe Ha cHUMKH oT pdf caiinoBe, 3a aBTOMaTu3MpaHe aHanIM3a Ha MHUPPOBU

J0Ka3aTciICTBa.

7. Cp3maieH € MoJieN 3a CeHTUMEHT aHaM3 Ha Chabpkanuero Ha pdf daitmoe 3a

nonoopsiBaHe Ha MU(PPOBO KPUMUHATUCTUYHO Pa3CiieIBaHe.

CMS[TaM, Y€ KbM HAYUYHUTC MPHUHOCU TpSI6Ba Ja BJIC3C aHalu3 Ha meKyuomo CbCmosirnue
n aHaiuz HA Uu3noJjizeaHemo Ha MAUWUHHO O6yll€Hu€ U U3KYyCmeeH UuHmejleKm 6 uuqbpoeama

KPUMUHAIUCMUKA.

Il.  /lanum 3a kanauaaTa

Wrx. CeetniuH CtedanoB e maructbp no KomnroTbpHu cucteMu U TexHoaoruu ot 2002
oT HannoHnaseH BoeHEH YHUBEPCUTET, MMa cepTU(UKATU 110 BoeHHH Hayku oT 2003, ekcriepT
3a U3rOTBSIHE HA KPUMMHAIUCTUUHU ekcneptusu ot 2009 u pabotu B obmactTta oT 2019 kbM

Hammonanuna crneacrsena cinyx6a — Codusi.

Ot 6uorpaduyHuTe OENEKKU Ce BIXKAA, Y€ JOKTOPAHTHT CHCTEMAaTUYHO CE€ Pa3BUBA B
obnactTa Ha mUdpoBaTa KPUMHUHAIUCTUKA. TOM € HaArpakaan 3HaHUATA CHU MPEe3 TOJAUHHTE,

KOETO ce BMXK/a B IIpeJicTaBeHaTa paboTa.

IV. O6ma xapakTepucTHKa HA MOCTH/KEHUATA M HAYYHUTE TPY/I0BE_HA KAHANIATA

[TocTmxenusita Ha AucepTalMOHHUS Tpyld Ha uHXK. CTedaHoB ca myOnukyBaHH B 8
JI0KJ1a/1a Ha KoH(epeHInH (4 B cTpaHaTa U 4 B yyOnHa); 4eTUPU OT CTATUUTE Ca UHJCKCHPAHH

B Scopus u ABe, OT KouTo ca ¢ Q4.



[IpencraBenuTe cTaTuu 3a MpuI0OMBaHe Ha 00Opa3oBaTeIHATa U HAy4YHA CTETIEH ,,JOKTOP
MOKpYBAT MUHUMAJIHUTE HAIMOHAIHM WM3UCKBaHUS U lIpaBuiHMKa 3a yCIOBUATA U pela 3a

npuI0OMBaHe HA HAYYHU CTEIICHU M 3a6MaHE Ha aKaJeMUYHU JIHKHOCTH B TY-Codus.

ABTopedepaTbT NOKpHBA TOYHO AUCEPTALUOHHUS TPY U MPEACTABSI HEroBaTa ChIIHOCT.

V. DBejeXKd u NpenopbKu

Ha6J’II-OI[aBaT CC HAKOM IIpaBOIIMCHU T'PCHIKM, HO TOBAa HE IIPEYM Ha KAa4YCCTBOTO Ha

pabotara.

[Ipenopbkata mu e urxK. CTedaHoOB 1a MPOABIDKABA Pa3sBUTHETO CH B oOJjacTTa W Ja

reHepupa Bce mo-100pH perieHus B 006J1acTTa Ha udpoBaTa KpUMUHAIUCTHKA.

VI. JInyaM BHe4YaT/IeHUs 32 KAHIAUAATA

He mno3naBam wmxk. CBeTinH CTC(i)aHOB JquyHo. Mmam BhOedaTiieHHs caMoO OT

npejacTaBeHuTe Marepuaiu. [lpaBu BeyaTiieHne CUCTEMaTUYHOCT Ha padoTara.

VIl. 3akiawuenue

HaHpaBCHI/ITe KOMCHTAapHu U 3a0€eJIeKKA HE OMaJIOBa)kKaBaT MOCTUTHATOTO OT JOKTOpPAHT
CredanoB. [IpenopbuBaM Ha HAy4YHOTO XKYpPH Ja NPEAJIOKH HAa KOMIIETEHTHHMS OpraH Ha
@akynrer no [IpunoxxHa matematnka u nHpopmatuka npu TY-Codus 1a npuchau Ha UHXK.
CBeriiun T'eoprueB CredanoB oOpazoBarenHaTa U Hay4YHa CTEMEeH ,,JIOKTOP® B
npodecronanno Hampasnenue 4.6 HpopmaTMka U KOMIIOTBPHM HAayKW  HaydHa

cneuuanHoct Mupopmaruka. .

MBrOTBHUIT CTAHOBHIIIETO: .evvvvreneeeeeeeerrrininseeeeeseesrssnnnns

npod. 1-p Esrenust Koauena
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with the PhD thesis topic:
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COMPUTER EXPERTISE IN DIGITAL FORENSICS

presented by M.Eng. Svetlin Georgiev Stefanov,
PhD student at the Department of Informatics,
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with scientific supervisor Assoc. Prof. Dr. Malinka lvanova

VIII. Assessment of the quality of the dissertation text

In our digital world, digital forensics is one of the most important directions in effective
investigation and ensuring our peace of mind. The relevance of the topic of the dissertation work of Eng.
Stefanov "Methodology for processing, analysis and verification of computer expertise in digital
forensics™ is undeniable. The methods of data extraction are part of the extraction of evidence in digital
forensics. Following a certain methodology by forensic scientists ensures the correct solution in the
investigation and, accordingly, defense at the next stage. The dissertation work explores the possibilities
for automating investigative activities in a digital environment to improve the efficiency of forensic

scientists, to achieve faster results and to increase the accuracy of the analysis of digital evidence.

The purpose of the dissertation work is to develop a methodology for processing, analysis and

verification of computer expertise in digital forensics and to implement it in a software solution to



support and automate activities in a digital forensic investigation. To achieve this goal, Svetlin Stefanov

sets himself four main tasks:
e overview of contemporary models, techniques and methodologies in digital forensics;

o development of a methodology for processing, analysis and verification of computer

forensics in digital forensics;
o analysis of machine learning and artificial intelligence techniques in digital forensics;
e design and development of a software system based on the developed methodology

The dissertation is 136 pages long, its structure is an introduction, 5 chapters (Analysis
of the current state; Methodology for investigation in digital forensics; Functional architecture
of a software system; Machine learning and artificial intelligence techniques and Prototype of
a software system) and a conclusion. 53 figures and 4 tables were used, 117 literary sources

were used.

The doctoral student has graphically presented the conceptual model and methodology

developed by him, which shows a good handling of the material.

His overall development presents his analytical work and his ability to formalize the

studied information.

IX. Contributions of the dissertation research

Doctoral student Svetlin Stefanov identifies 7 scientific and applied scientific
contributions and 2 applied ones. | believe that the proposed scientific and applied scientific

contributions are more precisely scientific

1. A conceptual model has been developed, presenting the development of frameworks

and models in digital forensic investigation, as well as presenting the importance of artificial

intelligence, machine and deep learning techniques to assist an expert investigator.

2. A methodology for digital investigation in digital forensics from a practical point of
view has been developed - DFIP, including 12 phases, to support the activities of expert

investigators.

3. An improved model for acquiring digital evidence has been proposed to support the
implementation of phase 2 of the methodology.



4. A framework for the application of artificial intelligence techniques in digital forensics,
in digital forensic investigation and for the preparation of computer expertise has been
developed.

5. A classification model has been created for the classification of 17 types of file formats

to support the analysis of digital evidence.

6. Two models have been created, respectively for examining text content and extracting
images from PDF files, to automate the analysis of digital evidence.

7. A model for sentiment analysis of the content of PDF files has been created to improve

digital forensics.

| believe that scientific contributions should include an analysis of the current state and

an analysis of the use of machine learning and artificial intelligence in digital forensics.

X. I11. Candidate details

Eng. Svetlin Stefanov holds a Master's degree in Computer Systems and Technologies
from the National Military University in 2002, has certificates in military sciences since 2003,
an expert in preparing forensic examinations since 2009 and has been working in the field since

2019 at the National Investigation Service - Sofia.

From the biographical notes it is clear that the doctoral student is systematically
developing in the field of digital forensics. He has built up his knowledge over the years, which

is evident in the presented work.

XI.  General description of the candidate's achievements and scientific works

The achievements of the dissertation work of Eng. Stefanov have been published in 8
conference reports (4 in the country and 4 abroad); four of the articles are indexed in Scopus
and two of them are with Q4.

The submitted articles for the acquisition of the educational and scientific degree "doctor"
meet the minimum national requirements and the Regulations on the conditions and procedure

for acquiring scientific degrees and occupying academic positions at TU-Sofia.

The abstract accurately covers the dissertation work and presents its essence.



XIl.  Comments and recommendations
There are some spelling errors, but this does not interfere with the quality of the work.

My recommendation is that Eng. Stefanov continue his development in the field and
generate ever better solutions in the field of digital forensics.

XIIl. Personal impressions of the candidate

| do not know Eng. Svetlin Stefanov personally. | have impressions only from the

materials presented. The systematicity of the work is impressive.

XIV. Conclusion

The comments and remarks made do not belittle the achievements of doctoral student
Stefanov. | recommend that the scientific jury propose to the competent body of the Faculty of
Applied Mathematics and Informatics at TU-Sofia to award Eng. Svetlin Georgiev Stefanov
the educational and scientific degree "doctor" in the professional field 4.6 Informatics and

Computer Sciences" scientific specialty Informatics. .

Prepared the opinion: .........cccccceevveieieeve e,

Prof. Eugenia Kovatcheva, PhD



