CTAHOBWLWE

3a gncepTaumoHeH Tpya
3a npuaobuBaHe Ha obpasoBaTteriHa 1 Hay4Ha cTeneH ,40KTop”
no npodecnoHanHo HanpaerneHue 4.6 ,HdopmaTuka n KOMMTbPHU HayKn®,
Hay4Ha cneuyuwanHocT ,MHpopmaTmka“

Aemop Ha ducepmauvuoHHuUsi mpyd:. CeeTnuH Neoprmues CtedaHoB
Tema Ha OucepmauuoHHuUs mpyd. Metogonorus 3a obpaboTka, aHanua wu
BepudmKaLmMa Ha KOMMIOTbPHN EKCNEPTM3N B LMdpoBaTa KpMMUHANUCTUKA

Unen Ha Hay4HoOmo Xypu:. npod. g-p Mapus Mwuxannosa Hwuwesa-llaBnosa,
Codunckm yHusepcuteT ,,CB. KnumeHT Oxpumackun®

Cbc 3anosegm Ne OXK-4.6-05/05.02.2025r. n Ne OXK-4.6-06/11.02.2025r. Ha
Pektopa Ha TY — Cousi CbM HasHavyeHa 3a YfleH Ha Hay4YHO XXypu BbB Bpb3ka C
npoueaypata 3a npuaobusaHe Ha OHC ,gokTop“ no npodecnoHanHo HanpasneHue
4.6 ,MIH(pbopmaTrKa N KOMMAKTBPHU HAYKW®, Hay4YHa cneuuanHocT ,MHdopmaTuka®, ot
CeetnuH lNeoprnes CrtechaHoB ¢ AucepTaumoHeH Tpya Ha Tema ,Metogonorus 3a
obpaboTka, aHanu3 u BepuuKauma Ha KOMMTbPHU €eKCcnepTusn B uudpoBaTa
KPpUMUHaNUcTunKa®“.

1. AkTyanHocT Ha pa3paboTBaHusi B AMCEPTALMOHHUS TPpyA Npobnem

AvcepTaunoHHUAT TPYA € NOCBeTeH Ha U3crneaBaHUs, HACOYEHN KbM Cb3[aBaHe
Ha HOBW MOJENU 1 peLleHus B obnacTTa Ha umudpoBaTa KpUMUHANUCTUKAE.

AKTyanHocTTa Ha TeMaTa Ha gucepTtaumsita ce onpeaens ot ronsimara 3HaunmocT
Ha obnacTtTa Ha nscnegBaHusATa U B YaCTHOCT OT BCE OLWe HeJOCTaTbYyHO BUCOKOTO
HMBO Ha pas3BUTUE Ha umMdcpoBaTa KPUMMHANUCTMKA B HawaTa cTpaHa. LlenTta, kosaTo
ANCepTaHTbT CM MNOCTaBs, KAKTO W 3agayuTe, Npou3TuMyalumM OT Tasu uen, ca
aedvHMpaHu cned 3agbnboyYeH aHanM3 Ha CbLeCTBYBaLLMTE 3a4ayun U pasnmyHuTe
TMNOBE N3NCKBAHUA B n3bpaHaTta obnact. 3agaunte ca popMynmpaHn KOPEKTHO 1 Ha
noaxoasio HMBO Ha abCcTpakums 1 yCnewHoTo UM U3MbIHEHNE MOXe Aa AoBeae Ao
nocTuUraHe Ha LenTa Ha agncepTaunoHHNA TpyAa.

2. [lo3HaBaHe Ha CbCTOAHMETO Ha u3crenBaHusita rno np06nema

CnncbkbT Ha wu3non3eBaHuTe B pabotata no guceptauusita nuTepaTypHu
N3TOYHMUM BKItouBa 117 3arnaeus, npeobnagaeailarta 4acT OT KOMTO ca M3gadeHu
npe3 nocnegHute 10  roamHu. 3agbnboyeHOCTTa  Ha  U3NOXEHMETO  Ha
AVCEePTaUMOHHUSA TPYA U HAYUMHBT Ha UUTMPaHE Ha nuTepaTypHUTe U3TOYHMUM B



TeKcTa Ha guceptauusTa ceBuaeTencTBaT 3a OoOpoTO Mo3HaBaHe OT CTpaHa Ha
[AMcepTaHTa Ha CbBPEMEHHOTO CbCTOAHME Ha U3cneaBaHusaTa no npobnema.

3. CboTBeETCTBUE Ha |/|36paHaTa MeTOAnKa Ha n3cnegBaHe C nocraBeHUTe Lesn
1 3aga4vn Ha gnceptaumnoHHUA Tpyn

Kato usano avcepTtauvoHHUSIT TPyA MpaBuM MHOro Ao6po BrevaTrneHue Cbc
3a4bnboYyeHocTTa Ha usnoxeHweto. OGnacTTa Ha M3cneaBaHETO € akTyanHa U
CroXHa W u3uckBa [obpo cb4yeTaHWe Ha TeopeTMyHa MOAroTOBKa, CEPUO3HU
NPaKTU4YeCKNn YMEHMSI U HaTpynaH OonuT B pasnunyHyM obractu Ha MHdopmaTukaTa.
N3bpaHaTa meTogMka e noaxosiia 3a npegmeTa, UenuTe M 3ajaunte Ha
n3cnefBaHeTo.

4. TpuHOCK Ha AMcepTaLNOHHUS TPYya,

Pe3yJ'ITaTI/ITe, nocTturHaTn OT AucepTtaHTa, Ca OpUrMHanHun wn HanblTHO
CbOTBETCTBAT Ha NMNOCTaBeHNUTE Lern.

lMpuHOCUTE Ha AMCEPTAUMOHHMS Tpyd WMaT HayYyHO-MPUMOXEH W MPUIOXKEH
Xapaktep u moxe ga 6baat o6o6LeHn KakTo crneaBa:

e PaspaboteHn ca mogen un wmetogonorMs 3a uudpoBO pascrnedBaHe B
umdpoBaTa KpUMUHANUCTMKA OT NpaKTUYecKa rnegHa Todka.

e [lpeanoxeH e mogen 3a npugobuBaHe Ha uUMPPOBKM [OoKas3aTencrea 3a
nognoMaraHe Ha M3MbSIHEHMETO Ha edHa OT asuTe Ha paspaboTeHaTa
MeTOOONOrs.

e Chb3gageHa e paMKa 3a npunaraHe Ha TEXHWKM OT obriacTTa Ha U3KyCTBEHUSA
WHTENEeKT B uudpoBaTta KpUMUHANUCTMKA, B UMMPPOBO KPUMUHANUCTUYHO
pascnegBaHe 1 3a NOAroTOBKA Ha KOMMIOTbLPHU EKCNEPTU3N.

e PaspaboteHn ca mogenu 3a u3cnedBaHe Ha TEKCTOBOTO CbAbpXKaHue WU
N3BnM4aHe Ha CHUMKK OT dbannoBe B YECTO cpellaH hopmaT, npegHasHa4YeHu
3a aBTOMaTU3MpaHe Ha aHanus3a Ha uMdpoBM AoKa3aTencTea.

e PaspaboteH e codTyepeH NPOTOTMM Ha CUCTEMaA 3a aBTOMaTu3npaHe Ha
AENHOCTM B UuMdpoBaTa KPMMWUHANMCTMKA Bb3 OCHOBaA Ha Cb3gagdeHaTta
METOLOSIorMs 3a pascneaBaHe B LMpoBaTa KpMMUHANUCTUKA OT NpakTudecka
rnegHa Touka.

Mo Moe MHeHMe NPUHOCUTE Ha ANCEPTALMOHHNA TPYA Ca HAaNbSTHO AOCTAaTbYHM 3a
npugobuBaHe Ha obpasoBaTenHa W HayyHa cTerneH ,JO0KTop“ B NpodecuoHanHo
HanpasneHue 4.6 ,MIHdopmaTnka n KOMNIOTbPHU HaAYKK".

5. My6nukauumn no AMcepTaLnoOHHUSA TPy

Pesyntatute, nonyyeHn B OMCEPTAUMOHHWUS Tpynd, Ca OTpas3eHu B TpWU CTatum,
ny6nvKyBaHN B Hay4YHW U3gaHusi, nHaekcupanu B Scopus. MNMocoveHn ca gaHHM 3a owe
neT cTaTuM Ha AucepTaHTa Nno pesynTtaTu OT AUCEPTALMOHHUA TPya, KaTo 3a YeTmpu



OT T4dX Ca NpUINioXeHn nogxogdln OOKYMEeHTHU, yaoCToBepdBalln, 4e CbOoTBETHaTa
cTaTtna e npueTa 3a nedyar.

MpenctaBeHM ca OaHHM 3a ABe 3abens3aHn UMTMPaHUS Ha edHa OT MOCOYEHUTE
ny6rnvkaumm B TpyooBe Ha ApYrn aBTopMU.

My6nukauunte no gucepraumsta NOKPUBAT HANBHO MUHUMASTHUTE HaLMOHAMNHN
N3UCKBaAHUS U MUHUManHUTe nanckeaHus Ha TY — Codumsa 3a npungodbmsaHe Ha OHC
»O0KTOP“ B NpodbecnoHanHo HanpaeneHue 4.6 ,MIHpopmMmaTka n KOMNIOTbPHU HayKK".
Hsima gokasaHo no 3aKkOHOYCTaHOBEHMUS peq nnarnaTcTBO B AUCEPTALMOHHUS TPpyAa U
nyoénukauunTe no Hero.

6. 3abenexku n npenopbKu

Hamam cbliectBeHM 3abenexkm KkbM OpMynvMpoBKkaTa Ha Uenta Ha
AMCepPTaLUMOHHMS TPyA U HEroBUTe 3adayn, pesyntati u npuHocn. OPopMsiHETO Ha
TEeKCTa, CTUIbT U €3UKbT Ha W3NOXEeHMeTo ca MHoro ao6pu. HepgoctaTbk Ha
avcepTtauusTa e, Ye Mpu  nNperfnega  Ha CbBPEMEHHOTO CbCTOSIHUETO Ha
nscrniegBaHusiTa U nNpakTuydeckuTe paspaboTkm B obGnactta Ha uudposaTa
KPpUMMHanNMcTUka B T. 1.4 He e HanpaBeH onuUT 3a popMynMpaHe U aHanu3 Ha Haii-
CbLLECTBEHUTE OTKPUTU Npobnemu.

7. 3akntodeHue

Bb3 ocHOBa Ha W3NOXEHOTO MO-rope cMdaATaMm, 4Ye OUCEPTaLMOHHUAT TPyA
yaosneTtBopssa usncksaHusata Ha 3PACPB, NMN3PACPB v NpasunHuka 3a ycnosusata
N peda 3a npugobueaHe Ha Hay4dHu cteneHu B TY — Codomsa. [laBam nonoxmtenHa
OUEeHKa Ha OucepTauuMOHHUS TPYyA W npeanaraMm Ha yBaXkaeMOTO HaydHO Xypu da
npucban Ha astopa My CBetnuH NeoprneB CtedpaHoB obpasoBaTtenHaTta M HayyHa
cTeneH ,40KTop” B NnpodecnoHanHo Hanpasnenue 4.6 ,MHdopmaTnka n KOMNIOTbPHN
HayKn"“.

Hata: 08.04.2025 . UneH Ha Hay4YHOTO Xypu:
(npod. A-p M. Huwesa-lMNasnosa)



Opinion
of Prof. Dr. Maria Nisheva — Sofia University “St. Kliment Ohridski”
on Doctoral Thesis in Professional Area 4.6 Informatics and Computer Science

Thesis Title: Methodology for processing, analysis and verification of computer
expertise in digital forensics

Professional Area: 4.6 Informatics and Computer Science

Author: Svetlin Georgiev Stefanov

Pursuant to Orders OXK-4.6-05/05.02.2025 and O>K-4.6-06/11.02.2025 of the Rector
of the Technical University of Sofia | was appointed a member of the scientific jury for
the defense of the submitted thesis in professional area 4.6 Informatics and Computer
Science, entitled “Methodology for processing, analysis and verification of computer
expertise in digital forensics”.

1. Relevance of the research problem
The doctoral thesis of Svetlin Stefanov is dedicated to research aimed at creating new
models and solutions in the field of digital forensics.

The relevance of the dissertation topic is determined by the great importance of the
field of research and, in particular, by the still insufficiently high level of development
of digital forensics in our country. The goal that the author sets, as well as the tasks
arising from this goal, have been defined after a thorough analysis of existing problems
and different types of requirements in the chosen field. The tasks are formulated
correctly and at an appropriate level of abstraction, and their successful
implementation can lead to achieving the goal of the dissertation.

2. Knowledge of the state of research on the problem
The list of references in the thesis includes 117 titles, the majority of which have been
published in the last 10 years. The depth of the presentation of the thesis and the
manner of citing the sources in the text of the dissertation testify to the good knowledge
of the PhD student of the contemporary state of research on the problem.

3. Compliance of the chosen research methodology with the set goals and
objectives of the dissertation
Overall, the dissertation makes a very good impression due to its depth of presentation.
The area of study is current and complex and requires a good combination of
theoretical knowledge, serious practical skills and experience in various areas of
Informatics. The chosen methodology is appropriate for the subject, goals, and
objectives of the study.



4. Contributions of the doctoral thesis
The results achieved by the dissertation are original and fully consistent with the set
goals.

The contributions of the dissertation work are mainly of an applied scientific nature

and can be summarized as follows:

e A model and methodology for digital forensics investigation from a practical
perspective have been developed.

e A model for acquiring digital evidence has been proposed to support the
implementation of one of the phases of the developed methodology.

e A framework has been created for the application of artificial intelligence
techniques in digital forensics, in digital forensics investigation, and for the
preparation of computer expertise.

e Models have been developed for studying text content and extracting images
from files in a common format, designed to automate the analysis of digital
evidence.

e A software prototype of a system for automating activities in digital forensics
has been developed based on the created methodology for investigating digital
forensics from a practical perspective.

In my opinion, the contributions of the PhD thesis are fully sufficient for the
acquisition of the educational and scientific degree "doctor" in professional field 4.6
Informatics and Computer Science.

5. Publications on the PhD thesis
The results obtained in the dissertation are presented in three papers published in
scientific journals indexed in Scopus. Data is provided for five more papers by the
dissertation author based on the results of the dissertation, and for four of them,
appropriate documents are attached, certifying that the respective paper was accepted
for publication.

Data is provided for two noted citations of one of the indicated publications in works
by other authors.

The publications on the dissertation fully meet the minimum national requirements
and the minimum requirements of TU — Sofia for the acquisition of the educational and
scientific degree "doctor" in professional field 4.6 Informatics and Computer Science.
There is no proven plagiarism in the dissertation and the publications on it.

6. Critical comments and recommendations
I have no significant comments on the formulation of the objectives of the dissertation
and its tasks, results and contributions. The design of the text, the style and the
language of the presentation are very good. A disadvantage of the dissertation is that
in the review of the current state of research and practical developments in the field of
digital forensics in section 1.4, no attempt has been made to formulate and analyze
the most significant open problems.



7. Conclusion

Summing up, | consider that the doctoral thesis of Svetlin Stefanov fully satisfies the
requirements of the national regulations and the specific conditions and requirements
of the Technical University of Sofia. Its author has achieved significant research results
that make an original contribution to the chosen field of study. Therefore, | strongly
advise the honorable scientific jury to award to Svetlin Georgiev Stefanov the
educational and scientific degree "Doctor" in professional area 4.6 Informatics
and Computer Science.

Sofia, April 8, 2025 Prof. Dr. Maria Nisheva



