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1. 06K BNneyaTtieHns

lMpeacTtaBeHMAT AncepTtaumoHeH Tpya, pasrnexaga W3KAK4YUTEIHO akTyanHa TemMa B
CbBPEMEHHUA AUrMTaneH CBAT, KbAeTo KubepnpecTbnHOCTTa HapacTBa U U3MUCKBa epeKTUB-
HW MHCTPYMEHTU 3a pas3cnenBaHe. [luceptaumara obxealla LUANOCTEH NpoLEeC Ha pa3cnes-
BaHe B UMdpoBaTa KPUMMUHaANNUCTMKA, KaTo npeanara MetogonoriyeH noaxon 3a obpaboTtka,
aHanns n sepmoukauma Ha umdpoBM AoKa3aTesncTea.

TpyobT € CTPYKTypMpaH B NeT OCHOBHW INaBu, BCAKa OT KOUTO pasrnexaa K1r4oBu ac-
nekTn Ha umdbpoBaTa KpUMUHANUCTUKA:

1. VscnenBaHe n aHann3 Ha CbBPEMEHHU MOAEeNN, METOAN U TEXHUKWN 38 U3FOTBAHE
Ha eKcnepTu3un — BKNOYBa BubnmomeTpnyeH aHanmM3 Ha M3NON3BaHUTE NOAX04MU
B KpUMMHaNMUCcTUKaTa, KakTo 1 npeacraBpaHe Ha pa3paboTeH KoHuenTyaneH Mo-
nen.

2. Metopgonormna 3a nHéopmaumoHHa obpaboTka, aHanu3 n sepmbunkauma B Lund-
poBaTa KpUMUHanMcTuka — gedmHmpa CTonknTe Ha pascnenBaHeTo, Kato obx-
BaLlia npmoobuBaHe, CbxpaHABaHe, aHanM3 W NpoBepka Ha uMdpoBM gokasa-
Tencrtea.

3. lNpoekTnpaHe Ha MHTeNUreHTHa MHPOPMaLMOHHA CUCTEMA C UHTerpmpaHa Me-
TOOO0M0rMA — nNpeacTaBa pazpaboTkata Ha cucTeMa, KOATO aBToMaTM3npa 1 Noa-
nomara pascriegBaliunrte eKkcnepTu.

4. MawunHHo obyyeHme N N3KyCTBEH MHTENEKT B uudbpoBaTa KPUMUHANMNCTMKA — U3-
cnenBa npunaraHeTo Ha anropuTMM OT U3KYCTBEHUA MHTENEKT 3a aHanu3 Ha
undpoBu gokasaTencrea.

5. PaspaboTBaHe 1 oueHka Ha codpTyepHa cucTema 3a uenmTe Ha undposaTa Kpu-
MUHaNUCTMKa — onucea paspaboTeH codPpTyepeH NPOTOTUN M HeroBaTa OLeHKa
upe3 GyHKLMNOHaNHM TecToBe M obpaTHa Bpb3Ka OT eKCnepTu.

ABTOPBT AEMOHCTPMpa 3a4bnboyeHO No3HaBaHe Ha o61acTTa U MHTerpupa pasnmyHm
noaxogu — OoT TeEOpeTUYeH aHann3 Ha KPUMUHANIUCTUYHM MeToAM A0 BHeApABaHe Ha anro-



pUTMM 3a MalUMHHO oby4yeHue. MIanon3eaHaTta 6ubnuorpadua e aktyasnHa n BKNHOYUBA BOAe-
LM n3cneaBaHms B obnactra, KaTo ce NpaBu CMCTEMaATM3NPAHE Ha CbLLECTBYBaLLUTE METOAMU
N TAXHOTO HagrpakgaHe. OcobeHo BneyaTnABaLWLO € MPUIOXKEHMETO HA aBTOMaTU3MpPaHU
TEXHUKU 3a aHanmM3 Ha UMPpPOBM AoKa3aTesICTBa, KOETO Noka3Ba onuTa Ha aBTopa KbM npak-
TMYeCKNTEe NpeansBmkatencTea B obnacrra.

OuncepTtaumara e ACHO U NOTMYHO CTPYKTypupaHa, Kato BcsAka rnaBa Haarpaxkaa npea-
xogHaTta. CTOMHOCTTa Ha n3crieaBaHETO e BUCOKa, Tbi KaTo He caMo npeanara HoBa MeToa0-
Norvs, HO U NpeacTaBa peasnHa UMNAeMeHTaUMA, KOeTo A npaBu NPakTUYeCKM NPUNoXKMMa.
Hapepn c ToBa, npeanoxxeHata MeTogonorusa Moxe aga 6bae agantmpaHa KbM pas/fiyHU cLe-
Hapun B obnactrta Ha KMBEPCUTYPHOCTTa U KPpUMUHANUCTUYHUTE pa3cneaBaHusa. TpyabT e
3HauMM npuHoc B obnacTtra Ha unmdpoBaTa KPUMMHANUCTUKA U OTroBapa Ha BCUYUKK akage-
MWYHKM CTaHAapTK.

PaszpaboTeHaTa MeTog0n0rna 1 npeactaBeHnUTe pesyntatn oTroBapaT Ha CbBPEMEHHU-
Te Hay4YHW N3NCKBaHMA B obnacTTa U MMaT 3HauUuUTeNEH NPUHOC KakTo 3a TeopuATa, Taka U 3a
npakTnukaTta Ha umdpoBaTa KPUMUHANNUCTUKAE

2. NMpuHocu
B auceptaunmoHHMA Tpya ca NnpeacTtaBeHn cnegHnUTe OCHOBHM MPUHOCK, KOUTO ca AO0K-
nagBaHW OT aBTOpa M ca B CbOTBETCTBUE C U3BBPLUEHMUTE HAYyYHUN U3CNeaBaHUA N NPUTOXKHU
pa3paboTku:
1. Hay4yHM 1 HayYHO-NPUTOXHU NPUHOCHU:

e PaspaboTeH e KOHUeNTyaneH Moaen, NpeacTaBaAL, pa3BUTUETO Ha paMKu
“ MoOenu B LMPPOBO KPUMUHANMUCTUYHO pa3cneaBaHe, Kakto U NpeacTa-
BSILLL 3HAYEHNETO HA TEXHUKN OT U3KYCTBEH MHTENEKT, MaLLIMHHO U Abn6o-
Ko obyueHue 3a nognomMaraHe Ha eKcrnepT-KPUMMUHANUCT.

e Pa3paboreHa e MeTogonorma 3a undpoBO pascneaBaHe B undpposaTa
KPpUMMHaNMUCTUKa OT npakTuyecka rnegHa touka DFIP, BkntouBawa 12
da3un, 3a noagnomaraHe AeMHOCTN Ha eKCNepT-KPUMUHANNCTN.

e [lpepgnoxeH e nogobpeH moaen 3a npmaobmeaHe Ha UMPPOBM OOKa3a-
TencTBa 3a noanomaraHe U3nbaHeHMEeTo Ha ¢pasa 2 oT MeTogonoruaTa.

e PazpaboTteHa e pamMka 3a NPUNOXKEHNETO Ha TEXHUKMN OT N3KYCTBEH MHTE-
NeKkT B undpoBarta KpUMUHANNCTMKAE, B UMPPOBO KPUMUHANTUCTUYHO pas-
crnenBaHe M 3a NoAroToBka Ha KOMMIOTBPHM EKCNEPTU3MN.

e Cb3gageH e knacudpumkaumoHeH Moden 3a knacudukauma Ha 17 Buaa
dannosn dopmatu 3a nogrnomaraHe aHanmaa Ha uMdPpPoBM gokazaTesncT-
Ba.

e Cb3gageHn ca gBa Moaena, CbOTBETHO 3a M3cfefBaHe Ha TEKCTOBOTO
cbAbpXKaHWE N U3BNMYaHe Ha CHUMKU oT pdf pannose, 3a aBTOMaTU3U-
paHe aHanmnsa Ha uMdpPOBM AOKa3aTesIcTBa.

e Cb3agageH e Moaen 3a CEHTUMEHT aHanu3 Ha cbabpXKaHMeTo Ha pdf dan-
noee 3a nogobpasaHe Ha ULMPPOBO KPUMMHANMUCTUYHO pa3crenBaHe.

2. Tprno>kHM NpnHocK

e Cb3gageH e pyHKUMOHANEH apXMTeKTYpPeH Mogen Ha codpTyepHa cucte-

Ma, KOMTO € TEOPETUYHO 0BOCHOBAH M MHTerpmpaLy MeTo4osorma 3a pas-



cnenBaHe B undpoBarta KpUMMHANUCTUKA OT MpakTUyecka rnegHa Touka
DFIP.

e PaspaboTeH e copTyepeH NpoToTUN Ha CUCTEMA 3a aBTOMaTU3NpPaHe Ha
OenHoCcTn B undpoBata KpUMMHANUCTMKA Bb3 OCHOBA Ha Ccb3gageHaTta
npeav ToBa METOAOMONMA 3a pa3crenBaHe B umbpoBata KpUMMHANNUCTU-
Ka oT npakTunyecka rnegHa Touka DFIP.

Tean NMPUHOCK NOTBBbpP>KAaBaT, Ye ANCepPTauMoOHHUAT Tpya npeacTtasnaAsa 3Ha4MM nNpu-
Hoc B obnacTtra Ha LI,VICI)pOBaTa KPpUMUHaNnMCTMKa, Kato npegnara MHoBatTuBHM peLleHmnAa 3a
I'IO,EI,OGpFIBaHe Ha e(l)eKTI/IBHOCTTa Ha KPUMNHANMUNCTUYHNTE EKCNEPTU3N.

3.MNo3HaBaHe Ha npobneMa

OncepTaumMoHHMAT Tpyd AOeMOHCcTpupa 3agbnboyveHo paszbupaHe Ha npobnemurte,
cBbp3aHu c obpaboTkaTta, aHann3a u Bepudmkaumata Ha UMPpPoBN AoKa3aTeNcTBa B KPUMMN-
HanUCTUYHUTE pa3cnenBaHuma. Cpen OCHOBHUTE NPeamn3BMKATENCTBa, KOUTO M3CeABaHETO
agpecupa, ca yBenimyaBallarta ce CI0XKHOCT Ha umMbpoBUTE NpecTbnIeHna, HeobxoanMocTTa
OT HageXAHu MeToam 3a npuagobuBaHe M aHanu3 Ha UMbpPoOBM AoKasaTeNcTsa U nMncaTa Ha
yHUbdUUMpaHW cTaHaapTu 3a sepudpunkauma.

B Ta3un Bpb3Ka, TpyAbT Npeanara MeTono/10rna, KoATo cbyeTaBa yTBbpAEHU KPUMMHA-
NNCTUYHN TEXHUKN C MHOBATUBHU anropuTMKM 3a aHanms, nognoMorHaT oT MalmMHHO oby4ye-
Hue. ToBa Nno3BonaBa pa3paboTBaHETO Ha NO-ePEKTUBHUM CTpaTermMm 3a pascnensaHe

4. Metoponorma n HayuHa o60CHOBaHOCT

M3cnenBaHeTo e CTPYKTypupaHo Taka, Ye Aa o6xBaHe BCUYKM KNOYOBWU eTanu oT Kpu-
MMUHaNUCTUYHOTO pa3cnenBaHe — oT NPUAO6MBAHETO N CbXPaAaHEHWETO Ha AokasaTesicTBaTa
[0 TAXHATa NpoBepka 1 nNpeacTaBsHe B eKCNepTHM 3akntodeHuna. MNpeanoxeHata MeToa010-
rMa He camo cneaBa YTBbPAEHUTE KPUMUHANMUCTUYHN CTaHOapTU, HO U MM Hagrpaxana yupes
MHTEerpupaHe Ha aBTOMaTU3MPaHU anropuTMU U U3KYCTBEH WUHTENEeKT, KOUTO onTUMM3npar
npoLeca 1 HaMansaBaT PUCKa OT rPeLLKU.

ABTOPBT M3BBPLLBA CPAaBHUTE/IEH aHANM3 Ha CbLLECTBYBALLUTE METOA0/I0MMU, KaTo Ae-
MOHCTpUpa npeanmMcTBata Ha npeanoxXxeHaTa paMka 4yYpe3 KPUMUMHaANUCTUUYHWU CLUEeHapuu.
PaspaboTeHaTa MeToA0N0rna e NoanoXeHa Ha eKcrnepuMeHTaniHa NpoBepka U e OLleHeHa oOT
ekcnepTn B ob6nacTTa, KoeTo NoTBbpXKAaBa HeMHaTa npakTuyecka Npuno>KnMMocT.

5. OueHKa Ha cTpyKTypaTta n opopM/IeHUeTo

OunceptaunoHHUAT Tpya € fobpe CTpyKTypupaH M cnegsa normyecka nocrenoBaresn-
HOCT, KOATO MO3BO/MSBA ACHO MpocneasBaHe Ha HayyHOTO M3cnenBaHe. BbBeaeHWeETo Bb-
BeXaa uMTaTtena B KOHTEKCTa Ha uudpoBaTa KpMMMHANUCTMKA U oYepTaBa OCHOBHUTE Npo6-
NeMun, KOUTo TPYAbT Ce CTpeMU Aa agpecupa. Bcaka oT nocneaBalimte rnaBu e U3rpageHa c
ACHO gedunHMpPaHM LeNn N cbaobpxa Heobxognmata TeOpeTMYHa paMKa, aHanmM3 Ha CbLLEeCT-
BYyBaLLW NOAXOAM, METOAO0MNOTMYHM NPEANOXKEHUA N NPaKTUYECKN eKCcrepuMeHTN. ToBa ocu-
rypsisa naaBeH Npexoa Mexxkay pasnmuyHuTe etanu Ha n3cneaBaHeTo M noaabpika KOHCUCTEH-
THOCT B NpeacTaBaHETO Ha MHpopMaumaTa.

MpeacTtaBsHETO Ha AaHHUTE N pe3ynTaTuTe e NnoakpeneHo ¢ Tabnuuu, rpadukm n Unc-
Tpaumu, KOUTO crioMaraT 3a BU3yanmaaumata Ha KHo4YoBUTE KOHLENUMK 1 aHanm3n. Manonas-
BaHMAT €3MK € akaleMNYEH N NPELIN3EH.



LUntnpanaTta nutepatypa e aktyanHa u gobpe nogbpaHa, KOeTO nNogcuiBa HaydHaTa
CTOMHOCT Ha un3cnenBaHeTo. bubnnorpadcknute npenpartkm ca KOpPekTHO oPOpPMEHU, KOETO
OONpUHAacsa 3a NPo3payYHOCTTa Ha U3MNOM3BAaHNUTE USTOUHMLN.

OncepTtaumMoHHMAT Tpya OTroBapsa Ha M3UCKBaHUATA, KaTo cbyeTaBa Aobpe opraHu3un-
paHa CTpyKTypa, ACHO W3N0XEHWe U CTPUKTHO crnasBaHe Ha akageMW4uHWUTe rnpaBuna 3a
odpopMAHe Ha Hay4HU nybnmkKaumn.

6. OueHka Ha ny6bnmMkauuuTe U NMYHUA NMPUHOC Ha AO0KTOpaHTa

B npeacTtaBeHnA gucepTtaunoHeH Tpya ca oTyeTeHn 8 (oceM) HayuYHM nybnumkaunm, Kom-
TO OTpasaBaT pe3yntaTuTte oT nacnegsaHeto. MNybnnkaunoHHaTa akTUBHOCT Ha AOKTOpaHTa €
Ha BMCOKO HMBO, KaTo NpeacTaBeHuTe nybnnkaumm ca nybnmkyBaHu B peueH3npaHm HayuHm
n34aHMA U NpeacTaBeHW Ha NPECTMDKHU Hay4yHU KoHdepeHumun. NokpuBaT ce pasnuuHute
acnekTu Ha U3cneaBaHeTo.

[eMoHcTpMpaHa e akTUBHOCT B akageMunyHaTa obuwHocT. OTpaszeHuTe UMTMpaHua not-
Bbp>KAaBaT MHTepeca KbM U3CNe[BaHEeTO N HEroBoTO 3Ha4vYeHune. JIMYHUAT MPUHOC Ha LOKTO-
paHTa B KONEKTUBHUTE Nybnmnkaumm e ACHO aeduHMpaH.

3AKJ/TKOYEHUE

OncepTaumMoHHUAT Tpy4 Ha Mar. nHX. CeeTnmH CtedaHoB e 3Ha4YMM NMpMHOC B obacTra
Ha umdpoBaTa KpuMMHanuctTuka. PaspaboTeHata meTononormsa u copTyepHOTO peLleHue
nMaT noTeHuman 3a peanHo NpUIoXKeHWe B ekcnepTHaTa npakrtnka. ABTOPbT AEMOHCTpMpa
3aabn6oyeHn No3HaHMa B obnacTtra, npunarankyu MoaepHM TEXHOMOMMU U aHaNUTUYHU NOA-
Xoau.

C ornep Ha N3n10>XXeHUTE HayuYHU MPUHOCKU U KaYeCTBOTO Ha NPOBEAEHOTO N3CeaBaHe,
cumTaM, Ye gMcepTaunMoOHHUAT TPYA HaAMb/IHO OTroBapA Ha M3NCKBAHMATA 3a NPUCHXAaHE Ha
obpasoBaTenHarta U Hay4yHa cTeneH ,,40KTop“. Y6eneHo naBaM CBOATA NOMOXKUTENHA OLEH-
Ka 1 npegnaram AonyckaHeTo My A0 3aLimTa.
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1. General Impressions

The presented dissertation addresses an extremely relevant topic in the modern digital world,
where cybercrime is on the rise, requiring effective investigative tools. The dissertation covers
the entire digital forensic investigation process by proposing a methodological approach for
processing, analyzing, and verifying digital evidence.

The work is structured into five main chapters, each examining key aspects of digital fo-

rensics:

6. Study and analysis of modern models, methods, and techniques for expert re-
port preparation — includes a bibliometric analysis of forensic approaches and
presents a developed conceptual model.

7. Methodology for information processing, analysis, and verification in digital fo-
rensics — defines the investigation steps, covering the acquisition, storage, anal-
ysis, and verification of digital evidence.

8. Design of an intelligent information system with an integrated methodology -
presents the development of a system that automates and supports forensic ex-
perts.

9. Machine learning and artificial intelligence in digital forensics — explores the ap-
plication of artificial intelligence algorithms for digital evidence analysis.

10. Development and evaluation of a software system for digital forensics — de-
scribes the developed software prototype and its evaluation through functional
tests and expert feedback.

The author demonstrates deep knowledge of the field and integrates various approach-
es — from theoretical analysis of forensic methods to the implementation of machine learning
algorithms. The bibliography used is up-to-date and includes leading studies in the field, sys-
tematically categorizing and enhancing existing methods. Particularly impressive is the appli-
cation of automated techniques for digital evidence analysis, reflecting the author's practical
experience in the field.

The dissertation is clearly and logically structured, with each chapter building upon the
previous one. The research has high value, as it not only proposes a new methodology but
also presents a real implementation, making it practically applicable. Furthermore, the pro-
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posed methodology can be adapted to different scenarios in cybersecurity and forensic in-
vestigations. The study is a significant contribution to the field of digital forensics and meets
all academic standards.

The developed methodology and presented results comply with modern scientific re-
quirements in the field and have a significant contribution to both the theory and practice of
digital forensics.

2. Contributions
The dissertation presents the following major contributions, reported by the author,
which align with the conducted scientific research and applied developments:
3. Scientific and Applied Contributions:

e A conceptual model has been developed, illustrating the evolution of
frameworks and models in digital forensic investigation, emphasizing the
role of artificial intelligence, machine learning, and deep learning tech-
niques in supporting forensic experts.

e A methodology for digital investigation in digital forensics has been devel-
oped from a practical perspective (DFIP), consisting of 12 phases to assist
forensic experts.

e An improved model for digital evidence acquisition has been proposed to
support phase 2 of the methodology.

e A framework has been developed for applying artificial intelligence tech-
niques in digital forensics, forensic investigation, and the preparation of
computer expert reports.

e A classification model has been created to categorize 17 types of file for-
mats to aid digital evidence analysis.

e Two models have been developed: one for textual content analysis and
another for image extraction from PDF files, automating digital evidence
analysis.

e A sentiment analysis model has been created for analyzing the content of
PDF files to enhance digital forensic investigations.

4. Applied Contributions:

e A functional architectural model of a software system has been created,
theoretically justified and integrating the digital forensics investigation
methodology from a practical perspective (DFIP).

e A software prototype for automating activities in digital forensics has been
developed based on the previously established DFIP methodology.

These contributions confirm that the dissertation represents a significant ad-
vancement in digital forensics, offering innovative solutions to improve the effectiveness of
forensic expert investigations.

3. Understanding of the Problem

The dissertation demonstrates a deep understanding of the issues related to pro-
cessing, analyzing, and verifying digital evidence in forensic investigations. Among the key
challenges addressed in the study are the increasing complexity of digital crimes, the need



for reliable methods for acquiring and analyzing digital evidence, and the lack of unified
standards for verification.

In this regard, the dissertation proposes a methodology that combines established fo-
rensic techniques with innovative analysis algorithms supported by machine learning. This
enables the development of more effective investigative strategies.

4. Methodology and Scientific Justification

The study is structured to encompass all key stages of forensic investigation — from ac-
quiring and storing evidence to verifying and presenting it in expert conclusions. The proposed
methodology not only adheres to established forensic standards but also enhances them by
integrating automated algorithms and artificial intelligence, optimizing the process and re-
ducing error risks.

The author conducts a comparative analysis of existing methodologies, demonstrating
the advantages of the proposed framework through forensic scenarios. The developed meth-
odology undergoes experimental validation and expert evaluation, confirming its practical
applicability.

5. Evaluation of Structure and Formatting

The dissertation is well-structured and follows a logical sequence that allows for a clear
understanding of the scientific study. The introduction provides context in digital forensics
and outlines the main issues the research aims to address. Each subsequent chapter is con-
structed with clearly defined objectives and contains the necessary theoretical framework,
analysis of existing approaches, methodological proposals, and practical experiments. This
ensures a smooth transition between different research stages and maintains consistency in
the presentation of information.

The presentation of data and results is supported by tables, graphs, and illustrations,
aiding the visualization of key concepts and analyses. The language used is academic and
precise.

The cited literature is current and well-selected, strengthening the scientific value of the
study. Bibliographic references are correctly formatted, ensuring transparency of the sources
used.

The dissertation meets the required standards by combining a well-organized structure,
clear exposition, and strict adherence to academic rules for scientific publication formatting.

11. Evaluation of Publications and Personal Contribution

The dissertation reports eight (8) scientific publications, reflecting the research findings.
The doctoral candidate's publication activity is at a high level, with articles published in peer-
reviewed scientific journals and presented at prestigious scientific conferences. Various as-
pects of the study are covered.

Active engagement in the academic community is demonstrated. The recorded cita-
tions confirm interest in the research and its significance. The doctoral candidate's personal
contribution in co-authored publications is clearly defined.



CONCLUSION

The dissertation of M.Eng. Svetlin Stefanov is a significant contribution to the field of
digital forensics. The developed methodology and software solution have potential real-world
applications in forensic practice. The author demonstrates in-depth knowledge in the field,
applying modern technologies and analytical approaches.

Given the presented scientific contributions and the quality of the conducted research,
| conclude that the dissertation fully meets the requirements for awarding the educational
and scientific degree "Doctor." | confidently give my positive assessment and propose that
the dissertation be admitted for defense.

29.04.2025 Prepared by:

Sofia Assoc. Prof. Dr. Zlatko Zahariev
Department of Informatics
FAMI

Technical University of Sofia



