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Peuensusra e uzrorsena ot: dou. 0-p Aecucnaea Heanosa, TY-Coguna, Gaxkynrer npuiaoxHa
Matematuka u uapopmaruka (PIIMU), karenpa MupopmaTuka, B KaueCTBOTO MU Ha 4IEH Ha
Hay4HOTO XypH, cbriacHo 3amoBen Ne OXK-4.6-05 or 05.02.2025 r. u 3anoex OXK-4.6-
06/11.02.2025 r. na Pexropa Ha TY-Codusi.

1. Oﬁma XAPaKTEPUCTUKA HA NUCEPTAINUOHHUSA TPYA U IPEACTABCHUTE MaTCpHAJIN

JlucepTaliMoOHHUAT TpyA € ¢ o0eM 136 cTpaHHIM U € CTPYKTYPUPAH C yBOJI, MET IJIaBH,
3aKiroueHue u npuHocu. Juceprauusra ceabpxa 53 durypu u 4 rabnmuuu. Hutupanu ca 117
JUTEepaTypHU U3TOYHMKA. TemaTnyHaTa 00acT HAa IUCEPTALIMOHHUS TPYJ € CBbp3aHa ¢ Lud-
poBaTa KpUMHHaJIMCTHKA. BaxkeH 3a 00111ecTBOTO HU IPOOJIEM, CBBP3aH C OCUTYPsIBaHE HA TOY-
HOCT, ObP30/I€CTBHE U I'PBKABOCT HA KPUMUHAIMCTUYHUTE Pa3Ciie/IBaHusl, KOETO € OT U3KJIIIO-
YUTeNHA BAXKHOCT Ha (DOHA Ha HapacHAIUTE U YCHhBBPIIIEHCTBAHU KHOEPIPECTHILICHUSI.

Ilvpsama 2nasa na AUCCPTAOUOHHUA TPyHA € HACOYCHA KbM IPOYUBAHC, aHAJIM3UPAHC U

00o01IaBaHe Ha ChbBPEMEHHH HAyYHU TOCTIKEHHS 110 OTHOIIICHWE Ha ChBPEMEHHHU MOEIH 32
UG POBO KPUMHHAIMCTUYHO pa3ClieIBAHE U OYePTaBaHE HA HAKOM MPEIU3BUKATEICTBA U TEH-
JICHLIMU B KOHTEKCTa Ha U3CJIe[[BaHaTa TeMaTuka. Bmopa enasa Ha qUcepTalusaTa MpecTaBs
MeTofonorusd B 6 uudpoBaTa KpUMHUHAIMCTHKA OT MpakTudecka rienHa Touka (Digital
Forensic Investigation from Practical Point of View — DFIP), kosTo bJIHO ¥ TOYHO OTpa3siBa
CBHBPEMEHEH TPOIIeC Ha pascienBaHe B U(ppoBaTa KPUMHHAIKMCTHKA M ITOKa3Ba crienndukara
Ha HEHHOTO MPAaKTUYECKO MpHUIIOKEHHE. Tpema 2nasa BKIOYBA pa3paboTeHa (yHKIIMOHATIHA
apXUTEKTypa Ha copTyepHa CUCTEMa U apXUTEKTYPEH MOJIeNl Ha COPTyepeH MPOTOTHUII 3a MO/~

ImoMaraHe Ha pa3CjiCABaHHus B I_[I/I(i)pOBaTa KPUMUHAIUCTUKA U U3TOTBAHC HA KOMITFOTBPHHU C€K-



CIICPTU3H, CHCHBafIKH MCTOHOJIOTUATA OT BTOpA rijiaBa. Yemevpma 2nasa € IOCBETEHA HA U3-

MOJI3BaHETO HA TEXHUKHU OT MAIIMHHO 0OyYeHUe M U3KYCTBEH MHTEJCKT B IIU(pOBaTa KPUMH-
HaJInCTHUKA, B I_II/I(prBO KPUMUHAJIUCTUYIHO Pa3CJICABAHEC U 3a ITOATIOTOBKA HaA KOMITIOTbPHH CK-
crieptusu. Ch3nazneHa € pamka, KosATo 00001aBa OCHOBHUTE MPOOJEMH U M3CIICI0BATEICKH
HACOKH 3a MPUIOKEHHE HAa M3KYCTBEHHsI MHTEJCKT B IMdpoBaTa KpuMUHATKCTHKA. [lema
211a6a TIpeicTaBs pa3pabOTEeH MPOTOTHIT HA cOPTyepHa CHCTeMa 32 IEIUTe Ha udpoBaTa Kpu-
MHUHAJIMCTHKA ChOOPA3HO Ch3/1aJieHaTa METOIOJIOT S 32 pa3ciieBane B HU(ppoBaTa KPUMUHA-
JMCTHKA OT MpakThyecka rieana Touka DFIP u ¢ u3BbpiieHa olieHKa OTHOCHO UMILICMEHTH-
paHaTa QyHKIHOHATHOCT.

IIpeocmaesenusim oucepmayuornern mpyo e 6 aKkmyaiHa u Ovp30 pazeusauja ce oonacm,

C8bP3aHA YUPposama KPUMUHATUCTIUKA.
2. JIaHHU W JIMYHH BHeYATJIeHUs 32 KAaHAUAATa

[ToznaBam Cerninn CredanoB ot 2020 roanHa, OT MOMEHTa B KOMTO 3amo4yHa paboTara
CH 10 AucepTauuoHHus Tpyad. IIpe3 mocneanuTte ner roauHu, TOM U3MBJIHSABALIC 3aJaUUTE CU
10 YTBBPJICHUS WHIMBUIyaJICH TLJIaH.

Mora na crionensi, Ha 0a3a HeroBaTta pa®oTa Mo JuUcepTalusaTa U NPeJOCTaBEHUTE 3a pe-
ueHsupane marepuanu, ye Csernun CredanoB uma n1o6pa moAroToBka B 001acTTa U Mo3HaBa

npobyieMHaTa 00J1acT.

3. Cbabp:kaTesieH aHAJIN3 HA HAYYHUTE U HAYYHO-TIPUJI0KHUTE MOCTUKEHUS HA KaH-
AUIATA, CHABPHKAILIM Ce B MPeACTABEHUS JUCEPTALMOHEH TPY/I U NYOJTUKAIMUTE KbM
Hero, BKJIIOYEeHHM M0 Npoleaypara
B nucepranmoHHusAT Tpya ca GopMylIHpaHU U MPEIJIOKEHHU CEIeM Hay4YHO-TIPHIIOKHHU

MIPUHOCH U JIBa MPUJIOKHH TIpuHOCca. [IpueMam npeanoxeHuTe B TUCEPTALMOHHUS TPYA MpHU-
HOCH KaTO CMSTaM, 4e:

1) Hayuno npumnoxxHu npuHocu 6 u 7 morar aa 6baaT odbenuHeHH, ,,Cb3aaleHu ca Mo-
JIeJTM, ChOTBETHO 3a M3CJIE/IBAaHE HAa TEKCTOBOTO ChIBPIKAHME M CEHTUMEHT aHAIN3 U
u3BnMyaHe Ha cHUMKH OoT pdf (paiinoBe, 3a aBTOMaTHU3MpaHe aHaNU3a Ha TUPPOBU J10-
Ka3aTelICTBA', KAKTO U

2) JlBata mpuIIOKHU MPUHOCA MOTAT Ja c€ 0000MIAT B €IMH MPUHOC, KAaKTO ciieqBa ,,Ch3-
Ja7IeH € apXUTEKTYpPEH MoJieT ¥ cOTyepeH MPOTOTHUIT HA CHCTEMA 32 aBTOMAaTU3UPaHe
Ha JIeHHOCTH B MU(poBaTa KPUMUHAIMCTUKA Bb3 OCHOBA Ha MPEIOKEHATAa METO/I0-
Jorusi 3a pascienBaHe B IuMdpoBara KPUMHUHAIMCTHKA OT TMpaKTHUYECKa TIeAHa

TOYKa..



4. AnpodGanusi Ha pe3yJTaTuTe

AnpoOarust Ha pa3pabOTEHUTE MOJIEIH, METOJIOJIOTUU U CO(TYyEepPEeH MPOTOTHII € HaIpa-
BEHA 4Ype3 MyOJMKYBaHETO UM Ha MPECTHXKHU MEKIAyHapoaHu ¢opymu. [lomydenure pesys-
TaTH B IUCEPTalUOHHUAT TPy Ha CBeTiinH CtepaHOB ca M3JI0KEHHU B OCEM HAYYHH ITyOJIMKA-
MU, CBBP3aHU C TUCEPTALMOHHUS TPY/, OT KOUTO IET ca IO MeYaT, 32 KOUTO ca MPECTaBU
CITY)KE€OHU OCIICIKKH.

TpuTe n31e3/M OT NeYaT cTaTHH ca UHACKCUPaHU B Scopus. Becuuku cratuu ca B ChaBTOP-
CTBO, KaTo B 1ieT oT Tax CBerinH CteaHoB € mbpBH aBTOp. ENHA OT MyOIMKYBaHUTE CTATHH €
B Q4.

OTIUYHO BIIEYATIICHHUE TIPABAT U 3a0CIII3aHUTE JIBE [IUTUPAHUS HA CTATHATA!

Ivanova, M., and Stefanov, S., “Digital Forensics Investigation Models: Current State and
Analysis,” 2023 8th International Conference on Smart and Sustainable Technologies
(SpliTech), Split/Bol, Croatia, 2023, pp. 1-4, doi: 10.23919/SpliTech58164.2023.10193176,
Scopus.

Ilpeocmasenume nyonuxayuu om CeriiuH CTedaHOB nokpusam uzucKk8aHusima 3a npu-
oobusane na obpazoeamenna u nayyna cmenen "/foxmop" 6 I1H 4.6 Ungopmamuxa u komnio-

MBPHU HAVKU.

5. KauecTrBa Ha aBTOpe(deparTa
ABTopedepaTbT OTroBapsi Ha U3UCKBAHUATA U CHABPKAa OCHOBHATA WH(OPMAIUATA U OT-

pa3dBa TOYHO U SICHO MPUHOCUTE B NUCCPTATIUOHHUA TPYA.

6. KputnunHu 6esie:KKU M IPeNoOpbKU

HsmMaMm KpuTHUHU 320€5IeXKKH.

7. 3axio4yenue

Cnen xaro ce 3ano03Hax C IPEeICTaBEHUTE B IPOLEAypaTa AMCEPTALIMOHEH TPY I U IPUIPY-
YKaBaIlMTE 'O HAYYHU CTaTUM U MATEPUAIU U Bb3 OCHOBA HA HAIIPABEHUS aHAJIU3 HA TSAXHATA
3HAQYMMOCT M ChJIBPKAILK CE B TAX HAYYHU, HAYYHO-IIPWIOKHU U NPUJIOKHHA IIPUHOCH, IOT-
BBbPIKAaBaM, 4ye MPEJICTABECHUAT AUCEPTALIOHEH TPYA U HAyYHHUTE MyOJUKAIlMH KbM HEro,
KaKTO M Ka4YeCTBOTO U OPUTMHAIIHOCTTA HA IIPEACTABEHUTE B TAX PE3YITaTH U MOCTHKECHUS,
otroBapsaT Ha u3uckBanusTa Ha 3PACPB, IlpaBunHuka 3a NpuiIokKEeHUETO My U ChOTBETHHS
[IpaBunnuk Ha TY-Codus 3a mpunodbuBaHe oT KaHAMaTa Ha 00Opa3oBaTeIHaTa U Hay4Ha CTe-
el ,,IOKTop** B HayuHaTa obusacT 4. [IpupoaHu Hayku, MaremaTvka 1 MH(GopMaTHKa U Ipo-

¢becuonanHo HanpasieHue 4.6 MapopmaTuka 1 KOMOIOTHPHH HayKH.



B gacTHOCT KaHAMIATHT YJOBIETBOPSABA MUHUMAIIHUTE HAI[MOHATHU U3MCKBAHUS B MIPO-
(ecroHaTHOTO HANPABJICHNE U HE € YCTAHOBEHO IUIArMaTCTBO B MPEICTABEHUTE 10 KOHKYpCa
Hay4HU TPYAOBE.

Bb3 ocHOBa Ha ropensoKEeHOTO, NMPenopbYBAM HAa HAyYHOTO XXYpHU Ja MPUCHAU Ha

Ceetiiud I'eoprueB CredpanoB oOpa3zoBareHa U HAy4YHA CTEIICH ,,JIOKTOP B HAy4YHA 00J1acT
4. IlpupoiHu HayKH, MaTeMaTHKa 1 nHopMaTHKa, mpodecnonanno Hanpasienue 4.6. Ungop-

MaTuKa 1 KOMIIIOTbPHU HAYKH.

23.04.2025 1. MBroTBUIT PEHEHBHUATA: ...eeevenevrreeennerreeeenieveeeannnns

Codus /mou. n-p JlecucnaBa Banosa /



REVIEW
on the procedure for defense of a dissertation on the topic:
"METHODOLOGY FOR PROCESSING, ANALYSIS AND VERIFICATION OF
COMPUTER EXPERTISE IN DIGITAL FORENSICS "
to acquire
educational and scientific degree "doctor"
from
candidate: Svetlin Georgiev Stefanov
Field of higher education: 4. Natural Sciences, Mathematics and Informatics
Professional field: 4.6. Informatics and Computer Science

Doctoral program: “Informatics”, Technical University of Sofia

The review was prepared by: Assoc. Prof. Dr. Desislava Antonova Ivanova, Technical Univer-
sity of Sofia, Faculty of Applied Mathematics and Informatics (FAMI), Department of Infor-
matics, in my capacity as a member of the scientific jury, according to Order Ne OX-4.6-05 /

05.02.2025 and Order OXK-4.6-06/11.02.2025 by the Rector of TUS.

1. General characteristics of the dissertation and the submitted materials

The dissertation is 136 pages, and it is structured with an introduction, five chapters, a
conclusion and contributions. The dissertation contains 53 figures and 4 tables. 117 information
sources are cited. The thematic area of the dissertation is related to digital forensics. An im-
portant problem for our society, related to ensuring accuracy, speed and flexibility of forensic
investigations, which is of utmost importance against the background of increased and sophis-
ticated cybercrimes.

The first chapter of the dissertation is aimed at studying, analyzing and summarizing mod-
ern scientific achievements in terms of modern models for digital forensic investigation and
outlining some challenges and trends in the context of the researched topic. The second chapter
of the dissertation presents a methodology in 6 digital forensics from a practical point of view
(Digital Forensic Investigation from Practical Point of View — DFIP), which fully and accu-
rately reflects a modern investigation process in digital forensics and shows the specifics of its
practical application. Chapter three includes a developed functional architecture of a software
system and an architectural model of a software prototype for supporting investigations in dig-
ital forensics and preparing computer forensics, following the methodology of chapter two.

Chapter four is dedicated to the use of machine learning and artificial intelligence techniques



in digital forensics, in digital forensics investigation and for preparing computer forensics. A
framework has been created that summarizes the main problems and research directions for the
application of artificial intelligence in digital forensics. Chapter five presents a developed pro-
totype of a software system for the purposes of digital forensics in accordance with the created
methodology for investigation in digital forensics from a practical point of view DFIP and an
assessment of the implemented functionality has been carried out.

The presented dissertation thesis is in a rapidly developing field related to digital foren-

sics.

2. Data and personal impressions of the candidate
I have known Svetlin Stefanov since 2020, from the moment he started working on his
dissertation. Over the past five years, he has been fulfilling his tasks according to the approved
individual plan. I can say, based on his work on the dissertation and the materials provided for

review, that Svetlin Stefanov has good preparation in the field and knows the problem area.

3. Content analysis of the scientific and scientific-applied achievements of the candidate,
contained in the presented dissertation and the publications to it, included in the pro-

cedure

Seven scientific and applied contributions and two applied contributions are formulated
and proposed in the dissertation. I accept the contributions proposed in the dissertation as [
believe that:

1) Scientific and applied contributions 6 and 7 can be combined, "Models have been cre-
ated, respectively, for the study of text content and sentiment analysis and image extraction
from PDF files, to automate the analysis of digital evidence", and

2) The two applied contributions can be summarized in one contribution, as follows "An
architectural model and a software system prototype for automating activities in digital foren-
sics have been created based on the proposed methodology for investigation in digital forensics

from a practical point of view".

4. Approbation of the results

The developed models, methodologies and software prototype were tested by publishing
them at prestigious international forums. The results obtained in Svetlin Stefanov's dissertation

are presented in eight scientific publications related to the dissertation, five of which are in



print, for which he has presented official notes. The three published articles are indexed in
Scopus. All articles are co-authored, with Svetlin Stefanov as the first author in five of them.
One of the published articles is in Q4. The two citations of the article are also impressive:
Ivanova, M., and Stefanov, S., “Digital Forensics Investigation Models: Current State and Anal-
ysis,” 2023 8th International Conference on Smart and Sustainable Technologies (SpliTech),
Split/Bol, Croatia, 2023, pp. 1-4, doi: 10.23919/SpliTech58164.2023.10193176, Scopus. The
presented publications by Svetlin Stefanov meet the requirements for obtaining the educational

and scientific degree "Doctor" in PF 4.6 Informatics and Computer Sciences.

5. Qualities of the abstract
The abstract meets the requirements and contains the basic information and accurately and

clearly reflects the dissertation contributions.

6. Ciritical remarks and recommendations

I have no critical remarks.

7. Conclusion

After getting acquainted with the dissertation presented in the procedure and the accom-
panying scientific papers and based on the analysis of their significance and the scientific and
applied contributions contained in them, I confirm that the presented dissertation and scientific
publications to it, as well as the quality and originality of the results and achievements presented
in them, meet the requirements of the Law on the Protection of Human Rights and Fundamental
Freedoms, the Regulations for its application and the respective Regulations of TUS for obtain-
ing by the candidate the educational and scientific degree “Doctor” in the scientific field 4.
Natural Sciences, Mathematics and Informatics and Professional Field 4.6 Informatics and
Computer Science. In particular, the candidate satisfies the minimum national requirements in
the professional field and no plagiarism has been established in the scientific papers submitted
at the competition.

Based on the above, I recommend the scientific jury to award Svetlin Georgiev Stefanov
educational and scientific degree "Doctor" in scientific field 4. Natural Sciences, Mathematics

and Informatics, professional field 4.6 Informatics and Computer Science.

23.04.2025 Signature: ........ccccceevieviienieeieenen.

Sofia /Assoc. Prof. Dr Desislava Ivanova /



