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B'bpxyr,EIWCepTaLlMOHeH TpyA 3a npuaobusate Ha oGpasoBaTenHa u HayyHa cTeneH ,okTop”

- ‘Asrop Ha IMCepTaLMOHHIUA TPy Mar. uHx. ®upac Umaa An-Xycapu

Tema Ha puceptaluoHHns Tpya: CTPATENAU 3A ABTEHTUKALIUA B YEBE CUCTEMU
UnieH Ha Hay4HOTO Xypu: Aou. A-p HX. Mopaanka HaitneHosa AHacTacosa

1. AKTyanHocT Ha pa3paboTBaHWA B AWUCEPTaLMOHHMA TPya Npobnem B HayYHO U Hay4yHO
NPUNOXHO-OTHOLWEHWE,

WanonssaHeTo BbB BCMYKM Cdepu Ha yeb cuctemu ot o6LiecTBoTo M OusHeca u3uckea 3aluTa
NOBEPUTENHOCTTA W YYBCTBUTESTHUTE JaHHW U rapaHUMN OTHOCHO CUrYPHOCTTA Ha OHMaWH TpaH3akKuuuTe.

B ocHoBaTa Ha Ta3W 3almTa CTOM ABTEHTUKALMATA, KOSTO € rapaHT 3a CUrypHOCTTa M AOBEPUETO B
avrutanHarta cpefa. Hapactealma 6pon ataku U ysa3BUMOCTUTE B M3MON3BAHWUTE MEXaHU3MK W3WCKBAT HOB
MNOAXOA MPU OCUrypsiBaHE MakCMMariHo HWBO Ha 3aluuTa, Kato TR He Tpabea fa 3aTpyaHsBa paborata Ha
noTpebuTenuTe 1 ChLLEBPEMEHHO OTYMTA U 0COBEHOCTUTE Ha YOBELLKOTO NOBEAEHNE.

Mo Tasn npuuynHa aBTeHTMKaLmaTa npu paboTa ¢ yed npunoxeHns ce aBssa 0cobeHo akTyanHa Tema. Ha
Ta3n basa B ANCepTaLMOHHUS TPYA ca AeUHAPaHN NeT OCHOBHW Lenv (1 ABe MoAuenk), YNeTo pelsaBaHe
npeanara ,yMHa“ MHOroakTopHa aBTeHTUkaLuWs, aganTupalya ce KbM NOBeAeHWETO Ha noTpebutenure.,

2. CreneH Ha no3HaBaHe CBLCTOSIHMETO Ha npobnema M TBOpPYECKa MHTepnpeTauua Ha
NUTepaTypHUA Matepuan.

B AuceprauuMoHHMs Tpyd aBTOPBLT Mokasea MHOrO A00po no3HaBaHe Ha TemaTtukata W afekeaTHa
WHTEpnpeTauua Ha nuTepaTypHus Matepuan. ToBa UYMW ACHO OT HampaBeHWTE B NbpBa W BTOpa rMaBy Ha
AvceprauuaTa ob3op Ha npobnema u BbaMOXHWA W3bop mexay stateful u stateless aBTeHTUKauus npu
paspaboteaHe Ha ye® npunoxeHws. B pesyntaT scHO ca AetMHMPAHM W KOHKPETWU3MPAHU LenuTe B
AMCEepTaLMOHHKA TPYA.

AucepTaynoHHUAT TpyA e B 06em oT 137 cTpaHuum, Chabpxa 7 rnaem 1 Bkoyea 25 durypu u 5 dopmynu.
LiuTpaHu ca 156 M3TOYHMKA, KOMTO Ca U3LANO Ha aHIMNACKW, KATO BCEKW OT TAX MOXE Aa Ce HaMepy 1 OHNaiH,
B npeobnapaealyata cv yacT Te ca OT NOCMeJHUTE roAWHM, KOETO NoKa3ea 3aabnboyeHo W3cneasaHe Ha
CbBpEeMeHHUTE TEeHAEHUMM B obnacTTa.

3. CvoreercTBMe Ha m3bpaHaTa meToAMKa Ha WM3CneaBaHe WM NocTaBeHaTa Len W 3ajauM Ha
ANCEPTaLMOHHUA TPYA € NOCTUrHATUTE NPUHOCH.

W3bpaHata MeToaMka Ha u3cneasaHe npeanara pamka npu npoekTupaHe Ha yeb aBTeHTMKauws,
cbyeTaBalla apxuTekTypa, onepaTiBHA e(EKTMBHOCT W 3HA4YeHMETO Ha yosewkus haktop. Pasrnexaa
npegumcTBaTa W HepocTaTbuuTe npu u3bop Ha stateful u stateless aBTeHTMKauWs, Kato e npeanoXeHo
pelleHne 3a BbBEXJaHe Ha nuaep Tab Opaysep, KOUTO eAWHCTBEH M3npalla 3asBkv 3a 06HOBABaHe Ha
TOKEHUTE U HafexaHo yabimkasa otopuaumata npu OAuth 2.0.

HanpaBeHoTO U3cneasaHe 3a CbxpaHeHne Ha TOKEHM NOKa3Ba yA3BMMOCTY Ha TPAANLIMOHHY TEXHUKN KaTo
‘LocalStorage” n HTTP-only cookies npu onpegeneHu ycnoeus. [JeMOHCTpUpaHa e Bb3MOXHOCTTa 3a
npunoxenue Ha Web Worker n Shared Worker 3a usonvpaHe Ha 4yBCTBUTENHW AaHHU OT OCHOBHMA NOTOK, KaTo
€ NoAYePTaHo NUNcaTa Ha YHUBEPCAmHO PELIEHNE 3@ CUTYPHOCTTa U KOMOUHMPEHE Ha pasnuyHuTE Npaeuna u
MOAXOAM 3a 3awumTa.

MpeanoxeH e u3bop wnu kombuHaums mexay stateful u stateless aBTeHTMKaums, kouTo cbobpaseHn ¢
BM3HeC M3NCKBaHWATA Ha KOHKPETHa yel cuctemara W QyakBaHWs PUCK NOCTWraT BUCOKA CUMYPHOCT W
eheKTUBHOCT.

ABTOPLT M3Cneasa W BbBEXAA T.Hap. ,CTPEC WHAEKC', OTYMTall CbCTOSHMETO Ha noTpebutens npu
NpoLEeca Ha aBTEHTUKALWSA, KaKTO M ymopaTta OT MHOrohakTopHa WAeHTMkauws, kosTo Bu nosena [0
Heu3nonseaHe Ha ye® cuctema. lpepnara ce apanTvBHA CTpaTervst Npu aBTEHTUCMKALMA, BKMOYBALLA
npomsHa BuAa 1 vyectota Ha MFA, oueHka Ha pucka 1 CbCTOSHUETO Ha noTpebuTenuTe.

B pesynTat 0T HanpaBeruTE W3cneasaHus, n3bpaHara MeToarKa U NPeanoXeHUTe MHOBaLMK e 0hopMeHa
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rnocrnepoBatenHa crpareris 3a yeb aBTeHTMkaums, cbobpaseHa C KOHKDETHWA OPraHu3aLMOHEeH KOHTEKCT,
YCTOM4MBA Ha 3annaxu v 0Tpassealla noTpebuTenckoTo noBeaeHwe.

Cuntam, Ye u3bpaHata METOAMKA Ha M3CTEABaHE W NPeaoXeHaTa peanuaaLms HambiHo CLOTBETCTRAT
Ha NOCTaBEHUTE B AUCEPTALMATA Lienn.

4. Hay4Hu n/Mnu Hay4yHO-NPUNOXHU NPUHOCK HA ANCEPTALMOHHMA TPYA.

B aucepraumoHHus TpyA aBToOpbT € (hopMynupan CneaHuTe NPUHOCHK, KOUTO NpUEeMam KaKTo crieasa v B
pestome ca:

HayyHu: 1. opMynupaH e HOB MeTOZ 3a OLieHABaHe Ype3 KOHLIENUMATA 3a ,CTPEC MHABKC, KOWTO BbBEXAa
puck-HasupaH nofxon 3a aBTeHTWKMPaHe B AMHAaMWYHM cuTyauuu. Bepudmumpanu ca rpyna daktopu 3a
Ka4ecTBEeHO NPUNoXeHne Ha Metofa. 2. PaspaboTeH e HOB apxuTeKTypeH Moaen 1 MeToA ,nuaep Ha Gpaysepa’,
CBbp3aHu ¢ NpoLecuTe Ha yeb aBTeHTUKaums.

HayyHo-npunoxwu: 1.M3cneasaHo e BIWAHWETO Ha yMOpaTa npy MHOro(akTopHa aBTEHTUKALIMA BbPXY
rNoBeAeHNETO Ha NoTpebuTenu Ha coTyepHu nNnatcopmut. 2. AHaNU3MpaHu U OLEHEHM ca NpeaMMCTBaTa Ha
aBTeHTMKauMoHHuTe Mogenw stateful u stateless, kato ca u3BefeHM TEOPETHYHW NOCTAHOBKM W CLiEHapUW,
nognomarally oLgHKaTa Ha eeKkTUBHOCTTa U M360p Ha MOZEN 3@ KOHKPETHA CUTYaLIUS.

Mpunoxxu: 1. MpeanoxeH e cNMCbK C NPenopbku KOW BUA aBTeHTMKauwa e noaxoasw - stateful u
stateless, Daanpann Ha dakTopn malabupyemoct, YectoTa Ha cecun u ap. 2. MNpeacTaBeHy ca npakTUYecKU
CTBMKW W € NOKa3aHo NPUNOXEHUE 3a onpeaensHe 1 ynpasnexue Ha eauH ,inaep Tab“ ¢ Len LeHTpanuampaHo
ONPECHsABaHE Ha TOKEHUTE 1 NOAAPBXKA HA MHOXECTBO OTBOPEHM pa3saen. 3. MokasaH e nogobpex MeTop 3a
cbxpaHeHue Ha TokeHuTe B Web Worker ¢ Lien npegoTtepaTtsiBaHe Ha Y4ecTo cpelyaHu yassumocTy. 4. Ha Gasa
W3BeaeHUTe hopMynu 3a CTPEC WHAEKC U MeToawku 3a ynpaeneHue ymopata oT MFA ca paspaGoteHu
anropUTMUYHM PELieHUs 338 AMHAMUYHa aBTEHTWKALMs, MOBWLLABALLM CWrYPHOCTTA W MEpCoHanuanpaHe
cTeneHTa Ha salumra. 5. PaspaboTeHu ca ykasaHus, KOUTO OTHMTAT NCMXONOTUYECKUTE U YNPABMEHCKI acnekT
Ha noTpebutenute npu paspaboTBaHe Ha AOCTBMHN W yA06GHM 33 NON3BAHE CUCTEMM.

5. [peueHka Ha nybnukaummTe No AMcepTaLMOHHWA TPyA: OpPOW, XapaKkTep Ha U3daHuATa, B KOUTO
ca oTnevaTaHu.

PesynTatute 0T u3cnegeaHusTa Ha ulx. ®upac Vimag An-Xycapu ca 0TpaseHW B neT cTaTtuu, kato 3 ca
nyénukysaHu W 2 ca ogobpeHn 3a neyat. Bewuku ctati ca npeacTaBeHM Ha MPECTVXHW MeXayHapoaHW
koHepeHyuu. Mybnukauuute ca HanpaseHu B nepuoaa 2023 - 2025 roguHa v nokpueaTt TemaTukata Ha
npeacTaBeHaTa aucepTayuoHHa pabota, kato NpeacTaBsT NOCTUTHATUTE PE3YNTaTh U NPUHOCH.

EaHa oT cTatuMTe e CcamMOCTOATENHa, YeTWpu ca B CbABTOPCTBO. TpU OT CTaTUMTE Ca B W3AaHWA
nHaekeupanu B SCOPUS, kato e otkputo 1 yutupae. lNybnukaynoHHaTa 4enMHOCT Ha AMCEpTaHTa Nokpuea
W3ncKkBaHusATa 3a npuaobusaHe Ha OHC ,gokTop“ v cuutam, Ye nybnukauuute ca npuaobunu pocTaTbyHa
nyBn14HOCT B Hay4HaTa 0BLWHOCT.

OtuuTaiiku Bpos M KaYecTBOTO Ha NybnukauumTe CYuTaM, Ye MOnyYeHuTe PesynTaTh ca U3KMKYUTENHO
A€o Ha aBTopa W ca NOCTUrHaTK No4 PbKOBOACTBOTO HA HAY4YHWUA My PBHKOBOAMUTEN, KATO HE CbM YCTaHOBWMA
HEeJOCTOBEPHOCT Ha JaHHWTE UNu NNarwaTcreo.

6. MHeHus, npenopbku U Genexku.

[lucepTaunoHHUAT TPYA e M3roTBeH B Aobpa nornyecka NocneaoBaTeNHOCT W KakTo € BUAHO aBTOPLT €
Hanpaeun 3aabnboYeHn n3cnegsaquns Ha npobnema.

Vmam 3abenexki 0THOCHO 0hOPMNEHNETO Ha ANCEPTALMATA — B HES HE Ca ICHO PasrpaHu4eHu OTAENHUTE
rNaBW, KaKTO ToBa € HanpaBeHO B pedepaTa. Heobxogumo e Aa ce npeuwsupat U HAKOM [onycHaTw
CUHTAKTMYHU rpelwku. CMATaM OCBEH TOBA, Y& MHOrO OT M3NON3BaHWUTE TEPMUHM UMAT aHanoau Ha Gbarapcku
e3MK, K0eTo No Moe MHeHwe 6u nogobpuno uanoxeHneto. KopektHo e aa 6baat otbenssaHn U U3ToYHULMTE
Ha HSIKOM OT NokasaHuTe Gurypu.

HanpaseHute 3abenexks HAMAT CbLLECTBEHO OTPaXEHUE BbPXY Ka4YecTBOTO WM JOCTOMHCTBATa Ha
[VCEPTALMOHHUS TPYA.

7. 3aknwuyeHue ¢ ACHA NONOXUTENHA UMK OTPULIATENHA OLEHKA HA ANCEPTALMOHHUA TPYA.

OueHsiBaM NONOXMTENHO AUCEepTaLMOHHNA TPYA ,CTpaTerm 3a aBTeHTMKauma B ye6 cuctemu” ¢ aTop
Mar. . @upac Umap An-Xycapu u cuntam, Ye e U3roTeeH Ha 4oBpo NpodhecMoHanHo HUBO, KaTo aBTOPLT
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€ NOCTUrHarn nocTaBeHuTe Lienu B AUCepTaLMOHHNA Tpya. PesyntaTtute 1 NPUHOCKUTE HA AUCEPTALMOHHNA TPYL
Ca OTpaseHW B Hay4Hu nybnukauywn, KOUTO ca NpeAcTaBeHM Ha HayyHata OOLLHOCT Ha MeXayHapoaHW
KOH(bepeHUMn 1 nybnukyBaHn W WHAEKCUMpaHW B CBETOBHW 6a3n AaHHW. HayyHuTe, Hay4HO-MPUMOXHW U
NPUNOXHM MPWHOCM Ca 3HAYAMM W CLOTBETCTBAT HA MW3UCKBAHUATA 3a npuaobuBaHe Ha HayuHo-
obpasoBareniHaTa cTeneH ,[OKTOP* CbrMacHo 3akoHa 3a pa3BuTWe Ha akafeMuyHus ckeTas B Penybnuka

Brnrapua, MNpasunHuka 3a NpUNoxeHUeTo My 1 MpaBunHKUKa 3a ycnoBuATa U peaa 3a NpuaobuBaHe Ha HayvHU
cTeneHu B TexHuyeckn yHusepeuteT — Codhus.

Mpeanaram Ha yBaxaeMoTo HayyHo xypu aa npucbav obpasoBaTenHa 1 HayyHa CTENeH ,,AOKTOP® Ha Mar.
WHX. Pupac Mmag An-Xycapu B npodpecioranHo Hanpasnenue 5.3. KOMyHUKaUMOHHa 1 KOMNKTbPHA TEXHWKE,
Hay4Ha cnewuuanHocT ,ABToMaTU3NpaHu cuctemm 3a 0bpaboTka Ha MHAopMaLma 1 ynpaeneHue”.

Oara: 29.10.2025 . YNEH HA XYPUTO:
(Oou. a-p Hx. NopaaHka AHactacosa)



STATEMENT

on a PhD thesis for obtaining an educational and scientific degree "doctor"

Author;  MSc. Eng. Firas Imad Al-Husari

Title: ~ STRATEGIES FOR AUTHENTICATION IN WEB SYSTEMS

Member of the scientific jury: Assoc. Prof. Eng. Yordanka Naydenova Anastasova, PhD

1. Relevance of the issue studied in the PhD thesis from a scientific and applied research point of

view

The use of web systems in all spheres of society and business requires the protection of confidentiality and
sensitive data, as well as guarantees regarding the security of online transactions.

At the heart of this protection is the authentication, which is a guarantor of security and trust in the digital
environment. The growing number of attacks and vulnerabilities in the mechanisms used necessitates a new
approach to ensuring the maximum level of protection, which should not hinder the user work, while taking into
account the peculiarities of human behavior,

Thus, authentication when working with web applications is a particularly relevant topic. Based on this, five
main objectives (and two sub-objectives) are defined in the dissertation and their solution provides a "smart"
multi-factor authentication, which adapts to user behaviour.

2. Degree of knowledge of the issue and creative interpretation of the reference material

The author manifests good knowledge of the topic and an adequate interpretation of the reference material.
This is clearly evident from the overview of the problem and the possible choice between stateful and stateless
authentication in the development of web applications made in the first and second chapters of the dissertation.
As a result, the dissertation’s goals are clearly defined and specified.

The thesis paper is 137 pages long, has 7 chapters, and includes 25 figures and 5 formulas. There are 156
sources cited, which are entirely in English, and each of them can be found online. Most of them are from recent
years, which shows a thorough study of contemporary trends in the field.

3. Correspondence of the chosen research methodology and the set objective and tasks of the PhD

dissertation with the contributions achieved

The chosen research methodology offers a framework for designing web authentication, combining
architecture, operational efficiency and the importance of the human factor. It examines the advantages and
disadvantages of choosing stateful and stateless authentication, and proposes a solution for introducing a leader
tab browser, which is the only one sending requests for token renewal and reliably extending authorization under
OAuth 2.0.

The research conducted on token storage shows vulnerabilities of traditional techniques such as
“LocalStorage” and HTTP-only cookies under certain conditions. The possibility of applying Web Worker and
Shared Worker to isolate sensitive data from the main flow is demonstrated, emphasizing the lack of a universal
security solution, and combining different rules and approaches for protection.

A choice or a combination between stateful and stateless authentication is proposed, which, taking into
account the business requirements of a specific web system and the expected risk, achieves high security and
efficiency.

The author investigates and introduces the so-called "stress index", taking into account the user's state
during the authentication process, as well as fatigue from multi-factor identification, which would lead to non-use
of a web system. An adaptive authentication strategy is proposed, including changing the type and frequency of
MFA, risk assessment and user status.

As a result of the research, the selected methodology and the proposed innovations, a consistent strategy
for web authentication has been formed, tailored to the specific organisational context, resistant to threats and
reflecting user behaviour.

| believe that the selected research methodology and the proposed implementation fully correspond to the
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objectives set in the Ph.D. dissertation.

4, Scientific and/or applied research contributions of the PhD dissertation

In the dissertation, the author has formulated the following contributions, which | accept as follows and in
summary, they are:

Scientific: 1. A new evaluation method has been formulated using the concept of a "stress index", which
introduces a risk-based approach to authentication in dynamic situations. A group of factors for the qualitative
application of the method has been verified. 2. A new architectural model and "browser leader" method have
been developed, related to web authentication processes.

Scientific and applied: 1. The influence of fatigue in multi-factor authentication on the behaviour of
software platforms users has been studied. 2. The advantages of stateful and stateless authentication models
have been analysed and evaluated, and theoretical statements and scenarios have been derived, supporting
the assessment of effectiveness and the selection of a model for a specific situation.

Applied: 1. A list of recommendations has been proposed as to which type of authentication is appropriate

- stateful and stateless, based on factors such as scalability, session frequency, etc. 2. Practical steps are
presented and an application is shown for defining and managing a single "leader tab" for centralized token
refresh and maintenance of multiple open tabs. 3. An improved method for storing tokens in Web Worker is
shown to prevent common vulnerabilities. 4. Based on the derived stress index formulas and MFA fatigue
management methodologies, algorithmic solutions for dynamic authentication have been developed, increasing
security and personalizing the level of protection. 5. Guidelines have been developed that take into account the
psychological and managerial aspects of users when developing accessible and user-friendly systems.

5. Assessment of PhD dissertation publications: number and type of journals, where they have

been published.

The results from Eng. Firas Imad Al-Hussari's research are reflected in five papers, three of which have
already been published and two have been approved for publication. All papers have been presented at
prestigious intemational conferences. The publications were made in the period 2023 - 2025 and reflect the
dissertation topic, presenting the achieved results and contributions.

One of the papers is independent, and four are co-authored. Three of the papers are in SCOPUS-indexed
journals, with one citation found. The publication activity of the PhD student meets the requirements for acquiring
the educational and scientific degree "doctor", and | believe that the publications have gained sufficient
publicity in the scientific community.

Considering the number and quality of the publications, | believe that the results obtained are exclusively
the work of the author and were achieved under the guidance of his scientific supervisor, and | have not
established any unreliability of the data or plagiarism.

6. Opinions, recommendations and notes

The PhD dissertation is prepared in a good logical sequence and, as is evident, the author has done in-
depth research on the problem.

| have some remarks regarding the layout of the PhD thesis - the individual chapters are not clearly
differentiated, as this is done in the abstract. It is also necessary to clarify some syntax errors. | also believe that
many of the terms used have analogues in Bulgarian, which would improve the presentation. It is also correct to
provide a reference to the sources of some of the figures shown.

The remarks made do not significantly affect the quality and merits of the Ph.D. dissertation.

7. Conclusion with a clear positive or negative evaluation of the PhD dissertation.

| assess positively the dissertation "Strategies for Authentication in Web Systems" by MSc. Eng. Firas
Imad Al-Husari, and | believe that it has been prepared at a good professional level, and the author has achieved
the objectives and tasks setin the Ph.D. thesis. The results and contributions of the dissertation are reflected in
scientific publications that are presented to the scientific community at international conferences, published and
indexed in global databases. The scientific, applied research and applied contributions are significant and
comply with the requirements for acquiring the scientific and educational degree “doctor” under the Law on the
Development of the Academic Staff in the Republic of Bulgaria, the Regulations for its application and the
Regulations on the Terms and Procedures for Acquiring Scientific Degrees at the Technical University of Sofia.
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| propose to the esteemed Scientific Jury to award the educational and scientific degree “PhD” to the MSc.
Eng. Firas Imad Al-Husari in the professional field 5.3. Communication and Computer Engineering, scientific
specialty "Automated Information Processing and Management Systems".

Date: 29.10.2025 MEMBER OF THE JURY:
(Assoc. Prof. Eng. Yordanka Anastasova, PhD)



