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5 cTAHoBHTIE

praquoHeH TpyA 3a npugo6uaaHe Ha o6paooaarenra HayqHa creneH ,,Aorrop"

Ha A[CepTaqnoHHr4fl rpyA: Mar, }lHx. Oupac 14rrrag An-Xycapn

Tena na gncepraqroHHrn rpyA: CTPATEfU[ 3A ABTEHT14KAtll4fl B yEE CylCTEMt4
gnex ra rayvxoro xypl4: Aor.t. A.p 11Hx. tlopgaxxa Hafigeroea Anacracosa

1. Axryanxocr xa paspa6oraanxf, B AhcepraquoHHr4r rpyA npo6neu B HayqHo I HayqHo

nplt,loxHo.oTHoueHue,
lzlsnorseaxero BIB Bcrltixr4 c0epra na ye6 cucreur or o6qecreoro [ 6lrsHeca x3ucKBa 3au{ura

noBepr4TenHocTTa I qyBcrB[TenHure AaHHU u rapaHquu orHocHo c[rypHocrra ua ounafiH rpar3aKqu[Te.
B ocHoeara Ha ra3u 3aqhTa cro[ aBTeHTuKaLluflTa, KogTo e rapaffi 3a curypHocrra u AoBep[ero B

Ar,lr,lTanHara cpepa. Hapacrsaqun 6pofi araKn I yn3Bl4Mocrure B [3non3BaHlre MexaH[3Mr4 r43r4cKBar HoB

noAXoA np oc[ryprBaHe Mar(c[Mar]Ho Hr4Bo Ha 3aul ra, KaTo rfl He rpn6ea pa 3arpyAHflBa pa6orara Ha

norpe6nrenure u cbu{eBpeMeHHo orrt ra I oco6egoctrte Ha LloBeluKoro noBeAeH e.

l1o raer nprvuxa aBTeHTuKaq[FTa npu pa6ora c ye6 npunoxenrn ce nBsBa oco6eto arryanxa reua. Ha

rasu 6asa B AucepraquoHHr4n TpyA ca 4e$rrrapanu ner ocHoBHl4 qenra (r,r gee no4qenr,t), qrero peuaBaHe

npeAnara ,,yl,tra" l,lroroQarropHa aBTeHTlKaq[fl, aganT[paqa ce KbM noBeAeHuero ra norpe6urenure.
2. Crenex Ha no3HaBaHe crcronHhero xa npo6nelra u reopqecxa hHTepnperaqnr Ha

fl[TeparypHun MaTeplan.
B 4ncepraquorrun TpyA aBTopbr noKa3Ba MHoro go6po noaraeaxe Ha reMaruKara x aAe(BarHa

uHTepnperaqr4fl Ha n[TeparypH[g Marepfian. Toea n[q[ ncHo or HanpaBeH[Te B nbpBa 14 BTopa rnaBu Ha

Aucepraq flTa o63op Ha npo6neua h Bb3rMoxHr4F r,t:6op rr,rex4y stateful r,r stateless aBTeHTr4Kaq[F nprl
paspa6oraaxe xa ye6 nprnoxeurn. B pesynrar rcxo ca 4e$uxrpaHu u KoHxperu3upaH[ qeflure B

AuceplaqroHHI,rF TpyA.

lucepraquoxxunr rpyg e a o6eu or 137 crpaxuqu, cugtpxa 7 rnaer u axnrovaa 25 $llrypr r,t 5 $opr,rynr,l.
l-.lrrrparut ca 156 [sro,]xuxa, Kot4To ca 3qguo Ha anrnrr,tcxlr, KaTo Bceru or rsx Moxe Aa ce HaMepr r,t osnais.
B npeo6na4aeaqara c[ qacr re ca or nocfleAHfiTe roAfiHr4, Koero norasaa saptn6oqeHo [3cneABaHe Ha

crBpeMeHHlre reHAeHq[[ B o6nacrra.
3. Croraercreue ra ns6paxara Meroguxa Ha h3creABaHe u nocraBeHara uen t4 3aAaq[ Ha

A[CepTaqhoHH]rR TpyA c nocTlrHaThTe npl4Hoc]t,

lzls6parara MeroAlxa Ha [3crreABaHe npeAnara pa[lKa npr npoeKrrpaHe ta ye6 aerenruxaqun,
cuieraBaqa apxurefiypa, onepar[BHa eSerrusxocr u 3HaqeHlero Ha qoBeuJKr,lfl $arrop. Pasrnexqa
npeAu[,rcrBaTa 14 HeAocraftqfiTe npu ra6op na stateful I stateless aBTeHTuKaqt,le, Karo e npeAnoxeHo
peuJeHxe 3a BlBexqaHe Ha fl[Aep ra6 6paysep, xorlro egntcraex 3npau{a 3aEBK 3a o6HoelgaHe xa
ToKeH[Te I HaAeMHo yA]nxaBa orop[3aquflra npr,t OAuth 2.0.

Hanpaaeroro lrocneABaHe 3a clxpaHeH[e Ha roKeHr noKa3Ba yn3B[Mocl4 Ha rpap14qfioHH TexHuKu Karo
"LocalStorage" r HTTP-only cookies npu onpeAeneH ycnoBlln. fleuorcrpnpana e Bb3MoxHocrra 3a

nprnoxerue ra Web Worker r Shared Worker sa usonlapaHe Ha qyBcrB[TerrHfi AaHHI or ocHoBHufl noroKr Karo

e noA'{epraHo nt4ncara Ha yHIBepcanHo peueH[e 3a c,4rypHocTTa u rou6uunpane Ha pa3nuqHure npaB[na u
noAxoA 3a 3au.luTa.

fipegnoxex e u36op rnr xou6rxaquR nrexgy stateful u stateless aBTeHT[Kaqur, xonro cto6paoenr c

6[gHec ugucxeaxrlnra Ha (oHKperHa ye6 cucreuara I oqaKBaHltn p[cx nocl,lrar BLlcoKa curypHocr 14

eSenuerocr.

Aaroprr racnegea u BrBex(Aa r.Hap. ,,crpec HAeKc", oTrturau.{ crcroflHltero Ha norpe6rrenn npn

npoqeca Ha aBreHr Kaqun, KaKro u yMopara or uHoro$arropra uAeHT Kaqnn, Koero 611 AoBena Ao
He[3flofl3BaHe ra ye6 cucrer',la. flpegnara ce aAanruBHa cTparerxe npn asreHru$rxaqflfl, BrnoqBaqa
npoMeHa BxAa 14 qecrora xa MFA, oqeura Ha pucxa I crcroeHuero ra norpe6urenrre.

B peaynrar or ranpaBeH[Te r3cneAaanrR, ua6parara ftleroA Ka I npeAnoxeH[Te IHoeaqnu e oQopraera
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nocneAoBaTenHa cTpaTen4fl 3a ye6 aBTeHTuKaq[fl, cro6pa3eHa c KoHKpeTHhfl opraH[3ar"lt4oHeH KoHTeKcT,

ycTofiq Ba Ha 3annaxL4 14 oTpa3flBaula noTpe6[TetcKoTo noBeAeH14e.

Cq[ralit, qe rs6pauara MeroAlKa Ha 3cneABaHe I npeAnoxeHara peanh3aq[s HanrnHo c]orBercrBar
Ha nocTaBeH!4Te B A[CepTaqurTa qefl[.

4. Hayunr r/unu xayvno-nptlnoxHu npxHoch Ha A[cepraqxoHHt4fl rpyg.
B grcepraqnourfl TpyA aBToptr e SopMynfipan cneAH[Te np[Hocr4, Kol4To npleMaM KaKro cneABa I B

pe3loMe ca:

Haywu:1.QopuynIpaH e HoB MeroA 3a oqeHflBaHe qpe3 (oHqenqr4era 3a ,,crpec uHAeKc", xoiro ereex<4a
pucr-6asnpar noAxoA 3a aBTeHT K[paHe B A,4HaM,t]Ht4 o4Tyaqu . Bepra$nqr,rpanr,r ca rpyna $anopu aa

KaqecTBeHo np[noxeH[e Ha MeroAa. 2. Paspa6oret e toB apxurefiypeH MoAen u ueroA,,nxAep Ha 6pay3epa",

cBrp3aHI c npoqecure ua ye6 aarerrnraqrn.
Hayuno-npunoxxu: 1 . lrlscregsaro e BnrisHuero Ha yMopara npx uroroQarropua aBreHT[Kaq r Brpxy

noBeAeHr4ero ra norpe6urenu ua co$ryepnr nnarQopNu. 2. Aaannsnpaxu u oqeHeH[ ca npeAuMcTBara Ha

aBTeHTr4KaqhoHHure MoAenr stateful u stateless, KaTo ca u3BeAeH[ TeopernqH[ nocraHoBKr,4 t4 cLleHap]4fi,

nognoMaraq[ oqeHKara xa e$errusrocrra r rs6op Ha MoAen 3a KoHKperHa cr4Tyaq[q,

flpunoxnu: 1. flpepnoxer e cn[cbr( c npenopuo4 Kor4 BIA aBTeHr[Kaq[s e no4xoAflq - stateful r,r

stateless, 6asrparu ra Qaxroput uaqa6upyeuocr, qecrora Ha cecn4 14 Ap. 2. flpegcraeeur,t ca nparr[qecKll
crlnKl4 u e noKa3aHo npunoxeH[e 3a onpeAennHe ynpaBneHue Ha eAhH,IlAep ra6'c qen qeHTpanu3[paHo

onpecHtBaHe Ha roKeH[Te u no4ptxKa Ha MHoxecrBo orBopeH[ pa3Aenx. 3. floxasaH e no4o6pex MeroA 3a

clxpaHeHfie Ha roKeH[re e Web Worker c qer npeAoTBparqBaHe Ha qecro cpeu]aH[ yfl3Br4Mocr4. 4.Ha6ata
3BeAeHrre $optrlynu 3a crpec uHAeKc I MeroA]4K[ 3a ynpaBneH[e y[4opara or lvlFA ca paspa6orexu

aIropr4TMr4qH[ peujeHuH 3a AuHaMuqHa aBTeHrrKaqug, noBuuraBau.{x urypHocTTa u nepcoHanuS[paHe

creneHTa Ha 3aqlra.5. Paepa6orerr ca yKa3aHl4s, Korro orrr[TaT nclrxonor qecKhre r ynpaBfleHcKu acneKr[
xa norpe6urennre npr,t paspa6oraaHe Ha AocrbnHfi r ygo6ur 3a non3BaHe cucreMu.

5. flpeqexxa xa ny6nnraqrure no AlrcepraqroHHlrfi rpyA: 6poi, xaparrep xa n3AaHurra, B Koxro
ca oTne'{aTaH[.

Pesynrarrre or [3cneABaHugTa Ha [Hx. Oupac l4rr.rag Ar-Xycapn ca orpa3eH[ B ner crar[[, raro 3 ca
ny6nuxyearu u 2 ca opo6peur 3a neqar. Bcnqxn crarrr ca npeAcraBeH Ha npecrrixHr4 MeMyHapoAHr4

xor$epexqru. fly6nnxaquure ca HanpaBeH[ B nepfloAa 2023 - 2025 roAuHa I noKpxBaT reMar[Kara Ha

npeAcraBeHara A[cepraq[oHHa pa6ora, xaro npeAcraBRT nocl4THarflTe pe3ynrar[ 14 npIHocrl.
Egra or craTu[Te e €MocronrenHa, qen4pu ca B ctaBTopcrBo. Tpr or craruflTe ca B u3AaHnF

llHAexc paHr e SCOPUS, KaTo e orxprlTo 1 qrvpaHe. lly6nrxaqroxrara Aennocr Ha AlcepraHra noxpuBa

r43l4cKBaH[nra sa npu4o6ueare ua OHC ,porrop" I cq[TaM, ve ny6nuxaquure ca npugo6rnu AocTarrqHa
ny6nr,uocr B HayqHara o6qrocr.

Orqrrat,lxr 6pon u xavecreoro na ny6nraraqrure cqura[4, qe nonyr]eH[re pe3ynrar[ ca [3Knrcq reflHo

Aeno Ha aBTopa ca nocTl,lrHaTx noA pbKoBoAcTBoTo Ha HayqH[, t\.,ty pbKoBoAfiTen, KaTo He cbM ycTaHoB[na

HeAocToBepHocT Ha AaHHuTe l4nI nnaruaTcTBo.

6. Mxexrn, npenoprrr4 x 6enex$4.

flucepraquowunr rpyA e u3rorBeH B Ao6pa norxqecxa nocneAoBarenHocr h KaKro e BfiAHo aBToprr e
HanpaBln sagtn6ovexr [3cneABaH[s ra npo6nella.

14ual,l ga6enexru ornocro o$oprunerlero Ha Axcepraq[sra - B Hen He ca flcHo pa3rpaH]4qeHu orAenHlre
rraBr4, (aKro roBa e HanpaBeHo e pe$epara. Heo6xognrtro e Aa ce npeq[3[par u HeKoh AonycHar[
cuHTaKr rrHr4 rpeu:xu. Crtrrrau ocBeH ToBa, qe MHoro or u3non3BaH!4Te rep[.,u4Hr4 r,rMar aHano3[ Ha 6tnrapcxu
e3 K, (oero no Moe MHeH e 6r,t nogo6prno u3floxeH ero. Koperrxo e ga 6r4ar or6ene3aHu I r43rotrH qr4Te

Ha H9(or4 or noxasarure Qrrypn.
Hanpaaeuure sa6enexxn HrMar cuJ.lecrBeHo orpaxeHue Bbpxy KaqecrBoro u 4ocrofincraara Ha

Al4cepraqr40HH14e TpyA.

7. 3axno,{exue c f,cHa noroxhrenHa tanta orpuqarenHa oqeHra Ha AxcepraqloHH]tn rpyA.

0qeHneau nonoxlrrenHo Ahcepraquouunn rpyg ,,Crparerhx 3a aBreHTnxaqnn a ye6 cucreuu" c aerop
Nrar. ,1Hx. Oupac 14rr,tag An-Xycapu h cr{[TaM, qe e h3ToTBeH Ha go6po npo$ecllonanno H[Bo, Karo aBTop]T



e nocTr/THan nocTaBeH[Te qenI B AxcepTaLluoHHr/r rpyA. Pesynrarrre u nprlHocr4Te Ha A[cepraq[oHHr,ie rpyA
ca orpa3eHh B HayqH[ ny6nuxaqnu, Kor,4ro ca npeAcTaBeH[ Ha Hay'.{Hara obqrocr Ha MeMyHapoAHr4

xouSeperqru r ny6nuryaaHn h rHAeKcupaH[ B cBeroBHr,l 6ag[ AaHH]4. Hayvnurre, HayqHo-flpllnoxHh 14

npunoxHl4 npuHocu ca 3HaquMr 14 crorBeTcrBaT Ha 3r4cKBaH[sra sa nprgo6raaxe Ha HayqHo-

o6pasoaarenxara cTeneH ,AoKIop" cbrnacHo 3aroHa sa pa3Br4Tr4e Ha aKaAeNrr4qHr4fl clcTaB B Peny6nrr<a

Stnrapun, flpaaunruxa sa nphnoxeHuero My I npaBunHfiKa 3a ycrroBr4flTa u peAa 3a npugo6uaare ra xay,.rHu

creneHr4 s TexH[,]ecK yH Bepcxrer - Co$un.

f'lpe4naraN la yaaxaer,loro Hay,ltto xypu Aa np[cbAt4 o6pasosarelxa u Hay'{Ha cTeneH,,Aorrop" ta uar.
urx. Oupac lrllitag An-Xycaph s npo$ecroranro xanpaanexue 5.3. KouyrrraqnoxHa u KoMnrcTrpHa TexHlKa,

HayqHa cneqlanHocr ,,AerouaruarpaHI cr4cre[4[ aa o6pa6orxa xa ux$oplltaqrn u ynpaBneHr4e".

Aara:29.10.2025 r. HIIEH HA XYP]4TO:
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STATEMENT
on a PhD thesis for obtaining an educational and scientific degree "doctor"

Author: MSc, Eng. Firas lmad Al-Husari

Title: STRATEGIES FOR AUTHENTICATION lN WEB SYSTEMS

Member of the scientific jury: Assoc. Prof. Eng. Yordanka Naydenova Anastasova, PhD

1. Relevance ofthe issue studied in the PhD thesis from a scientific and applied research point of
view

The use of web systems in all spheres of society and business requires the protection of confidentiality and

sensitive data, as well as guarantees regarding the security of online transactions.

At the heart of this protection is the authentication, which is a guarantor of security and trust in the digital

environment. The growing number of attacks and vulnerabilities in the mechanisms used necessitates a new

approach to ensuring the maximum level of protection, which should not hinder the user work, while taking into
account the peculiarities of human behavior.

Thus, authentication when working with web applications is a particularly relevant topic. Based on this, five
main objectives (and two sub-objectives) are defined in the dissertation and their solution provides a "smart"
multi-factor authentication, which adapts to user behaviour.

2. Degree of knowledge of the issue and creative interpretation of the reference material
The author manifests good knowledge of the topic and an adequate interpretation of the reference material.

This is clearly evident from the overview ofthe problem and the possible choice between stateful and stateless
authentication in the development of web applications made in the first and second chapters of the dissertation.
As a result, the dissertation's goals are clearly defined and specified.

The thesis paper is 137 pages long, has 7 chapters, and includes 25 figures and 5 formulas. There are 156

sources cited, which are entirely in English, and each ofthem can be found online. Most ofthem are from recent
years, which shows a thorough study of contemporary trends in the field.

3. Correspondence of the chosen research methodology and the set objective and tasks of the PhD

dissertation with the contributions achieved

The chosen research methodology offers a framework for designing web authentication, combining
architecture, operational efficiency and the importance of the human factor. lt examines the advantages and

disadvantages of choosing stateful and stateless authentication, and proposes a solution for introducing a leader
tab browser, which is the only one sending requests for token renewal and reliably extending authorization under
OAuth 2.0.

The research conducted on token storage shows vulnerabilities of traditional techniques such as
"LocalStorage" and HTTP-only cookies under certain conditions. The possibility of applying Web Worker and

Shared Worker to isolate sensitive data from the main flow is demonstrated, emphasizing the lack of a universal
security solution, and combining different rules and approaches for prolection.

A choice or a combination between stateful and stateless authentication is proposed, which, taking into
account the business requirements of a specific web system and the expected risk, achieves high security and

efficiency.

The author investigates and introduces the so-called "stress index", taking into account the user's state
during the authentication process, as wellas fatigue from multi-factor identification, which would lead to non-use
of a web system. An adaptive authentication strategy is proposed, including changing the type and frequency of
MFA, risk assessment and user status.

As a result of the research, the selected methodology and the proposed innovations, a consistent slrategy
for web authentication has been formed, tailored to the specific organisational context, resistant to threats and

reflecting user behaviour.

I believe that the selected research methodology and the proposed implementation fully correspond to the
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objectives set in the Ph.D. dissertation.

4. Scientific and/or applied research contributions of the PhD dissertation
ln the dissertation, the author has formulated the following contributions, which I accept as follows and in

summary, they are:

Scienfific; 1. A new evaluation method has been formulated using the concept of a "stress index", which

introduces a risk-based approach to authentication in dynamic situations. A group of factors for the qualitative

application of the method has been verified. 2. A new architectural model and "browser leader" method have

been developed, related to web authentication processes.

Scientiftc and applied:1, The influence of fatigue in multi-factor aulhentication on the behaviour of

software platforms users has been studied. 2. The advantages of stateful and staleless authentication models

have been analysed and evaluated, and theoretical statements and scenarios have been derived, supporting

the assessment of effectiveness and the selection of a model for a specific situation.

Applied: 1. A list of recommendations has been proposed as to which type of authentication is appropriate
- stateful and stateless, based on factors such as scalability, session frequency, etc.2. Practical steps are

presented and an application is shown for defining and managing a single "leader tab" for centralized token

refresh and maintenance of multiple open tabs. 3. An improved method for storing tokens in Web Worker is

shown to prevent common vulnerabilities. 4. Based on the derived stress index formulas and MFA fatigue

management methodologies, algorithmic solutions for dynamic authentication have been developed, increasing

security and personalizing the level of protection. 5. Guidelines have been developed that take into account the

psychological and managerial aspects of users when developing accessible and user-friendly systems.

5. Assessment of PhD dissertation publications: number and type of journals, where they have

been published.
The results from Eng. Firas lmad Al-Hussari's research are reflected in flve papers, three of which have

already been published and two have been approved for publication. All papers have been presented at

prestigious intemational conferences. The publications were made in the period 2023 - 2025 and reflect the

dissertation topic, presenting the achieved results and contributions.

One of the papers is independent, and four are co-authored. Three of the papers are in SCOPUS-indexed
journals, with one citation found. The publication activity of the PhD student meets the requirements for acquiring

the educational and scientific degree "doctoi', and I believe that the publications have gained sufficient
publicity in the scientific community.

Considering the number and quality of the publications, I believe that the results obtained are exclusively

the work of the author and were achieved under the guidance of his scientific supervisor, and I have not

established any unreliability of the data or plagiarism,

6. Opinions, recommendations and notes
The PhD dissertation is prepared in a good logical sequence and, as is evident, the aulhor has done in-

depth research on the problem.

I have some remarks regarding the layout of the PhD thesis - the individual chapters are not clearly

differentiated, as this is done in the abstract. lt is also necessary to clarify some syntax errors. I also believe that

many of the terms used have analogues in Bulgarian, which would improve the presentation. lt is also correct lo
provide a reference to the sources of some of the figures shown.

The remarks made do not significantly affect the quality and merits of the Ph.D. dissertation.

7, Conclusion with a clear positive or negative evaluation ofthe PhD dissertation.

I assess positively the dissertation "Skategies for Authentication in Web Systems" by MSc. Eng. Firas

lmad Al-Husari, and I believe that it has been prepared at a good professional level, and the author has achieved

the ob.jectives and tasks set in the Ph.D. thesis. The results and contributions of the dissertation are reflected in

scientific publications that are presenled to the scientific community at international conferences, published and

indexed in global databases. The scientific, applied research and applied contributions are significant and

comply with the requirements for acquiring the scientific and educational degree'doctor" under the Law on the

Development of the Academic Staff in the Republic of Bulgaria, the Regulations for its application and the

Regulations on the Terms and Procedures for Acquiring Scientific Degrees at the Technical University of Sofia.



I propose to the esteemed Scientific Jury to award the educational and scientific degree "PhD" to the MSc.

Eng. Firas lmad Al-Husari in the professional field 5.3. Communication and Computer Engineering, scientific

specialty "Automated lnformation Processing and Management Systems".

Date: 29.10.2025 MEMBER OF THE JURY:

(Assoc. Prof, Eng. Yordanka Anastasova, PhD)
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