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CTAHOBUILE

BbPXY JIMCEpTAllMOHEH TPY/ 3a npu00KMBaHe Ha 0Opa3oBaTellHa U Hay4Ha
CTeIeH ,,JIOKTop”

ABTOp Ha JIMCEPTALMOHHES TPY/I: Mar. HH:K. @upac Uman An-Xycapu
Tema Ha JAUCepTalMOHHHMS TPYA: N3CJIEABAHE HA
CTPATEI'MU 3A ABTEHTUKALIUS B YEB CUCTEMH

Ujlen Ha HAYYHOTO JKypH: Hpod. J-p HHXK. AJIEKCAHIBP boraanos
bexksipcku

1. AKTYaJHOCT HA Pa3padoTBaHUsI B IHCEPTAUMOHHHS TPY] npooJjem B
HAYYHO M HAYYHOIIPHJIO)KHO OTHOIIEHHE

Hayunara 00JacT Ha AMCEPTALlMOHHUA TPYJL € nepuHIpaHa U U3KIIIOYUTEIHO
1SCHO CBBP3aHa C MOCTOSHHATa HEOOXOMMOCT OT Hay4HH pa3paboTKu M BCE I10-
HapacTpalia akTyaJHOCT B I[IMpPOKaTa HayvHa obulact Ha WHGOPMAIMOHHHUTE
rexnosioruu. Tasu u3sBeHa 00Ia akTyaJHOCT € MHOTO TOYHO KOHKpCTH3HpaHa 1
HAILJIHO apryMEHTHpaHa B TeMaTHKaTa H 0co0EHO B CBIBPKAHUETO Ha
JUACEPTALIMOHHMUS TPYJL, CBBP3aH ChC CH3ABAHECTO M M3CJIC/(BAHCTO Ha CTpaTeruu
3a aprenTukaimsa B YEb cucremu.

2. Crened Ha I1o3HaBaHe CbCTOSIHHETO Ha npoﬁﬂema H TBOpYECKaA
uHrepuperauus Ha JurepartrypHusi mMarTrepuall

Peasina mpejacraBa ¥ OOOCHOBKA 3a HAay4HOTO HHMBO WM CTCICH HA
[103HaBaHE CHCTOSHUETO Ha MpodiieMa U CHOTBETHA TBOPYECKA UHTCPIPCTALMSA HA
JIMTEpaTYpHUs. MaTepral Moke Ja ce Gopmupa Ha 0a3zaTa Ha M3JI0O)KCHUCTO B
['nasa | ma jucepranpoHHus TpyJ. B Tasu riasa, Ha 6asarta Ha MHOTOOpOHHU U
AKTYAJIHM B HACTOSAIIMS MOMEHT HayyHH IyONIMKAlMH, € H3BBPIICH obcroen
Hperse/l M € HallpaBeH aHaIM3 Ha CHIICCTBYBAIMTE MCTOAM M CPEJICTBA 34
aprertuduranms B8 YEB cucremu. M3nonsBaHuTe Npu aHalln3a M BKIIOYMCHH B
oubimorpadusTa KbM JUCEpPTAlMATA JINTEPATYPHH U3TOUHUIIH (156 nureparypHu
M3TOUHMI) €A U3LAI0 HAYYHM ITyOJIMKAIMu, A0KJIaJd U CTaTUU OT pCHOMHpAHH
CHMCAHMS, M3IAHUS OT MEX/IYHAPOIHN KOH(QEPEHIMH 1 U3TOYHUIM OT CAHTOBE B
MuTepHeT, ¢ MMeHa Ha JOCTaTh4eH Ha Opoil aBTOPM KAaTO BOJCIIM, M3THKHATA B
HACTOSIIMS MOMEHT M OJM3KOTO MHMHAIO WM CIHCHUAIMCTH B obnacrra Ha
aprentupukaims B YEb cucremu.



3. CporBercrBue Ha H30paHaTra MeTOJMKA HA H3cjeABaHe H
nocTaBeHaTa e M 32Ja4d Ha JUCePTALUMOHHUSI TPYI ¢ MOCTUTHATHTE
HPUHOCH

EcrecTBEHO € 00OCHOBAHOCTTA HA LEIUTE U 3aJ[a4UTe B JAUCEPTALMOHHHUS
TPpyJ Jla ceé TBPCHM B HAIBIHO OCHOBATEJIHO neduHupaHaTa 3HAYUMOCT U
HEOOXOMMOCT B HAYYHO M HAYYHO-TIPHJIO)KHO OTHOIICHHE OT aBTEHTU(MUKAIS B
VEDb cucremu. Tosa Moe TBBPACHUE HU3LSIO ChBIAJa ChC CIICIHUSA IIPABUJICH
[10/1X0/1, 110 KOWTO AOKTOPaHTHT € (popMyJMpall MHOI'O KOHKPETHO M TOYHO Ie/ITa
W 3a/la4UTC B CBOSI JUCEPTALIMOHEH TPY.

Ilesqra Ha HACTOANIMS JUCEPTALMOHEH TPYJ € Ja MPEeJUIOXKH LSI0CTHO
pelleHre 3a METOJUTE 3a M3CIC/BaHC CTPAaTerud 3a aBTCHTUKAIUSA B VEb
CUCTEMH.
3a M3IIBIHEHUETO Ha Ta3| 111, ca (OopMyJIMpaHu cJIeIHUTE 3a1aYH:

. Jla ce cb3jajar cpejcTBa 3a MIACHTH(MUMpaHe HAa OCHOBHM TEXHHUYCCKU
KOMIIPOMMCH B YeO aBTEHTUKAlHsITa

2. Jla ce npejicTaBsAT U OLICHAT HOBU METO/IH 32 YIIPABJICHUE HA TOKCHH 3a TOCTBHIL.
3. Jla ce npe/uloKy KOHLIEHIMA 32 KOHTEKCTHO-OPUEHTHpaHa aBTCHTHKALNS 1pe3
CTpeC UHIEKC

4. ]Jla ce u3ciie/iBa YOBENIKUA (paKTOp: HAMUpAHE Ha 0ajlaHc MEXJIy CUTYPHOCTTA U
y100CTBOTO

5. Jla ce nanpaBu OICHKA Ha PHCKOBETE M CTPATETHUH 3a TAXHOTO CMEKYIaBaHe I1pH
WM3IMTOJI3BAIE HA BHHIIHY JOCTABYUIIA Ha UACHTHIHOCT

4. Hayunu /Wi HAYYHONIPHJIOKHH IPHUHOCH HA JHCEPTANMOHHUS TPY]

B paspaGoTBaHETO Ha JMCEPTAIOHHUA TPYJ Ca MPEACTABCHU 4 HAY4YHH M 5
NPUJIOKHH IIPHHOCA, KaKTO CIIe/(BA:

Hayuynu npuHocu
|. dopMy/IMpaHe HAa HOB METOJ( 32 OLCHSIBAHE - KOHIIENIIHSA 34 ,,CTPEC HHACKC™ —
KBM JMHAMAYHUTE MOJEIH 32 aBTEHTHUKAIMS

2. VsciejBaHo € BJIMSHUETO HAa yMmMopara MpH MHOro(akTOpHa aBTCHTHKAINs
(MFA)

|U'S]

AHaJM3MpaHUd W OUCHEHM ca IpeIuMcTBarta ¥ HEJAOCTAaTBIMTEC HA
ABTEHTUKALIMOHHYU MOJIEIH ,,CbC ChCTOSHUE™ U ,,0€3 CHCTOSTHUE™

4. llpe/UiosKeH € HOB apXMTEKTYPEH MOJEN U METON, CBBP3aH C IPOLECH 3a yeb
ABTCHTUKALMS



[IpHJ10KHHA NPUHOCH
I. Tlpe/utokenn ca KOHKPETHH HACOKH 3@ JIM3aiiH U BHEAPABAHE

3]

Peanusupano € NpaKTUYECKO MPHIMKCHUE Ha ,JIHACP Tad™ Momen 3a
OIIpcCHsABAHC Ha TOKCHH

(OS]

[lpensiokeH € MMILIEMEHTAlMOHEH MOJIEN 32 ChXPAaHCHUC Ha TOKCHU B Web
Worker

4. 1'lpellﬂO>KQHI/I ca aJITOPUTMUYHHU PCIICHMA 3a JIMHAMWYHA aBTCHTHUKALUA

()]

>a3paboTeHn ca CTPYKTypMpaHHW yKa3aHHs 33 MHTETPUPAaHC Ha YOBCHIKM H
TEXHUYECKHU IMapaMeTpH

5. [peuenka Ha MyOJIMKAIMKUTE 110 THCEPTAUMOHHUS TPY]

OCHOBHHUTE MOCTHKEHHS B JMCEPTAIIMOHHMUS TPYJL ¢a HOIYJIAPU3UPAHU B 5
HayuHH nyoaukanuu. B mybaMKanuuTe J0KTOPAHTHT € Ha MIbPBO MSICTO B €/1HA OT
15X, OCTAHAJIMTE ca B CHABTOPCTBO C HETOBHS HaydeH pbKoBojuten. Tpu ot
HayunuTe MyOJMKalMM Cca B W3JaHUA Ha pedepupaHd W MHJCKCHpaHH B
CBETOBHOM3BECTHH 0a3u JaHHU ¢ HaydHa uH(popManus. Beuuku myOiamkannu ca ¢
TEOPETHYHO M NPHIOKHO 3HAYCHHE, CBbP3aHM Cca C Jucepranuiara u ¢
HpodeconaaoTo Harpasienue 5.3 KoMyHHKallMOHHA M KOMIIOThPHA TEXHUKA.
[Ipuemam nyOJIMKaIlMOHHATA JICHHOCT KaTO HANbJIHO JOCTAaThYHA 110 obem, Ha
BHCOKO HAYYHO HUBO M IOIYJIApU3UpaHa B JIOCTAThYHA CTCICH B HAIlMOHAICH M
MEIKJIyHApO/ICH Hay4CH IUIaH.

6. MHeHust, NPenopbKU M 0eJIeKKH

B Hay4HO OTHOIIECHUE TPEACTABEHUAT 3a PEUCH3UPAHE MCCPTALMOHEH TPY/L
¢ mMHoro jioope opopMeH, peaM3upaH M CTPYKTYPUPAH M 3aTOBA MOrar jia ce
[HOCOUAT [JIABHO CJICHUTE HE3HAYNTE/HU PEIAKIIMOHHHU 3a0€IICKKNM:

- B UPEJACTABCHUS CK3EMILIAp Ha JIMCCPTAMOHHMA TPYJ, 3a pasjdka OT
agropedepara, JIMICBAa HOMEpAlls Ha IJIaBUTE M naparpadure;

- 3a popmyiute ot 1 go 5 na crpanuumure 100 u 101 B mucepranuaTa HAMa
IMTHpAHA JIMTEPATypa, a ako ce NMPETEHMpa 3a OPUTHHAIHOCT, TO CIIC/BA TC 1A
MPUCHCTBAT B TPUHOCUTE KbM JIMCEPTALIUATA.

[locoyenuTe NPENOPHUYUTEIIHN 3a0€/ICKKM MMAT CMHMCBJI Ha KOJICrMaHH
HoKe1aHus 3a Opjeniara Hay4yHa JICMHOCT Ha JOKTOpaHTa B HEropara Hay4Ha
obJ1acT.



7. 3aKJiloueHHe ¢ SICHA MOJIOKUTEJHA WIH OTpULaTe/IHA OUEHKA Ha
JUuceprauuoOHHUA TPYX

B saiodeHMe CcuUMTaM, Y€ JMCEPTALMOHHHAT TpyHd € odopMeH B
CHOTBETCTBHE C HM3CKBAHUATA, MMa OIPEHCICHU U IMOTBBPACHHM TEOPCTUYHH U
NpakTHYecku, JeGUHAPAHN KaTO HAYYHH W INPUIOKHU IPUHOCH, OTPascHH H
[OIYJIIPU3UPAHN B JIOCTATHYCH HAa OpOH HaydHM IyONHMKAalMM U B TIOJXOJSIIHI
nayanu crimcanus u konpepennuu. Ipenaram Ha YBaXXaeMOTO HayIHO JKypH Ja
npuchau odpasoBaTe/iHaTa U Hay4yHa CTCNCH ,JOKTOp” Ha Mmar. uHx. Pupac
Uman Aua-Xycapu B npodecronanHo Hampapiaenue 5.3. KomyHHKanMoHHA H
KOMITIOTHPHA TEXHUKA, HAay4YHA CIEHMAIHOCT ABTOMAaTU3MPAHM CHUCTEMH 34
o6paboTrka Ha HHGOPMaLMs U yIpaBJICHUE. e

Jdara: 27.10.2025 r. YJIEH HA XKYPHUTO:...oiene fptesnsgrnccenerfe
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OPINION

on the dissertation for the acquisition of the educational and scientific degree
"Doctor"

Author of the dissertation: M.Eng. Firas Imad Al-Hussari

Topic of the dissertation: Research of Authentication Strategies in Web
Systems

Member of the scientific jury: Prof. Dr. Eng. Alexander Bogdanov Bekyarski

1. Relevance of the problem developed in the dissertation in scientific and
applied terms

The scientific field of the dissertation is defined and extremely closely related to
the constant need for scientific developments and ever-increasing relevance in the
broad scientific field of information technologies. This pronounced general
relevance is very precisely specified and fully argued in the topic and especially in
the content of the dissertation, related to the creation and research of
authentication strategies in WEB systems.

2. Degree of knowledge of the state of the problem and creative interpretation
of the literary material

A real idea and justification for the scientific level or degree of knowledge of the
state of the problem and a corresponding creative interpretation of the literary
material can be formed on the basis of the presentation in Chapter 1 of the
dissertation. In this chapter, based on numerous and currently relevant scientific
publications, a comprehensive review and analysis of the existing methods and
means of authentication in WEB systems has been carried out. The literary sources
used in the analysis and included in the bibliography to the dissertation (156
literary sources) are entirely scientific publications, reports and articles from
reputable journals, issues of international conferences and sources from Internet
sites. with the names of a sufficient number of authors as leading, prominent at the
present time and in the recent past and specialists in the ficld of authentication in
WERB systems.

3. Compliance of the chosen research methodology and the set goal and tasks
of the dissertation with the achieved contributions

It is natural to seek the justification of the goals and tasks in the dissertation in the
completely reasonably defined significance and necessity in scientific and
scientific-applied terms of authentication in WEB systems. This statement of mine
fully coincides with the following correct approach, by which the doctoral student
has formulated very specifically and precisely the goal and tasks in his



dissertation.

The goal of this dissertation is to offer a comprehensive solution for the methods
of researching authentication strategies in WEB systems.
To fulfill this goal, the following tasks have been formulated:

. To create means for identifying basic technical compromises in web
authentication.

2. To present and evaluate new methods for managing access tokens.
3. To propose a concept for context-based authentication using a stress index.
4. To investigate the human factor: finding a balance between security and
convenience.

5. To assess the risks and strategies for their mitigation when using external
identity.

4. Scientific and/or applied scientific contributions of the dissertation work

In the development of the dissertation work, 4 scientific and 5 applied
contributions are presented, as follows:

Scientific contributions

|. Formulation of a new evaluation method - the concept of a "stress index" - for
dynamic authentication models.

2. The influence of fatigue in multi-factor authentication (MFA) is studied.
3. The advantages and disadvantages of "stateful" and "stateless" authentication
models are analyzed and evaluated.

4. A new architectural model and method related to web authentication processes
is proposed.

Applied contributions

I.  Specific guidelines for design and implementation are proposed
2. A practical application of the "leader tab" model for refreshing tokens is
realized

3. An implementation model for storing tokens in Web Worker is proposed
4. Algorithmic  solutions for dynamic authentication are proposed
5. Structured guidelines for integrating human and technical parameters are

developed
5. Assessment of publications on the dissertation work

The main achievements in the dissertation work are popularized in 5 scientific



publications. In the publications, the doctoral student is in first place in one of
them., the rest are co-authored with his scientific supervisor. Three of the scientific
publications are in refereed editions and indexed in world-renowned databases
with scientific information. All publications are of theoretical and applied
importance. are related to the dissertation and the professional field 5.3
Communication and Computer Engineering. I accept the publication activity as
being completely sufficient in volume, at a high scientific level and sufficiently
popularized in the national and international scientific plan.

6. Opinions, recommendations and notes

From a scientific point of view, the dissertation submitted for review is very well-
formed, implemented and structured, and therefore the following minor editorial
notes can be mainly mentioned:

- in the submitted copy of the dissertation, unlike the abstract, there is no
numbering of the chapters and paragraphs;

- for formulas 1 to 5 on pages 100 and 101 in the dissertation there is no cited
literature, and if originality is claimed, then they should be present in the
contributions to the dissertation.

The indicated recommendation notes have the meaning of collegial wishes for the
future scientific activity of the doctoral student in his scientific field.

7. Conclusion with a clear positive or negative assessment of the dissertation
work

In conclusion. 1 believe that the dissertation work is designed in accordance with
the requirements, has certain and confirmed theoretical and practical, defined as
scientific and applied contributions, reflected and popularized in a sufficient
number of scientific publications and in appropriate scientific journals and
conferences. 1 propose to the Honorable Scientific Jury to award the educational
and scientific degree "doctor" to mag. eng. Firas Imad Al-Hussari in the
professional field 5.3. Communication and computer technology, scientific
specialty Automated information processing and management systems.

Date: 27.10.2025 MEMBER OF THE JURY:.....<.....},/....,,_.,. ....... reeess

Prof. Dr. Alexander Bogdanov Bekyarski



