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n'bpxy III4cepraUI4oHeH TpyA ra upu4o6uBaHe Ha o6pasoBareJlHa U Hay-u.Ha

creIIeH ,,goKTOp"

A3.r.op rra ltHcepTarIHoIIHH, TpyA: Mar. HHlx. @upac I1IwaA A.n-Xycapu
'l'eua lra AlaceprauiloHHpl.f, rpyA: I'I3CIEABAHE HA

C'I' I, ATE T VfiI 3 A ABTEHTLIKAUVIfl, B YEE CIICTEMI{
g-rlerr Ha HayqrroTo xypr4: npoQ. A-p IIH]IC. A.nerccaHgrp EorAanos

lierrpcrclr

l. Apryarllloc'r IIa pa3pa6o'r'sauHs B AIlcepTaIIHoIIIlHl TpyA npo6ley n

HayqHo H HayqHo[pl{JroxHo oTHoIrreHHe

Hayuua-ra o6lacr Ha Ar4cepraUHoHHr4fl'rpyA e 4eoI,IuupaHa 14 I43KJItotIIrreJIHo

'l'rclto ots'bp3at{a c tlocTorHua'ra HeO6XoA}IMOoT oT HayqHI'I paSpa6otxl4 V Bce IIO-

gapac'l'Ballta aK't'yanHocT B IIIlIpoKaTa HayqHa o6,racr Ha uu@opMaIIlIoHHI4Te

lcxtroJrorllu.'lazu u3flBeHa o6Ua aKTyanHocT e MHolo TOtIHo KOHKpeTI'I3VpaHa u

HarIr,JrHo apfyMeHTllpaHa B TeMaTI,rKaTa v oco6euo B CbA:bpxaHueTo Ha

AHCep'farIpIOHHLIq TpyA, cBbp3aH CT'C CT,3AaBaHeTo I4 I43CneABaHeTo Ha cTpaTeluu

3a aBTel{TrrKalrufl s VEE c}rcreMl{.

2. C'l'cuell IIa tIO3rIaBaIIe CLCTOflIItIeTO Ha IIpO6JIeMa fi TBOpTIeCKa

lr r rle pI I pe'I'a uufl tIa JrI.I'I'epa'l'y pIlHq Ma.I-epllaJI

Pea,rua [peAcTaBa V O6OCHO3Xa 3a HayqHOTO HI4BO y;174 CTe[eH Ha

rrO3HaBaHe ST,CTOTHU9TO Ha npO6nerraa u CbOTBeTHa TBOpqeCKa I'IHTep[peTaIII4'g Ha

JrHTepaTypHI,Ifl MaTepI,IiUI MOxe Aa ce $opr.,arapa s'a 6aZata Ha I43JIOXeHI{eTo B

f,rasa I ua 4ucepTaIILIoHHI{fl TpyA. B rasu rJIaBa, ua 6mara na uuoro6pofiuu u

aK'rvaJ,rHI4 B HacrogUII'Ifl MoMeHT HayqHI'I [y6nI'IKaUI4I{, e [r3BT'pIIIeH o6cToeH

lrpclJrcrt 14 C tlallpaBeH aHar'II43 Ha cbuIecTByBaIIII'{Te MeToAI',I U cpeAcTBa 3a

au.rcrlr.ucfuKatlgrr u VEE cgcreMr4. Irl:norsnaHqTe npg aHiurrr3a 14 BKffor{eHI4 B

cI.r6:rnor.pacful-r-a K:bM AHCepTaUlrfTa Jrr.rTepaTypHLI LI3TO[rHuUIa (156 nHTepaTypHI4

H3't'oqH,1Uu) ca nsquo HaflHI{ [y6nI'IKaUnpI, AoK'[aAV A 9TaTVI'I oT peHoMI'IpaHl{

cfrucaHllq, vrc;iaHafl, oT MelKAyHapoAHI4 KOH(bepeH\Vt4 vt u3TorIHlIIIfl oT cafiToBe B

I4lrrepuer, c I{MeHa Ha AOcTaTr,qeH Ha 6pOfi anropl4 KaTO BOA9IIIII, I'I3TT'KHaTI'I B

HiICTOTtUI{fl MOM9HT Vr 6ln:XOrO MI4HaJIO V CISUpIaJII'ICTI'I B O61aCTIA HA

anreulir(rnKauuq s YEB cI4creMI4.



3. C'bo't'ee1c't'BLte IIa u16paua1a Mgl'OAHI(a Ha H3cJIeABaHe *t

Tloc'r'aBerra'I'a qeJ'I v 3aAAqId [Ia AI,ICepTaUIIOHIII'Ifl TpyA c [ocTIIfHaTI'ITe
rrpurrocrr

]lcrecrneno e o6ocHoBar{ocrra Ha Uer.Ilrre v 3aIaqvre B ArrcepraULIoHHIa.rI

rpyA Aa ce r:bpcfl B HarrT,JrHo ocHoBareJIHo AeouHHpaHaTa 3HaqHMocr v

Heo6xoAr,rMocr B Hayr{Ho H HayrrHo-[prrJroxHo orHoIrIeHI,Ie or aBTeHTV$EKaIII4fl B

Vl..lj cuc'renau. ]'osa Moe rB'bpAeHr.re I,I3II.flJIo cr,BnaAa cbc cneAHI'Ls [paBrrJreH

Iroilxorr(, rrrl rcofi'Lo AOK',IOpaHTsr e cpoprvrynrpa,]I. MHofo KoHKpeTHO H TOIIHO IIenTa

H lln;ll&r{Hr'9 B CBOq /IUCepTaIIHOHeH TpyA.

IIe,rTa Ha HacTof,[Iu, AI,IcepTaUI,IOHeH TpyA e Aa rlpeAnoxla II.sIocTHo

peueHr4e 3a MeToArrTe 3a }r3cneABaHe cTpaTell{pl ga aBTeHTUKaIIU' S vEB
cucreMH.
3a usnrIHeHIIeTo HaTa3r4 U9JI, ca SopnaylupaHpl cJIeAHHTe 3aAaqII:

I Aa cc c'L3AaAa'r cpej-(crBa 3a r4AeHTr4d)I,IUupaHe Ha ocHoBHIr rexHlrqecKIr

KO\lilp()M14Cra n ye6 aB'l'eFll-HKaUHflTa

2. )\a ce npel(cTaBsT H OUeHsT HOBrr MeToI.v 3a yflpaBneHlle Ha ToKe]Ir4 3a ,[OCT6II.

3. Aa ce [peAJloxtr KoHueluprq 3a KOHTeKCTHO-OpI4eHTIIpaHa aBTeHT]IKaIIUfl r{pe3

cTpec ITHAeKC

4. l7a ce H3c.rreABa rroBerrKur Saxrop: HaMrrpaHe Ha 6alauc MexAy clrrypHocrra I4

yjlo6crBoro
5. i la ce HarrpaBr4 orIeHKa HaprrcKoBeTe r4 cTpaTelllu 3aTsxHoTo cMeKqaBaHe IIpI{

r43 n oJ I 3IlaHe I I a Il'6H IUHI4 nOCTaBqI4Ulr Ha ITAeHTI',ITTHOCT

4. Hayvrru u/usru HayrrHo[prrJro]KHrr rprrHocl{ Ha AlrcepralllroHHutl rpyA

B pa:pa6oTBaHero Ha AI,IcepTaUI,loHHI{fl TpyA ca npeAcTaBeuu 4 uaytttu u 5

rrpnnolKHH IrpI,IHOCa, KaKTO CJIeABa:

Hayvttu rIpHHocl{
1. {Dopny.rupaHe Ha HoB MeroA 3a oqeHqBaHe - KoHUerIuI4.f, 3a ,,crpec NHgeKc" -

K6 M AI4 H AM I,ITIHI'ITE M OAENU 3 A ABTC HTI,IKAIII'If,

2. tr4:c:re4naHo e BJILITHLIeTO Ha yMopaTa [pu MHoro$arropua aBTeHTI'IKa{I'L

(MI-'A)

3. Arra1ru:upaHu 14 oueHeHI,I ca ilpe.4lrMcrBara v HeAocrarr,III4Te

aBTSIITU KaIIIT OHHI,I M OAg,TIU, rC:bC CT,CTO-f, HI'IS" 14,,6e3 cbcTofl HI4 e('

4. Ilpegnox<eH e HoB apxI,ITeKTypeH MoAen I{ MeToA, cBbp3aH c flpoqecu sa ye6

aBTeHTUKaUHq

HA



IIpnltoxIIH lIpHHoclr
l. ilper,'ro)KeHu ca KoHKperHu HacoKH sa luzaitu I4 BHeApqBaHe

2. Pea.nuSupaHo e npaKTI{qeCKO npuflOxeHlle Ha ,,JIlIAep TA6" MOAen 3a

olrpecHqBaHe Ha ToKeHI4

3. l-Ipel.noxeH e r4MrrJreMeuTaur4oHeH MoAen 3a cbxpaHeHlle Ha roKeHu e Web

Worker

4 . fl pe4noxe Hh cA anIOpI,ITM uqHI4 pellleHltfl. 3A AUHaMI'IrIHa aBTeHTI'IKaU]Ifl

5. Pa:pa6oreHr ca cTpyKTypHpaHH yKa3aHvlfl. 3a I{HTerpIapaHe Ha qoBeIIIKH H

TexHHriecKI,I napaMeTpla

Ocuoeunle [ocr].rxeHr.r, B Ar4ceprarlr4oHHl4, TpyA ca [oflynflpl4sltpanu n 5

HayqHH [y6nplKatll4r.r. B ny6ltIKaUHI4Te AoKTopaHTLT e Ha ilbpBo MtcTo B eAHa oT

'l'rx. oc'IaHaJIIITe ca B cbaBTopCTBo c HeroBlz.f, Ha) {eH pbKoBOAIlTen. TpH OT

rrayqrrgTe [y6nIrKaIIHu ca B v34aHnfl, Ha pe$epnpauu vr pIHAeKcI4paHH B

cBeroBHog3BecrHlr 6as14 AaHHu c HayqHa uHSopMaII[q. BcI4r{KI4 [y6nl{Ka\w ca c

TeopeTHrrHO vt [pHnoxHo 3HaqeHlle, cBT,p3aH]I CA C AI4CepTa\IJ.flTA U C

rrltut[reuror]airr{olo HarlpaBreHue 5.3 KorrayHI4KaUHoHHa Ir KoMrlroribpHa rexHHKa.

Ilpucuav uy6,rurcarlnoHHara AefiHocr Karo HarIT,nHo AocrarbqHa ro o6eM, Ha

BrlCOl(O HayqHo rlullo tI lloilynspu3vpalHa B AOCTaTGTIHa CTefIeH B HaIIUOHaJIeH I'I

Me)KAyHapoAeH HayqeH rIJIaH.

6. Mrreunfl, npenopbKu I,I 6e.nexrcu

B uayvuo orHotueHlle [peAcraBeHrrflT 3a peUeH3LIpaHe AI,IcepraIIIroHeH TpyA

e Mrrofo Ao6pe oOopMeH, peanu3vpaH I{ cTpyKTypHpaH Il 3aToBa MolaT Aa ce

IroCoqa'r l rraBHO CJIeAHHTe He3HaquTenHI,I peAaKUUOHHU 3a6eneXKU:

- li ltpeAclalleHurl eK3eMrlJ[rp Ha AI,ICepTauI4oHHLIfl TpyA, 3a pa3nI'IKa OT

ar lopeQepara, JIHIIcBa HoMepauvfl Ha rnaBI{Te I'I flaparpa$ure;

- 3a OopMynr4re or I Ao 5 Ha crpaHuuure 100 z 101 s AHcepraIII4flTaHflv.a

uHTupaHa nl,ITepaTypa, a aKo ce [peTeHAupa 3a opurlIHanHocT, To cneABa Te Aa

rrp 14 cT,cTB aT B npI,IHO CI4Te KT,M AI,ICepTaIIpIrTa.

lloco.reHu're rpelopr,rIHTeJrHLI 3a6enexKl4 I4Mar cMHcb,rI Ha KoJIerlta,tHH

n()il(c"rraHl,r.rr 3a 6T,Aeulara HayqHa AefiHocr Ha AoKTopaHTa B HeloBara Hayr{Ha

o6lac't.

5. [IpeqeIlKa Ha ny6fluKallurrre ro AllceprauuonHrrl rpyA



7. llarclrroqerrue c qcHa rroJroxr{TeJlHa IIJIII OTpIIIIaTeJTHa oueHKa Ha

/Irc c pTa uLIoIIHrrfl TpyA

ll 3aKJIIoqeHlIe cquTaM, qe AV cepTaIIHoHHI4.f,T TpyA e oSopvren B

oT,oTBeTCTBLIe C u3cKBaHI,ItTA) V:MA OIIpeAeneHil H noTBBpAeHV TeOpeTI{r{HI{ I'I

npaKTI,IqecKI4, Ae$I,IH:apa:au KaTo Hayquu vt [punOxHII IIpI4HOCI{, OTpa3eHLI I'I

nonynrplr3upaHl B AocTaTbqeH Ha 6pofi nayunr ily6ilLlKaIII4Ia I{ B rIoAxoAfluII{

nayqnH ctlllcaHpll 14 KoHSepeHIII{u. IlpeAlararrl Ha yBaxaeMoTo HayrrHo }KypI4 Aa

rrpr.rcr,,r1u o6pa3oBaTeJrrraTa u HayrIHa cTerIeH ,,AOKTOp" Ha Mar. IrHx. (Dupac

llnlal A-rr-Xycapu B flpo$ecr.roHiurHo HalpaBneHl{e 5.3. KouyuuKaULIoHHa I,I

KoMrrroT.bpHa TexHI{Ka, HayqHa crleUuanHocT AsroN{aru3llpaH}I cI{cTeMII 3a

o6pa6orxa Ha I4H$opM agfl, kt ynpaBneHl4e.

[a'ra: 27.10.2025 r. TTJIEH HA }K ypu T o :......y1fe....r.........,-/

rpoQ. A-p AreKcaHAbp EorAason Eercapcrcu



OI'INION

on the rlissertation for the acquisition of the educational and scientific degree

" l)octor"
Author of the dissertation: M.Eng. Firas Imad Al-Hussari
Topic of the dissertation: Research of Authentication Strategies in Web

Systcrns
Member of the scientific jury: Prof. Dr. Eng. Alexander Bogdanov Bekyarski

l. llclevance of the problcm developed in the dissertation in scientific and

applied terms

'fhe scientific freld of the dissertation is defined and extremely closely related to

the constant need for scientific developments and ever-increasing relevance in the

broad scientific field of information technologies. This pronounced general

relevance is very precisely specified and fully argued in the topic and especially in

thc contcltt o{- the disserlation, related to the creation and research of
authcntication strategies in WEB systems.

2. Degrec of knowledge of the state of the problem and creative interpretation
of the literary material

A real idea and justification for the scientific level or degree of knowledge of the

state of the problem and a corresponding creative interpretation of the literary
pratcrial can bc fbrrned on the basis of the presentation in Chapter 1 of the

clisscrtation. In this chapter" based on numerous and currently relevant scientific
publicatiorls. a oorllprehensive review and analysis of the existing methods and

means of authentication in WEB systems has been carried out. The literary sources

used in the analysis and included in the bibliography to the dissertation (156

literary sources) are entirely scientific publications, reports and articles from

reputable journals, issues of international conferences and sources from Internet

sitcs. rvitl-r the narnes of a sr,rfficient number of authors as leading, prominent at the

prcscnt tirne ancl in the recent past and specialists in the field of authentication in

Wl:t] svstems.

3. Compliance of the chosen research methodology and the set goal and tasks

of thc dissertation with the achieved contributions

It is natural to seek the justification of the goals and tasks in the dissertation in the

conrplctcly' rcasonably defined significance and necessity in scientific and

scientillc-applied terms of authentication in WEB systems. This statement of mine

lirlll, coincides with the lbllowing correct approach, by which the doctoral student

has lbmrulated very specifically and precisely the goal and tasks in his



dissertation.

l'he goal of this dissertation is to offer a comprehensive solution for the methods

ol researching authentication strategies in WEB systems'
-fo lirlfill this goal. the following tasks have been formulated:

1. 'fo create means
authentication.
Z. 'l'o present and evaluate new methods for managing access tokens.

3. l'o propose a concept for context-based authentication using a stress index.

4. 'l'o ilvestigate the human factor: finding a balance between security and

convenience.
5.'lo assess the risks and strategies fbr their rnitigation when using external

identity.

4. Scientific and/or apptied scientific contributions of the dissertation work

for identifying basic technical compromises in web

ln thc development of the dissertation work, 4

contributions are presented, as tbllows:
scientific and 5 aPPlied

Scientific contributions

l. Irormulation of a new evaluation method - the concept of a "stress index" - for

clynamic authentication models.
2. 'l'he influence of fatigue in multi-factor authentication (MFA) is studied.

i. 'l'he advantages and disadvantages of "stateful" and "stateless" authentication

nrodels are analyzed and evaluated.

4. A lew architectural model and method related to web authentication processes

is proposed.

Applied contributions

l. Specific guidelines for design and implementation ate proposed

3. A practical application of the "leader tab" model for refreshing tokens is

rcalizcd
3. An implementation model for storing tokens in Web Worker is proposed

4. Algorithmic solutions for dynamic authentication are proposed

5. Structured guidelines for integrating human and technical parameters are

developed

5. Assessment of publications on the dissertation work

'fl-re prain achievements in the dissertation work are popularized in 5 scientific



publications. In the publications, the doctoral student is in first place in one of
them. the rest are co-authored with his scientific supervisor. Three of the scientific
publications are in refereed editions and indexed in world-renowned databases

u,itl'r scicptif-rc information. All publications are of theoretical and applied

irnportance. are relatecl to the dissertation and the professional field 5.3

Communication and Computer Engineering. I accept the publication activity as

bcing completely sufficient in volume, at a high scientific level and sufficiently
popularized in the national and international scientific plan.

6. Opinions, recommendations and notes

From a scientific point of view, the dissertation submitted for review is very well-
lbrmed, implemented and structured, and therefore the following minor editorial

notes can be mainly mentioned:
- i1 the submitted copy of the dissertation, unlike the abstract, there is no

nurnbering ofthe chapters and paragraphs;

- lbr fbnlulas I to 5 on pages 100 and 101 in the dissertation there is no cited

litcratr.rre. and if originality is claimed, then they should be present in the

contributions to the dissertation.
T'he inclicated recommendation notes have the meaning of collegial wishes for the

luture scientific activity of the doctoral student in his scientific field.

7. Conclusion with a clear positive or negative assessment of the dissertation
work

Ip c6pclusion. I believe that tl're dissertation work is designed in accordance with

the rccluirements, has certain and confirmed theoretical and practical, defined as

scientific and applied contributions, reflected and popularized in a sufficient

number of scientific publications and in appropriate scientific journals and

conferences. I propose to the Honorable Scientific Jury to award the educational

ancl scientiflc degree "doctor" to mag. eng. Firas Imad Al-Hussari in the

prolcssional field 5.3. Communication and computer technology, scientific
spec i a lty Ar-rtomated in fbrmation processing and management systems.

Date: 27.10.2025 MEMBER OF THE JURY
( "'ru"""'c"

Prof. Dr. Alexander Bogdanov Bekyarski


