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AilcepralllroHeH rpyA 3a noflyqaBaxe xa OHC "AoKrop" Ha reMa
"Crparerun 3a aBTeHrilKaqun e ye6 c[creM "
[1 poQecuoHanHo HanpaBneHue: 5. 3" KoruynnraqroH Ha I KoMnorbpHa rexH rKa'
Hayvna cneqt4anHocr: "Asrotuarnsvpall cncreMu sa o6pa6orra Ha
uHQopuaqun n ynpaBneHtlte"
Aerop: Mar. uHx. Orpac 14rvra4 An-Xycapr
or npo$. A-p HilHa Bacuneaa CuHRrrna

1. OEt4r4 nOIlOXEHhf,
Texcrur Ha Auceprallno+Huf, rpy.q BKnoqBa 137 crpaHrLlr rercr, $rarypur,

tadnntry, rpa$raqra u AVatpaMV u ce clcror4 or BbBeAeHue, 2 pae1ena,
orflaBeHu xaro o6sop l,t tl3noxeHl,te, cnilcbK xa ny6nrraqil[, cBbp3aHu c
Ar4cepraqilf,ra, cnhcbK c npuHocuTe u cnilc],K Ha [3non3BaHaTa nureparypa.
l-lrrupaxara nilreparypa BKnpqBa 156 tasro.{Htaxa na axrnuilcKil e3ilK. .

2. AKTYA'IHOCT HA NPOEIIEMA

Teuara Ha AtacepraLlrnra e Cmpameeuu sa aemeHmunaqua e ye6
cucmeMu. flo rasu reMarlaKa ce pa6oru ilHT[eH3taBHo B qerlaf, cBFT.

['l pee nocne4Horo Aecerunerre ye6-6a3ilpa Hu ct4creM il nperupnraar 6ypr<o
pa3B[Tile. E4nn or BaxHilTe npo6nenau e cilrypHocrra Ha re3il ct4creM]4,
Aerexruxaqrf,Ta e HaL{ H, vpes xoilro ce il3BbptuBa ynpaBneHue Ha Aocrbna Ao
Te3u crrcreMr.Btnpexu MHororo Mero4t4 3a aBTeHTuKaLltas, Bce ou]e HRMa
noAxo4, xoilro 4a e yHilBepcaniro 4o6up 3a BcnKo npilnoxeHile. Cnoxnocrra na
3aAaqara ce yBenilqaBa 3apa4r4 pagfluLtHt4 TilnoBe norpe6urenu, pa3nutqHil
opra Hu3aq[oHHt4 KoHTeKcrla r 6ugHec il3t4cxBaH tan.
l-lpe4uer Ha.qtaceprar.lt4oHHt4g TpyA ce cbcrorr B r43cne.qBaHe I oqeHKa Ha HoBr4
MeTOAl,r 3a ynpaBneHile Ha npollecuTe Ha ye6 aarexruxaqun CqhtaM , qe
TeMaTa Ha AilCepraLluqla e aKryanHa.

3. AHAn[3 HA Rt4CEpTAql4OHHUf,TpyA
Aaropr,r nocraBf, cneAH[Te Llenu Ha cBoero u3cneABaHe, npe.qcraBeHu BbB
BnA Ha KOHKpeTH14 3a.qaqil:
1. l44exrn$uqtapaHe Ha ocHoBHr rexHrqecKlt KoMnpoMucr B ye6
aBTeHTlllXaqIf,.
2. flpe4craeane ta oUeHKa Ha HoBr Merogu 3a ynpaBneHle Ha roreH[ 3a
.qocTbfl go c}lcTeM[Te.
3. BuaexAaxe Ha KoHqenqt,tn 3a KoHKperHo-op]teHTupaHa aBTeHrlKaq[r
qpes crr?pec-uxdexc.
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4. l,lacnegeane Ha qoBeuJKrn Sarrop ,. HaMlpaHe na 6anaxc Mer(Ay
cxrypHocrra r ygo6craara.
5. Oqenra Ha pucKoBe lt crparerltta 3a rrxHoro cMeKqaBaHe np]t
[3noI3BaHe Ha BtHluH14 AOCTaBqUql4 Ha [AeHTOqHOCT.
B nupenn pa34en (o6sop) e il3noxeHo HanpaBeHoro npoyqBaHe 3a

cbBpeMeHHoro cbcroFHue Ha npo6neua. l4aarpulen e aHafl[3 Ha OCHOBHyI
nofloxeH[fi npu aBTeHT[KaLlilt, Karo Kfl]oqoBl4 napaAilrMil, l4cropl4qecKa
eBontoqnf, ,4eSunrqnr u no4xoAt4.
onucann ca il3cne.qBaHns Ha cbulecrByBar4ilTe MexaHu3MtA u IMnneMeHTaLlklr4
npil aBTeHT[KaLlUn. Hanpaeex e nperneA Ha roneMil TexHonorilqHu KoMnaHun Lt

6arxr orHocHo aBTeHTilKaLliln. PasrnegaHu ca pa3nuqHu BrrAoBe araKn il
3anflax[ np14 aBTeHTUKaLlUfi. [lOXaSaXr C]UIO TaKa U cot-lnanHo-l4KoHoMl4qecKil 14

KynrypHt4 sarropr u ca or6enqsaHil HoBr4 TexHOflOrnqHI npeAil3Bl4KareJrorBa.
Bropunr pa3Aen (uanoxexue) e noceerex Ha u3cne4Banrn u paspa6orru,

npoBeAeHr or AoKropaHra na npo6neuilre, cBbpsaHil c usrpil(AaHe Ha
TexHoflorilqHn MoAenn. l4setpulena e oqeHKa Ha MoAeflilre *Stateful,,n

"Stateless" il ca npeAcraeenu cuo6paxeH[r orHocHo cilrypHocrra .OnucaH e
paspa6orenurr Mo.qen nuAep 6payaep ra6 aa onpecHsBaHe Ha roKeH[ B
oAuth 2.0. Ycuaup[ueHcrBaH e MoAen sa cbxpaHf,BaHe Ha aBTeHrilKaLliloHeH
roKeH B web worker. lzlscnegaano e BnilFHuero Ha qoBeurun Qalrop aupxy
crparerl4]4 3a aBTeHr[Kaqun. llpe4noxeHa e soprvryna 3a rHAeKca Ha crpeca c
qen orpaH[qeHile Ha aBTeHT[KaLliln. lllscne4aaHo e BflytnHr4ero Ha yMopa npil
uxoro$arropHara aBreHrur(aqti,A. Hanpaeeuo e cbu.lo raKa u il3cneABaHe Ha
3aBilcr4Mocrra or roneM[re co$ryepnu Kopnopall[t4 3a aB]4eHrrKaLlilr.
B 3axnpqeH[ero e HanpaBeH Kpar]K aHarr3 Ha HanpaBeHilTe il3cne.qBaHmfi

fi ca AaAeHil Hacorr4 sa 6tgeqo pa3Bilr,4e na npo6nemure.

4. CTENEH HA NO3HABAHE HA NPOENEMA

,[orropaxrsr e HanpaBun MHoro sa4u6oven o6sop Ha cbBpeMeHHoro
clcronHne na npo6neuarilKara, cBtp3aHa c Cmpameeuu aa aemeHmuKau,un e
ye6 cucmeuu.
ctaumau, ue us6paxume uemodu u uemoduxu sa uscnedeaHe cbomeemcmeam
Ha nocmaeeHama qen u RoHKpemHume sada,au, cebpaaHu c qenma.

5. I]4[{HOTO yrtACTl4E

AHanils Ha AilcepraLlnor,lte rpyg t4 npeAcraBeHilF cnucbK na ny6nrraquu,
cBbp3aH[ c A[cepTaquoHHLt, TpyA MV AaBa OCHOBaHile Aa HanpaBg
3aKnrcqeHile, qe aBToprr no3HaBa unoro 4o6pe cbcroFHilero na npo6neua, n
Hf,MaM HnKaKBO OCHOBaHl4e Aa Ce cbMHsBaM B nilqHOTO My yqacTue B
npoBeAeHrTe l43CneABaHilF 14 B HanilCBaHe Ha AUCepTaLlilfiTa.



6. nyEIt 14 KAq 14 14, C Bb p3AH t4 C 414 C E pTAqt4fi TA
I'lpe4craeen e cnrcbK Ha ny6nrxaqilu, cBrpsaHil c Aucepraqn+ra, xofrro
BKnloqBa 5 xailn exosaH[s. Bte Bcur{Kr ny6nrxaqnu aBTopbr e nocoqeH Ha
nbpBo Mf,cro. Bcuqru ny6nuraquure ca or c6opnrqu or MeXAyHapoAHLr
xoH$epeuqur .

Hruau ux$opruaqun ga qt4rmpaHnf, Ha nocoqeH[re rpy4oBe.

7. PEOEPAT
AaropeSeparbr e HanucaH cbrnacHo t4st4cKBaHufira. Cugupxanrero uy
r43ncHfiBa aKTyanHocrra Ha reMarilKara Ha AilcepraLlilf,Ta, eoprvrynupa
ocHoBHara qen il SaAaqu Ha [ScneABaHero vl orpa3gBa nocrnrHarure
pesyflraTil.

8. HAyrt H yt, HAyrt H o-n puIlox Hn n npnnoxH 14 n p I Hoc 14

cne4 anannsa Ha npoBeAeHure u3cneABaHVf, v nonyqeHure pegynrarx cqilraM,
qe re Morar 6ugar o6o6qexr no cneAHiln HaqilH:

3a Hayuuu Morar Aa ce npueMar cnegHrre npuHocl4:
- OopruynupaH e HoB MeroA 3a oqeHFBaHe (ronqenqrs 3a ,,crpec-rx4erc,,)

np14 AilHaMUqHUTe MOAeflil 3a aBTeHTilKaLll4F.

- l4acne4aano e BnufiHtaero Ha yMopara. npta uxoro$arropHa aBTeHruKar.lr4r.
- l4eerpueH e aHanu3 il oqeHKa Ha aBTeHTilKaqiloHHyt Mo4enil ,,cbc

cbcronHue " yr " 6es cbcrogHile".
3a Hayuna-npunotfiu ce npileMar:

- [lpe4noxen e HoB MeroA - nudep ma6 na 6paysepa il ilMnneMeHraLl[oHeH
MoAen 3a cbxpaHsBaHe Ha roKeH!,t e Web Worker.

. 3a Ilpunoxuu:
- Crs4a4ex e cntac]K Ha 4erafinxu npenop]Kr4 3a noAxoAltqo ilsnon3BaHe

Ha aBTeHTilKaWf, cbc cbcmosHue u 6es cucmof,Hue c orqilTaHe Ha

$arropure uat4a6upyeMocm, qecmoma na cecuu u dp.
- I'lpe4noxeH[ ca anropurMytr{Ht4 pelrteHtaf, 3a aBreHrt KaLl]4fi

- Paspa6oreHn ca yKa3aHuf, n npaKTilqecKr no4xoAt4 3a orr{ilTaHe Ha
ncilxonorilqecKilTe t4 noBe4eHqecKilTe acneKrvr ua norpe6urenrre npu
cb3AaBaHeTO Ha CUrypHyt , HO AOCTbnHU 3a non3BaHe cilcTeMr.

9. 3AEEIIEXKh r nPEnOPbKU nO AhCEPTAU],|OHHIfl TpyE
klruau pe4nqa sa6enexxvr, Kor/4To orKpvrx B npoqeca Ha nperneMaHero Ha
AICepraq!,tfira:
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- B 4mcepraLlilf,Ta ce ont4cBar MHoro no4po6no ugeecrxure Heu1a. B
pe3ynrar Ha roBa ce nonyqaBa gnc6anaxc Ha .qilceprallvolHvtf, rpyA _

o6sopur 3aeMa 3HaqurenHa qacr or o6qrar o6eu. Eu 6rno no-go6pe 4a 6u4e
o6rpnaro noBeqe BHilMaHue Ha co6craeHilTe u3cneABaH[R.

- ,Qrcepraqrnra ne e oQopMeHa B o6qonpueru+ BVA. He e
pa3AeneHa no rnaBu u naparpa$u I nuncBa Bcf,KaKBa HoMepaq[fl.
l4enoxennero e npeKaneHo opilrtaHanHo.

- l-lenra Ha Aucepraqnera He e $opruynrpana 4o6pe
[lpe4craeexrre qeflta ca $arrrvecKu KoHKperHrr 3a4aqu.

- Bcu..rxl,r Qrrypn ca Ha aHrnilftcrr esnr I MHoro or rnx ca B3er[ or
t4sBecrHilre t43roqHrLlu u 6u tpe6aano 4a 6u4ar qnrvpalu.

- flogeqero 3alnaBu+ Ha orAenHilTe naparpa$ra ca na axrnrilcKu e3rK,
MaKap qe 3a HsKol4 aarnuilct<u repMuHl,l Beqe ca npreril cborBerHilTe
6urapcxu (xanpuuep Phishing- "Orar.uranr").

- He ce nocovBar scHo B MHoro Mecra Ha reKcra nilqHilTe npilHoct4 Ha
AucepraHra. Hanpruep, $oprvrynnre Ha crp. 100 r,r 101.

- l4man,t pefluqa pe4aKqiloHHr,t vt crunoBn ea6enexxu, Koytro orpasf,Bar
rpeluKl4, nponycKr4 u HeroqHocrl4, Ho Kovtro He HaMaflgBar BaxHocrra Ha
AilcepTaLlileTa.

10.3AKnloqEHhE
B npeAcraseHr4f, AtacepraLluoHeH TpyA ce cbA]pxar HoBr4 14 opilrilHaflHu

ilAelt, Kor4To Morar Aa ce N3nor3Bar 3a cL3AaBaHe Ha MOAenU 3a aBTeHTUKaL[4t
e ye6 cncreuu.

,Qorropanrur noKagBa sa4u6oveuil no3HaH[f, B r43cne.qBaHata o6nacr, sa
KOeTO rOBOpyl KaKrO Abnbr cnylcbK Ha
co6creeHtare ny6nuxaqru.

il3non3BaHaTa n[TepaTypa, TaKa il

Karo qnno AuceprallkroHHr4rr rpyA e usnbnHeH na 4o6po npoeecuonanno
H]4BO 14 OTrOBapf, Ha il3UCKBaHUf,Ta 3a noflyqaBaHe xa o6paaoaarenHara il
HayqHara cTeneH "AoKTOp ".

Vluailxu npeAB[A [3noxeHoro, npeflnaraM Ha noq]lraeMoro Hayvno xypr
npr w- co$ran Aa B3eMe peureHile 3a npilcBorBaHe Ha Mar. ilHx. orapac lrlnria
An-Xycapra o6paeoearenHara v HayqHa creneH Aorrop no l-lpoeecraoHanHo
HanpaBneHile 5.3 ,,Koruynnraquonna u KoMn}orbpHa rexHuKa*, HayqHa
cneqranHocr ,,AsroNrar[supaHyt ct4creMra aa o6pa6orKa Ha rxeopnnaqun u
ynpaBneHue".

['lo4nuc:
/npo$. 4-p Hrana Cnasruaal
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REVIEW

of a dissertation for the award of the educational and scientific degree "Doctor,',
entitled:
"Authentication Strategies in Web Systems"
Professional field: 5.3 "Communication and Computer Engineering,,
scientific specialty: "Automated systems for lnformation processing and control,'

Author: M.Sc. Firas lmad Al-Husari
Reviewer: Prof. Dr. Nina Sinyagina

1. GENERAL REMARKS

The dissertation comprises 137 pages of text, figures, tables, chafts, and
diagrams. lt consists of an introduction, two sections (tifled "Review" and
"Exposition"), a list of publications related to the dissertation, a list of
contributions, and a list of references. The cited literature includes 156 sources
in English.

2. RELEVANCE OF THE TOPTC

The dissertation topic is Authentication strategies in web systems, an area of
intensive research worldwide. over the last decade, web-based systems have
undergone rapid development. one of their key issues is security; authentication
is th.e mechanism by which access to these systems is managed. Despite the
multitude of authentication methods, there is still no approach that is universally
optimal for every application. The complexity of the task increases due to
different user types, organizational contexts, and business requirements.

The subject of the dissertation consists in researching and evaluating new
methods for managing web authentication processes. I consider the dissertation
topic to be current and relevant.

3. ANALYSIS OF THE DISSERTATION

The author sets the following objectives for the research, presented as specific
tasks:

ldentification of the main technical trade-offs in web authentication.

Presentation and evaluation of new methods for managing access tokens for
systems.

lntroduction of a concept for context-oriented authentication through a stress
index.
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Examination of the human factor: striking a balance between security and
conventence.

Risk assessment and
providers.

mitigation strategies when using external identity

section one (Review) presents the state of the art. lt analyzes the fundamentals
of authentication-key paradigms, historical evolution, definitions, and
approaches. Studies of existing mechanisms and implementations are
described. A survey of major technology companies and banks with respect to
authentication is provided. Various attack types and threats in authentication are
examined. socio-economic and cultural factors are also discussed, and new
technological challenges are noted.

section Two (Exposition) is devoted to the doctoral candidate's own research
and developments related to building technological models. The "stateful" and
"stateless" models are evaluated, with security considerations presented. A
leader browser tab model for refreshing tokens in oAuth 2.0 is described. A
model for storing an authentication token in a web worker is improved. The
influence of the human factor on authentication strategies is studied. A formula
for a stress index is proposed with a view to constraining authentication. The
impact of fatigue in multi-factor authentication is investigated. Dependence on
large software corporations for authentication is also examined.

The conclusion offers a brief analysis of the studies conducted and ouflines
directions for future work.

4. DEGREE OF FAMILIARITY WITH THE PROBLEM

The doctoral candidate has conducted a very thorough review of the
contemporary state of issues related to Authentication strategies in web
systems. I believe that the methods and methodologies selected correspond to
the stated goal and the specific tasks associated with it.

5. PERSONAL INVOLVEMENT

My analysis of the dissertation and the list of publications related to it gives me
grounds to conclude that the author is very familiar with the state of the problem;
I have no reason to doubt his personal participation in the research conducted
and in the writing of the dissertation.

6. PUBLIGATIONS RELATED TO THE DISSERTATION

A list of publications related to the dissertation has been provided, comprising
five titles. ln all publications the author is listed first. All publications are from
proceedings of international conferences. I have no information regarding
citations of the listed works.
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7. AUTHOR'S ABSTRACT

The author's abstract is written in accordance with the requirements. lts content
clarifies the relevance of the dissertation topic, formulates the main goal and
research tasks, and reflects the results achieved.

8. SCIENTIFIC, SCIENT!FIC-APPLIED, AND APPLTED
CONTRIBUTIONS

Following analysis of the studies conducted and the results obtained, I believe
they can be summarized as follows:

Scientific contributions:

A new method of evaluation (the concept of a "stress index") is formulated for
dynamic authentication models.

The influence of fatigue in multi-factor authentication is investigated.

Analysis and evaluation are performed of stateful and stateless authentication
models.

Scientific-applied contri butions:

A new method-the leader browser tab-and an implementation model for
storing tokens in a Web Worker are proposed.

Applied contributions:

A list of detailed recommendations is created for appropriate use of stateful and
stateless authentication, accounting for factors such as scalability, session
frequency, etc.

Algorithmic solutions for authentication are proposed.

Guidelines and practical approaches are developed for accounting for users,
psychological and behavioral aspects when creating secure yet usable systems.

9. REMARKS AND RECOMMENDATIONS REGARDING THE
DISSERTATION

I have a number of remarks discovered during my review of the dissertation:
The dissertation describes known matters in excessive detail. As a result, there
is an imbalance-the review occupies a significant portion of the total volume. lt
would be preferable to devote more attention to the author's own research.
The dissertation is not formatted in the generally accepted manner. lt is not
divided into chapters and sections, and there is no numbering. The exposition is
overly original.

7



The goal of the dissertation is not well formulated; the presented "goals" are, in
fact, specific tasks.

All figures are in English, and many are taken from well-known sources and
should be cited.

Most headings of individual sections are in English, although for some English
terms Bulgarian equivalents are already established (for eiample, phishing 

-"Ot4uJ14Hr").

ln many places in the text the personal contributions of the doctoral candidate
are not clearly indicated-for example, the formulas on pp. 100 and 101.

I have various editorial and stylistic remarks that reflect errors, omissions, and
inaccuracies; however, these do not diminish the importance of the dissertation.

10. coNcLUStoN
The dissertation presented contains new and originat ideas that can be used to
develop models for authentication in web systems. The doctoral candidate has
demonstrated a deep knowledge of the field under study, as evidenced both by
the extensive list of references used and by his own publications. Overall, the
dissertation is executed at a good professional level and meets the requirements
for the award of the educational and scientific degree "Doctor."

ln view of the above, I propose that the esteemed Academic Jury of TU-Sofia
decide to confer upon M.Sc. Eng. Firas lmad At-Husari the educational and
scientific degree Doctor in Professional Field 5.3 "Communication and Computer
Engineering", scientific specialty "Automated Systems for lnformation Processing
and Control."

15.10.2025 Signature.
I Prof . Dr. Nina Sinyagina /
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