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1. OB NONOXEHUA

TeKCTbT Ha AMCepTaLMOHHUSA TPyA BKMtoYBa 137 CTpaHULM TEKCT, hurypw,
Tabnuuu, rpacduuM M guarpaMum U ce CbCTOM OT BbBeAeHve, 2 pasfena,
OrMaBeHN kaTo 0030p U MU3NOXKeHWe, CNUCLK Ha NyBRUKaLWKW, CBBLP3AHW C
AucepTauuAaTa, CNUChK C NPUHOCUTE U CNUCBK HA W3nNon3BaHaTa nuTeparypa.
LiutupaHata nutepaTtypa BknouBa 156 U3TOYHUKA HA aHITIMIACKA €3UK. .

2. AKTYAJIHOCT HA NPOBJIEMA

Temata Ha pauceptaumata e Cmpamezuu 3a aemeHmuKkayusi e yeb
cucmemu. 1o Tasu TemaTuka ce paboTu WMHTUEH3UBHO B LIENUs CBAT.

[pes nocnenHoTo fecetunetne yeb-6asnpaqn cuctemu npeTbpnsasaT 6ypHO
passutne. EAMH OT BaxHUTEe npobrnemm e CUrypHOCTTa Ha TE3W CUCTEMM,
ABTEHTUKaLUMATa € Ha4YWH, Ypes KOMTO Ce U3BbPLUBA YyNpaBneHue Ha 4ocTbha Ao
Te3n cuctemMn.Bbnpekn MHOroto mMeToaM 3a aBTEHTUKaLMS, BCE OLle HaMa
NOAXOA, KOWTO Aa € yHuBepcarnHo fo0bp 3a BCAKO npunoxeHue. CrnoxHocTTa Ha
3afjlayaTa ce yBenu4yasa 3apaju PasnNYHU TUMNOBE MNOTPeGUTENW, pPasnuyHU
OpraHn3aLUOHHN KOHTEKCTU U BU3HEC N3UCKBAHUS.

MNpesmMeT Ha aucepTaunoHHNSA TPYL Ce CbCTOW B U3CNeABaHe U OLEHKA Ha HOBU
METOAM 3a ynpaBneHue Ha npouecute Ha yeb aBTeHTMKauma Cuutam , 4de
TemaTa Ha gucepTauusaTa e akTyarnHa.

3. AHAIMU3 HA OQUCEPTALUUOHHUA TPYL

ABTOPBLT NOCTaBA CNEAHUTE Lieny Ha CBOETO M3crefsaHe, NpefcTaBeHW BbB
BWUA Ha KOHKPETHU 3a4ayu:

1. WpeHTudpMumpane Ha OCHOBHM TeXHUYECKM Komnpomucu B yeb
aBTEHTUKaLMS.

2. T[peacraBaAHe U OLeHKa HA HOBU MeTOAM 3a ynpaBfieHMe Ha TOKEHU 3a
AOCTbMN A0 cUCTEMMUTE.

3. BwbBexpaaHe Ha KOHLENUUsi 3a KOHKPETHO-OPUEHTUpPaHa aBTEHTUKaLIMA
Ype3 cmpec-uHAeKc,



4. WscnepBaHe Ha 4YoBelWwkusi hakTOp : HamMupaHe Ha GanaHc Mexay
curypHocTTa u yno6ereara.

5. OueHka Ha pUCKOBE W cTpaTerMm 3a TAXHOTO CMeK4YaBaHe NpW
U3non3BaHe Ha BbHLWHU AOCTAaBYULIM HA UAEHTOYHOCT.

B nbpBus pasgen (0630p) e W3NOXEHO HanNpaBeHOTO MNpoy4YBaHe 3a
CbBPEMEHHOTO CbCTOAHWE Ha npobnema. W3BbplUeH € aHanu3 Ha OCHOBHU
MOMOXEHNA nNpW aBTEHTUKaUWA, KaTo KIOYOBM NapagurMu, WUcTopuyecka
eBonouua , AedrHULUK U NOAXOAN.

OnucaHun ca uscnefBaHWs Ha CbLUECTBYBALLMTE MEXaHW3MU U UMNMeMeHTauum
Npu aBTEHTMKaUUA. HanpaBeH e npernen Ha ronemMm TeXHONOrM4YHM KOMMNaHumM u
OaHKM OTHOCHO aBTeHTMKauusi. PasrnefaHu ca pasnuyHW BUAOBE aTaku W
3annaxv npu aBTeHTUKaUuUA. [1okasaHn CbLLUO Taka U coLnanHoO-MKOHOMUYECKU 1
KYNTYPHU (PakTopu 1 ca oThensisaHn HOBW TEXHOMOMMYHI Npean3BrKaTENCTRA.
BropuaT pasgen (n3noxeHue) e NocBeTeH Ha UscneasaHua 1 paspaboTky,
NpoBeAeHN OT LOKTOpaHTa Ha npobrnemwuTe, CBbP3aHWM C U3rpaKaaHe Ha
TEXHOMOIMYHN Mopaenn. WMssbplleHa € oueHKa Ha wmogenuTe “Stateful’n
“Stateless” n ca npeacraseHn cbobpaxkeHUsi OTHOCHO curypHocTTa .OnncaH e
paspaboTeHnAT mopen nupep Gpaysep Tab 3a onpecHsBaHe Ha TOKEHU B
OAuth 2.0. YcbBBbpLUEHCTBAH € MOAeNn 3a CbXpaHABaHE Ha aBTEHTUKALWNOHEH
TokeH B Web Worker. UscneneaHo e BNUAHWETO Ha YOBELLKUA hakTop BbPXY
cTparterim 3a aBTeHTUKauus. lNpeanoxeHa e copmyna 3a MHAEKca Ha cTpeca ¢
Lien orpaHuyeHue Ha aBTeHTuKauusa. NscneasaHo e BNUsiHUETO Ha ymopa npu
MHOrogpakTopHaTa aBTeHTUKauusl. HanpaBeHo e cblyo Taka U u3creasaHe Ha
3aBWUCUMOCTTa OT rofieMnuTe copTyepHN Koprnopauum 3a aBUEHTUKALWS.

B 3akniouyeHuWeTo e HanpaBeH KpaTbK aHanM3 Ha HanpaBeHUTe M3CreaBaHus

VW ca AafeHn Hacoku 3a ObaeLlo pa3BuTUe Ha npobnemuTe.

4. CTENEH HA NMO3HABAHE HA NMPOBJIEMA

HoKTOpaHTLT e HanpaeBun MHoro 3aabnboyeH 0630p Ha CbBPEMEHHOTO
CbCTOsIHWE Ha Npobnematukara, cebp3aHa ¢ Cmpameauu 3a asmseHmMuKayusi 8
yeb cucmemu.

Cyumam, Ye usbparume mMemodu u Memoduku 3a uzcredearHe cbomeememeam
Ha rnocmaseHama uesn u KoHKpemHume 3adaqu, cebp3aHu ¢ yenma.

5. IMYHOTO YYACTHUE

AHanus Ha AWCepPTaLMOHHWA TPYA W MPeLCTaBEeHWs CMCBK Ha nyGnukauuu,
CBbp3aHM C pAucepTauuMoHHUA Tpya MU [aBa OCHOBaHME fa Hanpass
3aKnoveHve, Ye aBTopPbT NO3HaBa MHOrO A06pe CLCTOAHUETO Ha npobrema, U
HAMaM HWKaKBO OCHOBaHME  [a Ce CbMHSIBaM B NIMYHOTO MYy yyacTue B
NPOBEAEHWUTE U3CNEeABaHNS U B HaNUCBaHe Ha AUcepTauuaTa.



6. MYBNUKALIUN, CBBP3AHU C AUCEPTALUATA

MpeactaBeH e cnuMcbK Ha nybnukauMW, CBbP3aHW C AMCEpTAUMSITA , KOUTO
BKMIOYBA S5 HaMMeHoBaHWA. BbB BCUUKM NyGRMKauMW aBTOPBT € MOCOYEH Ha

MbpBO MACTO. Beuuku nyGnvkauunte ca oT cOOPHULM OT  MEXAyHapoLHM
KOHbepeHuun .

Hsmam nHopmaums 3a UMTUpaHua Ha NocoveHuTe TpyaoBe.

7. PE®EPAT

ABTOpE(dEPaTLT € HanMcaH CbMAacHO W3UCKBaHUATA. CbAbPKAHUETO My
W3ACHABa aKTyanHoCcTTa Ha Temartukata Ha  guceprauusta, opmynupa
OCHOBHaTa Uuen v 3aja4u Ha u3crnefBaHeTo W oTpassiBa MNOCTUrHaTUTe
pesynTtartu.

8. HAYYHU, HAYYHO-NMPUNOXXHW U NMPUNOXHWU NPUHOCH

Cnep aHanuaa Ha NpoBefeHWTE U3CTNIeABaHUA U NONYYEHUTE Pe3ynTaTh cunuTam,
Yye Te moraTt 6baaT 0600LLEeHN MO CReAHNA HaYMH:

3a HayyHu morat fia ce npuemat criefHuTe NpuHoCH:

- ®opMynupaH e HOB METOA 3a OLEHsABaHe (KOHUenuua 3a “cTpec-uHAekc”)
NPy AUHAMUYHUTE MOAENU 3a aBTEHTUKALUA.

- N3cnepsaHo e BnusiHmeTo Ha ymMoparta. npu MHOFOd)aK'I'OpHa aBTEeHTUKaLWA.

- WsBbpwieH e aHanW3 M OueHKa Ha aBTEeHTUMKALMOHHU MOZenu “cbe
CbCTOAHME “ N “ Be3 cbeToAHKE”.

3a HayyHa-npunoxHu ce npuemar:

- MNpeanoxeH e Hoe MeToA - nudep ma6 Ha 6pay3epa n UMNNEMEHTALMOHEH
MOZen 3a CbXpaHaBaHe Ha TokeHun B Web Worker.

3a lNpunoxHu:

- Cb3gafeH e cnucbk Ha AEeTalnHM NPenopbK 3a NOAXOAALLO U3MNON3BaHe
Ha aBTEHTUKaUWA €bC CbCMmosiHUe U 6e3 cbCcmossHUe ¢ OTYMTaHe Ha
hakTopuTe Mawabupyemocm, Yecmoma Ha cecuu u op.

- [NpegnoxeHu ca anropuTMUYHKW pelleHna 3a aBTeHTUKauua

@ Pa3p860TeHM Ca YyKasaHuMa W npakTUYecku noaxodu 3a OT4YUTaHe Ha
nCUXonorn4ecknutTe 1 noBefeHYEeCKUTe acnekTu Ha ﬂOTpe6VIT8FIVITe npu
Cb3[aBaHETO Ha CUTYpPHU , HO AOCTBLMHU 32 NON3BaHE CUCTEMM.

9. BABEJIEXXKM W NPENOPBKU MO OUCEPTALIMOHHUA TPYA

Wmam peanua sabenexku, KOUTO OTKpUX B MpoLeca Ha NpernexnaHeTo Ha
avcepTauusaTa:



- B AucepTaumaTa ce onuceaT MHOro noapobHO U3BECTHWUTE Hellya. B
pesyntat Ha ToBa ce mnonyyaea  AgucbanaHc Ha AMCEPTAUMOHHUS Tpya -
0630pbT 3aeMa 3HauuTenHa YacT oT obwms obem. Bu 6uno no-nobpe na 6vae
00bpHaTO NoBeYe BHUMaHWE Ha COBCTBEHUTE U3CTeaBaHUS.

- HOuceptaumaTta He e odopmeHa B obLjonpuetus Buh. He e
pasfeneHa no rnaeu U naparpadu 1 nurncea Bcsikaksa HoOMepaLuus.

N3noxeHneTo e npekaneHo opuriHanHo.
- LlenTa Ha ancepTaumnsTa He e hopmynupaHa fobpe
MpeacraBeHnTe Lenu ca hakTUYECKN KOHKPETHU 3a4a4M.

- Bcuukn courypun ca Ha aHrmuMiicku €31k U MHOro OT TSIX cCa B3eTU OT
U3BECTHWUTE U3TOYHULM U BK Tpabeano aa 6baat uuTupaHm.

- MNoseyeTo 3arnasnsa Ha oTAeNHWUTE naparpady ca Ha aHFMWIACKN e3uk,
Makap 4e 3a HAKOM aHIMMUIACKM TepMUHW BeYe ca MNPUETW CbOTBETHUTE
Obnrapcku (Hanpumep Phishing- “®uwmHr’).

- He ce nocouyBaT AICHO B MHOro MecTa Ha TeKCTa SIMYHUTE NPUHOCK Ha
AucepTtaHTa. Hanpumep, bopmynute Ha cTp. 100 1 101.

- imam peanua pepakunoHHN 1 cTUMoBK 3abGenexku, KoMTo oTpasssar
FPELUKU, MPOMYCKM U HETOYHOCTM, HO KOMTO HEe HamansaBaT BaXXHOCTTa Ha
aucepTauuara.

10.3AKNNIOYEHUE

B npencraeeHus guceptaumMoHeH TpyA ce CbALPKAT HOBU W OPUrMHAMHM
WAen, KOUTo MoraT Aa ce U3NoN3BaT 3a Cb3[laBaHe Ha MOAENN 33 aBTeHTUKaLUS
B yeb cucremu.

HOKTOPaHTLT nokassa 3aAbNnGoYeHU nosHaHUA B U3crefBaHaTa obnacT, 3a
KOETO roBOpM KaKkTo AbMBI CMUCBK Ha W3NON3BaHaTa nuTepaTypa, Taka W
cobCcTBEHUTE NyBnvKaumu.

KaTo usano aucepTauMOHHWAT Tpya € usnbhHeH Ha Ao6po npoecmoHanHo
HWBO W OTroBaps Ha W3WUCKBaHMATa 3a nonyvyaBaHe Ha obpasoBaTenHaTa u
Hay4yHaTa cTeneH “nokrop .

maitkn npensua M3NOXeHOTO, Npeanaram Ha NouMTaemMoTo HayuHo ypu
npu TY- Coma fa B3eme peLleHne 3a NpUCBOSIBAHE Ha Mar. UHX. dupac Umag
An-Xycapu ofpasoBatenHata u HaydyHa cTeneH Aoktop no lMpodecroHanHo
HanpaeneHne 5.3 ,KOMyHMKaLMOHHA W KOMMIOTbPHA TEXHMKA", Hay4Ha
cneuvanHocT ,ABTOMaTU3MPaHN cucTeMn 3a obpaboTka Ha uHdopmaums u
ynpasneHue”.

15.10.2025 rog, MNoanwuc:
/mpod. a-p HuHa Cunarnna/
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of a dissertation for the award of the educational and scientific degree “Doctor,”
entitled:
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Scientific specialty: “Automated Systems for Information Processing and Control”

Author: M.Sc. Firas Imad Al-Husari
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1. GENERAL REMARKS

The dissertation comprises 137 pages of text, figures, tables, charts, and
diagrams. It consists of an introduction, two sections (tited “Review” and
“Exposition”), a list of publications related to the dissertation, a list of
contributions, and a list of references. The cited literature includes 156 sources
in English.

2. RELEVANCE OF THE TOPIC

The dissertation topic is Authentication Strategies in Web Systems, an area of
intensive research worldwide. Over the last decade, web-based systems have
undergone rapid development. One of their key issues is security; authentication
is the mechanism by which access to these systems is managed. Despite the
multitude of authentication methods, there is still no approach that is universally
optimal for every application. The complexity of the task increases due to
different user types, organizational contexts, and business requirements.

The subject of the dissertation consists in researching and evaluating new
methods for managing web authentication processes. | consider the dissertation
topic to be current and relevant.

3. ANALYSIS OF THE DISSERTATION

The author sets the following objectives for the research, presented as specific
tasks:

Identification of the main technical trade-offs in web authentication.

Presentation and evaluation of new methods for managing access tokens for
systems.

Introduction of a concept for context-oriented authentication through a stress
index.



Examination of the human factor: striking a balance between security and
convenience.

Risk assessment and mitigation strategies when using external identity
providers.

Section One (Review) presents the state of the art. It analyzes the fundamentals
of authentication—key paradigms, historical evolution, definitions, and
approaches. Studies of existing mechanisms and implementations are
described. A survey of major technology companies and banks with respect to
authentication is provided. Various attack types and threats in authentication are
examined. Socio-economic and cultural factors are also discussed, and new
technological challenges are noted.

Section Two (Exposition) is devoted to the doctoral candidate’s own research
and developments related to building technological models. The “Stateful” and
“Stateless” models are evaluated, with security considerations presented. A
leader browser tab model for refreshing tokens in OAuth 2.0 is described. A
model for storing an authentication token in a Web Worker is improved. The
influence of the human factor on authentication strategies is studied. A formula
for a stress index is proposed with a view to constraining authentication. The
impact of fatigue in multi-factor authentication is investigated. Dependence on
large software corporations for authentication is also examined.

The Conclusion offers a brief analysis of the studies conducted and outlines
directions for future work.

4. DEGREE OF FAMILIARITY WITH THE PROBLEM

The doctoral candidate has conducted a very thorough review of the
contemporary state of issues related to Authentication Strategies in Web
Systems. | believe that the methods and methodologies selected correspond to
the stated goal and the specific tasks associated with it.

5. PERSONAL INVOLVEMENT

My analysis of the dissertation and the list of publications related to it gives me
grounds to conclude that the author is very familiar with the state of the problem:;
| have no reason to doubt his personal participation in the research conducted
and in the writing of the dissertation.

6. PUBLICATIONS RELATED TO THE DISSERTATION

A list of publications related to the dissertation has been provided, comprising
five titles. In all publications the author is listed first. All publications are from
proceedings of international conferences. | have no information regarding
citations of the listed works.



7. AUTHOR’S ABSTRACT

The author’s abstract is written in accordance with the requirements. Its content
clarifies the relevance of the dissertation topic, formulates the main goal and
research tasks, and reflects the results achieved.

8. SCIENTIFIC, SCIENTIFIC-APPLIED, AND APPLIED
CONTRIBUTIONS

Following analysis of the studies conducted and the results obtained, | believe
they can be summarized as follows:

Scientific contributions:

A new method of evaluation (the concept of a “stress index”) is formulated for
dynamic authentication models.

The influence of fatigue in multi-factor authentication is investigated.

Analysis and evaluation are performed of stateful and stateless authentication
models.

Scientific-applied contributions:

A new method—the leader browser tab—and an implementation model for
storing tokens in a Web Worker are proposed.

Applied contributions:

A list of detailed recommendations is created for appropriate use of stateful and
stateless authentication, accounting for factors such as scalability, session
frequency, etc.

Algorithmic solutions for authentication are proposed.

Guidelines and practical approaches are developed for accounting for users’
psychological and behavioral aspects when creating secure yet usable systems.

9. REMARKS AND RECOMMENDATIONS REGARDING THE
DISSERTATION

| have a number of remarks discovered during my review of the dissertation:

The dissertation describes known matters in excessive detail. As a result, there
is an imbalance—the review occupies a significant portion of the total volume. It
would be preferable to devote more attention to the author's own research.

The dissertation is not formatted in the generally accepted manner. It is not

divided into chapters and sections, and there is no numbering. The exposition is
overly original.



The goal of the dissertation is not well formulated: the presented “goals” are, in
fact, specific tasks.

All figures are in English, and many are taken from well-known sources and
should be cited.

Most headings of individual sections are in English, although for some English
terms Bulgarian equivalents are already established (for example, Phishing —
“OULINHI).

In many places in the text the personal contributions of the doctoral candidate
are not clearly indicated—for example, the formulas on pp. 100 and 101.

| have various editorial and stylistic remarks that reflect errors, omissions, and
inaccuracies; however, these do not diminish the importance of the dissertation.

10. CONCLUSION

The dissertation presented contains new and original ideas that can be used to
develop models for authentication in web systems. The doctoral candidate has
demonstrated a deep knowledge of the field under study, as evidenced both by
the extensive list of references used and by his own publications. Overall, the
dissertation is executed at a good professional level and meets the requirements
for the award of the educational and scientific degree “Doctor.”

In view of the above, | propose that the esteemed Academic Jury of TU-Sofia
decide to confer upon M.Sc. Eng. Firas Imad Al-Husari the educational and
scientific degree Doctor in Professional Field 5.3 “Communication and Computer
Engineering”, scientific specialty “Automated Systems for Information Processing
and Control.”

15.10.2025 Signature:
/ Prof. Dr. Nina Sinyagina /



