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Ha TeMa: ,, Cmpamezuu 3a aemenmuxayus 6 yeb cucmemu "

3a IpUCHXKIaHe Ha oOpa3oBarenHa U Hay4yHa creneH JOKTOP

B NIpo()eCHOHATHO HallpaBleHue ,,J. 3. Komynuxayuonna u komniomspna mexnuxa

Hay4Ha CIIEIMAIHOCT ,, A6momamusupanu cucmemu 3a o0opabomka Ha uHgopmayus u ynpasienue *

1. AKTyajHOCT HAa TeMaTa

Temara Ha qucepTalMOHHUS TPYA € U3KIIOUUTEIHO aKTyallHa, Thil KATO BBIIPOCUTE, CBBP3aHH C
ABTEHTHKALIUATA M 3alllUTaTa Ha MIAECHTHYHOCTTA B YO CUCTEMHUTE, ca Cpe]] Hai-Ba)KHUTE HAIPaBJICHHUS
B CbBpEMEHHaTa KHOepCUIypHOCT. Pas3BuTHeTo Ha 00Na4uHH, MHKPOCHPBHC U O€3CBPBBPHU
apXUTEKTYPH, KaKTO H HABJIM3aHETO HA MOJEJHM 3a ,,HYJIEBO JOBepue, HajgaraT HOBH CTpaTeTHH 3a
yIpaBjieHHe Ha JIOCThNA. B TO3M KOHTEKCT TpyIbT Ha JOKTOpPAaHTA € HAIBJIHO pEJIeBaHTEH U
HaBPEMEHEH.

2. CreneH Ha N03HABaHe ChCTOSIHMETO HA MPO0JIEMAa M TBOPYECKA HHTEPIPETAIHS HA
JHTEePATyPHUS MATEPHAJI

JIOKTOpaHTBT JEMOHCTPHpa 3aibJIOOYCHO MO3HABaHE HA CBHBPEMEHHOTO CHCTOSHHE Ha
npobiema B o61acTTa Ha ye6 aBTEHTHKAIMATA M KHOEPCUTYPHOCTTA. AHAJIM3MPaHH Ca OCHOBHHTE
MEXIYHApOJHU CTaHAApTH, NMPOTOKOJIH M H3CJIEAOBATENCKH IMOJIXOMIH, KaTo ce IPOCieasBa TsIXHATa
€BOJIIOLMS H OTPAaHUICHHUSL.

JlateparypHuaT 0030p € M3yepmareleH M aKTyalleH, BKJIIOYBALI HAyYHH NYOIHMKAMH OT
IOCICTHATE  TOMMHH, KOETO  CBHJAETEICTBA 3a BHCOKa HHOOPMHPAHOCT [0  TeMaTa.
ABTOPBT He Ce OrpaHnyaBa 10 0000IaBaHe HA HATMIHUTE H3TOYHHUIIA, @ POSBABA TBOPUECKHU TOIXOJ
4pe3 KPUTHYHA OLICHKA M CHHTE3 Ha HJEUTE, KOETO BOAU 10 (HopMyiHpaHe Ha COOCTBEHH HU3BOIU U
WHOBaTHBHU pPEIICHHS.

3. CboTBeTCTBHE HA METOAUKATA € HeJITa, 3aJa4YUTEe U IPUHOCH

I/I36paHaTa MCTOJHKA HAIIBJIHO CBOTBETCTBA Ha MOCTAaBCHATa 1€J1 M 3aJa4d Ha JUCEPTAallHOHHUS
TpyAa. Tsa cpueTaBa TCOPECTUYICH aHAJIU3, CPABHUTCIIHO H3CJICABAHC H CKCIIEpHMMEHTAaJIHa IIPOBEpPKa Ha
MMPEAJIOXKECHUTE MOJCIIN 32 aBTCHTUKAIIUS. HOKTOpaHT’bT [npujara JOTHYCCKH ITOCJICAOBATEIICH IMOAXOMI,

OCHOBaH Ha akTyanHd TexHonoruu (OAuth 2.0, WebAuthn, Web Worker), upes xoiito Banmumupa
IPEIJIOKEHUTE PEIICHHUS.



Meronukara e aJIcCKBaTHa U C(l)eKTI/IBHa, KaTO OCUTypsiBa IIPsAKa BPB3Ka MEXKIY TCOpETUYHATA
IIOCTaHOBKA, U3IIBbITHEHUETO HA 3aJaYUTE U NOCTUTHATUTE HAYYHU U IIPUITOXKHH IIPHUHOCH.

4. Hayynn H HayYHO-TIPHJIOKHH NIPHHOCH HA THCEPTAIHMOHHHS TPY.I

JIiCepTalluOHHUAT TPYHA ChIABPXKA SICHO (OPMYIHpAaHH ¥ OOOCHOBAHM HAYYHH M IPHJIOKHU
IPUHOCH, KOMTO Ca MPSIKO CBBP3aHM C AUCEPTALlMOHHUS TpyHd. Te ce u3passBaT B pa3pabOTBAHETO Ha
OPUTHHAIHM MOJEIH U METOJIH 3a CUTypHA ye0 aBTEHTHKaIHUs, KOUTO UMAT TEOPETHYHA 3HAUYMMOCT U
NpaKTAYecKa NpuIoKUMOCT. [locTurHatute pesynraté ca HOBH, JIOTHYECKH CBBP3aHH C IEJTa U
3a7laYiTe Ha H3CJIEABAHETO W JOIPHUHACAT 3a Pa3BUTHETO HA ChBPEMEHHHTE IOAXOAH B o0jacTra Ha
KHOEpCUTYPHOCTTA.

5. Ilpenenka Ha MyGIHKAUATE MO TUCEPTANHOHHUS TPY/

[TyGnukanuuTe Ha JOKTOpaHTa IO TeMaTa Ha AUCEPTAIMOHHHS TPYH OTpa3sBaT OCHOBHHTE
Hay4YHH pe3yJITaTd U MOTBBPIKAABaT TAXHATa OPUTMHAIHOCT M Hay4yHA CTOHHOCT. Te ca peaiu3upaHu B
PECHOMHpPaHH KOH()EPEHIMH H H3JaHUS, PEIEH3UPaHH Ha HAIMOHATHO W MEXIYHAPOIHO HHBO.
CopabpKaHHeTO Ha INyONMKANHMHTE € B IBJIHO CHOTBETCTBHE C TEMAaTHKATA W IPHHOCHTE Ha
JUcepTanuaTa, Karo II0Ka3Ba CHCTEMHOCT, HayyHa apryMeHTallUs W YMEHHE 3a CaMOCTOSTEIHA
u3cienoBarencka padora.

6. MHeHusl, NPeNOPBbKHU U OeJIeKKH

Jlicepranusra € JIOTHYECKU CTPYKTypHpaHa, IocIeI0BaTellHa | ICHO apryMenTHpana. OcobeHo
LICHEH € MPUHOCHT Ha aBTOpa IpH pa3pabOTBaHETO Ha MHOBATUBEH MOJEI 3a OINPECHSABAHE HA TOKEHH
upes , uaep Tab* B Opay3bpa W MEXaHH3BM 3a ChXpaHeHHe Ha TokeHH ¢ Web Worker, kakTo 1
BbBEX/aHeTO Ha (opMmyna 3a H3UHCIIBaHE Ha ,.cTpec MHAEKC“. KbM [JOKTOpaHTa MMaM CIeJHHTE
3a0€eNexKU U IPENOPHKH:

e B Hsaxon pasneiii TCPMHHOJIOIHsTa, 3a€Ta OT AHTJTHHACKHS €3UK, MOXXE nOa 6"[:,[[6 yE€AHaKBE€HaA C
6Lnrapc1<me CKBHUBAJICHTH,

b ,ZIa CC H3CjI€ABa BB3MOXHOCTTA 3a HaArpaXaaHe KbM AI-6a3HpaHI/I CUCTCMH 3a aJallTHBHa
ABTCHTHUKAIIW B PCAJTHO BpEME.

7. 3ak0uenne

JlucepranuonnusaT Tpyn Ha Mar. umk. Oupac Mman An-Xycapu e 3aBbplieHO, OPHTHHATIHO U
BHCOKOKA4€CTBEHO U3CJIC/IBAHE C ICHHU HAyYHU M MIPHIIOKHHU IIPUHOCH. ABTOPBT JEMOHCTPUPA OTJIMYHA
MOATOTOBKA U CAMOCTOSTEIHOCT B PEIIABAHETO HA CII0XKHH HAYYHO-TEXHHUYECKH IIPOOIIEMH.

IIpennaram Ha yBaxaemoro HayuHo xypu A IMPUCBHAU na mae. unoc. Pupac Hmao An-
Xycapu obpasoparennata u HayuHa creneH JOKTOP B npopecuonanso HampapieHue ,,J5.3.
Komynukayuonna u xomnomuvpua mexnuxa .

Hara: 28.10.2025 . UneH Ha XKypuTO:
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SCIENTIFIC OPINION

From Prof. Eng. Georgi Ilinchev Popov, PhD from Technical University - Sofia
on the occasion of the dissertation work of M. Eng. Firas Imad Al-Hussari

on the topic: "duthentication Strategies in Web Systems"

for the award of the educational and scientific degree of PhD

in the professional field " 5.3. Communication and Computer Engineering”

scientific specialty " Automated Information Processing and Management Systems"

1. Relevance of the topic

The topic of the dissertation is extremely relevant, as issues related to authentication and identity
protection in web systems are among the most important areas in modern cybersecurity. The
development of cloud, microservice and serverless architectures, as well as the introduction of "zero
trust" models, require new access management strategies. In this context, the doctoral work is
completely relevant and timely.

2. Degree of knowledge of the state of the problem and creative interpretation of the literary
material

The PhD student demonstrates in-depth knowledge of the current state of the art in the field of
web authentication and cybersecurity. The main international standards, protocols, and research
approaches are analyzed, tracing their evolution and limitations.

The literature review is comprehensive and up-to-date, including scientific publications from
recent years, which testifies to a high level of awareness on the topic.
The author does not limit himself to summarizing the available sources, but demonstrates a creative
approach through critical evaluation and synthesis of ideas, which leads to the formulation of his own
conclusions and innovative solutions.

3. Compliance of the methodology with the goal, objectives and contributions

The chosen methodology fully corresponds to the set goal and objectives of the dissertation. It
combines theoretical analysis, comparative research and experimental verification of the proposed
authentication models. The doctoral student applies a logically consistent approach based on current
technologies (OAuth 2.0, WebAuthn, Web Worker), through which he validates the proposed solutions.

The methodology is adequate and effective, providing a direct connection between the
theoretical formulation, the implementation of the tasks, and the achieved scientific and applied
contributions.



4. Scientific and applied scientific contributions of the dissertation work

The dissertation contains clearly formulated and substantiated scientific and applied
contributions that are directly related to the dissertation work. They are expressed in the development of
original models and methods for secure web authentication, which have theoretical significance and
practical applicability. The achieved results are new, logically related to the goal and objectives of the
research and contribute to the development of modern approaches in the field of cybersecurity.

S. Assessment of dissertation publications

The PhD student's publications on the topic of the dissertation reflect the main scientific results
and confirm their originality and scientific value. They have been implemented in renowned
conferences and publications, reviewed at national and international level. The content of the
publications is in full accordance with the topic and contributions of the dissertation, demonstrating
systematicity, scientific argumentation and ability for independent research work.

6. Opinions , recommendations and notes

The dissertation is logically structured, consistent and clearly argued. The author's contribution
in developing an innovative token refresh model via a "leader tab" in the browser and a token storage
mechanism with Web Worker, as well as the introduction of a formula for calculating a "stress index",
is particularly valuable. I have the following remarks and recommendations for the doctoral student:
* In some sections, the terminology borrowed from the English language can be aligned with the

Bulgarian equivalents;

* To explore the possibility of upgrading to Al-based systems for real-time adaptive authentication.

7. Conclusion

The dissertation of M.Eng. Firas Imad Al-Hussari is a complete, original and high-quality study
with clear scientific and applied contributions. The author demonstrates excellent preparation and
independence in solving complex scientific and technical problems.

I propose to the esteemed scientific jury TO AWARD to M. Eng. Firas Imad Al-Hussari the
educational and scientific degree PhD in the professional field " 5.3. Communication and Computer
Engineering .

Date: 28.10.2025 Jury member:

/Prof. Georgi Popov/



