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cTAHOB14r{E

ot npofr. d-p uucrc. feopzu l,Inuuqee lfonoe - TexHu.recxr.r yulrBepcr.rrer - CoSnr

no noBoA Ar,IceprarluoHHr.rfl 'tpyl,Han oe. uHac. @upac l,luad An-Xycapu

Ha reMa: ,,Cmpomeeuu 3q anmeHmuKaqut 6 ye6 cucmeuu"

3a rpprcbxAaHe Ha o6pasonateJrHa r.r Haf{Ha crercu,IOKTOP

n upoQecuoHrlJrHo HarrpaBneHue ,,5.3. RouyuurcatluoHHa u Kov4nnmbpHa mexHuKa"

HayrrHa cnequilnHocr ,,A6mouamu3upaHu cucmeMu sa o6pa6omKo Ha uuQopuatlun u ynpa*neHue"

1. Arryaruocr Ha reMara
Teuara Ha ALIcepraIII{oHHr{.,r rpyA e H3KJrroqlrrenHo aKTyirnna, mfi Karo Bbrrpocr.rre, cBbp3aHr.r c

aBTeHTI,IKaIIrtflTa v 3aIrII,ITara Ha I,rAeHTr.rrrHocrra n ye6 crlcreMr{Te, ca cpeA uaft-naxuure HanpaBneHr.rs

B cbBpeMeHHara xu6epcurypHocr. Pa:sr4rr,rero Ha o6rauuu, Mr{KpocbpBr.rc vt 6e:clpnrpuu
apxl{TeKTypn, KaKTo I{ HaBJIu3aHero Ha Mo.(eJII,r 3a ,,HyJIeBo 4oBepue", HaJlatar HoBLI crparernr ga

ylpaBneHue Ha Aocrtna. B ro3l{ KoHTeKcr rpyarr Ha AoKTopaHTa e HarrbnHo peneBaHTeH yt

HaBpeMeHeH.

2. Crenen Ha rIo3HaBaHe cbcrosHr{ero na npo6leMa H TBopqecna [HTeprrperaqrrr Ha

JrrrTepaTypHrrfl MaTeprraJr

loxropaumr AeMoHcrpupa saAur6o.reHo rro3HaBaHe Ha cbBpeMeHHoro cbcro.,rHr.re Ha

npo6leua s o6racrra na ye6 aBTeHTrrKarIuflTa Lr xu6epcurypnocrra. Aualusupauu ca ocHoBHr.rre

MexAyHapoAHLI CTaHAapTLI, npOTOKOnrI H r.r3CJreAOBaTeJrCKLr IOAXOAr,r, KarO Ce [pocne.(flBa rrxHaTa
eBonrour.rfl u orpaHr4qeHr,rr.

Jluteparypuu-st o6sop e I,I3qeprrareJreH lr arTyirneH, BKJrrorrBarrl HayqHu ny6mzxarlupr or
nocneAHI,ITe roALIHrI, Koero cBlrAereJrcrBa 3a Br,rcora uuSoplrrapaHocr rro reMara.
Antoprt He ce orpaHllrraBa 4o o6o6qaBaHe Ha HiurrrqHrrre rd3TorrHr4rlr,r, a rporBf,Ba rBoprrecKu rroAxoA
tlpe3 KpI,ITLIIIHa ouenra I,I cLIHTe3 Ha urevrq Koero BoAr{ Ao $opuyll.rpaHe Ha co6crseHu r.r3BoAr.r pr

r.rHoBaTlrBHr,r peureHr{fl .

3. CrornercrB[e Ha MeroArrKara c rleJrra,3aAaq[Te H flprrHocrr
l4z6pauara MeroALIKa HarIbJIHo cborBercrBa Ha nocraBeHara rren u 3aAarru Ha rr{ceprarl}roHHr,r,

rpy4. Tr cbqeraBa reoperl,Itleu aHaJrr,r3, cpaBHHTeJrHo r.r3cneABaHe r,r excnepr.rMeHTanHa [poBepKa Ha

npeAnoxeullTe MoAeJII,I 3a aBTeHTI4KarIr4q. floxropanruT npr4nara JroruqecKr4 nocneAoBareJreH rroAxoA,
ocHoBaH Ha aKTyaJrHIr rexHoJroruu (oAuth 2.0, webAuthn, web worker), .rpes xoftro Bnnr4Ar.rpa

npeAnoxeHr.rTe pe[reHr.rf .
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MeroAIExara e aAeKBarua u e([exruBHa, Karo ocuryprBa npflKa Bpb3Ka MexAy reoperr{rrHara
rIocTaHoBKa, I,I3nbJIHeHI4eTO Ha 3aAaqr,ITe r,I IIOCTHTHaTHTe Har{HI{ I4 npUnOXHr,I npr4HOCr4.

4. Hayuuu rr HayqHo-[prrJro]run rrpr{Hocrr Ha Arrceprau[oHH[q rpyA
.{ucepraquoHHllrr rpyr cb.{bpxa flcHo $opuynupatu u o6ocHoeauu HaytrHu r{ rpunoxHu

IIpLIHocLI, KoI{To ca IIpffKo cBbp3aHr{ c Ar{ceprarrproHHrr.rr rpyA. Te ce v3pa3rBar B pa:}pa6oreaHero Ha

opurl{Ham{Ll MoAeJII{ I{ MeroAH 3a c}rrypHa ye6 anreurLtKaurtfl,, KoHTo uMar reoperratrHa 3HarrrrMocr rr

[paKTurlecKa rIpLIJIoxLIMocr. IlocruruatllTe pe3yJrrarLr ca HoBLr, JroruqecKr,r cBbp3aHr,r c Uenra r{
3aAaqLITe Ha I{3CneABaHeTO r4 AOnpr{HaCflT 3a pa3Br.rTr4ero Ha cbBpeMeHHprre rroAxoAr{ s o6Iacrra Ha

r<u6epcurypHocrra.

5. IlpeqeuKa Ha rry6.nnraq[rrre rro ArrceprauuoHHr{fl TpyA

lly6nur<aqullre Ha AoKTopaHTa rro reMara Ha Ar{cepraur{oHHrr fl, Tpyr, orpasrBar ocHoBHr.rre

HayrrHH pe3yJITarI,I u florBbpx,{aBar r{xHara op[rraHaJrHocr r.r HayqHa croftuocr. Te ca peanr.r3r{paHr] B

peHoMI{paHIE xon(pepeHlll{u u v,F'Aa]f,i]rrfl, perleH3r{paHr.r Ha Harlr{oHurrrHo u MexAyHapoAHo Hr4Bo.

Cr4rpNauueto Ha uy6mlr<aquure e B rrbJrHo cborBercrBr4e c reMarrrrara u npuHocr4Te Ha

Arc,epra\usTa" KaTo [oKa3Ba cr,rcTeMHocT, HayrrHa apryMeHTaur.rs u yMeHr{e 3a caMocToflTenHa

r.r3cneAoBareJrcKa pa6om.

6. Mueuns, rpelopbru u 6elexrcu
[ucepraqurra e JlorutlecKlr crpyrTypr.rpaHa, [ocneAoBareJrHa r{ ,cHo apryMeHTr.rpaua. Oco6eno

IIeHeH e npllHocbr Ha aBTopa upu paspa6ornaHero Ha r.rHoBarr,rBeH MoAeJr 3a o[pecHsBaHe Ha roKeHrr
tlpe3 ,,JILIA1p ra6" n 6paysrpa LI MexaHI,I3bM 3a cbxpaHeHr{e Ha roreuu c Web Worker, KaKTo r,r

BbBexAarlero Ha $oprrayna 3a [3rILIcJIsBaHe Ha ,,crpec r.rH4eKc". Kru AoxropaHTa r.rMaM cneAHr,rre

sa6erexKr.r lr npe[opbKr,r :

o B Hsxou pa3relra TepMl{Honorvtsra, 3aera or anuuftcKr.rq e3r,rK, Moxe la 6rle yeAHaKBeHa c

6urapcrure eKBr.rBaJreHTLr ;

. Aa ce LI3cneABa Bb3Moxuocrra 3a HaArpaxAaHe KbM Al-6asnpau[ ctrcreMlr 3a aAarrr[rBHa

aBTeHTr.rKarlr{ff B peaJrHo BpeMe.

7.3axmo.reHue

,,{ucepraqr.roHHlt;IT TpyA Ha Mar. r,rHx. (Dupac l4vra1 Al-Xycapu e 3aBbprrreHo, oprrr.rHairHo r{

BlrcoroKaqecrBeHo u3cJlerBaHe c rcur{ HayrrHu u np}rnoxHu nplrHocr.r. Anroptr AeMoHcrpr.rpa ornr.rtrHa

noAroroBra I{ ctlMocro.f,TeJlHocr B perrraBaHero Ha cJroxHr.r HayqHo-TexHr.rqecKrE npo6lerrau.
flpellaraira Ha yBaxaeMoro Haf{Ho xypu AA IIPUCb!.IL Ha lilaz. urucrc. @upac Lluad An-

Xycapu o6pasonateJlHara u HafrHa creneH AOKTOP n upo(pecrroHanHo HarpaBneHr4e ,,5.3.
KouyuurcaquoHH o u KoMnpmbpH a mexHuKa " .

r{ren ua xypr.rro[am:28.10.2025 r
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SCIENTIFIC OPIN!ON

From Prof. Eng. Georgi llinchev Popov, phD fromTechnical university - Sofia

on the occasion of the dissertation work of M Eng. Firas Imad Al-Hussari

on the topic: "Authentication Strategies in Web Systems,,

for the award of the educational and scientific degree of phD

in the professional field " 5.3. Communication and computer Engineering,,

scientific specialty " Automated Information Processing and Management Systems,,

l. Relevance of the topic
The topic of the dissertation is extremely relevant, as issues related to authentication and identity

protection in web systems are among the most important areas in modern cybersecurity. The
development of cloud, microservice and serverless architectures, as well as the introduction of "zero
trust" models, require new access management strategies. In this context, the doctoral work is
completely relevant and timely.

2. Degree of knowledge of the state of the problem and creative interpretation of the literary
material

The PhD student demonstrates in-depth knowledge of the cunent state of the art in the field of
web authentication and cybersecurity. The main intemational standards, protocols, and research
approaches are analyzed, tracing their evolution and limitations.

The literature review is comprehensive and up-to-date, including scientific publications from
recent years, which testifies to a high level of awareness on the topic.
The author does not limit himself to summarizing the available sources, but demonstrates a creative
approach through critical evaluation and synthesis of ideas, which leads to the formulation of his own
conclusions and innovative solutions.

3. Compliance of the methodolory with the goal, objectives and contributions
The chosen methodology fully coresponds to the set goal and objectives of the dissertation. It

combines theoretical analysis, comparative research and experimental verification of the proposed
authentication models. The doctoral student applies a logically consistent approach based on current
technologies (OAuth 2.0, WebAuthn, Web Worker), through which he validates the proposed solutions.

The methodology is adequate and effective, providing a direct connection between the
theoretical formulation, the implementation of the tasks, and the achieved scientific and applied
contributions.



4. Scientific and applied scientific contributions of the dissertation work
The dissertation contains clearly formulated and substantiated scientific and applied

contributions that are directly related to the dissertation work. They are expressed in the development of
original models and methods for secure web authentication, which have theoretical significance and
practical applicability. The achieved results are new, logically related to the goal and objectives of the
research and contribute to the development of modern approaches in the field of cybersecurity.

5. Assessment of dissertation publications
The PhD student's publications on the topic of the dissertation reflect the main scientific results

and confirm their originality and scientific value. They have been implemented in renowned
conferences and publications, reviewed at national and international level. The content of the
publications is in full accordance with the topic and contributions of the dissertation, demonstrating
systematicity, scientific argumentation and ability for independent research work.

6. Opinions , recommendations and notes
The dissertation is logically structured, consistent and clearly argued. The author's contribution

in developing an innovative token refresh model via a "leader tab" in the browser and a token storage
mechanism with Web Worker, as well as the introduction of a formula for calculating a "stress index",
is particularly valuable. I have the following remarks and recommendations for the doctoral student:
o In some sections, the terminology borrowed from the English language can be aligned with the

Bulgarian equivalents;
o To explore the possibility of upgrading to Al-based systems for real-time adaptive authentication.

7. Conclusion
The dissertation of M.Eng. Firas Imad Al-Hussari is a complete, original and high-quality study

with clear scientific and applied contributions. The author demonstrates excellent preparation and
independence in solving complex scientific and technical problems.

I propose to the esteemed scientific jury TO AWARD to M. Eng. Firas Imad Al-Hussari the
educational and scientific degree PhD in the professional field " 5.3. Communication and Computer
Engineering " .

Date: 28.10.2025 Jury member:

/Prof. Georgi Popov/


