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Ha Ahcepraqr4oHeH rpyA

:a npr,rgo6reane Ha o6paaoearenHa HayqHa crenen,,4oxrop"

ABrop Ha AhcepraquoHHtlf, rpYA Mar' rrx' Oupac l4ma4 Aa-Xycapn

TeMa Ha A cepraqxoHHhn rpy4: ,,Gparerr[ 3a asreHrrxaqran e ye6 cucr.ettu"

Peqeuseur: npo$. 4-p flaxrerla AceHoea roqesa

HareApa Komnortpnr crcreMh, OKCT, Texxr'rvecxr Yxreepcrrer - CoQrn

HacrofqaTa peqeH3[n e ]43roTBeHa B kaqecTBoro Mr Ha npeAceAaTen Ha Hay'{HoTo xypl4, Ha3HaqeHo

cbc 3anoBeA N9 OIK-5.3-20 or 12.05.2025 r. na Pexropa Ha Texx}4qecKr yHrBepcr{rer - coohn.

Aoxropasra Mar. taH]R. Orapac l4rvra4 An-Xycapu npes 2019 r.3aB"bpuBa 6axanae'upcxa creneH no

cneqxanHocr ,,KoMnDrbpHo r cor[ryeptra ntxexepcrao" xrM KaTeApa ,,KoMnorbpHx cncrettn", Qaxylrer

KOMnlOTbpH14 CriCTeMn I TexHoIorr{r B TexHh.lecK[ yHxBepchrer - CoQr.rn. llper 2021 r. npr4o6rea

Mar[CTbpcxa creneH no cneqra.nHocr ,,KoMnOTbpHo r,r COQryepHra rlxexepCrao" KbM Ctl4aTa RaTeApa t,t

$axyarer. Ha 0L.03.2A22 r. AoKropaHra Mar. r4Hx. oxpac l,lMaA Ar-xycapr e 3a'lrlcfleH B 3aAo'lHa

AoxropaHrypa no Aoxropcxa nporpaMa ,,AsroMarx3HpaHx cl4creMr4 3a o6pa6orxa xa rHQopmaqun r
ynpaenetne,, e npoQecroHalno HanpaE.neHt4e ,,5.3 KoMyHhKaql4oHHa h KoMn}oTbpHa tex}lrxa" xttvt

(areApa ,,KoMnorupuu CrCremu" xtm Qaxyarer nO KoMnorbpHx ChCTeMg| t4 TexHolorxh B TexHh'{ecK[

yH[sepcxTeT - CoQun. floxropaHra e h3n].nHh,l AHAIBAAYaI|HAA cA nnats. h norlo)Kh.rl Bct4tlKh I43nhT]4 oT

AoKropaHrcHxe Mr4HxMyM. c peueHhe xa oc Ha oKcT (nporoxon N910/28.04.2025 r.) no npe,q4oxeure

Ha RareApa ,,KonMprbpHr4 cusrer*r" (l-lporoxon N98/28.04.2025 r.) e aaero peueHr4e 3a pa3Kp(BaHe Ha

npoqeAypa aa ny6arrna 3aqhra Ha Arcepral{xoHHxfl My rpyA.

napanenHo c HayqHara cu 4e nocr, or 2016 r. HacaM, AoKTopaHTa ce 3aH!4MaBa npoQecnouanuo cuc

coQryepxa paapa6orxa r l4T xoucyntaxrc RA Yc^Ytv 3a BoAeqh uo6anut opraHx3aqx14.

1. AxryarHocr ua parpa6oraaxhn B AhcepraqxoHHlrn rPyA, npo6aem B Hay'{Ho x HayqHo-

npurolHHo oTHouleHre

npeAcraBeH[rr AhcepraqhoHeH TpyA e HacoqeH RbM x3creABaHero Ha cbBpeMeHHhre crparerhx 3a

aBTeHT[Xaq]4fl e ye6-6a3upaxr ChCTeM , aHaII3 Ha TfXHaTa eQeXTxBHoCr ll paspa6OrBaHe Ha MOAen 3a

noBI4uJaBaHe Ha C[rypHocTTa nph 3ana3BaHe ua y4O6craOrO aa norpe6rrenlre. p,rcepraqlloHrxrT TpyA

qenx Aa x3creABa, npoel(Txpa h cb3AaAe pa3nhqHr noAxoAr4 sa ugeHflaQrxaql4e x yAocroBepnBaHe Ha

nOrpe6rrenU B KOHTeKfia xa 6tpSO pa3BrBal4aTa Ce ArrhTa.nHa cpeAa, KbAerO ye6 Cucrerurre

npeAcTaBnnBar ocHoBeH KaHan 3a AocTbn ,qo Kn16'.{oBrl ycnyr[ KaTo ene1TpoHHo 6auxupaue,

3ApaBeona3BaHe r o6pa:oeanre. TeMara e 6e:cnopHo aKryanHa r l4Ma BricoKa npaKTlqecxa 3HaqrMocr,

rui xaro HaAexAHara aBTeHrhxaq!4r e xpxrhqeH Qaxrop sa noAAbpxaHero Ha Aoeepxero Me44y

norpe6rreallre 14 AocTaBqhq Te Ha ycnyrr, KaKTo 14 3a MXHhMh3XpaHe Ha prcKa or aroynorpe6lt u

xlr6eparaxr.

fleQraHrapaxero Ha HaAexAHa crparen4r 3a aBTeHTxHaqhfl, xoaa6rurpaqa BrcoKa creneH Ha cl4rypHocr

h OnTI4Ma/lHo nOrpe6ureaCxO npexxBnsaHe, npeAcTaBnsBa k,lloqOBO npeE x3BxKareICTBo npeA

clBpeMeHHI4Te opraHh3aqxr. OT eAHa cTpaHa, x1ac14qe66uTe merO4u, 6aarpaln eAhHcTBeHo Ha nap6nr,

nOKa3saT cBonTa yf,3sxMocT B yCnOB[f,Ta Ha r"taqa6Hr xll6eparaxu ,'l t43TrqaHe Ha AaHH]'|. Or Apyra crpaHa,

BbBex(AaHero Ha MoAepHh rexHo.norrt4 xaro nnHoroQaxropHa 14 stateless aBreHThKaqr{, nocraB, HoBt4

npeAx3BxKare,ncrBa, cabp3aHr c t,tHTerpaqtanTa, maqa6rapyeuocrra u soeeuxun Qaxrop'

B paMKhTe Ha ArcepTaqgioHHhfl TpyA Ce pa3r elKAaT A aP.antfiApar cbu{ecrByBau{rTe noAxoAx 14

cTaHAapT[ 3a aBTeHThKaqhfl, KaTo ce npaBx oqeHrc Ha TgXHaTa npr4noxuMocT B pa3nhqHx rrnoee ye6

CrCTeMr. npOBeAeHO e HayqHO h3cneABaHe, HaCOqeHo xttut paapa6oreaHe Ha onrt4Mt't3t4paH MOAen 3a

aBTeHTlKaqxf,, xoiro crr,leraga rexH(qecKh I noBeAeHqecK[ MexaHu3Ml4 3a 3aqhTa, (aTo no To3!r Haqt4H ce

EI
tOKCT



nocTrra no-BxcoKa ycTofiqxBocT cpeqy Kr46ep3annaxH. B pe3ynTaT oT npoBeAeHaTa eHcnepl4MeHTa.nHa

pa6ora ce npeAnara xoHqenryanHa paMKa 3a BHeApf,BaHe Ha eoeKTl4BHr4 crparerl!4 3a aBTeHT[Kaq[s,

oTrr[Tar4a He caMo TexHr'{eckhTe, Ho I qoBeuJKrTe acneKTr4 Ha crrypHocTTa, KoeTo AonprHacf, 3a no-

ronnMa HaAexAHocT, AoBep!4e h KoH xypeHTocnoco6HocT Ha ye6 cl,lcTeMlrTe.

2. Crenex Ha no3HaBaHe cbc?oiHxero xa npo6aerna r raopqecxa xHTepnperaq,xn Ha rhreparypHun
Marepxa,

AlcepraqroHHhrr rpy4 o6xaaqa r3xrro'{}4re,nHo a(ryanHa reMarlxa, cBbp3aHa cbc crparerurre 3a

aBTeHTuRaqrf, e ye6 cucrernr I npeAr3BhKarencrBara, Kor4ro npou3Tl4qar or HapacrBaqara xeo6xo4rnaocr
or chrypeH, ro r y4o6eH Aocrbn Ao A!4rr4TanHvt ycnytu.3a ycneruHoro [3nbrHeHhe Ha nocraBeHxre qe.nta e

xeo6xo4rtro aa4tl6o,rero no3HaBaHe Ha cbBpeMeHHl4Te noAxoA[ 3a yAocroBeprBaHe ta norpe6rrenr,
xprnrorpaQcxr MexaHx3Mr4, nporoHonu 3a c!1rypHocr, kaxro r.l Ha qoBeuJKhn Qaxrop, xoiro uecro e
onpeAensu.l sa eQexruesocrra Ha np[.naraH[Te cTparerr4x. B paMRlare Ha rpyAa ca aHanx3xpaHx
Klacrqecxl4Te MeroAx 3a aBreHTxxaqxs, 6asrpaxr Ha naponr, RaKTo 14 MoAepHl4re peueHhs xaro

r"rxorosaxropxa, 6uomerprvxa x stateless aBTeHThxaql4g, pa:rnex4aixr TexH!4Te npeAxMfiBa,
orpaHhtleHrf, x nplnoxhMocT B pa3nxqHh RoHTeKcTr.r.

AoxropaHTbr AeMoHcrp[pa aa4tn6oveHo no3HaeaHe Ha MexAyHapoAHhre craHAaprr.t, nporoxonx u

4o6pr npaxrrxr e o6racrra, BHnoqrre.nHo OAuth 2.0, OpenlD Connect, FIDOZ A Zero Trust MoAenhre.
l43BbplxeH e nper,leA h KpxrxqeH aHanl,l3 Ha 155 nrreparypuu h3ToqHr4Ha - HayqHh crar,1h, craHAaprr4,

aKaAeMlqHu rpyAoBe x Marep'4arr4 or MexAyHapoAHr xorQepexqrar, Kor4To orpa3gBar cbBpeMeHHhre

TeHAeHqhI A u3cte4osarencKr4 nocr]1xeHhs. npe4craBeHara nhreparypHa 6aga noxasga ornr4qxa

ocBeAoMeHocr 3a cbcTogHheTo ra npo6lerraa r.1 cnoco6HocT 3a TBopqecKa [HTepnpeTaqxf Ha Ha,rlxqHxe

MaTepha,0. [43cneABaHeTo ce oTrl4qaBa c aHa,nrTrqeH noAxoA 14 cnoco6socr 3a cxHTe3hpaHe Ha HaygHa h

npnnoxHa uHQopuaqrn, Roero no3Bo.nnBa $opmyauparero Ha opnr[HanHt,t v3BoAA u npeAnoxeHrf, 3a

onThMx3aqhf Ha cbu4ecTByBaqr4Te cTpaTerh14 3a aETeHTxxaq14n.

3. CtorBercraxe ra ua6paxara MeroAr4Ka Ha r3cneABaHe c nocraBeHara qer x 3aAa'{u Ha

Alrcepraq]{oHHxf rpyA

l4s6parara MeroAx(a 3a npoBexAaHe Ha Hayqnxre h3cneABaHrn e 6aaupaua Ha cpaBHrreneH x

aHa.nhTu'{eH noAxoA, Bl{nror.rBarq [3c,neAsaHe Ha cbuJ,ecTByBal4xTe MoAenI 3a aBreHT]4Kar4[8,

QyxxquoHanen aHanr3 Ha rexH[Te xapaxTeprz.crt4tlu u excnep[MeHranHa oqeHKa Ha eQexrrexocna llu e

pa3.nr4rrHx ye6 cpe4r. MeroAr4Kara xou6uxupa reoperhqeH aHarr43 Ha craHAaprxre n nporoKonxre 3a

yAocroBepsBaHe c npaxrxqecKa peanh3aqm Ha recroBa cpeAa 3a eeprQlrxar4ran Ha pe3ynrar'4Te. Ha ra3x
ocHoBa e HanpaBeH apryMeHTrpaH x36op Ha noAxoArl{x crparerhr r rexHororrta, qpe3 xoxro ce nocrt,lra

onrrManeH 6anarc lrex4y crrypHocr ra y4o6crao aa norpe6rrenn.

flocraBeHHTe npeA AhceprarlroHHxn rpyA 3aAaq[, cBrp3aH[ c asan[3 Ha cbu{ecT8yBaqr MexaHr3Mr
3a aBTeHThKaqhn, pa:pa6oreate Ha MoAen aa no,qo6peHa c'4rypHocr x oqeHxa Ha HeroBara nprroxr4Mocr,
ce 6a3hpar Ha cl4creMarrqeH x3cneAooarencxx npoqec. Toi sxntoqga nperneA Ha nrreparypHx
x3TorrHrqr, MoAen[paHe Ha apxxTeRryp[ 3a c]4rypHocT, cAMyAa\nA Ha cqeHapt,|x 3a aTa(h x
eKcnep14MeHTarHa BanxAaqx, Ha npep|,rloxeHrTe peueHxE.

flrcepraquoxxunr rpyA cneABa f,cHa h ,norrqHa crpyxrypa, xaro npoae4eHlre h3cneAeaH[n x
eKcnep,aMeHTx ca I nrrHo cborBercrBhe c nocraBeHxre qenl4 h MeroAolorhqHhn noAxoA. Llpe3

cb'reraBaHeTo Ha TeopeTl4'{eH aHa,nl43, npaKTxqecxo TecTBaHe x cpaBHHTenHa oqeHRa Ha pe3yrTaT]4re, e

ochrypeHa HaAexAHa ocHoBa 3a x3BexgaHe Ha apryMeHTxpaHr 3axrpqeHhn r $opmynupaxe ua
npenopbxr 3a ycbBtpueHcrBaHe Ha crparerxhre 3a aBTeHTrixaqh, B ye6 ct.tcreM].l.

4. Kparxa aHarhrhqHa xapaKTeptrcr[Ka h oqeHKa Ha AocroBepHocrra Ha Mareplara, etpxy xofiro
ce rpaAnr npxHochre Ha AxcepraqxoHHrn rpyA

O6qnnr o6en Ha A[cepraqhoHHxf, rpyA e 137 cTpaHrqr. AxcepraqHoHH[4nr rpyA cbAbp}l{a 5 $oprvrynr,r
u 25 $nrypn. L{llrxpaHx ca 155 nureparypHx x3roqHlxa, craHAapr]4 r cneqrQrxaqnu, nocoqeHr B

6r,r6nr.rorpaQcxara cnpaBxa. OcHoBHoro 143,noxeH14e Ha At,tcepraqtaoHH14e rpyA e pa3npeAeneHo B 6 rnaBu.



B nbpBa rnaBa ca oqeHeHr4 ABara ocHoBH14 apx[TexrypH]r noAxoAa ctqecrByBau.lh B t4HAycrpxf,Ta,

stateful I stateless. HanpaBeH noApo6eH aHanx3 or rreAHa ro']Ha Ha c[rypHocr 14 TexH]4qecxa noMp]xxa.
CpaBHeHr ca o4ryaqhx or rneAHa roqxa Ha MoAepHx apxhrexrypHr MoAent,l (Mlt KpocbpBhct4).

BrB Bropa e pa:pa6orex r4Hosarl4BeH MoAen 3a Ha3HaqaBaHe xa ra6 e 6payrtpa, xoiro Aa l43nbrHflea

QyHxquara na ,,nngep". To3u ra6 onpecHlBa roxeH, HyxeH 3a aBTeHrhxaqxera ua norpe6rrean.
tl3BrpueHa e onrfiMx3aqxe ra pa6orara Ha ye6 crcret*ara. HanpaBeHo e cpaBHeHhe c Apyrr4 noAxoAt4.

MeroAbr noKa3Ba a6crpaxrrocr r Moxe Aa 6t4e rsnonseax 14 B Apyrr cnryaq^V, B xohro e Ha.floB(]{rerHo

e4r,tn ra6 4a r43BbpuBa pa6ora smecro 4pyrrre.

B Tpera e ycbBbpueHcrBaH MeroA 3a cbxpaHeHhe Ha roKeH,4 Ha RnheHTcxo Ht4Bo B Web Worker.

HanpaBeHx ca cpaBHeH,lF c rpaA[q[oHHH noAxoAx. floxa3aHh ca pxcxoBere npx rf,x tt KaK To3h MeroA

noMara c rypHocrra. MeroAbr e [HoBar[BeH A rl,ua cun+o np!4no)KeHxe e mo4epnrre ye6 chcreMh. TyK ce

r43r4cKBa no-Br4cor{o HI4Bo Ha 3HaHre or ext,lnbr or nporpaMrcrx, xoiro qe }43nor3Ba ro3 MeroA, B

cpaBHeHhe cbc cTaHAapTHxTe MeToA[ 3a cbxpaHeHre Ha ToKeHI,l.

B,rerB'bpra e u3rpaAeHa Qoprvryna 3a 
'43MepBaHe 

Ha crpec npr norpe6nrenn, BoAeula Ao orpaHrqeH

Aocrbn Ao o4creMara. Aopx npl4 npaB[nHo h3rpaAeHx crparerh[, noKa3aHr B ropH[re r.naBr, Moxe Aa ce

cb3AaAe ys3BhMocr or crpaHa ua norpe6rrenn. To3h MeroA pa3peuaBa raxbB Trn npo6nemr.

B nera orHoBo ce Aaea Qoxyc Bbpxy cbcronHhero ua norpe6ure.nfl, npr aBTeHThKaqxn B clcreMara.

[y'3cneABa ce [3BecrHl,rf, MeroA Ha mroroQaxropHa aBTeHrxxaq]1rl (aro ce x3nara Ha noKa3 kaxBr

ya3Br4Mocl4, Moxe Aa npxqrHu, Aopr rexH,4qecxx npaBl4rHo xMnneMeHrnpaH. AaBa ce crparerus 3a

npeAoTBpaT9BaHe Ha Ta(bB Trn aTaKa.

B nocneAHara uecra rnaaa e [3c.neABaH npo6aentr or 3aB]4cr4Mocrra or rorreMhre coQryepxu

xoMnaH[[ 3a noAnoMaraHe Ha aBTeHT xaqhflTa. Tyx ce cnara Ha Soxyc 4ocera Ha xoMnaHhrre Bbpxy

6uoruerpuvHrre AaHHh, Kaxro 14 cbxpaHeH[ero Ha napon[ x Apyr AaHHx, cB]p3aHx c yAocroBeprBaHe.

noKa3aHh ca a.nrepHart,lBH]r MexaHr3M]r 3a 3au{xra.

Axcepraqr4oHHxer rpyA e 4o6pe crpyxryprpaH u noApeAeH. l43roxeHrero e rnaAKo t4 rorhqecKh

nocneAoBarenHo. [4Ma oHarneAgBaxe c Qurypr r rpaQrxr. onr4caHhero Ha orAenHxre noAxoAt4 t4

anropllrMx e noAxpeneHo c AoKa3arencrBeHa qacr. .Illrvr 4tr6oxoro no3HasaHe r paa6rpaHe na

MaTep[ana oT AxcepTaHTa, xaKTo 14 yMeHreTo My TSopqecKr.r Aa xHTepnpeT]4pa cbr4ecTByBa r4hTe Hay'rHu

nocTrxeHh, 14 Aa rl4 HaArpaxAa.

5. Hayvxra u/xax xayvxo-nprroxHr npr,rHoo,r no AxcepraqxoHHrln TpyA

npleMaM QopruynrpaHrre or aBTopa npxHocx, nocrhrHarr B pesynrar Ha h3BbpueHrre Hay'lH!4

x3cneABaHxi. nprHocxre Morar Aa ce orHecar xbM Harerophrre o6orarngaHe Ha c'bu{ecfByBaqoro HayqHo

3HaH'1e r HayqHx nocrhxeHhfl B npaKrnKara, KaRTo 14 cb3AaBaHe Ha HoBr4 r mo4uQrqrpaHe xa

cbuJ,ecrByBaq[ MeToAr4, noAxoA]4, MoAenr n antopl.4.fuu 3a peuJaBaHe Ha nocTaBeHrTe B AlcepTaqxoHHxt
rpyA 3aAaqr.

Oopruyarpaxure B rqxcepraqr4oHHr4g TpyA nptaHocl.r, ca rpynhpaHh I ABe ttareroph14, Kaxro cneABa:

n0'1Hoch c Hav,.rHo-nohnox{eH xaoaKTeo

1. BbBeAeH e HoB MeroA 3a oqeHxa ua ,,crpeca" (,,pracxoe" craryc Ha norpe6rrenn) - HapeqeH

,,crpec xHAexc". C Hero ce o6orarnsar ArHaMrqHrre MoAenh 3a aereHrhxaqrf,. MeroArxara
BDBexAa prcx-6a:lrpar no4xoA xbM cxeMlrre 3a aareHTl4xhpaHe B AhHaMhqH a ct lyawa.

2. Pa3pa6oreH[ n aepuQr.rr-lrpaxu ca rpyna OaKropr,r 3a KaqecTBeHo rMnneMeHr paHe Ha

MeroAxKara h BK/rroqeHara B Hen Merp[Ka, a ]4MeHHo - tratrB]1 AaHHh Aa ce ct6rpar, KaK Aa ce

oqeHnBar x KtAe ce ramrpa 6anaxc'rr MexAy crarlcrhqecxa o6ocHoaaHocr h npaKrlqecKo

yAo6crso.

3. HanpaBeH e aa4tn6oveu cpaBHlreneH aHanx3 Ha ABara napaAxrManHr nogxoga - stateful

cpeqy stateless. l43BelHAar ce RoHKperHu reoperhqHh nocraHo8Kh 14 paMxh, Kohro Aa

noAnoMorHar h3c.neAoBarerx h cneqha^hcrr4 npu u:6opa Ha noAxoArul MoAen.



4. Pa3pa6oreH e HHoBarllBeH MeroA - ,,nxAep ra6 Ha 6pay3bpa" np'l onpecHnBaHe Ha ro(eHr 
''l

nphnoxeHr4eTo na web worker 3a cbxpaHeH!4eTo rM. 9pe3 Hero ce pa3uJllpflBa XoHqenqr9Ta

xaxQpoxrerr4apx[TeXryprTeMoraTAaceonTrM}43rpaT3ano-Bt,lcoxac!4rypHocT,no.Hl.lcKo
MpexoBo HaroBapBaHe n no4o6peuo norpe6rrencxo t43xtaBnBaHe

np14Hoct4 c nornox(eH xaDaHTeo

1. npeAcraBeHt4 ca excneprMeHTanHh AaHHh oqeHsBaqh BnhflHtaero Ha BTopx (r'rnr rperra)

Qaxrop a'upxy noBeAeH[ero na norpe6rreaure na coQryepHr nnarSopmr'

2. npepoxeH e cnl4cbx c 4eraiaxr npenopbKx 3a roBa xora e no-noAxoAfll{o Aa ce H3nor3Ba

aBTeHT[Kaqrf, cbc cbcrogHhe rnlr 6eg cucronHne, xaro ce B3eMa npeABr4A Qaxropr xaro

maqa6rpyet*ocr, gecrora Ha cechr, Hyx4a or 6tpea xHBanxAr43aqhn t,i Ap'

3. llpe,qloxerr npaRTrqecK[ crbnKh x hMn,neMeHTaqrfl xaK Aa ce onpeAenh r ynpaBrf,Ba eArH

,,^AAep 1a6" a 6payetpa, xofiro 4a h3obpuBa qeHrpanx3upaH npoqec no onpecHnBaHe Ha

To(eHrTe.To3t4MexaH[3bMylecHnBanoAApbx(aTaHaMHo)KecTBoeAHoBpeMeHHooTBopeHh
pa3Aent,t, HaMaanea xt,r ranllurxun rpaQllK t4 pt4cKa or 4y6nnpaxr :anexn'

4.npeAnoxeHeno4o6pelMeToA3anon3BaHelaWebWorkercqe/lorpaHxqaBaHeHaAocTtna

AoToKeHxTeBocHoBHI4F]43n.b,nHhTe/leHnoToRHa6payatpa.B4ncepraqlRracaBKI|oqeHh
HacoKh 3a npeAorBpartBaHe Ha qecro cpeqaHl4 yg3Bt"lMocrt4 (Hanp' araxr or rxn cross-site

scripting).

5. Ha 6a3ara Ha h3BeAeHara $oprvryna 3a crpec hHAeKc I npeAnox(eH[Te MeroAhK[ 3a

ynpaBneHl4eHayMoparaorMFAcapa:pa6orexla'lropxrMhr'lHhpeueH'lnKorronpxnoxeHx
x'urrr coQryepex npoAyKT AonphHacnT 3a rbBXaBo 14 nepcoHan[3rpaHo onpeAennHe Ha

cTeneHTa Ha 3aqrlTa h noBt4trlaBaT crrypHocTTa.

6.Paapa6orerrucayKa3aHrBt,tnpxnoxH|4cTbnRt43aoTqt,tTaHencrxolorhqecK}4TeI
noBeAeHqecKllTe acnexTl4 Ha norpe6nrenrre npx cb3AaBaHero Ha cxrypHu' Ho 14 AofibnHh 3a

nor3BaHe cncreMr.

6. OqeHKa Ha ceneHta Ha ruqHoro yqacTfie Ha AoKTopaHTKafa a npxHocllTe

npeAcraBeHoTocbA}p)KaHhe,npoBeAeHhTeaa||y,gy|v,|et(cnep!4MeHT[,BpaMx}4TeHaAcepTaq}4oHHi4

Tpy& noKa3Bar orrrqHoro no3HaBaHe Ha npeAMerHara o6lacr, e xoSTo ce Qoxycrpa rpy4a'

AhcepTaqxoHHl4TpyAceoTKpof,BacoTIIqHanoc,neAoBaTenHocTnooTHoUJeH[eHacbAtpxaHheTo,
l43BrpuJeHhTe aHarl43r h npoBeAeHrTe eKcnepr4MeHT]4. p,OXrOpaHra rMa neT Hayuxn ny6nuxaqrr c

aHanV3AApe3ynTaTTeno^yqeHuBpaMxxTeHaAhcepTaq[oHHoTocl4t43c,neABaHe,KaToBcl4l'lKl4
ny6nrxaqun ca AoluaABaH[ Ha MexAyHapoAHx HayqHta xolQepelqnr, Ha HBXot4 or Kot4To cbM l4Ma'na

yAoEoncTB[eTo nhqHo Aa nphcbcTBaM I Aa Ce y6eAr a sa4tn6ovexure no3HaHhf,, KOXTO AOXTOpaHTa

or,rpac t4ma4 An-Xycap[ ]tMa B o6racrra. C'trrau, ve nt4qHuf, nphHoc Ha AoKTopaHTa npr nocrrraHe Ha

nocraBeHHTe pe3ynrarr r,r Qoprvrynrapanero Ha np,'lHoc'4Te n 6e:cnopeu'

npeAcraBeHoro cbAtpxaHxe, ta3a]pueHhre aHanv3v A npoBeAeHrre excnephMeHTx B paMK]lTe Ha

AxcepraqxoHHxn rpyA FcHo AeMoHcrplpar aa4ta6ovexllre no3HaHrB Ha AoxropaHrKara B o6nactta xa

ruQopr*aqrotxara c[rypHocT 14 cTpaTerHlTe 3a aBTeHTrKaqt4f a ye6 cucreul. AHcepTaqhoHH t49T TpyA Ce

or.rlt,lqaBa c Blcoga cTeneH Ha caMocToflTe,nHocr npr Qoprrryrr.rpaHero Ha ,43CneAOBaTenCR]4re qe.nr, rs6opa

Ha noAxoAt4 u paspa6oreaHero Ha ercnepilMeHranHara qacr' CTpyxrypara Ha rpyAa e noc'neAoBarenHa t,l

ro[hqeckr x3rpaAeHa, Karo FCHO Ce OTKpOSBa .nxqHrBr nphHoc Ha AoKTOpaHTKara B aHa^r3a Ha

cbulecrByBaqlTe MoAerh, npeAnox(eHl4eTo Ha HoB noAxoA 3a xonn6llurpana aBTeHTr4Kaqhfl x oqeHKaTa Ha

HeroBara eQexruaxocr lpe3 npaKTliqecxlt recroBe.

7. npeqeHxa xa ny6arxaqrnre no AncepraqlloHHr4f, TpyA

B neploAa 2023-2025 aeropa e ny6arlxyean ner HayqHx crarhh c aHaAAsA A pe3ynrarh nonyqeHx B

paMXxTeHaArcepTaq[oHHoTo}43cneA8aHe.Bcxq}(}4neTcraTr4}4caAoHnaABaHnHaMexAyHapoAHrHayqH[

xon$epenqrr, qerl4pt4 or crarrr4re ca AoKraABaH[ Ha HayqHu xoxQeperqrr npoBeAeH]r B Ebnrapxn x

e4ua na xouQepeHq'4s B CeBepHa MaxeAoHl4s. HayqHrre ny6nrxaqrn ca ny6nrxyearr s peHoMupaHx

h3AaHXn xaTO IEEE, Researchcate. HanpaBeH[Te ny6nuxaqun noxpt4BaT TeMaTlKaTa Ha A[CepTaq]4oHHx



TpyA t4 oTpa3sBaT ocHoBHl4 teMl"r'., aHany.3y. t4 pe3ynTaTx oT cbrqr4fl. EAHa oT cTaTx'4Te e caMocTonTe.nHa I
'reTlpx B ctaBTopcTBo c Apyrx aBTopI KaTo B Tpr4 cbaBTOp e Hayi.tHt4fl pbKoBoAhTen.

8. l43nor3BaHe Ha pe3ynra?xre or f,hcepraqhoHHhn rpyA B HayqHara npaHT,Ka

nocrlrHarrre HayqHh ,4 nphnoxHx pe3ynrarh HaMa4par npxnoxeHhe npx cb3AaAeHo or AoxropaHra
y're6uo ct4tpxaure, Koero e aKryanHo Aa 6t4e nsnoaseato a yve6trn npoqec, Kamo cbc cn/AeHTx, Taxa
h c yqeHxqh. Pe3ynrarlre cbu{o raKa Morar p,a HaMepflr np noxeHxe n B npa(Trxara, rti xaro
AUCepraqroHHt4 TpyA qen,,l IMeHHo pa3peuaBaHe Ha n peiq[38t4 Hare.n crBa B Hacront4ara vr uugyc'pua.

9. oqeHxa Ha cborBercrBrero na aeropeQepara c r3r.rcxBaHrara 3a lr3rorBrHero My, KaKTo h Ha
aAeKEaTHOCTra Ha OTpa3AaaHe Ha ocHosHxre norox(eHhF ,! np11HocfiTe Ha ,qxcepTaqxoHH}4n TpyA

ABTope0eparbr KbM AxcepraqhoHHr4 TpyA orroBap, Ha t,t3t,crgaHhgTa t,r cborBercrga c

AhcepraqxoHHr4e rpyA I nocraBeHhre npeA Hero qenl,l 3aAaqx. B aeropeQeparur e pa3rneAaHo
ctAbpxaHuero no magh I nocrlrHarhre nphHoo4. AeropeQeparur e oQopueH cbrnacHo r,t3l4cRsaH[qra Ha
Texxuuecxr yureepcrrer - coQrn 14 cqhraM qe aAekBarHo orpa3flBa clulHocrra Ha AncepraqxoHHxr rpyA.

10. MHeHxn, npenopbKx I 6eaexxr,l

AhcepraqroHHr4sr rpy4 o6xeaqa urpox na6op or HayqHl.r ny6nuxa4uu A aHany.SA, nocBereHr Ha

n peAx3 Br{ Kare,n crBara B l4T r4HAycrpxera h KoHHperHara npeAMerHa o6nacr. Tpy4tr e crpyRryprpaH
npeqh3Ho x AeMoHcrpxpa Brcor(o Hr4Bo Ha npoQecrouanHa RoMnereHTHocr or crpaHa Ha aBTopa.
npoBeAeHlre aHa.nt,tTt4'{H},r x excnepxMeHTa nlu a3cneABaHas ce orl}lqaBar ctc :a4tn6oveHocr ra

nocneAoBareneH crpeMex xttvt Qopr,rynlpaHe Ha aAeKSarHo peuJeHhe Ha nocraBeHxre qenu h 3aAa'{4.
ooptuynrpaxrre qen[ h 3aAaqr aApecxpar pearxr npo6rem,4 r noKa3gar HecbMHeH noreHqra.n 3a
npa KTrqecKo npx,noxeH e.

npenopbKxre Mr KIM AoKTopaHTa ca Aa npoArnxh cBoFTa HayqHor3cneAoBarencKa 4efiuocr no
TeMaTa, xaKTo n B Apytu HanpaBneHxr, cBlp3aHx c aKryanHr.{Te npeAx3BlHaTercrBa npeA HayKaTa u
xH.qycrp era.

ll.3aKrloqeHlre

Ha 6a3a ropex3noxeHoro, cr{rraM qe Arceprar{}4oHHl,n rpyA Ha Mar. IHx. ohpac t4MaA Ar-xycapl4
Hanb,nHo ortoBapr Ha u3rcK8aHhf,Ta 3axosa 3a pa3B}.lTl4e Ha axaAeMxqHhf, cbcraB Ha Peny6nrxa Sbnraprr,
npaBl,lnHh(a 3a np,tnaraHe Ha 3aKoHa x cborBerHre npaBrnHrK Ha TexH]4qec(x yHrBepcxrer - Coo,lff ,i Ha
l43r4CKBaHrrra aa npn406reaxe ra o6pasoaarenHara x HayqHa creneH ,,AoKTop,,. flpraoxexun
aBrope0epar orroBapr Ha r3ucKBaHrrra ]4 cborBercrBa c AxcepraqxoHHhn rpyA h nocraBeHxre npeA Hero
qenl,l h 3aAaqu.

npoBeAeHlre HayqHh u3cneAsaHrs ca s aKryanHa o6nacr r rperupar npo6nennarrxa, xonro e o6exr Ha
3achneH x3c.neAoBarencKr x xHAycrpxaneH hHTepec. flony.{eHxre pe3ynrarh cbAbpxaT HayqHx r
np4noxH!,l. npnHocl4, l{o!4To ca pa3npocTpaHeH14 ,l HanpaBeHh Aocrof,H]4e Ha 3at4HTepecoBa Hara HayqHa
o6qHocr vpea ny6nrxyeaxero hM B HayqHr crarrr B cnhcaHl4n n npeAcraBflHero rM Ha cneqxanr3hpaHl,r
Hayvrr Qopymr r xoxQepeHqrra.

cneA Karo ce 3ano3Hax HanbrHo c ArcepraqxoHHu tpyA u npeAMerHara olnact u xa 6asa
ropeu3roxeHoro, y6e4exo 4aeam cBor?a noroxrrerHa oqeHKa 3a npeAcraBeH}rf AxcepraqxoHeH TpyA
x npeAraraM Ha yBaxaeMrre qreHoBe Ha HayqHoro r{yp, Aa 6r4e npucrAeua o6paaoeareaxa h HayqHa
creneH ,,Aoxrop" Ha Mar' rHr(. oupac 14rvra4 Ar-xycapH no HayqHa cneqharHocr ,,ABroMal4sxpaHr,r
crcreMh 3a o6pa60rxa xa ruQopruaqrn r ynpaaneure" e npo$ecuoxaaHo HanpaBreHre 5.3
KOr.rryxrxaqroHxa t4 xoMnK)TrpHa TexHt4Ka.

27 .10.2025 r.

rp. Cooxn

PeqeH3eHT:

/npoQ. C-p xHx{. AaHhe.ra foqeBa/
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20 of 72.05.2025 of the Rector of the Technical Unlversity - Sofia.

PhD student M.Sc. Engineer Firas lmad Al-Husari graduated in 2019 with a bachelor's degree in ,,Computer

and software Engineering" at the Department of computer systems, Faculty of computer systems and
Technologies at the Technical University - Sofia. ln 2OZ!, he acquired a master's degree in ',Computer and
software engineering" at the same department and faculty. on 01.03.2022, the doctoral student mag.
Engineer Firas lmad Al-Husari was enrolled in full-time doctoral studies in the doctoral program
"Automated systems for information processlng and management" in professional direction 5.3
communication and computer technology at the department ,,computer systems ,, at the faculty of
Computer systems and technologies at the Technical University - Sofia. The doctoral student has completed
his individual plan and passed all the examinations of the doctoral minimum. With the decision of the FS of
FCST (Protocol No. 10/28.04.2025) on the proposal of the department "Computer Systems" (protocol No.
8/28.04.20251, a decision was made to disclose a procedure for the public defense of the dissertation his
work-

ln parallel with his scientific activity, since 2016, the PhD student has been professionally engaged in
software development and lT consulting services for leading global organizations.

1. Actuality of developments in the dissertation work, a problem in scientific and scientific-applied
terms

The submitted dissertation is directed toward the study of contemporary authentication strategies in web-
based systems, the analysis of their effectiveness, and the development of a model that enhances security
while preserving user convenience. The dissertation aims to investigate, design, and create various
approaches to user identification and verification within the context of a rapidly evolving digital
environment, where web systems constitute a primary channel for access to key services such as electronic
banklng, healthcare, and education. The topic is indisputably current and of high practical significance,
since reliable authentication is a critical factor for maintaining trust between users and service providers, as
well as for minimizing the risk of abuse and cyberattacks.

Defining a reliable authentlcation strategy that combines a high level of security with an optimal user
experience is a key challenge for modern organizations. On the one hand, classical methods based solely on
passwords reveal their vulnerability amid large-scale cyberattacks and data breaches. On the other hand,
the introduction of modern technologies such as multi-factor and stateless authentication presents new
challenges related to integration, scalability, and the human factor.

Within the dissertation, existing approaches and standards for authentication are examined and analyzed,
with an assessment of their applicability across different types of web systems. A scientific study has been
conducted aimed at developing an optimized authentication model that combines technical and behavioral
protection mechanisms, thereby achieving greater resilience against cyber threats. As a result of the



experimental work undertaken, a conceptual framework is proposed for lmplementing effective
authentication strategies that account not only for the technical but also for the human aspects of security,
contributing to greater reliability, trust, and competitiveness of web systems.

2. Degree of knowledge of the state of the problem and creative interpretation of the literary
material

The dissertation addresses an exceptionally timely topic related to authentication strategies in web systems
and the challenges arising from the growing need for access to digital services that is both secure and
convenient. Successful fulfillment of the stated objectives requires an in-depth knowledge of contemporary
user authentication approaches, cryptographic mechanisms, security protocols, as well as the human
factor, which is often decisive for the effectiveness of the strategies applied. Within the work, classical
password-based methods are analyzed alongside modern solutions such as multi-factor, biometric, and
stateless authentication, examining their advantages, limitations, and applicability in various contexts.

The doctoral candidate demonstrates thorough familiarity with international standards, protocols, and best
practices in the field, including oAuth 2.0, openlD connect, FtDo2, and zero Trust models. A review and
critical analysis of 156 sources-scientiflc articles, standards, academic works, and materials from
international conferences-has been conducted, reflecting current trends and research achievements. The
literature base presented indicates excellent awareness of the state of the art and the ability to interpret
the available material creatively. The study is distinguished by an analytical approach and an ability to
synthesize scientific and applied information, enabling the formulation of original conclusions and
proposals foroptimizing existing authentication strategies.

3. Correspondence of the chosen research methodology with the set goal and tasks of the
dissertation work

The chosen research methodology is based on a comparative and analytical approach, encompassing the
study of existing authentication models, functional analysis of their characteristics, and experimental
evaluation of their effectiveness across different web environments. The methodology combines a
theoretical analysis of authentication standards and protocols with the practical implementation of a test
environment for verifying the results. On this basis, a well-reasoned selection of appropriate strategies and
technologies has been made, achieving an optimal balance between security and user convenience.

The tasks set in the dissertation-namely, the analysis of existing authentication mechanisms, the
development of a model for enhanced security, and the assessment of its applicability-are grounded in a
systematic research process. This process includes a review of the literature, the modeling of security
architectures, the simulation of attack scenarios, and the experimental validation of the proposed
solutions.

The dissertation follows a clear and logical structure, with the conducted studies and experiments fully
aligned with the stated objectives and methodological approach. By combining theoretical analysis,
practical testing, and comparative evaluation of the results, a reliable foundation has been established for
drawing well-substantiated conclusions and formulating recommendations for the refinement of
authentication strategies in web systems.

4. Brief analytical description and assessment of the credibility of the material on which the
contributions of the dissertation are based

The total volume of the dissertation is 137 pages. The dissertation contains 5 formulas and 25 figures. A
total of 156 literature sources, standards, and specifications are cited in the bibliography. The main
exposition of the dissertation is distributed across 6 chapters.

Chapter One evaluates the two principal architectural approaches present in industry-stateful and
stateless A detailed analysis is provided from the standpoint of securlty and technical maintenance.
situations are compared in the context of modern architectural models (microservices).



chapter Two presents an innovative model for designating a browser tab to act as a ,,leader.,, This tab
refreshes the token required for user authentication. An optimization of the web system,s operation has
been performed, and a comparison with other approaches is provided. The method exhibits a high level of
abstraction and can be applied in other situations where one tab must perform work on behalf of the
others.

chapter Three refines a method for client-side storage of tokens in a web Worker. Comparisons are made
with traditional approaches, the risks inherent in them are shown, and the way in which this method
improves security is explained. The method is innovative and has strong applicability in modern web
systems. lt does, however, require a higher level of expertise from the programming team that will employ
it, compared to standard token storage methods.

Chapter Four develops a formula for measuring user stress that can lead to restricted access to the system.
Even with properly designed strategies presented in the preceding chapters, vulnerabilities may arise on
the user side. This method addresses such problems.

chapter Five again focuses on the user's condition during system authentication. The well-known method
of multi-factor authentication is examined, demonstrating what vulnerabilities it may cause-even when
implemented correctly from a technical standpoint-and a strategy is proposed to prevent such attacks.

chapter six investigates the problem of dependence on large software companies for supporting
authentication' Emphasis is placed on the companies' access to biometric data, as well as their storage of
passwords and other authentication-related data. Alternative protection mechanisms are presented.

The dissertation is well structured and organized. The exposition is smooth and logically consistent,
supported by figures and charts. The description of the individual approaches and alBorithms is
underpinned by evidentiary analysis. The doctoral candidate's deep knowledge and understanding of the
subject matter are evident, as are hls ability to interpret existing scientific achievements creatively and to
build upon them.

5. Scientific and/or scientific-applied contributions to the dissertation work

I accept the contributions formulated by the author, achieved as a result of the conducted scientific
research. The contributions may be classified as enriching existing scientific knowledge and practical
scientific achievements, as well as the creation of new-and the modification of existing-methods,
approaches, models, and algorithms for solving the tasks set in the dissertation.

The contributions formulated in the dissertation are grouped into two categories, as follows:

tific-a contrib

1. A new method is introduced for assessing "stress" (the user's "risk" status), termed the ,,stress

index," which enriches dynamic authentication models. The methodology introduces a risk-based
approach to authentication schemes in dynamic situations.

2. A set of factors has been developed and verified for the qualitative implementation of the
methodology and its metric-namely, what data should be collected, how it should be evaluated,
and where the balance ries between statistical soundness and practicar convenience.

3. The dissertation provides an in-depth comparative analysis of the two paradigmatic approaches-
stateful versus stateless-deriving specific theoretical propositions and frameworks to assist
researchers and practitioners in choosing an appropriate model.

4. An innovative method is developed-the leader browser tab for token refresh-and the application
of Web Worker for token storage. This expands the concept of how front-end architectures can be
optimized for higher security, lower network load, and improved user experience.

Aoplied contributions



1. Experimental data are presented evaluating the influence of a second (or third) factor on the
behavior of users of software platforms.

2. The dissertation proposes a detailed set of recommendations on when it is more appropriate to use
stateful or stateless authentication, taking into account factors such as scalability, session
frequency, the need for rapid invalidation, and others. Methods and an algorithm have been
developed that allow easy implementation in a real software environment.

3. Practical steps and an implementation are proposed for determining and managing a leader tab in
the browser to carry out a centralized token-refresh process. This mechanism facilitates the
maintenance of multiple concurrently open tabs, reducing unnecessary traffic and the risk of
duplicate requests.

4. An improved method is proposed for using a Web Worker to limit access to tokens in the browser's
main execution thread. The dissertation includes guidelines for preventing common vulnerabilities
(e.9., cross-site scripting attacks).

5. Based on the derived stress-index formula and the proposed methods for managing MFA fatigue,
algorithmic solutions have been developed which, when applied to a software product, contribute
to the flexible and personalized determination ofthe level of protection and enhance security.

6. The dissertation develops guidelines and practical steps for accounting for the psychological and
behavioral aspects of users when creating systems that are secure yet accessible and easy to use.

5. Evaluation of the degree of personal participation of the doctoral student in the contributions

The presented content, together with the analyses and experiments conducted wlthin the dissertation,
demonstrates an excellent command of the subject area on which the woak focuses. The dissertation
stands out for its exemplary coherence in terms of content, the analyses performed, and the experiments
carried out. The doctoral candidate has five scholarly publications containing analyses and results obtained
in the course of the dissertation research, all of which were presented at international scientific
conferences-some of which I had the pleasure of attending in person, where I was able to confirm the in-
depth knowledge that the doctoral candidate, Firas lmad Al-Husari, possesses in the field. I consider the
doctoral candidate's personal contribution to achieving the stated results and to formulating the
contributions to be unquestionable.

The presented content, the analyses performed, and the experiments conducted within the dissertation
clearly demonstrate the doctoral candidate's profound knowledge in the field of information security and
authentication strategies in web systems. The dissertation is distinguished by a high degree of
independence in formulating the research objectives, selecting the approaches, and developing the
experimental component. The structure of the work is consistent and logically constructed, with the
doctoral candidate's personal contribution clearly evident in the analysis of existing models, the proposal of
a new approach to combined authentication, and the evaluation of its effectiveness through practical tests.

7. Evaluation of publications on the dissertation work

ln the period 2023-2025, the author published five scientific articles presenting analyses and results
obtained within the framework of the dissertation research. All five articles were presented at international
scientific conferences-four at conferences held in Bulgaria and one at a conference in North Macedonia.
The publications were disseminated in reputable outlets such as IEEE and ResearchGate. The published
works cover the topic of the dissertation and reflect its principal themes, analyses, and results. One of the
articles is single-authored, and four are co-authored with other authors where in three of them co-author is
the scientific supervisor.

8. Using the results of the dissertation work in scientific practice

The scientific and applied results achieved have been incorporated into teaching materials developed by
the doctoral candidate, which are current and suitable for use in the educational process with both
university students and school pupils. The results can also be applied in practice, since the dissertation is

expressly aimed at addressing challenges in the contemporary lT industry.



9. Assessment of the compliance of the abstract with the requirements for its preparation, as welt
as the adequacy of reflecting the main points and contributions of the dissertation work

The author's abstract accompanying the dissertation meets the established requirements and is consistent
with the dissertation and its stated aims and tasks. The abstract reviews the content chapter by chapter
and presents the achieved contributions. lt is formatted in accordance with the requirements of the
Technical University - Sofia, and I consider that it adequately reflects the essence of the dissertation.

10. Opinions, recommendations, and notes

The dissertation encompasses a broad range of scientific publications and analyses devoted to challenges in
the lT industry and the specific subject area. The work is precisely structured and demonstrates a high level
of professional competence on the part of the author. The analytical and experimental studies conducted
are distinguished by depth and a consistent pursuit of well-founded solutions to the stated aims and tasks.
The formulated goals and tasks address real-world problems and exhibit clear potential for practical
application.

My recommendation to the doctoral candidate is to continue his research activity on this topic, as well as in
other directions related to the current challenges facing science and industry.

11. Conclusion

Based on the above, I believe that the dissertation work of mag. Eng. Firas lmad Al-Husari fully meets the
requirements of the Law on the Development of the Academic Staff of the Republic of Bulgaria, the
Regulations for the lmplementation of the Law and the relevant regulations of the Technical University -
Sofia and the requirements for obtaining the educational and scientific degree "doctor". The attached
abstract meets the requirements and corresponds to the dissertation work and the goals and tasks set
before it.

The scientific research carried out is in an up-to-date field and deals with issues that are the object of
increased research and industrial interest. The obtained results contain scientific, scientific-applied, and
applied contributions, which are disseminated and made available to the interested scientific community
through their publication in scientific articles in journals and their presentation at specialized scientific
forums and conferences.

Having fully familiarized myself with the dissertation work and the subject area and based on the above,
I confidently give my positive assessment of the submitted dissertation work and propose to the
respected members of the Scientific Jury that the educational and scientific degree "Doctor,' be awarded
to M.Sc. Eng. Firas tmad Al-Husari in scientific speciatty "Automated systems for information processing
and management" in professional direction 5.3 Communication and computer technotogy.
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