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PELLEH3UA

Ha AUCEepPTaLMOHEH TPy,

3a npuao6uBaHe Ha 06pa3oBaTeNHa U Hay4YHa CTeneH , AOKTOp”

ABTOP Ha ANCEPTaLMOHHKA TPYA Mar. uHx. ®upac Umag An-Xycapu
Tema Ha AUCEPTAUMOHHUA TpyA: ,CTpaTternmn 3a aBTeHTUKaUUA B yeb cucremun”
PeueHsenT: npod. a-p AaHnena AceHosa louesa

Kateapa KomniotbpHu cuctemu, PKCT, TexHUueckn YHusepcuter — Codpua

HacToAwaTa PEeLEeH3UsA € U3rOTBEHa B Ka4eCcTBOTO MM Ha NpeAcesaTen Ha Hay4HOTO XKypu, HasHa4eHo
cwe 3anoees Ne O¥K-5.3-20 ot 12.05.2025 r. Ha Pektopa Ha TexHuueckun Yrusepcutet — Copus.

[lokTopaHTa Mar. uHx. ®upac Umag An-Xycapw npes 2019 r. 3asbpliBa 6OakanaBbpcka cTeneH no
CreuManHocT ,KoMnIoTbPHO U COPTYEPHU MHKEHEPCTBO" KbM KaTeapa ,KoMnioTbpHU cuctemun”, pakynter
KOMMNIOTbPHA CUCTEMM W TeXHONOrMW B TexXHUYECKU yHWBepcuTeT — Codmsa. MNpes 2021 r. npugobuea
MaruMcTbpcKa CTeneH No CreuManHocT ,KOMMIOTLPHO U CODTYepPHM MHKEHEPCTBO® KbM CblUaTa KaTeapa u
dakynTeT. Ha 01.03.2022 r. AoKTOopaHTa Mar. uHxX. ®upac Wmap An-Xycapu e 3auuMcneH B 3a/i04Ha
[OKTOpaHTypa MO AOKTOPCKa nporpama ,ABTOMaTM3MpaHu cuctemu 3a obpabotka Ha MHpOpMaLMA U
ynpasnexve” B npodecMoHanHo HanpasneHwe ,5.3 KOMyHWKauMOHHAa M KOMNIOTbPHA TEXHUKA” KbM
kaTeapa ,KOMNIOTbPHU cUCTEMM” Kbm dakynTeT No KOMMIOTbPHKU CUCTEMM W TEXHONOTUW B TexHW4ecku
YHusepcuteT — Codma. [LOKTOpPaHTa € U3NBAHUA UHAMBUAYANHUA CU NNAH W NOMOXKWA BCUYKK U3NUTU OT
[IOKTOPAHTCKMUA MUHUMYM. C peweHnune Ha ®C Ha OKCT (MpoTokon N210/28.04.2025 r.) no npeanoxexHue
Ha KaTegpa ,KonmioTbpHu cuctemu” (MpoTtokon Ne8/28.04.2025 r.) e B3eTO pelueHWe 33 PasKpuUBaHe Ha
npoueaypa 3a nybauyHa 3almra Ha AMCEPTaLMOHHUA My TPYA,.

MapanenHo ¢ HaydHaTa cu geiHoct, oT 2016 r. Hacam, AOKTOpaHTa ce 3aHKMaBa NPOPECcHOHANHO CbC
codTyepHa paspaboTka u UT KOHCYNTAaHTCKW yCayru 3a Bogewm rnobanHu opraHusaumm.

1. AKTYanHoCT Ha paspaboTBaHUA B AUCEPTALMOHHMA Tpya, npobnem B HAay4HO W Hay4Ho-
NPUIOYKHO OTHOLUEHWE

MpeAcTaBeHMAT AUCEPTALMOHEH TPY/, € HaCOYeH KbM W3C/e/iBAaHETO Ha CbBPEMEHHUTE CTpaTerum 3a
aBTEHTUKALMA B yeb-6asnpaHn CUCTEMM, aHanu3 Ha TAxHaTa edeKTMBHOCT U paspaboTBaHe Ha MOAeN 33
NOBMLWABAHE HAa CUIYPHOCTTa NpwM 3anassaHe Ha yAobcTeoTo 3a notpebutenute. [UCePTaLMOHHUAT TPyA
Lenn A3 M3CNe/Ba, NPOEKTMPA U Cb3A3AE PA3/IMYHU NOAXOAM 33 UAEHTUMKAUMA M yAOCTOBEPABAHE HA
noTpebutenM B KOHTEKCTa Ha 6bp30 paseBuBalara ce AurMTanHa Ccpeaa, KbAeTo yeb cucremure
npeacraenagar OCHOBEH KaHan 34 A0OCTbN A0 KAKYOBM YCAYTM  KaTo E€NeKTPOHHO 6aH|<|4paHe,
3apaseona3ssaHe u obpasosaHue. Temara e 6e3CNOPHO aKTyanHa ¥ MMa BUCOKA NPaKTUUYECKA 3HAHUMOCT,
Tbii KaTO HajemaHaTa aBTeHTUKaUuMA € KpuTudeH (akTop 3a NoAADbPHKAHETO Ha A0BEPUETO MeXAy
notpebutenute M AOCTaBYMLMUTE HA YCAYFW, KAKTO U 33 MUHUMMU3UPaHeE Ha pUCKa OT 3noynotpebu u
KubepaTaku.

[ledUHUpPaHETO Ha HAAGKAHA CTPATErMA 33 aBTEHTMKAUMA, KOMOMHWPALLA BUCOKA CTENEH Ha CUTypHOCT
M ONTUManHO nOTPeBUTENCKO NPEKUBABAHE, NpPeACTaBNABa KNOYOBO NPeAW3BUKATENCTBO MpPea
CbBpEMeHHWTe opraHusauuu. OT eAHa CTpaHa, knacuyeckute metoam, 6asupaHu eAMHCTBEHO Ha Naponu,
MOKa3BaT CBOATA YA3BUMOCT B yCNOBUATA Ha MawwabHu kubepaTakn u n3tnyaHe Ha ganHu. OT apyra CTpaHa,
BbLBEKAAHETO HAa MOJEPHM TEXHONOTMM KaTo MHOrodakTopHa W stateless aBTeHTMKauua NOCTaBA HOBW
npeAM3BUKaTeNCTBa, CBbP3aHV C MHTErpaLMaTa, MalabrupyemocTTa U YOBELWKUA HaKTop.

B pamkuTe Ha AMCEpPTAUMOHHMA Tpya ce pasrnexaar u aHanM3upaT CbluecTeyBaliuTe noaxoaun wu
CTaHOapTW 3@ aBTEHTMKAUMA, KaTO Ce NnpaBu OLEHKa Ha TAXHaTa NPWIOXMUMOCT B PasNMYHKU TUNOBE \/66
CUCTEMM. npOBE,IJ,EHO € HayyHo u3cnenBaHe, HacO4eHO KbM paapaGOTBaHe Ha ONTUMMU3UPaAH MOoAen 3a
dBTEHTUKAUMA, KOWTO CbUeTaBa TEXHUYECKK M NOBEASHYECKM MEXAHU3MM 33 3alMTa, KaTo no TO3W Ha4uH Ce



nocTura No-BMCOKAa YCTOMYMBOCT cpewy Kubepsannaxu. B pesyataTt oT nposegeHaTa eKCnepuMeHTasHa
paboTa ce npegnara KOHUENTya/Ha paMKa 3a BHeApABaHE Ha eDeKTUBHM CTpaTeruu 3a aBTEHTMKaLWA,
OTYMTaW HE CaMO TeXHUYECKUTE, HO M YOBELUKWTE acMeKTM Ha CMIypHOCTTa, KOeTo AOoNpMHaca 3a no-
ronAaMa HagexaHoCT, JOBEepHEe M KOHKYPEHTOCNoCcoOHOCT Ha yeb cuctemuTe.

2. CreneH Ha NO3HaBaHe CbCTOAHMETO Ha Npo6aema U TBOpYECKa MHTepnpeTaLMAa Ha IMTepaTypHUA
marepuan

AncepTauMoHHUAT TPy 0OXBalla U3KNIOYUTENHO aKTyanHa TEMATMKa, CBbP3aHa CbC CTpaTeruuTe 3a
aBTEHTUKauMA B yeb cuctemmn U npeau3BUKATENCTBATA, KOUTO NPOMU3TUYAT OT HapacTeawaTa Heob6xo4MMOoCT
OT CUTYPEH, HO M yA06eH A0CTLN A0 AUIUTANHM YCAYTW. 33 YCNELWHOTO U3MbAHEHME Ha NOCTABEHUTE LENU e
HeobxoaMMO 3aabnN60YEHO NO3HABAHE Ha CbBPEMEHHWTE NOAXOAMW 33 YAOCTOBepABaHe Ha noTpebuTtenu,
KpunTorpadCckM MexaHM3MM, NMPOTOKONM 3@ CUTYPHOCT, KAakKTO M Ha 40BewKua (akTop, KOMTO 4ecto e
onpegenaw, 3a e(PeKTMBHOCTTa HA NpUNaraHuTe crpatervt. B pamkuTe Ha Tpyaa ca aHaAusupaHu
KNnacu4eCKknTe mMeTogu 3a aBTEHTMKauMUA, 633MpaHM Ha napoan, KakKTo U MOAEepPHUTE pelleHua KaTo
MHOropakTopHa, OMOmMeTpuyHa M stateless aBTEHTMKAUMA, pa3rNeXOalkKM TexXHUTE nNpeAuMCTBa,
OorpaHU4eHna U NPUA0KMMOCT B pas/IMMHKU KOHTEKCTU.

LOKTOpPaHTBLT AeMOHCTPUPa 3a4bN00YeHO NO3HaBaHe Ha MEXAYHAPOAHUTE CTaHAAPTH, NPOTOKOAWU U
0o6pu npaktvkun B obnactra, BKAoumTenHo OAuth 2.0, OpenlID Connect, FIDO2 u Zero Trust mogenuTe.
M3BbplueH e nperneg U KpUTUYEH aHanu3 Ha 156 nAMTepaTypHU M3TOYHUKA — HayyHM CTaTUW, CTAHOAPTH,
dKaAeMUYHU TpyLoBE U MaTepuann OT MeXAYHapOoAHW KOHpepeHUUM, KOUTO OTPa3nBaT CbBPEMEHHUTE
TEHAEHUMW W M3CNeaoBaTe/NICKM NOCTUXeHUA. [lpefcTaBeHata nuTepaTypHa 6asa noKasBa OT/MYHA
OCBEJOMEHOCT 338 CbCTOAHMETO Ha npobnema v cnocoOHOCT 3a TBOPYECKA MHTEPMNPEeTaUMA Ha HaAMUYHUA
maTtepuan. MU3scnensaHeTo ce OTAMYaBA C aHA/IMTUYEH NOAX0M U CMOCOBGHOCT 33 CUMHTE3UPAHEe Ha HayyHa W
NpUNoXHa UHPOPMaLMA, KOETO NO3BONABA POPMYNIMPAHETO HAa OPUTMHANIHK M3BOAM U NpPeaNOXKeHUA 3a
ONTUMM3ALMA HA CbLLECTBYBALLUTE CTPATErMM 33 aBTEHTUKALMA.

3. CvortBercTBMe Ha u3bpaHata MeTogMKa Ha wu3cneABaHe € MOCTaBeHaTa Len M 33fadyn Ha
AWMCEPTALMOHHUA TPYA

M3bpaHaTa MeTOAMKa 33 NPOBEXAAHE Ha HaydHUTe u3cneaBaHuA e BasupaHa Ha CpaBHUTENEH W
daHaMTHYEH NOAX0[, BKAKOYBAWL, M3CNeABaHE Ha CbLEcTByBalWMTE MOAENM 33  aBTEHTUKauua,
GyHKUMOHANEH aHANU3 Ha TEXHWUTE XapaKTEPUCTUKM U EKCNEPUMEHTANIHA OLUEHKA Ha epeKTUBHOCTTa UM B
pasnuunmn yeb cpegn. MeTtogukata KOMBUHMPA TEOPETUMUYEH aHANM3 Ha CTaHAApPTMTE U NPOTOKONWUTE 3a
YAO0CTOBEpABaHe C NPakKTHU4YecKa peanusauna Ha TeCTtoBa cpefa 3a Bepmbmxauym Ha pe3yntaturte. Ha Tasu
OCHOBa e HanpaBeH aprymeHTUpaH u3bop Ha NOAXOAALM CTPaTerM U TEXHONOTMUM, YPe3 KOMTO Ce NoCTUra
onTumaneH 6anaHc Mexay CUrypHOCT M yaob6cTso 3a noTpeburens.

MocraseHuTte npes, AUCEPTaLMOHHUA TPYA, 33/4a4M, CBbP3aHM C aHANU3 Ha CbLUECTBYBALLM MEXaHU3MU
3a aBTeHTUKauma, paspaboTBaHe Ha MoAen 3a NOoA0BPEHA CUIYPHOCT M OLIEHKA Ha HerosaTa NPUAOKMMOCT,
ce 6Gasupat Ha cucCTeMaTMYeH M3cnepoBaTencku npouec. TOW BKAKOYBA Npernes Ha AWTepaTypHu
W3TOYHWUKW, MOAE/NMPaHEe Ha apXUTEKTYpU 3a CUIYPHOCT, CUMY/NauMA Ha CUEHapuMu 3a aTaku w
eKCNepuMeHTa Ha BaIMAAUMNA Ha NPEANOKEHWUTE PELIEHUA.

AMCePTaUMOHHUAT TPYA CneaBa ACHA M NIOTMYHA CTPYKTYpa, KaTo NPOBEAEHUTE WU3CNeABaHUA U
EKCNePUMEHTH Ca B MBAHO CHLOTBETCTBUE C MOCTABEHWTE LEAM M METOZONOTMYHMA noaxon. “Ypes
Cb4€TaBaHeTO Ha TeOPEeTMYEH aHaNW3, NPaKTUYECKO TECTBAHE WM CPABHWUTE/NIHA OUEHKAa Ha pesynTtaTuTe,
OCUrypEeHa Hafex/jHa OCHOBAa 3a W3BEXAAHE Ha apryMeHTUpPaHW 3aKNouYeHua M GopmynupaHe Ha
NPENOPBLKEM 33 YCbBBPLUEHCTBAHE HA CTPATErMUTE 3a aBTEHTUKALIMA B yeb cuctemu.

4. KpaTKa aHaAUTHMYHA XapaKTEPUCTUKA M OLEHKa Ha AOCTOBEPHOCTTa HAa MaTepuana, BbpXy KOWTO
Ce rpajAT NPUMHOCUTE Ha AUCEPTALMOHHUA TPYA,

ObwuAT 06em Ha AMCEPTALMOHHUA TPYA € 137 CTpaHuuM. AUCepTaLMOHHUAT TPYA Chabpa 5 dopmynu
u 25 ¢urypn. Untupanu ca 156 nuTepaTypHU M3TOYHMKA, CTaHAAPTM M cneumduKaumu, NOCOYEHU B
6ubnunorpadckarta cnpaska. OCHOBHOTO M3/I0XKEHWE Ha AUCEPTALMOHHUA TPYA € pasnpeaeneHo B 6 rnasu.



B nbpBa rnaga ca OUEHEHW ABaTa OCHOBHW apXWTEKTYPHWU MOAXOAA CblUECTBYBaLlM B MHAYCTPUATA,
stateful u stateless. HanpaeeH noapoBeH aHaAU2 OT regHa TOYHA Ha CUTYPHOCT W TEXHWYECKa NOALPBIKKA.
CpaBHEeHM Ca CUTYaLMK OT rNefHa TOUKA Ha MOAEPHM apPXMTEKTYPHU MOAENW (MUKPOCBPBUCH).

Bbe BTOpa e pa3paboTeH UHOBAaTUBEH MOZLE/ 3a Ha3HavyasaHe Ha Tab B Hpay3bpa, KOWTO A3 M3NbAHABA
GYHKUMATA Ha ,Augep”. To3u Tab OnNpecHABA TOKEH, HY)XXEH 33 aBTeHTMKaLuuATa Ha notpebutens.
M3pbplueHa e ONTMMK3auMAa Ha pabortaTta Ha yeb cucTemata. HanpaseHo e cpaBHeHue ¢ ApYrk NOAXO4M.
MeToabT NOKasea abCcTPaKTHOCT M MOKe Aa ObAe M3N0N3BaH M B APYIW CUTYaLUUK, B KOWUTO @ HANOMKUTENHO
eauH Tab na v3sbpluBa paboTa BMecTo apyruTe.

B Tpeta e yCbBbPLIEHCTBAH METOZA 33 CbXPAHEHWE Ha TOKEHW Ha KnueHTcko HuBo B Web Worker.
HanpaBeHu ca cpaBHeHMA C TPagMUMOHHK noaxogu. MNokasaHM ca pucKOBeTe Npu TAX U KaK TO3W METOo[,
nomara CUrypHocTTa. MeToabsT € MHOBaTUBEH M MMa CUJTHO NPUNOKEHUE B MogepHuTe yeb cuctemu. Tyk ce
M3MCKBA NO-BMCOKO HMBO HAa 3HAHME OT EKUMBT OT MPOrpPamucTH, KOWTO Le WM3N0A3Ba TO3W MeTod, B
CpaBHEHWE CbC CTAHOAAPTHUTE METOAM 33 CbXPaHEHUE Ha TOKEHM.

B ueTBbpTa e usrpageHa popmyna 3a U3MepBaHe Ha cTpec npu notpebutens, Bojewa A0 OrpaHUYEH
40CTbN A0 cucTemaTa. [lopy npy NpasuaHO M3rpajeHn CTpaTernu, NoKasaHW B rOPHUTE FN1aBu, MOXe Ja ce
Cb3aage yA3BUMOCT OT CTpaHa Ha noTpebutens. To3u MeToa paspeluasa Takbe TN Nnpobnemu.

B neTa 0THOBO ce faBa GOKYC BbpXy CbCTOAHWETO Ha NOTpebuTens, Npu aBTeHTMKALMA B CUCTEMaATa.
M3cneaBa ce M3BECTHMA METO4 Ha MHOroGakTopHa aBTEHTMKALMA, KaTo Ce M3nara Ha MOKas KakBsu
YA3BMMOCTH, MOXEe Aa NPUYMHU, AO0PU TEXHUYECKM MPABMAHO MMMAEMeHTMpaH. [laBa ce cTpaTerva 3a
npeAoTBpaTABaHE HA TAKbB TUN aTaka.

B nocnefHaTta wWwecta rnasa e u3cneAsaH nNpo6nembT OT 3aBUCMMOCTTA OT TOAEMUTE COGTyepHH
KOMMaHWKM 33 NOANOMaraHe Ha aBTeHTMKaumaTa. Tyk ce cnara Ha ¢GOKyC focera Ha KOMMaHUMUTE BbPXY
6UOMETPUYHUTE JaHHW, KAKTO U CbXPaHEHUETO Ha Maponu U ApYrv AaHHKW, CBbP3aHM C yA0CTOBEpABaHe.
MoKa3aHW ca aNTEPHATUBHM MEXaHU3MM 33 3aLuMTa.

ANCepTaumMoHHUAT Tpya e Aobpe CTpYKTypupaH U nogpepeH. M3N0XeHWETO e rnajKo U A0TUYeCKM
nocnegoBatenHo. Mma owHarnegasaHe ¢ ¢urypu v rpadukn. OnucaHWeTo Ha OTAENHUTE NOAXOAu WM
aNropuTMM € NOJKPeneHo C JOKasaTenctseHa uyacT. J/luuu AabnbokoTo no3HaBaHe u pasbupaHe Ha
maTepuana oT AUCepPTaHTa, KaKTo U YMEHMETO My TBOPYECKM A3 MHTEPNPETUPA CbLLECTBYBALIMTE HAY4HM
NOCTMMKEHWUA U Aa TM HaArpaxaa.

5. Hay4Hu u/uam HayuyHO-NPUNOKHU NPUHOCU NO AUCEPTALMOHHUA TPYA,

Mpuemam ¢opmynupaHuTe OT aBTOpa MPUHOCK, NOCTUIHATM B PE3YATaT Ha M3BbPLIEHWTE Hay4yHU
uscneasaHua. NMpUHOCMTE MOraT Aja ce OTHecaT KbM KaTeropuute ob0oraTaBaHe Ha CbLUEeCTBYBALLOTO HAYYHO
3HGHME W HAY4YHU MOCTMIKEHUA B MPAKTUKATA, KAaKTO M Cb3JaBaHE HAa HOBM M mMoguduumpaHe Ha
CbLLECTBYBALLM METOAM, NOAXOAMU, MOAENU U aNTOPUTMM 33 pPellaBaHe Ha NOCTaBEHWUTE B AUCEPTALMOHHMA
TPYA 3afaun.

PopmMyNUpaHKTE B AMCEPTALMOHHUA TPYA NPUHOCK, Ca TPYNUPAHM B ABE KaTEropuK, KakTo cneapa:

[pMHOCK C HaYYHO-MPUNOXEH XapaKTep

1. BbBegeH e HOB MeTod 33 OUEHKa Ha ,cTpeca” (,pucKoB” cTaTyc Ha noTpebuTensa) - HapeyeH
,CTpec uHaekc”. C Hero ce oborataABaT AMHAMMYHWTE MOAENW 3@ aBTEHTUKaUMA. MeToguKaTa
BbBEXKAa PUCK-BazupaH Noaxos KbM CXEMMTE 33 aBTEHTUKMpPaHe B AWHAMMWYHKW CUTYaLUK.

2. PaspaboTenu M sepuduuupaHu ca rpyna ©GakTopy 3@ KauyecTBeHO WMNAEMEHTUPaHe Ha
METOAMKAaTa U BKAIOYEHATa B HeA METPWKA, 8 MMEHHO - KaKBM OaHHM Aa ce cbbupart, Kak Aa ce
OLEHABAT U KbAe ce Hamupa BanaHCLT mMexay CTaTUCTMYecKa 0DOCHOBAHOCT U NPaKTMYECKO
ypobcTeo.

3. HanpaeeH e 3aa4b1604YEH CPaBHUTENEH aHANWU3 Ha ABaTa NapagurMantu noaxoaa — stateful
cpely stateless. M3BeXaaT ce KOHKPETHW TEOPETUYHM NOCTAHOBKM WU PaMKK, KOMTO A3
NoANOMOrHaT M3CNeA0BaTeNU U CNEeLUannucTM Npu n3bopa Ha NoAXoAALL, MOAEN.



4. Pa3paboTeH e MHOBATMBEH MeTOA - ,AnAep Tab Ha Hpay3bpa“ Nnpu oNpecHABaHE Ha TOKEHW W
npunoxernueto Ha Web Worker 3a CbxpaHeHWETO UM. Ypes Hero ce paswMpaBa KOHUENUWATA
KaK QPOHTEH[ apXMTEKTYpWUTE MoraT Aa Ce ONTMMM3MPAT 33 NO-BUCOKA CMTYPHOCT, NO-HUCKO
MpeXOoBO HaToBapBaHe 1 NoA06peHo NOTPeBUTENCKO U3XKNBABAHE.

MpUHOCKU C NPUNOKEH XapaKkTep

1. TpepcTaBeHM Ca EKCMEPUMEHTaNHW AAaHHM OLEHABAlUM BAWAHWETO Ha  BTOPH (vnu Tpetu)
$aKTop BbLPXY NOBEAEHWETO Ha noTpebutennte Ha codTyepHu nnatdopmu.

2. MpepnoxeH e CnUCbK C JeTailIHu NPenopbku 3a ToBa KOra e no-noAxoAawo Aa ce n3non3sea
aBTEHTUKALMA CbC CbCTOAHWE MM 6e3 CbCTOAHME, KaTo Ce B3ema NpensuA daKTOpM KaTto
MalabupyemocT, 4eCTOTa Ha Cecm, HyKAa OT Bbpsa HBaNUAU3aUMUA U Ap.

3. [peanokKeHW NPAKTMYECKU CTBMKU U MMNAEMEHTaUMA Kak Aa Ce ONpeaeni U ynpasnasa eanH
ngep Ta6” B Gpaysbpa, KOWTO A3 W3BLPWBA LEHTPANM3NMpaH NPoOUEC no ONpecHABAHE Ha
TOKeHUTe. TO3M MEXaHW3bM YNECHABA NOAAPBKKATA HA MHOXECTBO €AHOBPEMEHHO OTBOPEHU
pasfeny, HaManABaKku1 M3NUWHKUA TPAGUK U pUCKa OT Ay6AnpaHun 3aABKU.

4. MNpepnoxeH e nogobpeH METOA 33 NON3BaHe Ha Web Worker ¢ uen orpaHuyaBaHe Ha AocTbna
[0 TOKEHWUTE B OCHOBHMA W3MbJHMTENEH NOTOK Ha Gpaysbpa. B AucepTaunaTa ca BKAKOYEHN
HaCOKM 33 NpeAOTBPaTABAaHE Ha YECTO CPELL@HN YA3BUMOCTW (Hanp. aTaku OT TUN cross-site
scripting).

5. Ha 6asaTa Ha u3BedeHata ¢opmyna 3a CTPEC WMHAEKC W Npea/ioXeHUTe METOAUKW 3a
ynpaenexue Ha ymopara oT MFA ca pa3paboTeHu anropuTMUUHU PELIEHUA KOUTO NPUIOKEHN
KbM COQTyepeH NpPOAYKT AONPUHACAT 3@ MbBKABO W MEPCOHAIM3UPAHO ONpeAenAHe Ha
CTeneHTa Ha 3allMTa U NOBULLIABAT CUTYPHOCTTA.

6. Pa3paboTeHM Ca yKasaHMA W NPUNOKHM CTBNKM 3@ OTYUTAHE MCUXONOTUYECKUTE M
noBeAEHUYECKUTE acneKTW Ha NoTpeBuTennTe NpK Cb3AaBaHETO Ha CUTYPHM, HO U AOCTBIHK 33
non3BaHe CUCTEMU.

6. OLeHKa Ha CTENeHTa Ha JIMYHOTO Y4acTWe Ha AOKTOPaHTKaTa B NpUHocUTe

MpeacTaBeHOTO CbAbpKaHue, NPOBEAEHUTE aHANN3U U eKCNEPUMEHTH, B PAMKUTE Ha AucepTauMOHHU
TPyA, MOKa3BaT OTIMYHOTO MO3HAaBaHe Ha MNpeAmeTHaTa obnact, B KoaTO ce oOKycupa TpyAaa.
[MCcepTaLuMoOHHN TPYA Ce OTKpOABa C OT/IMYHA NOCNEA0BATENHOCT NO OTHOWEHWE Ha CbAbpPHaHWETO,
U3BDPILIEHMTE AHANU3M W MPOBEAEHWUTE EeKCNEepUMEHTW. [lokTOpaHTa Mma neT HayuyHu nybaukauum c
aHaNM3M W PesynTaTMTe NOAYYEHW B PaMKWTE HA [MCEPTALUMOHHOTO CU W3CNEABAHE, KaTO BCUYKHM
nybAMKaLMKU Ca AOKNaABAHW HA MEXAYHapOAHU HAY4HU KOHbEpPEeHUMKU, HA HAKOWU OT KOWUTO CbM UMana
yAOBONCTBUETO /IMYHO A3 NpUCHCTBAM U Aa Ce ybeaa B 3agbnbo4eHUTE NO3HAHMA, KOUTO AOKTOPaHTaA
dupac Umag An-Xycapu uma B o6nactTa. Cuutam, Ye MYHKUA NMPUHOC HA AOKTOPaHTa NPWU NOCTUTAHE Ha
nocTageHUTe pesynTatm u GopmMynnMpaHeTo Ha NPUHOCKTE U bescnopeH.

MpeAcTaBeHOTO ChAbpMkaHWe, U3BBPLIEHUTE aHaNu3M M NpPoBEAEHUTE EKCMEPUMEHTU B PaMKuTe Ha
AVCEPTALMOHHMA TPYA ACHO AEMOHCTPUPAT 334bA00OYEHUTE NO3HAHWA HA AOKTOpaHTKaTa B obnactra Ha
MHPOPMALMOHHATA CUTYPHOCT W CTpaTernuTe 3a aBTeHTMKaUMA B yeb cuctemu. IMCepTaLUMOHHUAT TPYA Ce
OT/IMYaBa C BUCOKa CTENEeH Ha CaMOCTOATENHOCT NPy GOPMYANPAHETO HA U3C/EA0BATE/ICKUTE LiENN, usbopa
Ha NOAXOAM M Pa3paboTBaHETO HA eKcrepvMeHTanHaTa yact. CTpyKTypaTa Ha TpyAa e nocnenosaresita 1
NOTMYECKM W3rPAaAeHa, KaTo ACHO Ce OTKPOABA NWMYHMAT NPUHOC Ha /IOKTOPAHTKata B aHaiusa Ha
CbLULECTBYBALLMTE MOZIENM, NPEANIOMKEHNETO HA HOB NOAXOA 338 KOMBUHUPaHa aBTEHTUKAUMA M OUEHKATa Ha
HerosaTa epeKTUBHOCT Ype3 NPaKTUYECKU TECTOBE.

7. TMpeuyeHKa Ha ny6aMKauMuTe No AUCEPTALMOHHKWA TPYA,

B nepuoga 2023-2025 asTopa e ny6anKyBan NeT HayyHW CTaTUM C aHaNU3n W pesynTaTi No/y4eHn B
pamMK1TE Ha AMCEPTaLMOHHOTO U3CneABaHe. BCMUKM NeT CTaTum Ca AOKNAABAHU HA MEXAYHAPOAHN Hay4HU
KOHEPEHLMM, YeTUPK OT CTaTUUTE Ca AOKNAABAHU HA Hay4HW KoHdpepeHunn nposeaeHn B boarapua u
efHa Ha KoHbepeHuua B CeBepHa MakegoHuA. HaydHuTe ny6amKaumun ca nybnuKyBaHn B peHOMUPAHK
uspaHua kato IEEE, ResearchGate. HanpaseHute ny6AvKauMM NOKPUBAT TEMATUKATa HAa AWUCEPTALMOHHK



TPYA v 0TPa3ABaT OCHOBHW TEMMW, aHaNU3M M PE3YNTaTH OT cblima. EQHA OT CTaTMMTE e CaMOCTOATENHA U
YETMPK B CbaBTOPCTBO C APYrH aBTOPYU KaTo B TPWU CbaBTOP € HayuHUA PbKOBOAUTEN.

8. WsnonssaHe Ha pesy/TaTuTe OT AUCEPTALMOHHUA TPYA B HAYYHATA NPAKTUKA

MOCTUrHaTUTE HaYYHWU M NPUIOKHW PE3YNTaTi HAMUPAT NPUAOXKEHME NPU Cb3AAAEHO OT AOKTOpaHTa
y4e6HO cbAbPXKaHMe, KOETO e aKTya/HO Aa BbAe M3N0N3BaHO B yuebHMA NPOLEC, KAKTO CbC CTYAEHTH, TaKa
W C y4eHuuu. Pe3yntaTute Cblio Taka MOraT fa HAaMepAaT NPUNONKEHME M B NpPaKTMKAaTa, Tbil KaTo
ANCEPTaLMOHHN TPYA, e MUMEHHO paspellaBaHe Ha NpeAn3BMKaTeNCTBA B HacToAwaTa UT uHayCTpuA.

9. OueHKa Ha CbOTBETCTBMETO HAa aBTOpedepaTa ¢ M3UCKBAHWATA 33 M3rOTBAHETO MY, KaKTO M Ha
3/EKBATHOCTTA HA OTPa3ABAHE Ha OCHOBHUTE MOJIOKEHWA U MPUHOCUTE HA AUCEPTALMOHHUA TPYA,

ABTopedepaTsT KbM AMCEPTALMOHHW TPYA OTFOBapA Ha W3UCKBAHMATA W CbOTBETCTBA C
ANCEPTAUMOHHUA TPYA WM NOCTAaBEHWTE Npea Hero UuenM W 3agayn. B astopedepaTsT e pasriefaHo
CbAbLPHKAHMETO NO [N13aBU U NOCTUTHATATE NPUHOCKH. ABTOpedepaTsT € 0POPMEH ChINAcHO U3UCKBAHUATA Ha
TexHnuecku yHuBepcuTeT — Codua 1 CUMTaM Ye afieKBaTHO OTPA3ABA CLLHOCTTA Ha ANCEPTALMOHHMUA TPYA.

10. MHeHuA, npenopbKku U Benexxkn

AncepTaunoHHMAT Tpya obxBalja WWPOK HAaBop OT HayuyHW NyBAMKALMKM M aHaNW3W, NOCBETEHW Ha
npeAussnkatencrteata 8 UT WHAYCTPUATA W KOHKPeTHaTa npeameTHa obnact. TPyAbT e CTpyKTypupaH
MPELM3HO W AEeMOHCTPUPa BMCOKO HMBO Ha NPOGEcMOHaNHa KOMMETEHTHOCT OT CTpaHa Ha aBTopa.
fpoBeileHUTE AHANUTUYHU UM EKCMePUMEHTANHU W3CNEeABaHUA Ce OTAWYaBaT CbC 3aAbABOYEHOCT U
nocnefosateneH CTpemex KbM GOpMynMpaHe Ha afjeKBaTHO PELUEHME HA NOCTABEHWTE LIEMM W 3afauu.
PopmynupaHuTe UeAM W 33ajaduu agpecupat peasHn NPoBAEMM W MOKa3BaT HECHMHEH MOTEHUMan 3a
NPaKTUYECKO NPUACKEHME.

Mpenopbkute MM KbM AOKTOpaHTa Ca A3 NPOABMAKW CBOATA HayYHOW3CNeAOBaTe/NCcKa AeMHOCT Nno
TEMaTa, KaKTO U B APYrM HanpasneHus, CBbP3aHM C aKTya/HUTE NpeaM3BMKATeNCTBa Npes HayKata w
MHAYCTPUATA.

11. 3aknoueHue

Ha 6asa ropeusnomxeHoTo, cuMTam Ye [UCEPTALMOHHWA TPYA Ha Mar. uHX. dupac Mmag An-Xycapw
HaNb/IHO OTroBaPA Ha U3MCKBaHWATA 3aKOHA 3@ Pa3BUTHE Ha aKafeMUUYHWUA CbCTaB Ha Penybauka Bbarapus,
MpaBuNH1Ka 33 NpunaraHe Ha 3aKOHa M CbOTBETHUA NPABUIHUK Ha TeXHUYECKN YHUBEpCHTET — Codumsa u Ha
W3NCKBaHWATa 3a npugobueaHe Ha obpasosaTenHaTa M HayyHa cTeneH ,JOKTOp”. [PUAONKeHWs
aBTopedepaT OTroBAPA HA M3UCKBAHMATA U CbOTBETCTBA C AMCEPTALIMOHHUA TPYA W NOCTABEHUTE Npesa Hero
LeNn 1 3aauu.

MpoBeseHUTe Hay4HW M3CNeBaHMA Ca B aKTyanHa 061acT U TpeTMpaT NpobaeMaThKa, KOATo e 0BeKT Ha
3aCUNEH W3CNef0BATENCKM U WMHAYCTPUANeH uHTepec. [onaydeHUTe PE3YNTaTU CbABPMAT HAYYHM K
NPUAOHKHM NPUHOCK, KOWUTO Ca PasnpOCTPaHEHW W HanNpaBeHW [OCTOAHWE HAa 3aWHTEpecoBaHaTa HayuyHa
OBWHOCT Ypes Ny6AMKYBAHETO UM B HAYYHU CTaTUW B CMMCAHUA WM NPEACTaBAHETO UM Ha crneuuanuupanm
Hay4yHu GopymMU U KOHbepeHu M.

Cnep KaTo ce 3ano3Hax HaMb/AHO € AMCEPTALMOHHM TPYA M NpegmeTHata obnacT M Ha 6asa
ropeusnoxeHoTo, ybeaeHo AaBam CBOATA NONOKMUTENHA OLLEHKA 33 NPEACTABEHUA AUCEPTALMOHEH TPYA
¥ npeanaram Ha ysaxkaemure uneHoBe Ha HayuHoto xypu aa 6bae npucbaeHa obpasosareniHa M HayyHa
cTeneH ,AOKTOP” Ha mar. uHXK. ®upac Umag An-Xycapu No Hay4Ha CReuManHocT »ABTOMaTH3UPaHU
cucremu 33 obpaborka Ha MHOpmauua W ynpasneune” B npodecMoHanHo HanpaeneHue 5.3
Komyuuuau,uonna M KOMNOTbPHA TEXHUKA.

27.10.2025 . PeueH3eHT:

I'p. Codusa /npod. a-p wHsk. Nanunena Mouesa/
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This review was prepared in my capacity as chairman of the scientific jury, appointed by Order No. OK-5.3-
20 of 12.05.2025 of the Rector of the Technical University - Sofia.

PhD student M.Sc. Engineer Firas Imad Al-Husari graduated in 2019 with a bachelor's degree in "Computer
and Software Engineering" at the Department of Computer Systems, Faculty of Computer Systems and
Technologies at the Technical University - Sofia. In 2021, he acquired a master's degree in "Computer and
software engineering" at the same department and faculty. On 01.03.2022, the doctoral student mag.
Engineer Firas Imad Al-Husari was enrolled in full-time doctoral studies in the doctoral program
"Automated systems for information processing and management" in professional direction 5.3
Communication and computer technology at the department "Computer Systems " at the faculty of
Computer systems and technologies at the Technical University - Sofia. The doctoral student has completed
his individual plan and passed all the examinations of the doctoral minimum. With the decision of the FS of
FCST (Protocol No. 10/28.04.2025) on the proposal of the department "Computer Systems" (Protocol No.

8/28.04.2025), a decision was made to disclose a procedure for the public defense of the dissertation his
work.

In parallel with his scientific activity, since 2016, the PhD student has been professionally engaged in
software development and IT consulting services for leading global organizations.

1. Actuality of developments in the dissertation work, a problem in scientific and scientific-applied
terms

The submitted dissertation is directed toward the study of contemporary authentication strategies in web-
based systems, the analysis of their effectiveness, and the development of a model that enhances security
while preserving user convenience. The dissertation aims to investigate, design, and create various
approaches to user identification and verification within the context of a rapidly evolving digital
environment, where web systems constitute a primary channel for access to key services such as electronic
banking, healthcare, and education. The topic is indisputably current and of high practical significance,
since reliable authentication is a critical factor for maintaining trust between users and service providers, as
well as for minimizing the risk of abuse and cyberattacks.

Defining a reliable authentication strategy that combines a high level of security with an optimal user
experience is a key challenge for modern organizations. On the one hand, classical methods based solely on
passwords reveal their vulnerability amid large-scale cyberattacks and data breaches. On the other hand,
the introduction of modern technologies such as multi-factor and stateless authentication presents new
challenges related to integration, scalability, and the human factor.

Within the dissertation, existing approaches and standards for authentication are examined and analyzed,
with an assessment of their applicability across different types of web systems. A scientific study has been
conducted aimed at developing an optimized authentication model that combines technical and behavioral
protection mechanisms, thereby achieving greater resilience against cyber threats. As a result of the



experimental work undertaken, a conceptual framework is proposed for implementing effective
authentication strategies that account not only for the technical but also for the human aspects of security,
contributing to greater reliability, trust, and competitiveness of web systems.

2. Degree of knowledge of the state of the problem and creative interpretation of the literary
material

The dissertation addresses an exceptionally timely topic related to authentication strategies in web systems
and the challenges arising from the growing need for access to digital services that is both secure and
convenient. Successful fulfillment of the stated objectives requires an in-depth knowledge of contemporary
user authentication approaches, cryptographic mechanisms, security protocols, as well as the human
factor, which is often decisive for the effectiveness of the strategies applied. Within the work, classical
password-based methods are analyzed alongside modern solutions such as multi-factor, biometric, and
stateless authentication, examining their advantages, limitations, and applicability in various contexts.

The doctoral candidate demonstrates thorough familiarity with international standards, protocols, and best
practices in the field, including OAuth 2.0, OpenID Connect, FIDO2, and Zero Trust models. A review and
critical analysis of 156 sources—scientific articles, standards, academic works, and materials from
international conferences—has been conducted, reflecting current trends and research achievements. The
literature base presented indicates excellent awareness of the state of the art and the ability to interpret
the available material creatively. The study is distinguished by an analytical approach and an ability to
synthesize scientific and applied information, enabling the formulation of original conclusions and
proposals for optimizing existing authentication strategies.

3. Correspondence of the chosen research methodology with the set goal and tasks of the
dissertation work

The chosen research methodology is based on a comparative and analytical approach, encompassing the
study of existing authentication models, functional analysis of their characteristics, and experimental
evaluation of their effectiveness across different web environments. The methodology combines a
theoretical analysis of authentication standards and protocols with the practical implementation of a test
environment for verifying the results. On this basis, a well-reasoned selection of appropriate strategies and
technologies has been made, achieving an optimal balance between security and user convenience.

The tasks set in the dissertation—namely, the analysis of existing authentication mechanisms, the
development of a model for enhanced security, and the assessment of its applicability—are grounded in a
systematic research process. This process includes a review of the literature, the modeling of security
architectures, the simulation of attack scenarios, and the experimental validation of the proposed
solutions.

The dissertation follows a clear and logical structure, with the conducted studies and experiments fully
aligned with the stated objectives and methodological approach. By combining theoretical analysis,
practical testing, and comparative evaluation of the results, a reliable foundation has been established for
drawing well-substantiated conclusions and formulating recommendations for the refinement of
authentication strategies in web systems.

4. Brief analytical description and assessment of the credibility of the material on which the
contributions of the dissertation are based

The total volume of the dissertation is 137 pages. The dissertation contains 5 formulas and 25 figures. A
total of 156 literature sources, standards, and specifications are cited in the bibliography. The main
exposition of the dissertation is distributed across 6 chapters.

Chapter One evaluates the two principal architectural approaches present in industry—stateful and
stateless. A detailed analysis is provided from the standpoint of security and technical maintenance.
Situations are compared in the context of modern architectural models (microservices).



Chapter Two presents an innovative model for designating a browser tab to act as a “leader.” This tab
refreshes the token required for user authentication. An optimization of the web system’s operation has
been performed, and a comparison with other approaches is provided. The method exhibits a high level of
abstraction and can be applied in other situations where one tab must perform work on behalf of the
others.

Chapter Three refines a method for client-side storage of tokens in a Web Worker. Comparisons are made
with traditional approaches, the risks inherent in them are shown, and the way in which this method
improves security is explained. The method is innovative and has strong applicability in modern web
systems. It does, however, require a higher level of expertise from the programming team that will employ
it, compared to standard token storage methods.

Chapter Four develops a formula for measuring user stress that can lead to restricted access to the system.
Even with properly designed strategies presented in the preceding chapters, vulnerabilities may arise on
the user side. This method addresses such problems.

Chapter Five again focuses on the user’s condition during system authentication. The well-known method
of multi-factor authentication is examined, demonstrating what vulnerabilities it may cause—even when
implemented correctly from a technical standpoint—and a strategy is proposed to prevent such attacks.

Chapter Six investigates the problem of dependence on large software companies for supporting
authentication. Emphasis is placed on the companies’ access to biometric data, as well as their storage of
passwords and other authentication-related data. Alternative protection mechanisms are presented.

The dissertation is well structured and organized. The exposition is smooth and logically consistent,
supported by figures and charts. The description of the individual approaches and algorithms is
underpinned by evidentiary analysis. The doctoral candidate’s deep knowledge and understanding of the
subject matter are evident, as are his ability to interpret existing scientific achievements creatively and to
build upon them.

5. Scientific and/or scientific-applied contributions to the dissertation work

I"accept the contributions formulated by the author, achieved as a result of the conducted scientific
research. The contributions may be classified as enriching existing scientific knowledge and practical
scientific achievements, as well as the creation of new—and the modification of existing—methods,
approaches, models, and algorithms for solving the tasks set in the dissertation.

The contributions formulated in the dissertation are grouped into two categories, as follows:

Scientific-applied contributions

1. A new method is introduced for assessing “stress” (the user’s “risk” status), termed the “stress
index,” which enriches dynamic authentication models. The methodology introduces a risk-based
approach to authentication schemes in dynamic situations.

2. A set of factors has been developed and verified for the qualitative implementation of the
methodology and its metric—namely, what data should be collected, how it should be evaluated,
and where the balance lies between statistical soundness and practical convenience.

3. The dissertation provides an in-depth comparative analysis of the two paradigmatic approaches—
stateful versus stateless—deriving specific theoretical propositions and frameworks to assist
researchers and practitioners in choosing an appropriate model.

4. Aninnovative method is developed—the leader browser tab for token refresh—and the application
of Web Worker for token storage. This expands the concept of how front-end architectures can be
optimized for higher security, lower network load, and improved user experience.

Applied contributions




1. Experimental data are presented evaluating the influence of a second (or third) factor on the
behavior of users of software platforms.

2. The dissertation proposes a detailed set of recommendations on when it is more appropriate to use
stateful or stateless authentication, taking into account factors such as scalability, session
frequency, the need for rapid invalidation, and others. Methods and an algorithm have been
developed that allow easy implementation in a real software environment.

3. Practical steps and an implementation are proposed for determining and managing a leader tab in
the browser to carry out a centralized token-refresh process. This mechanism facilitates the
maintenance of multiple concurrently open tabs, reducing unnecessary traffic and the risk of
duplicate requests.

4. Animproved method is proposed for using a Web Worker to limit access to tokens in the browser’s
main execution thread. The dissertation includes guidelines for preventing common vulnerabilities
(e.g., cross-site scripting attacks).

5. Based on the derived stress-index formula and the proposed methods for managing MFA fatigue,
algorithmic solutions have been developed which, when applied to a software product, contribute
to the flexible and personalized determination of the level of protection and enhance security.

6. The dissertation develops guidelines and practical steps for accounting for the psychological and
behavioral aspects of users when creating systems that are secure yet accessible and easy to use.

6. Evaluation of the degree of personal participation of the doctoral student in the contributions

The presented content, together with the analyses and experiments conducted within the dissertation,
demonstrates an excellent command of the subject area on which the work focuses. The dissertation
stands out for its exemplary coherence in terms of content, the analyses performed, and the experiments
carried out. The doctoral candidate has five scholarly publications containing analyses and results obtained
in the course of the dissertation research, all of which were presented at international scientific
conferences—some of which | had the pleasure of attending in person, where | was able to confirm the in-
depth knowledge that the doctoral candidate, Firas Imad Al-Husari, possesses in the field. | consider the
doctoral candidate’s personal contribution to achieving the stated results and to formulating the
contributions to be unquestionable.

The presented content, the analyses performed, and the experiments conducted within the dissertation
clearly demonstrate the doctoral candidate’s profound knowledge in the field of information security and
authentication strategies in web systems. The dissertation is distinguished by a high degree of
independence in formulating the research objectives, selecting the approaches, and developing the
experimental component. The structure of the work is consistent and logically constructed, with the
doctoral candidate’s personal contribution clearly evident in the analysis of existing models, the proposal of
a new approach to combined authentication, and the evaluation of its effectiveness through practical tests.

7. Evaluation of publications on the dissertation work

In the period 2023-2025, the author published five scientific articles presenting analyses and results
obtained within the framework of the dissertation research. All five articles were presented at international
scientific conferences—four at conferences held in Bulgaria and one at a conference in North Macedonia.
The publications were disseminated in reputable outlets such as IEEE and ResearchGate. The published
works cover the topic of the dissertation and reflect its principal themes, analyses, and results. One of the
articles is single-authored, and four are co-authored with other authors where in three of them co-author is
the scientific supervisor.

8. Using the results of the dissertation work in scientific practice

The scientific and applied results achieved have been incorporated into teaching materials developed by
the doctoral candidate, which are current and suitable for use in the educational process with both
university students and school pupils. The results can also be applied in practice, since the dissertation is
expressly aimed at addressing challenges in the contemporary IT industry.



9. Assessment of the compliance of the abstract with the requirements for its preparation, as well
as the adequacy of reflecting the main points and contributions of the dissertation work

The author’s abstract accompanying the dissertation meets the established requirements and is consistent
with the dissertation and its stated aims and tasks. The abstract reviews the content chapter by chapter
and presents the achieved contributions. It is formatted in accordance with the requirements of the
Technical University — Sofia, and | consider that it adequately reflects the essence of the dissertation.

10. Opinions, recommendations, and notes

The dissertation encompasses a broad range of scientific publications and analyses devoted to challenges in
the IT industry and the specific subject area. The work is precisely structured and demonstrates a high level
of professional competence on the part of the author. The analytical and experimental studies conducted
are distinguished by depth and a consistent pursuit of well-founded solutions to the stated aims and tasks.
The formulated goals and tasks address real-world problems and exhibit clear potential for practical
application.

My recommendation to the doctoral candidate is to continue his research activity on this topic, as well as in
other directions related to the current challenges facing science and industry.

11. Conclusion

Based on the above, | believe that the dissertation work of mag. Eng. Firas Imad Al-Husari fully meets the
requirements of the Law on the Development of the Academic Staff of the Republic of Bulgaria, the
Regulations for the Implementation of the Law and the relevant regulations of the Technical University -
Sofia and the requirements for obtaining the educational and scientific degree "doctor". The attached

abstract meets the requirements and corresponds to the dissertation work and the goals and tasks set
before it.

The scientific research carried out is in an up-to-date field and deals with issues that are the object of
increased research and industrial interest. The obtained results contain scientific, scientific-applied, and
applied contributions, which are disseminated and made available to the interested scientific community
through their publication in scientific articles in journals and their presentation at specialized scientific
forums and conferences.

Having fully familiarized myself with the dissertation work and the subject area and based on the above,
I confidently give my positive assessment of the submitted dissertation work and propose to the
respected members of the Scientific Jury that the educational and scientific degree "Doctor" be awarded
to M.Sc. Eng. Firas Imad Al-Husari in scientific specialty "Automated systems for information processing
and management" in professional direction 5.3 Communication and computer technology.

27.10.2025 Reviewer:

Sofia /Prof. PhD eng. Daniela Gotseva/



