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1. AxkTyanaHocT Ha paspaGoTBaHus B AMCEPTALMOHHHS TPyA npobjeM B HAy4YHO W
Hay4HONPHJIOKHO OTHOWEHHe. CTeneH H HUBA HA AKTYATHOCTTA Ha MPO6JIeMa H KOHKPETHHTe
3aa4M, pa3paboTeHH B qUCEpTALHUATA.

IIpoGnemute, cBBp3aHU ¢ yIpaBlIeHHETO HAa HACHTUYHOCTTA M JOCTbIIA (IAM), ca HambaHO
aKTyaJlHH 1 I0pH HApaCTBAIM B KOHTEKCTA Ha [ poBaTa TpaHC(OPMALHs B FONIEMHTE KOPIIOPALIHH.
udposara TpaHchoOpManus U NpeMHHABAHETO KbM xubpuaHa paboTHa cpena ca yCIOXKHHIH
YHPaBJICHUETO HAa MACHTHYHOCT M HOCTBII, KOETO € HANpaBHIO Ta3H 007JacT 0coGEHO Ba)KHA 3a
MOZICPHU3ALUATA K. [IHCEPTAMOHHUAT TPy ce QOKYCHpa BbPXY YIPABICHHETO HA HACHTHYHOCTTA
M J0CTRNA B KOHTEKCTa Ha UHM(poBaTa TpaHCHOpMammsi B TOJNEMH Kopropauud. CremuanHo
BHMMAHHE € OTACICHO HA TOBA KaK TO3H MPOLEC MPOTHYA B MYITHKOPIIOPATHBHA Cpea C Liel
OCHTYpsBAHE Ha CHI'YPEH JOCTBI A0 OONayHH W JIOK&JIHM MPUIOKEHHS W HaHHH. OCHOBHATA
XHIIOTC32 Ha TPy/a IJIACH, Y€ ChIIECTBYBAT PA3IHYHA HAYMHH M MHOXKCCTBO PEUICHHS 32 ¢DeKTHBHO
YHPABIICHUE HA MACHTHIHOCT U 10CTDII, NPEIaraHy OT Pa3iMYHK JOCTABYMLM HA YCITyTH. Brpekn
HC TE3H PCIUCHHUA YECTO OOCIY)KBAT €HU U CBIUHM HYXKIU, HMA CBIIECTBEHH PA3IUKH MEXAY THX,
KaKTO U 100pH NpaKTHKH, KOMTO TPsA6Ba a CE CIIa3Bar 3a OCTHIaHE Ha CUT'YPHOCT M HaJC)KIHOCT B
YIPABIICHUETO HA HACHTHYHOCTTA B MYITHKOPIIOPATHBEH KOHTEKCT.

2. Crenen Ha M03HABaHe CHCTOSHHETO HA TpPoGieMa M TBOpYecka HHTEpIpeTanus Ha
JIUTEPATyPHHUSI MaTepHal

ﬂOKTOpaHT'LT AE€MOHCTpHpa 3a1BI00YEHO IT03HABaHE Ha HpO6JICMI/ITe B H3Cle[BaHaTa 00JjacT.
Pa31‘JI€IIaHI/I ca 109 JINTEPATYPHU U3TOYHULIA U € HallpaB€H KpUTHUYEH aHaJIU3 Ha ChIICCTBYBALIUTE
A0 MOMCHTA TEHACHIIMU B Pa3BHTHETO H YIPABICHUETO HA HACHTHYHOCTTA M O0CThIIa B
KOpIIOpaTHBHA Cpela. B®3 ocHOBa Ha ToBa IIpaBHUIIHO Ca (bopMmepaHn IeJITa Ha NUCCPTAMOHHHUS
TPYA U 3aJaYMTE 32 HEMHOTO [IOCTUTAHE. H03I/II_[I/ISITa Ha aBTOpa U TBOPYECKHUAT MY IIPHHOC SICHO Cca
H3pa3C€HH B DUCCPTALMOHHHUS TPYA U IIPCACTABECHUTE I'IY6JII/IKaI.II/II/I.

3. ChoTBeTCTBHE HA MPE/ITIOKEHATA METOHKA HA H3C/IEABAHE M TIOCTABEHNTE el 1 3a1a4u

Ha IMCePTANHOHHUS TPy
OcHoBHAaTa mel Ha NHCEPTALMOHHHSA TPYD € 1a ce HamnpaBd 3aABI00YEH aHAIM3 Ha
YHUPABJICHUETO HA MACHTUYHOCTTa M JOCTBIA B MHOTOKOPIOpDATHBHA cpena. B pamkure Ha
M3CICBAHETO CE PasTIIekK AT KIIFOYOBHUTE NPEAN3BUKATENICTBA, AKTYATHUTE TEHACHIMN H HATHIHUTE
PCUICHHA,  KOMTO moamomarar uu¢pposata TpaHchopMauus M OCHIypsBaT 3alUTAa HA
OPTaHHM3ALMOHHUTE PECYpCH. Bb3 0CHOBa Ha TO3M aHANN3 Ce IPEIAraT CTPATErHi U METOIOTOTHE
34 M3TpaXNaHCe Ha CHUTypHAa M €()CKTHBHA paMKa 3a YIpaBieHHEe HAa MICHTHYHOCTTA, KAKTO M 3a

CepTH(HIMpaHe Ha IIPOLECHTE MO YIpaBIeHHE © aIMUHHUCTpHpaHe Ha HaeHTH4YHocT (Identity
Governance and Administration — IGA).



3a 1a Oble MOCTUrHATA IETa HAa AMCEPTAlMOHHHS TPYH, Ca IIOCTABEHH HAKOIKO OCHOBHH
3ana4n. Ha mbpBo mscTo, Tpa6Ba na ce M3BBpILIN 3a0b1609€H Mperie] Ha HaydHaTa JUTeparypa u
Aia C€ aHANM3MPAT TeKYIIUTE TCHICHIMH B YIIPAaBICHUETO HA HAEHTHYHOCTTA U JocThia. Cien ToBa
C/Ie/iBa 1a CC U3CTIEBAT IPAKTHKHUTE, KOUTO FOJIEMUTE KOPIIOPALMH H3MOJ3BAT KAKTO 32 BHTPEIIHOTO
yIpaBleHHe Ha uaeHTHYHOcTTa (IAM), Taka U 3a ympaBieHHe Ha JOCTBIIa Ha KIHEHTH (CIAM).
JIOB/IHATENHO Ce MpEeNBIKIA CPaBHUTENEH AHAIH3 HA PA3IMYHA MOAXOH, C I pa3BUTHE U
alaNTHpPaHe Ha CTPATETHHMTE 3a CIpaBsHE C HOBOBB3HUKBAIM 3aIUlaXd. B TO3H KOHTEKCT ce
pasriIexkza M MOTCHUHATBT Ha HOBH TEXHOJIOTHH KaTO M3KYCTBEH HHTEINEKT, AELEHTPATU3ApaHa
MICHTHYHOCT ¥ IPOBEPUMH YAOCTOBEPEHHSI.

4. XapaKkTepuCTHKA HA €CTECTBOTO M OLEHKA HA J0CTOBEPHOCTTA HA MaTepuaa, BbpPXy
KOHTO ce rpaasT NPUHOCHTE HA AMCEPTALMOHHHUS TPY/L

IIpencTaBeHHAT UCEPTALIHOHEH TPY/ € pa3pabOTeH Ha aHTIMMCKHU e3UK Ha 133 CTpPaHMLIH U ce
ChCTOM OT IUECT IJIaBM, 3aKIIOYEHHE, NPUHOCH, MyONMKalMK Ha AWCepTaHTa U Oubmmorpadcka
CIpaBKa.

B mbpBa riaBa e HampaBeH Mperiex Ha JMTepaTypaTa 3a TEKYIIOTO CHCTOSHHE, PHUCKOBHTE
(hakTopH M MpenM3BHKATENCTBATA TIPE/] YIPABICHHETO HA HACHTUYHOCTTA U JOCTBIA KATO YaCT OT
AMTUTATHATA TpaHCPOpMALs Ha opraHu3anusTa. Ts IPeCTaBs U pe3yNTaTHTe OT IPOYIBAHETO Ha
aBTOpa 3a TOBAa KaK rOJIEMHTE KOPIOpALUH TOAX0XKIAT KbM YIIPaBJIEHHETO Ha MIECHTHYHOCTTA M
J0CThIIA.

BbB BTOpa IlaBa ca aHAIM3HPAaHH MOAPOGHO BONEIIUTE JOCTABYMIN HA TEXHOJOTHH B
o0racTTa Ha yIpaBJIeHHETO Ha HACHTHYHOCTTA U 10cThNa (IAM) H YIpaBIeHHeTo Ha MAEHTHIHOCTTA
1 JIOCTBIIA HA KIIMEHTHTE.

Tpera riaBa npescTaBs HATMYHUTE HHCTPYMEHTH 3a TAKCOHOMUS, LE/AMIH 12 IIPEJOCTABAT Ha
MPEANpHUATHATA SCHO pa3OMpaHe 3a TOBa Kak MOTAaT 1a BB3HUKHAT aTak¥ C MHOTO(AKTOPHO
ynocroBepsiBane (MFA) u kak Te ce kimacudumupar.

B yerBbpTa rnaBa e 06ChACH GaNaHCHT MEKTy M3MONI3BAHETO HA U3KYyCTBEH MHTeNeKT (Al) 3a
10106peHo IAM u cnpaBsHETO ¢ CBbP3aHUTE C HETO PHCKOBE.

B rnasa mera ce wuscimenBa TpaHC(OPMATHBHMSAT MOTEHUMAn Ha JICLIeHTpaIu3upaHara
MACHTHIHOCT M MPOBCPUMHMTC HICHTHQUKAUMOHHM JaHHH 3a YIPAaBICHAE Ha UH(poBaTa
HJCHTAYHOCT. B Hest ce moadepraBa M HEOOXOAMMOCTTA OT HH(POBHTE HICHTHYHOCTH, KATO
Haf@XIeH MoNen Ha aOCTpakuus, 3a CBBpP3BaHE HA OOEKTH M YIpaBICHHE HA TEXHHTE
B3aHMOOTHOLIEHHS.

B mrecra rnaBa e mpemmokeHa METONONOTHS 3a ONTHMH3HDAHE Ha cepTU(UIIpaHETO Ha
AOCTBIIA 3a YIIPaBJICHHE H aIMUHUCTPHpPaHe Ha uueHTHYHOCT (IGA).

S. IlpuHocH Ha THCEPTALMOHHHUS TPYA

IIpremMaM BCHYKH 3asBEHH OT JOKTOPAHTA IPHHOCH, KOHTO TOH € popmynupan kaTo Hay4HH,
HAYYHO-IIPHUJIOXKHHU U MPHIOKHHU.
Hayunure npunocu ca:

-IIpeqioxena e MeToOMONOrHs 33 CepTHQUIMPAHe HA YIPAaBICHHETO U aJIMMHUCTPHPAHETO Ha
H/ICHTHYHOCTH, KOATO ONTHMH3HpA CEPTH(QHMIMPAHETO Ha JOCTHIIAa NPU aJMUHHCTPHpAaHE Ha
VACHTMYHOCTH KaTO CBbp3Ba TEOPETUYHHTE DPAaMKM CBC CTPAaTerMHTE 3a HPAaKTHYECKO
MMITIEMECHTAPAHE, MON00psBA BHAMMOCTTA M PALMOHANN3MPA TPOLECa HA CEPTH(UIMPAHE KaTo
OCHTypsIBA CHCTEMAaTHY€EH MOAXO0/ 32 MPAKTUYECKO MPHIIATaHE;

-IIpeanoxena e HOBa paMKa 3a CUIYPHO U MamaGUpyeMo YIPABIeHHe HA HISHTHIHOCT OCHOBAHa
Ha NICUCHTPATH3UPAHN MOJEIH Ha UICHTUYHOCT M NapaJuIMH 3a yNpaBJIeHHE HAa HICHTHYHOCTTA
OPHCHTHPAHH KbM JOBEPHCTO, BKIIOYHTETHO JCLECHTPATU3UPAHH HACHTHGUKATOPH M MPOBEPHMH
YIIOCTOBEPEHHUS;

Hay4Ho-npH/I0KHHUTE IPHHOCH ca:



-HpezmoxceHa € MCTOJOJIOTHA 3a cepmqmunpaﬂe Ha YIIpaBJICHUETO U aIMHHHCTPHPAHETO Ha
HJICHTHYHOCTH, KOATO OIITUMH3HpaA CCpTI/I(bI/IHI/IpaHCTO Ha J0CThIIa IIpH aJAMHUHHCTPHpPAHC Ha
HJICHTHYHOCTH KaTO CBBpP3Ba TEOPETHYHUTE pPaMKU ChC CTPATETUUTE 3a MPAKTHYCCKO
HMIUIEMCHTHpPAHE, HOI[06p}IBa BHIMMOCTTa U pallMOHAJIM3Hpa IIpoleca Ha CepTI/I(I)I/IIII/IpaHG KaTo
OCHTYpsiBa CHCTEMAaTHYI€H MMOAXO0/ 3a IPAaKTHYECKO IIpHIaraHe;

-Hpe;:momeHa € HOBA paMKa 3a CUTYPHO U MamaﬁnpyeMo YIIpaBJICHHUEC Ha HACHTHYHOCT OCHOBaHa
Ha ACUCHTPaJIM3UpPAaHU MOIECIN HAa UAEHTUYHOCT U mapagurMy 3a YIpaBJIC€HHC Ha MACHTUYHOCTTA

OPHEHTHPaHH KBM JOBEPUETO, BKIIOUHTEIHO JSHEHTPATH3UPaHH HICHTH(GUKATOPH U MIPOBEPUMH
YIAOCTOBEPEHHUST;.

IIpunoxHUTE MPUHOCH ca:

-Hanpasen ¢ o6cToeH aHamM3 Ha BOICIIMTC JOCTABYMIM HA TEXHONOTHMH 3a YIpaBICHHE HA
HJICHTUYHOCTTA U JOCTBIIA M 33 YNPABICHUE HA MIACHTUYHOCTTA M JOCTHIIA HA KIMEHTHTE, KOUTO
npeJuiara Hay4Ho 000CHOBAH MOJXOJ 33 OPraHU3ALMUTE TIPU H3060p Ha pelIeHus,

CBOTBETCTBALIM Ha TEXHUTE CIICLIUDHYHN HYXKIH U OpTaHU3AIlMOHHH 1IETIH.

6. Crenen Ha INYHOTO YYacTHe HA AHCEPTAHTA B IPHHOCHTE

HsMaM Hemocpe[CTBEHM JMYHM BIEYaTIEHHs OT paboTara Ha JOKTOpPaHTa, HO OT
BHUMATCTIHUAT NMPOYUT U aHATHM3 Ha IMCEPTALMOHHHA TPYyJ, Ha aBTOpedepara U Ha MyOIMKALUUTE
My, MMaM OCHOBaHHMC Ja TBBPIs, Y€ W3CIECABAHUATA U IMPHHOCHUTE Ca HETOBO JIMYHO JEJIO.
YTIpaBJIeHYECKUSIT MY ONUT KaTO MEHH/UKBP HA Pa3iINYHA HUBA B MYJITHHALMOHATHY KOMIIAHHH MY
€ IOMOTHaJI MHOTO IpH pa3paboTKaTa Ha METOAONIOTHATAa W ONTHMH3ALMATA Ha IIPOIECHTE II0
yIpaBjieHHe U aIMUHUCTPUPaHe Ha HACHTHYHOCTTA.

7. Ilpenenka Ha myOJIMKALMATE MO AHCEPTANNOHHMS TPY/

Ilo Temara Ha TMCEepPTalMOHHMA CH TPy Mar. A. JIuBepeToc e npeacTaBui 5 myonukauuu. Ise
OT MyOJIMKALMHUTE Ca B CHAaBTOPCTBO C SAHHMST My Hay4eH OT PHKOBOAHMTEN, U TPH C JAPYTHAT MY
Hay4eH pBKOBOAUTEIN. BbB BCHUKMTE MyGNIMKAILMK TOH € TbPBU CHAaBTOP. UeTUPH OT IIyOIHKALMUTE
Ca MpEeACTaBEHH B TOMOBE HA PCHOMHMPAHH MEXIYHApPOJHHU XXYPHAIN U €HA HAa KOH(pEpEHIHH Ha
IEEE, pedepupana u unaekcupana B SCOPUS.

Cunram, ye mybnvkauMuTe Ha JUCEPTAHTA B IIBTH HAABMLIABAT M3UCKYEMHsS MHHHMYM,

3aj10KeH B IIpaBuiiHiKa 3a yCI0BUATA U pezia 3a IPHA0OUBaHe HA 06pa30BaTeIHA M HAy4YHATa CTENCH
"nokrop" Ha TY-Codus mo ITH 5.3.

8. H3noa3BaHe Ha pe3yJaTaTuTe OT AMCEPTALMOHHMS TPYA B HAYYHATA M COIHANHA
NPaKTHKA

PaspaGoTkure Ha JOKTOpaHTa [OKa3BaT peluaBalllaTa pojisl Ha YIOPABICHHETO Ha
HJICHTHYHOCTTa U JIOCTBIIa B MOJKpena Ha HudpoBaTa TpaHchOpMaIlMs W TapaHTHPAHETO Ha
CHT'ypHOCTTa Ha OpraHU3aUMOHHHMTE aKTUBHM. I3BOIMTE W INpPENOPHKUTE, IPENCTABEHH B
AMCEPTaLMATA, NPe/UIaraT IeHHHU HJIEM 33 OPraHU3alMUTe, KOUTO C€ CTPEMST Ja MOJA0OpAT CBOUTE
CTpaTer¥y 3a YNpPaBICHUE HA MACHTMYHOCTTAa M JOCTBIIA M Ja MOCTHIHAT CUTYpHAa M e(eKTHMBHA
paMKa 3a YNpaBICHHE Ha HWICHTHYHOCTTAa. [IpMHOCMTE Ha Ta3W [ucepranvs HAIXBBPIAT
aKajieMHYHaTa cdepa, Karo TNpeayaraT NMPAaKTHYECKH HACOKHM 3a B3€MaHe Ha PEINICHHs TIpH
YTNpaBJIEHHE HAa HACHTHYHOCTTA U 10cThIa. [Tpe/uiokennTe METOL0I0rHH U JOOPH TPAaKTHKH MOTaT
Ja TociyXaT KaTo IbTHa KapTa 3a OpraHU3allMUTe W YHHBEPCUTETHUTE, KOMTO MCKaT [a
MOJICPHU3HUPAT M3MON3BAHUTE PELICHUS 3a YNpPaBICHHE HAa MICHTHMYHOCTTa M IOCTHIIA M Ja ce
CIIPABSIT C IIPOMEHSIIATA CE CPEa 3a CUTYPHOCT.

9. CboTBeTCTBHE HA aBTOPedepaTa ¢ H3INCKBAHUSATA 32 U3TOTBSHETO MY H a1eKBATHOCT HA
0TPAa3siBaHE HA OCHOBHHUTE IMOJIOKEHHsI M IIPMHOCHTE HA JUCEPTALMOHHUS TPY/

IIpencraBeHusaT oT nucepTanTa aBTopedepar ¢ B 00eM OT 28 CTPaHHMIM U aeKBATHO OTpa3siBa

OCITa Ha JAMCEPTALMATA, PEIIaBaHWTE 3aJauyd M IIOCTUTHATUTE PE3YNTaTH, KaKTO M KOPEKTHO



OTpassBa NpUHOCHTE Ha aBTopa. OdopmsHeTo Ha aBTOpedepara OTTOBaps HA H3UCKBAHMATA M
npenopbkute HA TY — Codus.

10. Muenns1, IpenopbKy U GeJIe:KKH

KbM npezncraBenara qucepranus HIMaM ChIIECTBEHH 3a0elekky. Hakou IpeOHU 3a0eIeKKH,
KOUTO HE OMaNoBakaBaT paboTara Ha JOKTOPAHTa, Ca CBBP3aHH C M3MON3BAHETO JYKIHU TEPMHUHH,
AMPEKTHO NPEBEICHH Ha OBJITapCkH, KaTo: eKCIUIONTH, UMIUIEMEHTHUPAHE U JIp.

Mar. A. JlusepeToc e U3BBPIIII OrPOMEH O 06eM TPYZ, CBbP3aH OT €Ha CTPaHa ¢ aHaJIN3 Ha
MHOXCCTBO JIMTEPATYPHM H3TOYHHUM W € aanTHpal MOAENH H ITOPUTMH OT o6IacTra Ha
MaIIMHHOTO 00y4eHHEe 3a LEeJTMTE Ha YIpaBjieHne HAa HACHTHYHOCTTA.

Cwmsrawm, ue foktopantsT A. JluBepeToc nMa HAYYCH IMOTEHIHMAN 33 PA3BUTHE U TIPOBEKIAHE
Ha CaMOCTOATEHU M3CNIC/BAHMSA B 00/IAaCTTa HA aBTOMATHU3MPAHUTE CHCTEMHU 3a 0OpaboTka Ha
uH(boOpMauus M ynpapieHHe. IIpenopbuBaM My Ja MOJNOXH YCHJIHMS 3a pa3lpOCTpPaHEHHETO Ha
PE3y/ITaTUTE OT MUCEPTALlHOHHMSA TPYJ 3a LeNuTe Ha 00ydeHueTo Ha cryneHTute oT TY-Codus.,
KaKkTo BeYe I'o IpaBy M0 AUCHUILINHATA ,,DuHancu 3a UT.

3AK/IFOYEHUE
KpaiiHata MU OLleHKa OTHOCHO CHIBPKAHHETO W IPHHOCHTE HA AHCEPTALOHHUS TPyZ Ha Mar.
Amnacracuoc /Iuonucnoc JluBeperoc € MOJIOKHTETHA. WsBbpumieHa e 3HauuTeNnHa 10 00eM H
CbABPIKAHUE U3CTIENIOBATENCKA paboTa. [[ucepTallMOHHUAT TPY/ HAIIBIHO OTTOBAps HA H3HUCKBAHHATA
Ha 3aKOHa 32 pa3BUTHE HA aKaJIeMHYHUsI ChCTaB Ha Pery6iuka Bearapus, Ha ITpaBuIHUKA 32 HETOBOTO
npuinokeHue M Ha IIpaBumHuka 3a ycnoBHATa H pela 3a NpuAoOMBAaHE HA HAYYHH CTENEHH B
Texnuueckus yansepcuret — Codus.

I'opensnoxeHoTo MH JaBa OCHOBaHHE 1a NPENOpHYAM HA YBAKAEMOTO Hayuno xypu na
NpUCHAM Ha Mmar. AHacracuoc [lmonucuoc JIueperoc ofpasoBaTelHATAa M Hay4YHa CTeleH
»A0KTOP* 110 IpodeCHOHATHO HanpasieHue 5.3 ,, KoMyHHKaMoHHa 1 KOMITIOTBPHA TEXHHUKA™ ¥ HAyYHa
CIELMATTHOCT ,,ABTOMATH3UPAHH CUCTEMH 32 00paboTKa Ha MHQOPMAILMS U yIIpaBIeHHE™,

Codwus, 17.05.2025 .
PELIEH3EHT:

(mpod. o-p urX. A. AtaHacos)
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Dissertation title: Identity and Access Management in a Multicorporate Environment
Reviewer: Prof. Dr. Eng. Atanas Velkov Atanassov, UCTM - Sofia

1. Relevance of the problem developed in the dissertation in scientific and applied
science terms. Degree and levels of relevance of the problem and specific tasks
developed in the dissertation.

The problems related to Identity and Access Management (IAM) are completely relevant
and even growing in the context of digital transformation in large corporations. Digital
transformation and the transition to a hybrid work environment have complicated identity and
access management, which has made this area particularly important for its modernization.
The dissertation focuses on identity and access management in the context of digital
transformation in large corporations. Special attention is paid to how this process occurs in a
multi-corporate environment in order to ensure secure access to cloud and on-premises
applications and data. The main hypothesis of the work is that there are different ways and
multiple solutions for effective identity and access management, offered by different service
providers. Although these solutions often serve the same needs, there are significant
differences between them, as well as good practices that must be followed to achieve security
and reliability in identity management in a multi-corporate context.

2. Degree of knowledge of the state of the problem and creative
interpretation of the literature material.
The PhD student demonstrates in-depth knowledge of the problems in the research area.
109 literary sources have been reviewed and a critical analysis of the current trends in the
development and management of identity and access in a corporate environment has been
made. Based on this, the goal of the dissertation and the tasks for its achievement have been
correctly formulated. The author's position and his creative contribution are clearly expressed
in the dissertation and the presented publications.

3.  Correspondence of the chosen research methodology with the set goal and tasks of
the dissertation work.

The main objective of the dissertation is to conduct an in-depth analysis of identity and
access management in a multi-corporate environment. The research examines key challenges,
current trends, and available solutions that support digital transformation and ensure the
protection of organizational resources. Based on this analysis, strategies and methodologies
are proposed for building a secure and effective identity management framework, as well as
for certifying identity management and administration processes (Identity Governance and
Administration — IGA). In order to achieve the goal of the dissertation, several main tasks
have been set. First, an in-depth review of the scientific literature should be conducted and
current trends in identity and access management should be analyzed. Then, the practices that



large corporations use for both internal identity management (IAM) and customer access
management (CIAM) should be examined. Additionally, a comparative analysis of different
approaches is envisaged in order to develop and adapt strategies to deal with emerging threats.
In this context, the potential of new technologies such as artificial intelligence, decentralized
identity, and verifiable certificates is also considered.

4. A brief analytical description of the nature and assessment of the credibility of the
material on which the contributions of the dissertation are based.

The presented dissertation is developed in English on 133 pages and consists of six
chapters, conclusion, contributions, publications of the dissertationist and bibliography.

The first chapter reviews the literature on the current state, risk factors and challenges of
identity and access management as part of the digital transformation of the organization. It
also presents the results of the author's research on how large corporations approach identity
and access management.

The second chapter analyzes in detail the leading technology providers in the field of
identity and access management (IAM) and customer identity and access management.

The third chapter presents the available taxonomy tools aimed at providing enterprises
with a clear understanding of how multi-factor authentication (MFA) attacks can occur and
how they are classified.

The fourth chapter discusses the balance between using artificial intelligence (AI) for
improved IAM and addressing the associated risks.

Chapter five explores the transformative potential of decentralized identity and verifiable
credentials for digital identity management. It also highlights the need for digital identities as
a reliable abstraction model for connecting entities and managing their relationships.

Chapter six proposes a methodology for optimizing access certification for identity
management and administration (IGA).

S.  Scientific and/or applied science contributions of the dissertation.
I accept all the contributions stated by the doctoral student, which he formulated as
scientific, scientific-applied and applied.

The scientific contributions are:

- A methodology is proposed for Identity Governance and Administration (IGA)
Certification that optimizes the access certification in IGA by bridging theoretical frameworks
with practical implementation strategies and enhances visibility and streamlines the
certification process, providing a systematic approach for practitioners;

- A novel framework for secure and scalable identity management is proposed based
on decentralized identity models and trust-centric identity management paradigms including
decentralized identifiers (DIDs) and verifiable credentials (VCs);

The scientific and applied contributions are:

- A Multi-Factor Authentication (MFA) Classification is proposed that defines
structured taxonomy of different types of MFA attacks and offers a theoretical framework
enhancing the academic understanding of the vulnerabilities and potential exploits in MFA
mechanisms and thus contributes to the broader knowledge of cybersecurity challenges and
the mitigation of security threats in Identity and Access Management IAM);

- Strategies for integrating artificial intelligence (AI) into IAM frameworks are
suggested that allow IAM risk mitigation considering scalability, automation, and continuous
adaptation to emerging threats;

Applied contributions are:



- A comprehensive analysis of the leading IAM and Customer Identity and Access
Management (CIAM) technology vendors is made that offers a scientifically grounded
approach for organizations to select solutions that align with their specific needs and the
organizational goals.

6. Evaluation of the degree of personal participation of the candidate in the
contributions
I have no direct personal impressions of the doctoral student's work, but from a careful
reading and analysis of his dissertation, abstract, and publications, I have reason to believe that
the research and contributions are his own work. His management experience as a manager at
various levels in multinational companies has helped him greatly in developing the methodology
and optimizing the processes for identity management and administration.

7.  Evaluation of the publications on the dissertation: number, nature of the editions
in which they were published. Reflection in science — use and citation by other
authors, in other laboratories, countries, etc.

On the topic of his dissertation, Mag. A. Liveretos has presented 5 publications. Two
of the publications are co-authored with one of his scientific supervisors, and three with his
other scientific supervisor. In all publications, he is the first co-author. Four of the
publications have been presented in volumes of renowned international journals and one at
IEEE conferences, refereed and indexed in SCOPUS.

I believe that the publications of the PhD student many times exceed the required
minimum set in the Regulations for the conditions and procedures for acquiring the educational
and scientific degree "doctor" of TU-Sofia under PF 5.3.

8.  Use of the results of the dissertation in scientific and social practice. Existence of
achieved direct economic effect, etc. Documents on which the statement is based.

The doctoral student's work demonstrates the crucial role of identity and access
management in supporting digital transformation and ensuring the security of organizational
assets. The conclusions and recommendations presented in the dissertation offer valuable
insights for organizations seeking to improve their identity and access management strategies
and achieve a secure and effective identity management framework. The contributions of this
dissertation go beyond the academic realm by offering practical guidance for decision-making in
identity and access management. The proposed methodologies and best practices can serve as a
roadmap for organizations and universities that want to modernize their used identity and access
management solutions and cope with the changing security environment.

Assessment of the compliance of the Autoreferat with the requirements for its
preparation, as well as the adequacy of reflecting the main points and contributions of the
dissertation.

The Autoreferat presented by the PhD student is 28 pages long and adequately reflects the
purpose of the dissertation, the tasks to be solved and the results achieved, and correctly reflects
the contributions of the author. The format of the Autoreferat meets the requirements and
recommendations of TU - Sofia.

9.  Notes, opinions and recommendations
I have no significant comments on the presented dissertation. Some minor comments,
which do not belittle the work of the doctoral student, are related to the use of foreign terms,
directly translated into Bulgarian, such as: exploits, implementation, etc.
Mag. A. Liveretos has done a huge amount of work, related on the one hand to the
analysis of numerous literary sources and has adapted models and algorithms from the field of



machine learning for the purposes of identity management.

I believe that the doctoral student A. Liveretos has the scientific potential to develop and
conduct independent research in the field of automated information processing and management
systems. I recommend that he make efforts to disseminate the results of the dissertation work for
the purposes of training students from TU-Sofia, as he already does in the discipline "Finance
for IT".

CONCLUSION

My final assessment of the content and contributions of the M.Sec. Anastasios Dionisios
Liveretos is positive. A considerable volume and content of research work has been carried
out. The dissertation fully meets the requirements of the Law on the Development of the
Academic Staff of the Republic of Bulgaria, the Regulations for its Application and the
Regulations for the Terms and Conditions for Acquiring Scientific Degrees at the Technical
University - Sofia.

The above gives me reason to recommend the Honorable Scientific Jury to award M.Sc.
Anastasios Dionisios Liveretos, the educational and scientific degree "Doctor" in
professional field 5.3 " Communication and Computer Engineering" and scientific specialty
"Automated systems for information processing and management".

Sofia, 17.05.2025
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