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14, AOCTbTIa B

1. ArryalHocr Ha parpa6ornaHlrfl B ArrceprarllroHnrrr rpyA [po6.rrerr n HayrrHo u
HayrIHo[pIrJro)I(Ho orHolrreHl{e. Crenen H Hr{Ba Ha arffyaJrHocrra ua npo6.neMa r! KoH*perHrrre
3alaqrl, paspadoreHrr B ArrceprarlrrflTa.

flpo6nerrarare, cB6p3aHI,I c )mpaBJreHr4ero Ha :a1leHTurrHocrra r.r Aocrbrra (IAM), ca Ha[bJrHo
aKTyanHI4 I{ AopI{ HapacrBaI{LI B KoHTeKcra Ha quQponara rpauc$oprraa\ilfl,8 roJreMHTe Kopnoparluu.
I{r'r$ponara rpaHcsoprraarlufl' kr rpeMllHaBaHero KbM xulpuaia- pa6onra cpeAa ca ycnoxHunv
ynpaBneHl'Ioro Ha IzAeHTI,ItIHocr Ir AocrbII, Koero e Ha[paBrrJro rasr.r o6lacr oco6eno BaxHa 3a
Mo.qepHl'I3arluflTa ir. [ncepraIIuoHHLLf,T rpya ce Qorycupa Bbpxy yrpaBJreHilero Ha HAeHTr4rrHocrra
I'I AocrGIIa B KoHTeKcra Ha qra$poeam rpancQopvrarlu, B roneMlr r(opropau4r. Cneuualuo
BHI'IMaHI'Ie e orAeneHo Ha roBa KaK TO3r,r [poqec flporzqa B Mynrr4Kopnoparr{BHa cpeAa c rleJr
ocur)p'BaHe Ha cI'Ir)peH .qocrsn Ao o6na.IHt4 H JIoKanHrr nprlnoxgelufl vt AaHHa. OcHosHara
xI4rIOTe3a Ha rpyAa rJlacv, qe csqecrByBar pa3nr,rrrHH Hatrr4Hr.r rr MHoxecrBo peureHr.{.a sa e$exrunHo
ynpaBneHl'Ie Ha I'IAeHTUTIHOCT LI AOCTbn, npe.qJlaraHr.r or pa3nvqHu AocraBq[qr,r Ha ycnyflr. Brnpexn
qe re3l't pelreHl'L qecro o6clyxnat eAnkt lt ctqa HyxArr, rrMa cbrrlecrBeHu pa3JrllKr,r MexAy rrx,
KaKTo u lo6pu npaKTI'IKLI, KoI,ITo rpr6na Aa ce cna3Bar 3a nocrr.rraHe Ha cnrypHocr r.r HaAexAHocr B

YIIP ABNCHI4ETO HA I,IAEHTI,ITIHOCTTA B MYJITI{KOPNOPATHBCH KOHTCKCT.

2. Creueu Ha [o3HaBaHe cbcrorHlrero ua npod.ueMa ]r rBopqecKa rrHTeprrperaurrs Ha
JrHTepaTypHlrrr MaTep rraJr

.{oxtopanrtr AeMoHcrpupa zaartloqeHo [o3HaBaHe ua upo6reur.rre B r,r3cJreABaHara o6racr.
Pasrre,{aHn ca 109 nuTeparypuu [r3TotIHut\Lt u e Ha[paBeH Kpr.rrr.rqeH aHaJrr.r3 Ha cbqecrByBarur,rre
AO MOMeHTa TeHAeHIII'II B pa3BI,ITVero LI yllpaBrleHuero Ha ,rAeHTrrr{Hocrra il Aocrsna B
Kopnoparl'IBHa cpeAa. Bts ofiroea Ha roBa [paBrlnHo ca SoprrrynupaHu rlenra Ha AuceprarlrroHHr.rfl
rPYA u 3aAar{I'rre ga uefinoto tlocrl,IraHe. flosuquma Ha aBTopa u rBopqecxr.rf,T My rrpr.rHoc scHo ca
rc3piBeHr,r B Ar.rceprarlproHHr,r, rpya u upeAcraBeHure uy6lux a\uu.

3. crornercrBrre Ha rlpeAJroxeHara MeroArr*a Ha rr3cJreABaHe rr [ocraBeHrrre rleJr r 3aAarr[
Ha ArrcepTarlr{oHHrrs TpyA

oCronuara qen Ha rvcepraIIpIoHHH.,I Tpyr e Aa ce Ha[paBr,r saArr6o.reH aH:rrrr,r3 Ha
ynpaBneHl'Iero Ha I'IAeHTI{qHOCTTa h AocTbna B MHOrOKOplOparr4BHa cpeAa. B paurure ua
I{3CneABaHero ce piBrnex.qar KnIorIoBI,ITe npeArr3BlrKareJrcrBa, aKTyi}nHr4Te reHAeHrIt4[ H HiUIUrrHfiTe
peIUeHI'L, KoI'ITo noAloMarar qrzQponata rpanc$opuar-1ax u ocurypflBar 3arrlrzra Ha
opraHI'I3aIIuoHHHTe pecypcu. Brg ocnosa Ha ro3Lt agaJrr,r3 ce npeAJrarar crparernu r,r MeroAoJrorprra
3a }BrpaxAaHe Ha cl{rypHa n eQexrurHa paMKa 3a yfipaBneHr,re Ha [rAeHTr4qHocrra, KaKTo r4 3a
cepur{uqrapaHe Ha llpoqecllTe no ynpaBn eHvre v aAMuHr.rcrpr{paHe Ha r.rAeHTr.rrrHocr (Identity
Governance and Administration - IGA).



3a la 6tAe nocrurHara IIeJITa Ha Ar.rceprarl[oHHru TpyA, ca nocraBeHr.r HrKoJrKo ocHoBHr.r
3aAarltr. Ha nrpno Mqcro, rpx6ua Aa ce [r3Bbprur4 saArr6oqeH npeDreA Ha HayrrHara Tfi4-reparypa vt

,44 ce aHilJII{3I,Ipar reKyIrII,ITe reHAeHur,M B yflpaBJreHr,rero Ha rrAeHTzqHocrra v Aocrt,Ila. CreA tosa
CneABa Aa Ce I{3CneABaT IIpaKTLIKI{Te, KOI,ITO IOJIeM}ITe KOpIIOpaIIHI4 II3nOJI3BaT KaKTO 3a BbTpeIIIHOTO
ylpaBJIeHI{e Ha uAeHTrlqHocrra (IAM), TaKa I,I 3a ylpaBJreHr,re Ha Iocrb[a Ha KJr]reHTu (CIAM).
,{onuunreJlHo ce [peABI,IxAa cpaBHI,ITeJreH aHirnlr3 Ha pa3nuqur{ rroAxoAu, c rleJr pa3Burr,re H
aAarITlIpaHe Ha crparerl,IllTe 3a crrpaBflHe c HoBoBb3Hr,rKBaIqr.r 3atrJraxt,r. B rogu KoHTeKcr ce
pa3fJlexAa I'I noreHIII{aJIbr Ha HoBH TeXHOJTOTUrI Karo r,r3KycrBeH rrHTeneKT, AerleHTpaJrra3l,rpaHa
r.rAeHTr,HHOCT r,r [poBepn MH yAocToBepeHr4 r.

4. XaparcreprlcrlrKa Ha ecrecrBoro rr oueHKa Ha AocroBepHocrra Ha MarepnaJra, Bbpxy
rcofiro ce rpagflT [puuoctrre Ha Aucepraqr{oHHrrfl TpyA

IIpe4cmneHuAT LLtcepraqlIoHeH TpyA e parpa6oreu Ha anmzftcKr.r e3r.rK sa 133 crpaHr{rl[ u ce
c:bcrol'I or Iuecr r:IaBH, 3axJlrotreHlde, rrpl,IHocra, uy6ruaxaqvtu :aa,qncepraHTa w 1u6tuorpa$cxa
crrpaBKa.

B utpua DIaBa e HanpaBeu [perneA Ha nr.rreparypara 3a reryrrloro cbcrorulre, p]rcxoBr,rre
Qaxtopu u [peALI3BLIKareJIcrBara rrper ynpaBneHr4ero Ha r.rAeHT]rrHocrra r{ Aocrbna Karo rracr or
AI'IrI'ITarIHara rpancQopMauuff Ha opraHl,I3arlprrra. Tx upegcraB, r{ pe3ynrarr.rre or npoyqBaHero Ha
aBTOpa 3a roBa KaK roJleMlrre Kopnoparluu rroAxoxAar KaM ylpaBJreHr{ero Ha HAeHTurrHOcrra H

AOCTbIIa.

Btn ntopa HIaBa ca anururgvpatrpl noApo6Ho BoAerrI[Te AocraBqrrqrr Ha rexgoJrorur4 B
o6nacrta Ha ynpaBneHl'rero Ha nAeHTHrIHocrra I,I Aocrbrra (IAM) u yflpaBneHr.rero Ha r4AeHTr.rqHocrra
LI AOCTbIIa Ha KJII,IeHTIITe.

Tpera HIaBa fipeAcraB.u HiIJIHtIHure r{HcrpyNreHTr.r 3a raKcoHoMrrfl, rleJurrqu Aa rrpeAocraBrr Ha
lrpeAlrpLltrunra flc$o pas6npane 3a roBa KaK Morar Aa Bb3Hr4KHar araKrz c rr.troroQa6TopHo
yAocroBepmaue (MFA) r xax re ce Knacr4$raqzpar.

B vernrpra ruIaBa e o6ctAeH 6aaascrr MexAy H3non3BaHero Ha H3KycrBeH r.rHTeneKT (AI) sa
no4o6pexo IAM u cnpaBrHero c cBbp3aHr.rre c Hero pracroBe.

B uraBa Ilera ce I43cJIeABa rpanc(poprr,taruB:at4flT noreHrlrzafl Ha Aer-IeHTpanu3upaHara
HAeHTI{qHocr u npoBepHMI4Te ugentulpuxallldoHHu AaHHH 3a yfipaBneHr.re Ha qraQporara
[.4eHTI'IrIHoct. B Her ce noAvepraBa u neo6xoAr.rMocrra or qu$pou,rre r.rAeHTr.rrrHocr]r, Karo
Ha.4exAeH Mo.4eJI Ha a6crpaxqux, 3a cBBp3BaHe Ha o6exru il ylpaBneHze Ha rexgllTe
B3AI{MOOTHOII]CHI.{.'I.

B urecra HIaBa e npeAnoxeHa Mero.qoJror[,r 3a o[Tr,rMr.r3r.rpaHe ua ceprnQuqupaHero Ha
Aocrbrra 3a ylpaBJreHue H aAMr,rHr.rcrpr.rpaHe Ha r.r.qeHTr.rqnocr (IGA).

5. Ilpnnoclr Ha Arrcepraur.roHnrrs rpyA
flpueuau BcIITIKI'I 3arBeHLI or AoKTopaHTa npr{Hocrr, Kor.rro rofi e Qoprraynnpirrr Karo HayqHr.r,

HarrHo-[p[noxHr.r n [pHJroxHrr.
Hay.rnure [prrHocrr ca:

-flpe4loxeHa e MeroAonor[tr sa ceptz$uqrpaHe Ha yflpaBneHr,rero vr a1MuHvtcrpr,rpaHero Ha
uAeHTlrqHocrI'I, KoflTo onrIrMI,I3Lrpa cepruQnqprpaHero Ha Aocrbna rrplr aAMzHrrcrpr.rpaHe Ha
I'I.(eHTI'IqHOCTI'I Karo cBbp3Ba reoperr.rqHr.rre paMKr4 CbC CTparerr{r,rre 3a npaKTr{qecKo
I'IMlneMeHTVpaHe, [oAo6pssa BIlALIMocrta H palllEonanv3upa flpoqeca na cepurQrqrupare *aro
ocurypf, B a cr.rcTeMaTr.rqeH noAxoA 3 a npaKTr4qec Ko rrpunaraHe ;

-flpel-rroxeHa e HoBa paMKa 3a clrrypHo rl rraaula6zpyeMo yrrpaBJreHrre Ha uAeHTurrHocr ocHoBaHa
Ha ,qeqeHTputn3l'IpAHkr MoAenI,I HA IflAaHTI.ITTHOCT r,r napaAr,rrMrr 3a ylpaBneHhe Ha ilAeHTr,rqHocrra
opI'IeHTI'IpaHI'I KbM AoBepllero, BKJrroqr.rrenHo AerleHTpanr,r3r4paHr.r r,rAeHTr.rSuraropu il upoBepvMg
yAocToBepelJufr;
Hay.rHo-uprrJroxurrre rrpnHoclr ca:



-flpe4noNeHa e MeroAoJlorll.fi sa ceprn$uqilpaHe Ha yrrpaBJreHuero u alMuHucrpr{paHero Ha
I,IAeHTI,IqHocrLI, Ko.,ITo onrllMr.r3r,rpa ceprrQnrlupaHero Ha Aocrbna Eppr aAMr{Hr.rcrplrpaHe Ha
zAeHTHTIHOCTI{ KaTO CBBp3Ba TeopeTr.rrrHr,rTe paMKr,I ctc cTpaTetHr4Te 3a npaKTHqecKo
nMrJIeMeHTVpaHe, uoAo6psna BLIALrMocrra kt pa\uonutu3:rtpa npoueca na ceprrsr{rlrrpaHe Karo
ocuryprBa cr.rcTeMaTr{qeH noAxoA 3a npaKTr.rqecKo lrp}rnaraHe ;

-flpegnoxeHa e HoBa paMxa 3a cl{rypHo u rtrarqa6upyeMo yrpaBneHrre Ha HAeHTT{trrrocr ocHoBaHa
Ha leueHTpaJfii3JlpalJld MoAeJILI Ha r.rAeHT[rrHOCT r.r [apaAr.rrMr.r 3a yrrpaBneHHe Ha r,rAeHTHqHocrra
opI{eHTupaHLI KbM AoBepllero, BKJrroqr.rrenHo AerleHTpirnu3r.rpaHr.r HAeHTu$zraropl.r u [poBepr.rMr,r
yAocroBepeHrrr;.
[pnloxnure rrprrHocrl ca:

-Haupaneu e o6croen aHaJIrr3 Ha BoAerqnre AocraBqrrqlr Ha rexHoJrorzfi 3a WpaBJreHlre Ha
I,IAeHTI,ITIHOCTTa I,I AOCTbna r,r 3a yflpaBneHl,re Ha HAeHTktrrHocrra r4 Aocrbrra Ha KJrraeHTUre, Xoilto
lpeAnara HafIHo o6ocnosaH noAxoA 3a opraHr43arlr4r4Te npr.r us6op Ha peilreHilfl,

csorBercrBaryuIJa rexHr.rre cneqn$uvnr{ HyxAr{ r,r opraHr.r3arlr4oHHH rlenv.

6. Crenen Ha JrlrrrHoro yqacrue Ha AucepraHTa B rrprruocrrre
Hsuana HefiocpeIcrBeul{ IruqHu BneqarJreHr{, or pa6orara Ha AoKTopaHTa, Ho or

BHI'IMaTeJIHLI{T fipoqur r,r aHirJrr{3 Ha Ar.rceprarlraoHu}r, TpyA, Ha anropeQepara yr Ha ny6luxaqlrure
My, I'IMaM OCHOBaHI,Ie ,{a TBSpAr, rle r,r3cJre4Barlll,lflTa 14 IpHHOCI{Te Ca HeTOBO JTITIHO AenO.
YnpanleuuecKl.Irr My orllrr Karo MeHLIrxbp Ha pa3nr,rqHu HvtBa B Mynrr.rHarluoHirrrHr,r KoMrraHHr{ My
e rIoMotHaJI MHoro [pI4 pa3pa6o:rrara Ha MeroAoJrorrrflTa r{ orrrr,rMr.r3ar\Lrtffa Ha llpoqecHTe no
yflp aBn eHlr e H aA}dI,,IH'I.ICTp r.rp aH e H a r.rAe HTr4rrH o c TTa.

7. Ilpeqenma Ha ny6.rruxaqflr{Te rro Auceprarl[oHHrrr rpyA
flo reuara Ha ALIcepraIIuoHHHx cLI TpyA ruar, A. Jllrneperoc e npeAcraBun 5 ny6uuxaquu. .{ne

or ny6luxaqullTe ca B ctaBTopcrBo c e.{HHrrrr My HafreH or ptKoBoAr.rreJr, kr rpvr c .qpyrll.[T My
Haf{eH pbKoBoAlrrer. Bre BcuuKure ny6nuraqrau rofi e nbpBr.r cbaBTop. r{erupu or ny6lurarllaure
ca [peAcraBeHu B ToMoBe Ha peHoMlrpaHr.r MexAyHapoAHr,r xypuaJrrd r,r eAHa na ron$epeHrlrrra Ha
IEEE, peQepupana 14 rrHAeKcilpana s SCOPUS.

Cvutau, ue ny6luxa\rrure Ha AilcepraHTa B lrbrrr HaABr,ruaBar r.r3r4cKyeM]r, Mr,rHr4M)rM,

3aJIoxeH e flpananrulKa 3a ycJloBr{.rrra ilpe4azanpugolnBaHe Ha o6pasorareltHailHafrHara crefleH
"4oKrop" na TY-CoQH, no IIH 5.3.

8. lleuoflsBaHe Ha pe3yJrrarl{Te or ArrceprarluoHHlrfl TpyA B HayqHara r.r coqrraJrHa
npaKTrrKa

Paspa6orrure Ha AoKTopaHTa AoKa3Bar perxaBallara pon, Ha yflpaBJreHr.{ero Ha
I'IAeHTrqHocrra H Aocrana B floAr(pe[a na qu(fpoBara rpanc$opua\ufl vt rapaHTr.rpaHero Ha
curypuocrra Ha opraHL'I3aIIItoHHVTe aKTr{Br.r. I'IssoAzre u flpelopbKr.rre, npeAcraBeHn B

Al{cepraulutra, [pe.{narar UeHHlI vIev 3a opmHu3arlar.rre, Kol,rro ce crpeMrrr la uoao6prr cBor4Te

crparerlru 3a y[paBneHl,Ie Ha I,IAeHTr,rqHocrra r4 Aocrtna r,r Aa nocrrrrHar cr,rrypua u e$exrr{BHa
paMra 3a yrlpaBJleHrre Ha uAeHTr.rrrHocrra. flpunocnre Ha "ra3la A[rceprarlur HaAxBbpJrrr
aKaAeMHrIHara cSepa, Karo npeAJrarar npaxTuqecxu HacoKra 3a B3eMaHe Ha perxeHr.{, rppr
y[paBneH[Ie Ha IrAeHTLIrIHocrra LI Aocrb[a. llpegnoxeHltTe MeroAoJror]ru u 4o6pra [paKTr.rKn Morar
IA [OCnyXar KaTo IIbTHa Kapra 3a opraHr43allrr[Te y yHlrBepcktrer]rTe, Kor4To ]IcKar Aa
MOAepHLI3I.{par Ir3rIon3BaHI,ITe pe[reHr.rfl 3a yflpaBneHrre Ha r4AeHTr.rrrHocrra ]r Aocr6na u Ia ce
crpaBf,r c [poMeHtrrrlaTa ce cpeAa 3a cr.rrypHocT.

9. Cr,orsercrBrre Ha aBTopeQepara c rr3ucKBaHnqra 3a rr3rorBflHero My r{ agexBarHocr Ha
orpa3fBaHe Ha ocHoBHI{Te nOJrO)I(eH[Iq rr [ptrHocflTe Ha Arrceprarl[oHHrrfl TpyA

flpeActareHu{T or AI,IcepraHTa arrope$epar e B o6eu or 28 crpanr.rqra r,r aAeKBarHo orpa3flBa
IIenTa Ha Al{cepTaulr-f,Ta, pemaBaH[Te 3aAarrr4 I{ IrocrrrrHaTl,rre pe3yJlTarrr, KaKTo u KopeKTHo



orpa3f,Ba [pI'IHocI,ITe Ha aBTopa. OSoprr,rmrero Ha anrope$epara orroBapfl Ha vat4cKBaHr{.sra u
rperoptKr{re Ha TY - Co$ax.

10. Mnenus, rperopbrcu u 6elexru
Kru npe4craBeHara Alaceprallur HrMaM cbulecrBeHu ga6enexxu. Hsxora Ape6Hz 3a6elexxra,

KoI'ITo He oMilJloBaxaBar pa6otata Ha AoKTopaHTa, ca cBbp3anr,r c r.{3noJBBaHero trtsx.{H TepMrdHr.r,

AI{peKTHo [peBeAeHI{ na 6tnrapcKl{, Karo: excunofiru, I/tMrrJreMeHTr,IpaHe Ir.{p.
Mar. A. Jlunepetoc e I,I3B6pIIII4JI orpoMeH uo o6eu rpyA, cBbp3aH or eAHa crpaHa c aHirrrlr3 Ha

MHoxecrBo JII'ITeparypHLI u3roqHur\kt u e aAarrrupirn Mo.qenlr r4 anropr.rrMrz or o6lac:rra na
Marur'rHHoro o6yreHue 3a rtrenr.rre Ha ynpaBneHze Ha r4AeHTxqHOCT.ra.

Cuxrau, qe AoKTopanmr A. Jlnneperoc r,rMa HafreH noreHrlr,rur 3apa3Burvrc unpoBexAaHe
Ha caMocro{TeJIHIT u3cneABaHus s o6ilacrra Ha aBToMarr43r{paHr.{Te cr,rcreMpr sa o6pa6orxa Ha
nuQopuaqufl v WpaBJIeHLIe. flpeuoprunaM My Aa rroJroxr ycttt4fr 3a pa3rpocrpaHeHuero Ha
pe3ynrarure or AI'IcepraIIrIoHHI,rr rpya sa rleJrr,rre Ha o6yrenuero Ha cryAeHTlrre or TY-CoSux.,
KaKTo Beqe ro upaBu rro AI,Icq]IlJrI4Hara ,,OI,IHaHcI,r 3aLIT,,.

3AKIIOqEHIIE
Kpafiuara MI'I oIIeHKa orHocHo cbAbpxaHr.{ero u npuHocr,rre Ha Ar.rceprarl}roHHr.r, TpyA Ha Mar.

AHacracuoc {uonuc[oc Jl[seperoc e rroJroxrreJrua. I4snrpurena e 3Haqr.rreJrua rro o6eu u
cbAbpxaHue h3cneAoBareJlcKa pa6ora. flncepraqzoHHr.rflT TpyA HarrbJrrro orroBap, Ha r,r3LtcKBagr{.,rra
ua 3axona 3apa3Bktrpre Ha aKaAeMvlqHvrs cbcraB ua Peuy6nnxa Buraplrx, ua flpaurJrHr.rKa 3a HeroBoro
npunoxeHHe I'I Ha llparulHura 3a ycJloBufrTa H peAa sa npnlo6r,rBaHe Ha HafrHH crefleHr{ B
Texnuqecx vrfl WLIB ep crrrer - C o$rr.

fopeusloxeHoro MV Aarla ocHoBaHr.re Aa npenopbrraM Ha Ysaxael{oro Hayruo xyp}r Aa
rlprrcbAll Ha Mar. Auacracuoc fluoullc[oc Jluseperoc o6paronareJrHara rr HayqHa crerreH
,r4oKTopt' no npoSecnoHaJlHo HarIpaBJIeHue 5.3,,KouynurcarlrroHHa r.r KoMrrrorbpHa rexgr,r6 d" HHayry114
clreuualnHoct ,,AntoMaru3upa]Hu crrcreMr.r :a o6pa6orKa Ha un{oprraaqufl v ynpaBreHue".

CoSnx, 17.05.2025 r
PEIIEH3EHT

(rpo$.A-p r,rHx. A. Aranacoe)
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1. Relevance of the problem developed in the dissertation in scientific and applied
science terms. Degree and levels of relevance of the problem and specific tasks
developed in the dissertation.

The problems related to Identity and Access Management (IAM) are completely relevant
and even growing in the context of digital transformation in large corporations. Digital
transformation and the transition to a hybrid work environment have complicated identity and
access management, which has made this area particularly important for its modernization.
The dissertation focuses on identity and access management in the context of digital
transformation in large corporations. Special attention is paid to how this process occurs in a
multi-corporate environment in order to ensure secure access to cloud and on-premises
applications and data. The main hypothesis of the work is that there are different ways and
multiple solutions for effective identity and access management, offered by different service
providers. Although these solutions often serve the same needs, there are significant
differences between them, as well as good practices that must be followed to achieve security
and reliability in identity management in a multi-corporate context.

2. Degree of knowledge of the state of the problem and creative
interpretation of the literature material.

The PhD student demonstrates in-depth knowledge of the problems in the research area.
109 literary sources have been reviewed and a critical analysis of the current trends in the
development and management of identity and access in a corporate environment has been
made. Based on this, the goal of the dissertation and the tasks for its achievement have been
correctly formulated. The author's position and his creative contribution are clearly expressed
in the dissertation and the presented publications.

3. Correspondence of the chosen research methodology with the set goal and tasks of
the dissertation work.

The main objective of the dissertation is to conduct an in-depth analysis of identity and
access management in a multi-corporate environment. The research examines key challenges,
current trends, and available solutions that support digital transformation and ensure the
protection of organizational resources. Based on this analysis, strategies and methodologies
are proposed for building a secure and effective identity management framework, as well as
for certifying identity management and administration processes (Identity Governance and
Administration - IGA). In order to achieve the goal of the dissertation, several main tasks
have been set. First, an in-depth review of the scientific literature should be conducted and
current trends in identity and access management should be analyzed. Then, the practices that



large corporations use for both internal identity management (IAM) and customer access
management (CIAM) should be examined. Additionally, a comparative analysis of different
approaches is envisaged in order to develop and adapt strategies to deal with emerging threats.
In this context, the potential of new technologies such as artificial intelligence, decentralized
identity, and verifiable certificates is also considered.

4. A brief analytical description of the nature and assessment of the credibility of the
material on which the contributions of the dissertation are based.

The presented dissertation is developed in English on 133 pages and consists of six
chapters, conclusion, contributions, publications of the dissertationist and bibliography.

The first chapter reviews the literature on the current state, risk factors and challenges of
identity and access management as part of the digital transformation of the organization. It
also presents the results of the author's research on how large corporations approach identity
and access management.

The second chapter analyzes in detail the leading technology providers in the field of
identity and access management (IAM) and customer identity and access management.

The third chapter presents the available taxonomy tools aimed at providing enterprises
with a clear understanding of how multi-factor authentication (MFA) attacks can occur and
how they are classified.

The fourth chapter discusses the balance between using artificial intelligence (AI) for
improved IAM and addressing the associated risks.

Chapter five explores the transformative potential of decentralized identity and verifiable
credentials for digital identity management. It also highlights the need for digital identities as
a reliable abstraction model for connecting entities and managing their relationships.

Chapter six proposes a methodology for optimizing access certification for identity
management and administration (IGA).

5. Scientific and/or applied science contributions of the dissertation.
I accept all the contributions stated by the doctoral student, which he formulated as

scientific, scientifi c-applied and applied.
The scientific contributions are:
- A methodology is proposed for Identity Governance and Administration (IGA)

Certification that optimizes the access certification in IGA by bridging theoretical frameworks
with practical implementation strategies and enhances visibility and streamlines the
certification process, providing a systematic approach for practitioners;

- A novel framework for secure and scalable identity management is proposed based
on decentralized identity models and trust-centric identity management paradigms including
decentralized identifiers (DIDs) and verifiable credentials (vcs);

The scientific and applied contributions are:
- A Multi-Factor Authentication (MFA) Classification is proposed that defines

structured taxonomy of different types of MFA attacks and offers a theoretical framework
enhancing the academic understanding of the vulnerabilities and potential exploits in MFA
mechanisms and thus contributes to the broader knowledge of cybersecurity challenges and
the mitigation of security threats in Identity and Access Management IAM);

- Strategies for integrating artificial intelligence (AI) into IAM frameworks are
suggested that allow IAM risk mitigation considering scalability, automation, and continuous
adaptation to emerging threats;

Apptied contributions are:



- A comprehensive analysis of the leading IAM and Customer Identity and Access
Management (CIAM) technology vendors is made that offers a scientifically grounded
approach for organizations to select solutions that align with their specific needs and the
organizational goals.

6. Evaluation of the degree of personal participation of the candidate in the
contributions

I have no direct personal impressions of the doctoral student's work, but from a careful
reading and analysis of his dissertation, abstract, and publications, I have reason to believe that
the research and contributions are his own work. His management experience as a manager at
various levels in multinational companies has helped him greatly in developing the methodology
and optimizing the processes for identity management and administration.

7. Evaluation of the publications on the dissertation: number, nature of the editions
in which they were published. Reflection in science - use and citation by other
authors, in other laboratories, countries, etc.

On the topic of his dissertation, Mag. A. Liveretos has presented 5 publications. Two
of the publications are co-authored with one of his scientific supervisors, and three with his
other scientific supervisor. In all publications, he is the first co-author. Four of the
publications have been presented in volumes of renowned international journals and one at
IEEE conferences, refereed and indexed in SCOpUS.

I believe that the publications of the PhD student many times exceed the required
minimum set in the Regulations for the conditions and procedures for acquiring the educational
and scientific degree "doctor" of TU-Sofia under pF 5.3.

8. Use of the results of the dissertation in scientific and social practice. Existence of
achieved direct economic effect, etc. Documents on which the statement is based.

The doctoral student's work demonstrates the crucial role of identity and access
management in supporting digital transformation and ensuring the security of organizational
assets. The conclusions and recommendations presented in the dissertaiion offer valuable
insights for organizations seeking to improve their identity and access management strategies
and achieve a secure and effective identity management ftramework. The contributions of this
dissertation go beyond the academic realm by offering practical guidance for decision-making in
identity and access management. The proposed methodologies and best practices can serye as a
roadmap for organizations and universities that want to modernize their used identity and access
management solutions and cope with the changing security environment.

Assessment of the compliance of the Autoreferat with the requirements for its
preparation, as well as the adequacy of reflecting the main points and contributions of the
dissertation.

The Autoreferat presented by the PhD student is 28 pages long and adequately reflects the
purpose of the dissertation, the tasks to be solved and the results achieved, and correctly reflects
the contributions of the author. The format of the Autoreferat meets the requirements and
recommendations of TU - Sofia.

9. Notes, opinions and recommendations
I have no significant comments on the presented dissertation. Some minor comments,

which do not belittle the work of the doctoral student, are related to the use of foreign terms,
directly translated into Bulgarian, such as: exploits, implementation, etc.

Mag. A. Liveretos has done a huge amount of work, related on the one hand to the
analysis of numerous literary sources and has adapted models and algorithms from the field of



machine leaming for the purposes of identity management.
I believe that the doctoral student A. Liveretos has the scientific potential to develop and

conduct independent research in the field of automated information processing and management
systems' I recommend that he make efforts to disseminate the results of the diisertation work for
the purposes of training students from TU-Sofia, as he already does in the discipline ,,Finance
for IT".

CONCLUSION
My final assessment of the content and contributions of the M.Sc. Anastasios Dionisios

Liveretos is positive. A considerable volume and content of research work has been carried
out' The dissertation fully meets the requirements of the Law on the Development of the
Academic Staff of the Republic of Bulgaria, the Regulations for its Application and the
Regulations for the Terms and Conditions for Acquiring Scientific oegrees at the Technical
University - Sofia.

The above gives me roason to recommend the Honorable Scientific Jury to award M.Sc.
Anastasios Dionisios Liveretos, the educational and scientilic degree ,,Doctor,, in
professional field 5.3 " Communication and Computer Engineering" and scientific specialty
"Automated systems for information processing and management".

Sofia, 17.05.2025

REVIEWER:

/Prof. Dr. Eng. Atanas Atanassov/


