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Ha TY — Codus

1. AKTyaJIHOCT Ha pa3paboTBaHus B JHCEePTALMOHHMSA TPYA Npo0bjeM

JlucepTallMOHHUAT TpyA Ha Mar. AHacracuoc JlmoHucuoc JIuBeperoc € MOCBETCH Ha
yIpaBJIeHHETO Ha MASHTHYHOCT M JOCTBI B MYJITHKOPIIOPAaTHBHH CPEId B CHBPEMEHHHUTE
ycnoBus Ha XuOpuIHa paboTHA cpea M HapacTBalla 3aBUCHMOCT OT OOJIaUHH IIPUJIOKEHHUS
KaTo 4acT OT IudpoBara TpaHchopMalys Ha rojeMH opraHusanuu. OIpelencHd ca
OCHOBHHTE PHUCKOBH (DaKTOPU U MPEAU3BUKATEJICTBA NPH YNPaBICHHETO HAa UACHTHYHOCT U
JOCTBIT Ype3 aHaIM3 W IPUIOCTEH IIperjel Ha TEKYLIOTO CBCTOSHHE M aBTOPCKO AHKETHO
npoy4BaHe Ha 24 rioGaHu Kopropauuy, padoremy B 17 pa3nuydau HHAycTpuH. OdvepTaHu ca
TEHJICHLUUTE B CHBPEMEHHH MPOLEC HAa YIIPABICHUE U aJJMMHHUCTPUPAHE Ha MICHTHYHOCTH:
amanTHpaHe Ha KOHTPOJIAa Ha JOCThIIA KbM paboTa OT pa3cTOSHME, NOBUILABAHE 3HAYUMOCTTA
Ha MHOTO(AKTOpHATa aBTCHTUKAIMA, WHTETPUPAHE HA M3KYCTBEH WHTEJIEKT MPH
yIOCTOBEPsABAHE Ha IMOTPEOUTENM, KOHTPOJ HA IOCTBI, OCHUTypsiBaHE Ha MOTpeOMTENH,
yIpaBiieHHE Ha TapOJIi, OTKPHUBaHE Ha aHOMAJINH, YIIPABICHHUE Ha BbHIIHA HICHTHYHOCTH Ype3
MHHUMH3HUpaHe Ha PUCKOBH TPAHCAKIMH, Oa3upaHU Ha Mapoid, HAEHTH(QHULIMPAHE 4Ypes3
o0JIauHH YCIIyTH, TOTEHLIHal Ha JCleHTpalu3hpaHaTa HMAECHTHYHOCT M IIPOBEPHMHTE
YIOCTOBEPEHHUS 3a YIIpaBlieHHE Ha U(poBaTa UACHTUYHOCT.

Pa3paGoTBaHUAT B OUCEPTAlMOHHUS TPyX NpoOJIeM € akTyalleH, ¢ IEPCIEeKTHBU 3a
pa3BUTHE ¥ BOIH JI0 MpaKTHYecKa MOJI3H 32 HHAYCTpUATa U OM3Heca.

2. CTemeH Ha TmNoO3HABaHe CBHCTOSAHHETO Ha mpodjemMa W TBOpYecKa
HHTepIpeTalHus HA JJUTePaTyPHHUA MaTepHa
B mucepraumonnus Tpya ca uutHpand 109 nuTepaTypHH M3TOYHMKA HA aHIJIMHACKH

€3MK, (DOKYCHpaHH BBPXY YIMPABICHHETO HAa HMACHTHYHOCT M gocTem. Ilybnukysanu ca
IpPEIUMHO B MOCJICAHUTE MET TOAMHH, KOCTO MOTBBP)KJABAa aKTYaJIHOCTTa Ha PasryICyKIaHUs
npobmeM. HampaBeHHAT aHAINTHYECH JUTEpaTypeH 0030p IMOKa3Ba J00po IO3HaBaHE Ha
npobiieMa ¥ € CBHIETEICTBO 3a CIIOCOOHOCTTAa Ha JOKTOPAHTa 3a CaMOCTOATEIHO Hay4HO
ThpPCEHE M TBOPUECKA HHTEPIPETAIHs Ha INTepaTypHUs MaTepUall.
3. ChoTBeTCTBHE HA HM30paHaTa MeTOAMKA Ha H3CJeJBaHe M IOCTaBeHATa
el M 3aJa4¥ Ha JUCePTANUOHHUS TPYA C NOCTHTHATHTE NPHHOCH
W36panata ot Mar. AHacracuoc Jnonucuoc JluBeperoc MeToaMKa Ha H3CIIEABaHE
CHOTBETCTBA HA IIOCTABEHATa IIeJT ¥ € IPEANOCTaBKa 33 YCIEIHOTO pellIaBaHe Ha MIOCTABEHUTE



3amayu. M310keHHETO Ha paBpa6OTBaHI/ITC 3aJa4H C€ CbCTOM OT aHAJIN3, IIPOTHO3a 3a OYaKBAHO
Pa3sBUTHUE B GLLIGIHC, HU3BOOH, ITPETIOPBKH U 3aKJIIOUCHHEC. Hpe)lCTaBeHPITe H3BOOH U TIPCIIOPHKH,
KaKTO U MpE€AJIOKEHATa METOAOJIOTHS U ,Z[O6pI/I TMMPAaKTUKU JaBaT Bb3MOXXHOCT Ha OpraHHU3allHH,
KOUTO CC CTPCMAT A HO)IO6p5[T CBOHUTC CTPATCTHUH 3a YIIPABJICHUC HA HACHTUIHOCT U JOCTBII B
MYJITHKOPIIOpaTUBHA CpE€aa, Aa MIOCTUTHAT CUTYPHA U C(I)CKTI/IBHa paMKa 3a MOACPHHU3HPAHE Ha
PCIICHHUATA MW 3a IOCTUraHEC Ha T'bBKABO YIPABJIICHUEC B YCJIOBHATA Ha HEIMPEKBCHATO
IIpoMEns:AIIaTa c€ oOcTaHOBKA 3a CHUT'YPHOCT.

4. Hay4yHu W/WiM HayYHO-NPWJIOKHH Pe3yJTATH Ha JMCePTALMOHHHUS TPY/,
KOWMTO NMPeACTABJISIBAT OPUTMHAJIEH IPHUHOC B HAyKaTa

JIOKTOpaHTBHT NpeTeHaupa 3a ABa HayuyHH NpUHOCA (METOIOJIOTHS 3a CEpTH(HIMpaHE
Ha YIIPaBJICHUETO M AIMHHUCTPUPaHEe HA UICHTHYHOCT C ONITUMHU3HPAHE Ha CEPTHQUIMPAHETO
Ha JOCTHIIa 4Ype3 CBHbpP3BAaHE Ha TEOPETHYHHTE PAMKHU ChC CTPATETHHTE 3a IPAKTHYECKO
MUMIUIEMEHTHpaHe; MoJo0peHa BHIMMOCT M CHUCTEMATHUEH NOAXOJ IMpH IPAKTHYECKO
NpUiIaraHe; W pamMkKa 3a CHTYpHO W Mamabupyemo yIpaBlIeHHE Ha HAECHTUYHOCT upe3
JNCLCHTPANIM3UPAaHH  MOAENM HAa  MICHTHYHOCT, BKJIIOUUTEIHO  JCLEHTPAIM3MPAHU
UICHTH(QUKATOPH M TPOBEPHUMH YIOCTOBEPEHHMS); ABa HAYYHO-TIPUIOXKHH IPHHOCA
(kmacudukarys Ha MHOTO(paKTOpPHA aBTEHTUKALHS 3a OIpeIe/IsIHE Ha CTPYKTYPHA TAKCOHOMHS
Ha pa3JIMYHH BHOBE aTaKy C TEOPETUYHA paMKa 3a [10J00psBaHe Ha aKaJIEeMUYHOTO pazOupaHe
3a YSI3BUMOCTH W TOTEHIHAIHH EKCIUIOWTH; CTpPAaTeTHH 3a HHTErpHpaHe Ha H3KyCTBEH
VHTEIEKT B Pa3iMYHU paMKH 3a YIPaBJICHHE HAa MICHTUYHOCT M JOCTBI 3a MOCTUIaHE Ha
MamabHOCT, aBTOMATU3allisd M aJanTHpaHe KbM HOBOBB3HHMKBAIIM 3aIUIaXH) M IPHIIOKEH
IOpUHOC (AaHAMMTHYEH 0030p Ha BOJCIIUTE JOCTABYMLM Ha TEXHOJIOTHH 3a YIPABJIECHUE Ha
UICHTHYHOCT H JOCTBII M yNpaBICHHUE Ha UACHTUYHOCT U JOCTHII HA KIMEHTH, MOAOMAaranl
n300pa ¥ B3MMAHETO peIIeHHEe, ChOOpPa3eHO ChC CTMEHU(PUIHNUTE HYXKAU H OpraHH3aLHOHHU
uenn). I[Ipuemam popmynupaHuTe OT JOKTOPAHTA IPUHOCH.

5. IIpenenka Ha NyGJHKALMUTE M0 AUCEPTALMOHHHUS TPYA

[To aucepTallMOHHUS TPY ca MyOJUKYBaHU YETHPH CTATHH (TPU B HAYYHH CITUCAHUS U
enHa B ['ogmmuuka Ha TY) u e usHeceH enud aokinaa Ha IEEE koHdepenuus. Beuuku
nyOJIMKalK ca B ChaBTOPCTBO M ChIBPIKAT CHIIECTBEHA YacT OT NMPHHOCHUTE, 32 KOHTO CE
npereHaupa. HaykoMeTpuyHHTE IMOKa3aTeld, CpaBHEHH C MHHHUMAJIHUTE W3UCKBAHUA 3a
obpazoBarelHaTa U Hay4Ha CTEIeH ,,JOKTop®, chritacHO [IpaBHITHHKA 3a YCIOBUATA U pela 3a
npunoOuBaHe Ha HAaydHH cTeneHH B TexHuueckus yHuBepcuteT — Codus ca: I'pyma I'7 —
1*40/2 = 20 Touku u I'§ — 3*20/2 = 30 Touku, unu od1I0 3a rpyna nokazarenau I' — 50 Touku
IpH MUHUMaIHU n3uckBaHusa 30. KbM aucepTranMoHHUS TpyH, JOKTOPAHTHT € IPENCTaBHII
CIMCHK C NET HE3aBUCHUMH IUTHPAHHS, KOETO € CBUAETENICTBO 33 OTPAXKEHHE HA IIOCTUTHATUTE
pE3yNTaTH B HayKara.

6. MHeHus1, NPeNOPHKH H 0eIeKKI

N310KE€HUETO € CHO U KOPEKTHO, JIOTHYECKH ITOCTIEIOBATENHO, OOPE apryMEHTUPAHO
U CHCTEMAaTH3UPAHO U CJIe[BA M3UCKBAHMATA U ITOCIIEOBATEIHOCTTa Ha 3aJbJKUTEIIHUTE
€JIEMEHTH. JlucepTallMOHHUAT TpPyA ChAbpXKAa HAy4yHHW, HAYUHO-TIPIWIOKHH U TPHJIOKHH
pe3yaTaTH, KOUTO AaBaT Bb3MOXKHOCT 32 OBbACHIM U3CIEABAHUS U MIPAKTUYECKO MPHIIOKEHNE U
ca CBHJETEJICTBO 3a CIIOCOOHOCTTa Ha Mar. AHacTtacuoc Jluonucuoc JluBeperoc naa mpoBexnaa
CaMOCTOATEIHU HAYyYHH HU3CIICABAHUS.



T 3aki0YeHHe ¢ SICHA TOJIO)KHTEJIHA WJIH OTPHLATEJHA OLIGHKAa Ha
ANCEPTALHOHHMSA TPYI

JlMcepTaMoOHHKUAT TPYd Ha TeMa ,,YTpaBIeHHE HA HMIEHTHMYHOCTTa M JOCThIIA B
MyJITHKOpIIOpAaTHBHA cpema”, paspaboreH or Mmar. AHacracuoc Jlmonucmoc Jlueeperoc
OTroBaps Ha M3MCKBAHMATA Ha 3aKOHA 3a Pa3BUTHE HAa aKaJeMUYHUS ChCTaB B PemyOmuka
bonrapus, [IpaBunHuka 3a HEroBoTo Ipuiara€e W IIpaBUIHMKaA 3a yCIOBHATa M pela 3a
npunoOrBaHe Ha Hay4yHH cTerneHn B TexHuuecku yHuBepcuTeT — Codus 3a AMCEPTALMOHEH
TPYZ 3a ToJydaBaHe Ha oOpa3oBaTelHAaTa M HaydyHa CTEIEH ,,JOKTOp“ B Hay4Ha obmacT 5.
,T€XHUUEeCKH Hayku, mo mpodecuoHanHo HampaeileHue 5.3 , KoMyHHKallMOHHa H
KOMITIOThPHA TEXHHKA, HAyYyHa CHELHATHOCT: ,,ABTOMaTH3UPaHU CHCTEMH 3a 00paboTka Ha
UHpOpMaIHs U yIpaBiIeHHe .

JlaBaM NOJIOKMTEJHA OLIEHKA.

Hara: 30.05.2025 r. YiieH Ha KYpPHUTO:
/Bepa AHrenoBa/



OPINION
on a PhD thesis for the acquisition of educational and

scientific degree "Doctor"

Author of the PhD thesis: Mag. Anastasios Dionysios Liveretos

Topic: "ldentity and Access Management in a Multicorporate Environment"

Member of the scientific jury: Prof. Vera Angelova Angelova-Dimitrova, PhD

The basis for this opinion is Order No. OZH-5.3-16 0f 3.04.2025 of the Rector of the Technical
University of Sofia

1 Relevance of the problem developed in the PhD thesis

The PhD thesis of Mag. Anastasios Dionisios Liveretos is dedicated to identity and access
management in a multicorporate environment, particularly in today's hybrid workforce and the
increasing reliance on cloud applications as part of the digital transformation of large
organisations. The main risk factors and challenges in identity and access management are
identified through an analysis and comprehensive review of the current state, as well as an
author's survey of 24 global corporations operating in 17 different industries. The trends in the
modern process of identity governance and administration are outlined: adaptation of access
control to remote work, increasing the importance of multi-factor authentication, integration of
artificial intelligence in user authentication, access control, user provisioning, password
management, anomaly detection, management of external identities by minimising risky
password-based transactions, identification through cloud services, the potential of
decentralised identity and verifiable certificates for digital identity management.

The problem developed in the PhD thesis is relevant, with prospects for development and
leads to practical benefits for industry and business.

2 Degree of knowledge of the state of the problem and creative interpretation
of the literary material
The PhD thesis cites 109 literary sources in English, focused on identity and access
management. They have been published mainly in the last five years, which confirms the
relevance of the problem under consideration. The analytical literature review shows a good
knowledge of the problem and is evidence of the ability of the PhD student for independent
scientific research and creative interpretation of the literary material.

3. Compliance of the chosen research methodology and the set goals and
objectives of the PhD thesis with the achieved contributions
The choice made by Mag. Anastasios Dionysios Liveretos of research methodology
corresponds to the set goal and is a prerequisite for the successful solution of the tasks. The
statement of tasks to be developed consists of an analysis, a forecast of expected future



development, conclusions, recommendations, and a conclusion. The presented conclusions and
recommendations, along with the proposed methodology and best practices, enable
organisations seeking to enhance their identity and access management strategies in a multi-
corporate environment to establish a secure and practical framework for modernising solutions
and achieving agile management in the ever-evolving security landscape.

4. Scientific and/or scientific-applied results of the PhD thesis

The PhD student claims two scientific contributions (methodology for certification of
identity governence and administration with optimization of access certification by linking
theoretical frameworks with practical implementation strategies; improved visibility and
systematic approach to practical implementation; and a framework for secure and scalable
identity management through decentralized identity models, including decentralized identifiers
and verifiable certificates); two scientific-applied contributions (Multi-Factor Authentication
Classification to Define a Structural Taxonomy of Different Types of Attacks with a theoretical
framework to improve academic understanding of vulnerabilities and potential exploits;
strategies for integrating artificial intelligence into different identity and access management
frameworks to achieve scale, automation, and adaptation to emerging threats) and applied
contribution (a comprehensive analysis of leading identity and access management and
customer identity and access management technology vendors, supporting selection and
decision-making tailored to specific needs and organisational objectives). 1 accept the
contributions formulated by the PhD student.

5. Evaluation of the publications on the PhD thesis

Four articles have been published on the PhD thesis (three in scientific journals and one
in the Proceedings of the Technical University), and one report was presented at an IEEE
conference. All publications are co-authored and contain a substantial part of the contributions
claimed. The scientometric indicators, compared with the minimum requirements for the
educational and scientific degree "Doctor", according to the Regulations on the terms and
conditions for acquiring scientific degrees at the Technical University of Sofia are: Group I'7 —
1*40/2 = 20 points and I'8 — 3*20/2 = 30 points, or a total for group of indicators I' — 50 points
with minimum requirements of 30. In the PhD thesis, the PhD student presents a list of five
independent citations, which serves as evidence of a reflection on the results achieved in
science.

6. Opinions, recommendations and notes

The presentation is clear and accurate, logically consistent, well-reasoned, and
systematic, and follows the requirements and sequence of the mandatory elements. The PhD
thesis presents scientific, scientifically applied, and applied results that enable future research
and practical applications, serving as evidence of the ability of Mag. Anastasios Dionysios
Liveretos to conduct independent research.



Ts Conclusion with a clear positive or negative assessment of the PhD thesis

The PhD thesis on "Identity and Access Management in a Multicorporate Environment",
developed by Mag. Anastasios Dionysios Liveretos meets the requirements of the Law on the
Development of the Academic Staff in the Republic of Bulgaria, the Regulations for its
implementation and the Regulations on the terms and conditions for acquiring scientific degrees
at the Technical University of Sofia for a PhD thesis for obtaining the educational and scientific
degree "Doctor" in scientific field 5. "Technical Sciences”, in the professional field 5.3
"Communication and Computer Technology", scientific specialty: "Automated Systems for
Information Processing and Control".

I give a positive evaluation.

Date: 30.05.2025 Jury member:
/Vera Angelova/



