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Bbpxy Ar.rceprarluoHeH TpyA sa upu4o6uBaHe Ha o6pasoeateltnau

HaytrHa cTerIeH,,4oKTop"

Anrop Ha Ar4ceprarlr4oHHrarr rpyA : *r ar. AH acracrroc .[uonr cuoc Jlun eperoc

Teiua Ha Ar.rcepraqr4oHHt4fl TpyA: ,oYnparrenue Ha rrAeHTrrqHocrra [I Aocrbna B

MyJrrr{KopnoparrrBHa cpegat'

rfues na HayqHoro xypu: npoQ.a-p Bepa AHrerosa AHrerosa-[r,rlaurpona

OcuoeaHrae 3a Hacroffrrloro crauoBurqe e 3anoee.4 Ns OX-5.3-16 ot 3.04.2025 r. Ha peKropa

na TY - CoSux

1. Axrya.nnocr Ha parpa6orraHlrr B Al{cepraqroHHur tpya upo6.neu

,{ucepmqnoHHr.r.f,T rpya na uar. Anacracr{oc .(uouttcuoc Jlunepetoc o uocBereH Ha

ynpaBJIeHI{eTo Ha LIAeHTLITIHOCT I,I AocTbn B MyJITHKopIIopaT}IBHI'I CpeAI'I B cbBpeMeHH}ITe

ycJroBr{.s Ha xu6prr4ua pa6orua cpeAa 14 HapacrBarua 3aBucl,IMocr or o6naqnu upLIJIoxeHu.rI

Karo qacr or qrSpoeara rpaucQoprvraur.rfl Ha roJreMH opraHI,I3aIrlI[. Onpegerenu ca

ocHoBHr.rre pr,rcKoBrr Qaxropu u [peAu3Br.rKareJrcrBa npfi ylrpaBJleHlrero Ha LIAeHTI,IuHocr LI

AOCrGn qpe3 aHiuru3 r4 urnocTeH npeilreA Ha TeKyIIIoTo cbcTorHl,Ie il aBTOpCKO aHKeTHO

rpoytrBaHe ua24 rlo6annu Koprroparl[u, pa6orequs 17 p.BnI4qHLI rIHAycrp]I]L Ouepranr ca

TeHAeHqr,rrrTe B c6BpgMeHHrr.,r llpoqec Ha ynpaBneHue h aAMnHucTpupaHe Ha nleHTutIHocTI,I:

aAarrrlrpaHe Ha KoHTpoJra Ha Aocrtna rtu pa6ora or pa3croflHvle) noBI,IlraBaHe 3Haql,IMocrra

Ha uuoro$amopHara aBTeHTLrKarIu[, ]rHTerp[rpaHe Ha Ir3KycrBeH I4HTeTIeKT ilpla

yAocroBeprBaHe ua notpe6yrreltyt, KoHTpon Ha Aocrbrr, oc[rypflBaHe Ha uotpe6nrenu,

yrrpaBJreHr.re Ha rrapon[, oTKpHBaHe Ha aHoMaJrr,r]r, ynpaBJIeHI4e Ha BbHIIIHTI I.IAeHTI,ITIHOCTLI qpe3

r.rtvtnvtMvt3upaHe Ha pr4cKoBu rpaHcaxrlrau, larlupaulI Ha napoJlu, llAeHTnt[uqupaHe upe:

o6ra'rnu yc;ryrIa, noreHrlr.ran Ha AerleHTpaJrkgupamara uAeHTHqHocr vI rIpoBepI.IMI.rre

yAocroBep envrfr, 3a yrrpaBJreHue ua qu$poBara HAeHT[rIHocr.

Paspa6ornaHr.r.,rr B Ar.rceprarluoHHr.r, rpyg npo6JreM e aKTyaJIeH, c rrepcneKTuBr 3a

purBr,rrr,re fi Bo Art Ao fl paKTlauecKa [oJI3LI 3a LrH.(ycrp vtflT a u 6zsHeca.

2. Crenen Ha no3naBaHe cbcroflHlrero Ha npo6neua u rBopqecKa
u HTep rrp eTaIII|f H a JrrrTep aTyp H Irfl M aTep rr aJr

B 4ucepraqrroHHr4, Tpya ca u[Tr.rpaHr.r 109 nutepa'rypH]I t43ToqHuKa Ha asrnuficxz
esux, $oxycvpalnkr Bbpxy yflpaBneHuero Ha uAeHTr.rqHocr I,I Aocr6n. fly6nnxyBaHl,I ca

lpeArrMHo B [ocJreAHHTe rreT roAr.rHr4, KoeTo noTBbpxAaBa aKTyiInHocTTa Ha pa3lnexI.aHldfr,

upo6lelt. Hanpaueuu.,rr aHirrrLtrr.rqeu Jrr.rreparypeu o6sop rIoKa3Ba ao6po [o3HaBaHe Ha

npo6leua r4 e cBr4AereJrcrBo sa cnoco6uocrra Ha AoKTopaHTa 3a caMocrorreJlHo HayrIHo

TlpceHe r,r TBopqecKa r{HTeprperarrytfr Ha nllTeparypHHfi MaTepLIan.

3. CrorsercrBr{e Ha ur6panara MeroArrma Ha rr3cJreABane rl rlocraBeHara
rleJr rr 3aAarru Ha AlrceprarlrroHHrrfl TpyA c rrocrlrrHarrrTe flprrHocrr

I4s6pauara or Mar. AHacracuoc ,{uoHr.rcuoc Jluuepetoc MeroAI,IKa Ha I,I3cJIeABaHe

cboTBeTcTBa Ha IIOCTaBeHaTa rleJr r,r e npeArrocTaBKa 3a yc[eluHoTo pelraBaHe Ha nocTaBeHI,ITe



saAaqr.r. llsroxeHr,rero Ha paspa6ornaHr4Te 3aAarrrr ce cbcrorr or auurJrrr3, [porHo3a 3a oqaKBaHo

pa3Br.rrr.re e 6rgerqe, rr3BoAH, npenopbKr.r r.r 3axnroqeHue. flpe4c'raBeHr.rre r43BoAr.I I4 npeflopcKl,I,

KaKTo r.r npeAJroxeHara MeroAonoruxu go6pu npaKTr.rKrr AaBar Bb3MoxHocr Ha opraHu3ar\ut4,

Kor4ro ce crpeMJrr 4a no4o6pflT cBor{Te crpareruwr 3a ylpaBneHl,Ie Ha uAeHTLIrrHocr [I Aocrbn B

Mynr[Kopnopar]rBHa cpeAa, Aa nocrr4rHar cr.rrypHa u e$exruena paMxa 3a MoAepHI,I3HpaHe Ha

pe[reHnrra Lr 3a nocrr4raHe Ha rbBKaBo yflpaBneH[e B ycnoBfirTa Ha HelrpeKbcHaTo

[poMeHrruara ce o6cranosra 3a cr,rrypHocr.

4. Hayuuu ttlutn HayrrHo-[pIrJro]I(HrI pe3yJlTarlr HaAlrcepralllloHHlrflTp]Ar
KOTTTO rrpeAcTaBJrflBaT opr{r[rHaJreH rrplrHoc B HayKaTa

,{oxropanmr flpereHAr.rpa 3a ABa HayqHLr rrpr{Hoca (nerogo.notvIfl. 3a cepruQurlupaue

Ha ynpaBneHuero fi apluLtmLtcrplrpaHe Ha uAeHTr.rqHocr c o[TuMrr3[paHe Ha ceprnSuqupaHero

Ha AOCTsna qpe3 CBsp3BaHe Ha reopeTuqHrrTe paMKrr cbc cTpaTerr,ruTe 3a npaKTLIqecKo

r.rMnJreMeHTr4paHe; no4o6peHa Br.rAr,rMocr u cr.rcreMaruqeH noAxoA [p]I nparTuqecKo

flpunaraHe; r.r paMxa 3a clrrypHo r.r Maxla6upyerrao ynpaBJreHr,re Ha r,IAeHTI4qHocr qpe3

AeueHTpanh3vpaEh MoAenH Ha [AeHTr4rrHocT, BKrroqr.rTerHo AerIeHTpanv3HpaHH

u4eururfuxaropr.r Lt npoBepr{Mr{ yAocroBepenur); ABa HayqHo-rpLIJIoxHLI uprlHoca

(rnacnQrraqn.,r Ha unoro$axropHa aBTeHTr.rKaqus 3a orrpeAenflHe Ha crpyKTypHaraKcoHoMI,L

Ha pa3nr4trHr,r BrrAoBe araKz c reoperr.rrrHa paMKa ra nogo6pxBaHe Ha aKaAeM[qHoto pas6npaue

3a yq3Br.rMocrr{ r{ noreHrlr.raJrnu excnnofiru; crparerr,ru 3a uuTerpflpaHe Ha I,I3KycrBeH

I,IHTeJIeKT B pa3nI{qHI4 paMKI,I 3a ynpaBJIeHI{e Ha ZAeHTI,ITIHOCT I,I .UOCTbII 3a IIOCT[raHe Ha

uaula6uocr, aBToMarr.r3aur,r.f, u a4a\TLtpaHe KbM HoBoBb3HLIKBaIIIil sanraxu) u npI,IJIoxeH

flpr.rHoc (aHaruruuen o6sop Ha BoAerqure AocraBrrr{uu Ha rexHoJloruu 3a ynpaBJIeHI,Ie Ha

IAeHTUTIHOCT tI AOCTbn r{ yupaBneHile Ha T,TAeHTUqHOCT I,I AOCTSII Ha KJII,IeHTpr, rrOAIIOMaraIq

raa6opa r.r B3r.rMaHero pelreHr{e, cro6paseuo mc cnequ$rrqHr.rre HyxAr,r ll opraHr,r3arluonHll

qenu). flpueuarra SopiraynrapaHr,rre or AoKropaHTa npr.rHocr4.

5. llpeueurca ua ny6rurcaqrrrre rro ArrceprarlrroHHrrfl TpyA
flo 4nceprarlroHHr.r, rpyA ca ny6nuryeaHr4 qerrpr crarvrkr (rpn r HayvHn crflrcanurvt

eAHa B foAnrusma na TY) u e r,r3HeceH eArrH .uoKJraA ua IEEE ron$epenuux. Bcuqru
uy6rurcaqulr ca B cbaBTopcrBo r{ cbAbpxar cBrrlecrBeHa qacr or npr{Hocr.rre, 3a Kor,rro ce

lpereHArrpa. HayrouerpprtrHr.rre rroxa3areJrr{, cpaBHeHrr c Mr,rHr.rMaJrnvffe vovtcKBaHr.rlr 3a

o6pa:onareJrHara r.r HayqHa crefleH ,,[oKTop", cburacHo flpannnunxa 3a ycJroBrrflTa vr peAa 3a

npugo6unaHe Ha HayqHr,r crerreHr.r s TexHr.{.recKr4, yH}rBepcr.rrer - Co$r.rx ca: fpyua f7 -
l*4012: 20 roqxu u f8 - 3*2012: 30 roqxu, unu o6rqo 3a rpyna roKirareJrr.l f - 50 roqKu

nprr MlIHr4MutHvt yt3ucKBaHrcr 30. Krirr Ar{cepraurroHHr,r.f, TpyA, AoKTopaHTbr e rrpeAcraBpln

clrlrcbK c neT He3aBucr4Mr,I III4TI.IpaHI,Ifi, KOeTO e CBI4AeTeICTBO 3a OTpaXeHI,Ie Ha rrOCTr4rHaTr,rTe

pe3yJrTaTrr B HayKaTa.

6. Mueuux, rrpeflopbrn u 6elexxn
I4gaoxeuuero e.f,cHo r.r KopeKTHo, JrorurqecKr.r nocneAoBareJrHo, ao6pe apryMeHTupaHo

lI CLICTeMaTLI3I4paHO r,r CneABa [r3rdoKBaHr,rflTa V nOCneAOBaTeJTHOCTTa Ha 3aAbnxr,rTeJrHr.rTe

eJIeMeHTH. .{ncepraqzoHHr,r.,rr rpy.q cbAbpxa Haf{Hrr, HafrHo-npr,rJroxHu r,r npuJroxHr.r

pe3ynrarv, Korrro AaBar Bb3MoxHocr sa 6rAerqu H3cJreABanfis.kr [paKTr,rqecKo npunoxeHr4e r,r

ca cBLIAereJrcrBo sa cnoco6nocrra Ha Mar. Anacracnoc ,{uonnczoc Jlrneperoc Aa [poBexAa
caMocTorTeIHI,I HayqHII H3CneABaHr.rfl .



7. 3arnroqeune c fcHa rIoJIox[TeJrHa wlfir orplruareJrHa oIIeHKa Ha

ArrcepTarluoHHrrfl TpyA

,fincepraqr.roHHlrffT r?yA na reMa ,,YnpaBneHr.re Ha r,rAeHTlrtlHocrra I4 AocrGna B

Mynrr{Kopnopar[BHa cpe4aoo, paspa6oreH or Mar. Asacracuoc ,{uonucroc Jluneperoc

orroBapff Ha fi3lrcKBa*vfrTa sa 3aroua 3a pa3Br4Tr4e Ha aKaAeMr.rqHLL crcraB a Peny6nnxa

Burrapux, flpanuruuKa 3a HeroBoro npunaraHe n flpaurnullKa 3a ycJIoBLIrra u pel.a 3a

rrpI,rAo6taeaHe Ha HayqHr,r creleHr,r s TexuuqecKr.r yHr.rBepcr{Ter - CoQux 3a AllcepraulroHeH

r?ya sa noJrfraBaHe na o6pasoBareJlHara u HayqHa creIIeH ,,4oKTop" B HafIHa o6nacr 5.

,,TexHnvecKr.r Hayrr.r", rro upo@ecuonamro HanpaBneHue 5.3 ,$otrtynuxaquoHHa vI

KoMnrcTbpHa rexHI{Ka", Hay"rtHa cfleuuilnHocr: ,nA.rtorrraru3r.rpaHr{ crIcreMI,I sa o6pa6otKa Ha

nnQoprvraqilfl v ynp aBreHI,Ie".

[anau rroJro]r(HTeJrHa oueuna.

[ara: 30.05.2025 r. Ilreu Ha xyprrro:
/Bepa AnreJrosa/



OPINION

on a PhD thesis for the acquisition of educational and

scientific degree "Doctor"

The basis for this opinion is Order No. OZH-1.3-\6 of 3.04.2025 of the Rector of the Technical
University of Sofia

1. Relevance ofthe problem developed in the PhD thesis

The PhD thesis of Mag. Anastasios Dionisios Liveretos is dedicated to identity and access

management in a multicorporate environment, particularly in today's hybrid workforce and the

increasing reliance on cloud applications as part of the digital lransformation of large

organisations. The main risk factors and challenges in identity and access management are

identified through an analysis and comprehensive review of the current state, as well as an

author's survey of24 global corporations operating in 17 different industries. The trends in the

modem process of identity govemance and administration are outlined: adaptation of access

control to remote work, increasing the importance of multi-factor authentication, integration of
artificial intelligence in user authentication, access control, user provisioning, password

management, anomaly detection, management of extemal identities by minimising risky
password-based transactions, identification through cloud services, the potential of
decentralised identity and verifiable certificates for digital identity management.

The problem developed in the PhD thesis is relevant, with prospects for development and

leads to practical benefits for industry and business.

2. Degree ofknowledge ofthe state ofthe problem and creative interpretation
of the literary material

The PhD thesis cites 109 literary sources in English, focused on identity and access

management. They have been published mainly in the last five years, which confirms the

relevance of the problem under consideration. The analytical literature review shows a good

knowledge of the problem and is evidence of the ability of the PhD student for independent

scientific research and creative interpretation of the literary material.

3. Compliance of the chosen research methodology and the set goals and
objectives of the PhD thesis with the achieved contributions

The choice made by Mag. Anastasios Dionysios Liveretos of research methodology

corresponds to the set goal and is a prerequisite for the successful solution of the tasks. The

statement of tasks to be developed consists of an analysis, a forecast of expected future

Author of the PhD thesis: Mag. Anastasios Dionysios Liveretos

Topic: "Identity and Access Management in a Multicorporate Environment"

Member of the scientific jury: Prof. Vera Angelova Angelova-Dimitrova, PhD



development, conclusions, recommendations, and a conclusion. The presented conclusions and
recommendations, along with the proposed methodology and best practices, enable
organisations seeking to enhance their identity and access management strategies in a multi-
corporate environment to establish a secure and practical framework for modernising solutions
and achieving agile management in the ever-evolving security landscape.

4. Scientific and/or scientific-applied results ofthe PhD thesis

The PhD student claims two scientific contributions (methodology for certification of
identity govemence and administration with optimization of access certification by linking
theoretical frameworks with practical implementation strategies; improved visibility and

systematic approach to practical implementation; and a framework for secure and scalable

identity management through decentralized identity models, including decentralized identifiers
and verifiable certificates); two scientific-applied contributions (Multi-Factor Authentication
Classification to Define a Structural Taxonomy of Different Types of Attacks with a theoretical
framework to improve academic understanding of wlnerabilities and potential exploits;
strategies for integrating artificial intelligence into different identity and access management

frameworks to achieve scale, automation, and adaptation to emerging threats) and applied
contribution (a comprehensive analysis of leading identity and access management and

customer identity and access management technology vendors, supporting selection and

decision-making tailored to specific needs and organisational objectives). I accept the

contributions formulated by the PhD student.

5, Evaluation ofthe publications on the PhD thesis

Four articles have been published on the PhD thesis (three in scientific journals and one

in the Proceedings of the Technical University), and one report was presented at an IEEE
conference. All publications are co-authored and contain a substantial part ofthe contributions
claimed. The scientometric indicators, compared with the minimum requirements for the
educational and scientific degree "Doctor", according to the Regulations on the terms and

conditions for acquiring scientific degrees at the Technical University of Sofia are: Group f7 -
1*4012 = 20 points and f8 - 3*2012 = 30 points, or a total for group of indicators f - 50 points

with minimum requirements of 30. In the PhD thesis, the PhD student presents a list of five
independent citations, which serves as evidence of a reflection on the results achieved in
science.

6. Opinions, recommendations and notes

The presentation is clear and accurate, logically consistent, well-reasoned, and

systematic, and follows the requirements and sequence of the mandatory elements. The PhD
thesis presents scientific, scientifically applied, and applied results that enable future research

and practical applications, serving as evidence of the ability of Mag. Anastasios Dionysios
Liveretos to conduct independent research.



7. Conclusion with a clear positive or negative assessment ofthe PhD thesis

The PhD thesis on "Identity and Access Management in a Multicorporate Environment",

developed by Mag. Anastasios Dionysios Liveretos meets the requirements of the Law on the

Development of the Academic Staff in the Republic of Bulgaria, the Regulations for its
implementation and the Regulations on the terms and conditions for acquiring scientific degrees

at the Technical University ofSofia for a PhD thesis for obtaining the educational and scientific
degree "Doctor" in scientific field 5. "Technical Sciences", in the professional field 5.3

"Communication and Computer Techrology", scientific specialty: "Automated Systems for
Information Processing and Control".

I give a positive evaluation.

Date: 30.05.2025 Jurv member:
/Vera Angelova/


