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PEINEH3US

Xy AUCepTaumMoHeH Tpy4 3a npuaobusaHe Ha obpa3oBaTenHa 1 Hay4Ha cTeneH , J0KTop”

ABTOp Ha gMcepTauMOHHUA TpyA: mar. AHactacuoc [luoHucuoc Jinsepetoc

Tema Ha AMCepTauMoHHUA TPYA: ,YNpaBaeHue Ha MAEGHTUYHOCTTa M A0CTbNA B
MyNTUKOpnopaTuBHa cpeaa “

PeueH3eHT: aou. A-p uHX. Nlana BecennHosa MNMaBnosa

1. AKTyanHoOCT Ha pa3paboTBaHMA B AUCEPTaLMUOHHMA Tpya npobnrem B HayyHo u
Hay4yHONPUNOXHO OTHOweHue. CTeneH M HUBA HA aKTyaNHOCTTa Ha npobnema wu
KOHKpEeTHUTE 3343a4M, pa3paboTeHn B AucepTauumaTta

OWCepTauMOHHUAT TPy4, e MOCBEeTeH Ha YNpasB/ieHWeTo W aAMUHUCTPUPAHETO Ha
MOEHTUYHOCTTA M A0CTbNA B My/NTUKOpPNOpaTUBHa CPpeaa, KaTo Ce aHaNWu3upaT OCHOBHUTE
npeamn3BuKaTencTsa, TEHAEHUMM M peweHWs 3a npeoaonABaHe Ha HOBOBb3HWMKBaLWLMTE
3annaxu v ataku. NpesnoxeHnTe MeTo4010TMK U 06PU NPAKTUKK MOTaT Aa NOCAYXAT KaTo
NbTHA KapTa 3a OpraHu3auuMuTe, KOWTO Ce CTPEeMAT A3 MOAEPHWM3UPaT ynpasieHUEeTo Ha
MOEHTWUYHOCTTA U A40CTbNA C LeNn rapaHTUpaHeTo Ha CUNYPHOCTTa Ha OPraHU3auMoOHHUTE akKTUBKM Ypes
M3NON3BAHETO Ha WU3KYCTBEH WHTENeKT, AeueHTpanuimpaHa MWAEHTUYHOCT W nNpoBepumu
YAOCTOBEPEHMA.

M3cnepBaHaTa npobnemaTtuka e akTyanHa, TbM KaTo e NpejoKeHa e MeToA0/10ruA 3a
onTUMMU3IMPaHe Ha cepTUGULMPAHETO Ha AOCTbNA C UEeN PauMoHau3MpaHe Ha NpoLeca Ha
ceptuduumpare, nogobpaeaHe BUAMMOCTTA U MOBULWABAHE HA LANOCTHATa epeKTUBHOCT Ha
npouecuTe, Kato ce nogyepraBa 3HAYEHWETO Ha HEeNpPeKbCHATMA MOHUTOPWHT W OAMT 3a

OCUrypABaHe Ha CbOTBETCTBME U HaMa/iABaHE Ha PUCKOBETeE.

2. CreneH Ha No3HaBaHe CbCTOAHMETO Ha Npobsiema U TBOpPYECKa MHTepnpeTauus Ha
NUTepaTypHUA matepmuan

JlutepaTypHUAT 0630p NO TemaTMKata Ha AUCEPTALMOHHMA TPYA, aHaNM3bT Ha
npobnemuTe U U3MEHEHWATa Ha PUCKOBUTE dakTopu e HanpasBeH Ha Hasata Ha 109
NUTepaTypHWU M3TOYHMKA. B pesyntat Ha obobuwaBaHe Ha MNOCTMXKEHMATA M KpUTMYHaTa
OUeHKa Ha BOJewuTe A0CTaBYMUM Ha TEXHONOrMKM B obnacTTa Ha ynpaBAeHWETO Ha
MOEHTUYHOCTTA M CUIYPHOCTTA Ha AOCTbNA A0 OPraHU3aLMOHHUTE aKTMBM ca GOPMYyAUpaHM
uenta u 3ajaynte Ha AMCEepPTauMOHHMA Tpya. M360pbT Ha M3TOYHUUMTE e npaBuieH,
AOKTOPAHTLT NOKa3Ba A06pPKM NO3HaHWA B HayyHaTa 061acT M ymee Aa NpaBu aHANUTUYHA

WHTEPNPeTauuA Ha U3N0/A3BaHaTa IMTepaTypa.



3. CboTBeTCTBME HA M3BpaHaTa MeToAUKa Ha U3caeABaHe C NOCTaBeHaTa Len 1 3a4auu
Ha gUcepPTaLMOHHUA TPYA

Llenta Ha AMCepPTaLMOHHUA TPYA € A3 Ce HanpaBM LUANOCTEH aHaNM3 Ha yNpaBJeHUeTo Ha
MAEHTUYHOCTTA M A0CTbMAa B MHOTOKOPNOPATUBHM Cpeau U Aa Ce u3cnenBaT OCHOBHUTE
npeau3BUKaTeNCTBa, TEHAEHUMM U peleHns, nognomarawm umdposaTa TpaHchopmaums u
rapaHTMpaw CUrypHoOCTTa Ha OPraHW3aUMOHHUTE aKTUBWM, Ha 6asata Ha KoeTo Ja ce
npeaso)aTt cTpaTterMm U MeToAoN0rMK 3a NOCTUraHe Ha curypHa M edekTMBHaA pamKa 3a
ynpaBieHne Ha MWAEHTUYHOCT, KaKTO M 3a cepTUdUuMpaHe Ha YynpasJeHUETO U
aAMUHUCTPUPAHETO Ha naeHTUYHocT (Identity Governance and Administration, IGA).

HanpaBeHO e npoy4BaHe Ha ycnyru, NpeaocTaBsHU OT BOAELLM AOCTaBYMLUM HA TEXHONOMMM 33
ynpasaneHne Ha MAEHTUYHOCTTA U A0CTbMNa Ha KAUEHTU; NpoBeAeHU Ca aHKeTU B ronemumn CBeTOBHU
Kopnopauun 3a onpependaHe Ha M3N0N3BaHUTE noaxoaun u“ cnaboctu npu ynpasneHWeTo Ha
WAOEHTUYHOCTTAa U A0CTbNa; U3BbPLUEH € CpaBHUTENEH aHanus3 u V|360p Ha noaxoan u metoau 3a
HageXxaHo U CUTYPHO ynpas/sieHne Ha MAEHTUYHOCTTa U A0CTbNa B MY/ITUKOPNOPAaTUBHa Ccpeaa.

Hamupam, 4ye B AMCEPTaLMOHHUA TPYA € Ha/NuLe CbOTBETCTBME MeXay u3bpaHaTta
METOZ0/I0TUA Ha M3CNeABaHe W NOCTAaBEHATa Len M 334ayuu, 3a KOeTo CBUAETeNCTBAT U

NOCTUTHATUTE NPUHOCHU.

4. KpaTKa aHaAUTUYHA XapaKTepUCTUKA Ha eCTeCTBOTO M OLLeHKA Ha A0CTOBEPHOCTTA Ha
MaTepuana, BbpXy KOUTO ce rpaaAaT NPUHOCUTE HA AUCEPTALMOHHUA TPYA,

[vcepTaumoHHUAT Tpya e B o6em oT 133 cTpaHuum, CTPYKTypupaH e B 6 rnasu, KaTto
BKAOYBA 006W0 21 durypm n 12 Tabnnym.

B nbpsa rnasa Ha AMCEPTALMOHHUA TPYA € HanpaBeH aHa/Mn3 Ha TEKYLLOTO CbCTOAHMUe,
puckosute GaKTOpU M NpeauM3BUKATENCTBaTa NPU YrNpaB/ieHMETO Ha MAEHTUYHOCTTa WU
[l0CcTbna KaTo 4acT oT uudposarta TpaHcHoOpmaumMa Ha opraHusauuuTe. MNpeactaBeHn ca U
pe3ynTaT OT NPOoy4YBaHe, HanpaBeHO OT aBTopa HA H6a3aTa Ha aHKeTa 3a TOBa Kak rosiemure
Kopnopauuu noAaxoxaaT KbM yrnpaBiaeHMeTo Ha UAEHTUYHOCTTa M A0CTbNa.

Bbe BTOpa rnaBa e npejacraseH o6CTOeH npernes Ha BOAEWMTE A0CTaBYMUM Ha
TexHosnorMn B obnactta Ha ynpaBneHMe Ha WMAEHTUYHOCT M AO0CTbN Ha KAUeHTWU. To3u
CpaBHMUTENEH aHaAn3 Ha peweHUA NOoTBbPXKAaBa, Y€ CblWecTBYyBaT MHOXXECTBO HagexgHu wu
(byHKU,MOHaﬂHVI peweHunsa, Kato TpﬂﬁBa Aa Cce OTYUTAT KPUTUYHUTE BB3MOXKHOCTHU 3a ynpasBieHUEeTo Ha

MOAEHTUYHOCT M A0CTbMN HA KJIMEHTU B obnactta Ha MmeTaBceneHaTa M BbPXY Bb3IMOXHOCTUTE

MOEHTUHHOCTUTE Aa NpeMUHaBaT OT BUPTYaNHOTO KbM MaTepuanHoOTO NPOCTPaHCTBO U 06paTHO.

TpeTa rnasa e noceBeTeHa Ha MHOI'O(baKTOpHOTO yAocToBepABaHeE U YA3BMMOCTUTE MY Ha
pasnMyHU BUAOBE aTaku. M3cneaBaHu ca Pa3IM4HK CTpaTernn 3a 3awmrta, B TOBA 4YUCNO
HaAeXAHO ynpaBaeHWe Ha Nb/IHOMOLWMA, AO0Ka3BaHe Ha CaMOJIMYHOCT U M3MOA3BAHE Ha
CUIrHa/In 3a PUCK 1 pa3rno3HaBaHe Ha aTaKku.



B YeTBbpPTa rnasa ce pasrnexaa UHTErpUMpPaHeTO Ha reHepaTUBEH U3KYCTBEH MHTENEKT B
YyNpaBAeHWETO Ha MAEHTUYHOCT U JOCTbN WU Bb3MOMHOCTMTE MY 33 NOBULLIABAHE CUIYPHOCTTA
M onepaTtnuBHaTa M3NON3BAaEMOCT YPE3 aBTOMATHU3INPaHe Ha NpoLecuTe.

Meta rnaBa Ha AMCEPTAUMOHHMA TPy4 € NOCBETeHa Ha M3CNeABaHe Ha MNOTEHUMana Ha
JeleHTpanuMsupaHaTta MASHTUYHOCT M NPOBEPUMUTE YOCTOBEPEHUA 33 ynpaBneHWe Ha uubposata
WAEeHTUYHOCT. [eueHTpanusnpaHaTa MAEHTUYHOCT AeMCTBA KaTo HadexAHa BPb3Ka MeXAY AaHHUTe
W yCnyrute Kato nosBonsBa Ha noTpebuTenudTe Aa ynpasnAsaT CBOMTE AaHHM M A3 M3BbpWSaT
TpaH3akuuu Bes ycnyrute oa cobxpaHaBaT AaHHM.

B wecta rnasa ce wu3cnenBa TPagMUMOHHMA MOAXOL KbM CepTUOUUMPAHETO Ha [0CTbna,
HeroBuTe OCHOBHWM npobnemn W nNpesusBuMKaTeNcTBa W € npeacTaBeHa MeToAonorua  3a
ONTMMM3MPaHe, KOATO BKAKOYBA TPWM nocneposBatenHu etana: (1) aHanus Ha WMAEHTUYHOCTTA; (2)
KamnaHuK 3a cepTuduuupare; (3) KomyHUKauusa U obyyeHue.

MpeacTaBeHUTE M3BOAM M NPENOPHKKM 33 OPraHMU3aLMMTE, KOUTO Ce CTPEMAT Aa NofobpAT ceouTe
cTpaTeruu 3a ynpasneHve Ha WAEeHTUYHOCT U 4OCTbN Ca NPEeAnoCcTasKa 3a NOCTUraHe Ha CUrypHa u

edeKTUBHA paMKa 3a ynpaBneHUe Ha UAEHTUYHOCTTA B MHOrOKOPMNOPAaTUBHA cpeaa.

5. HayyHu u/Mam Hay4uHONPUIOXHM NPUHOCK Ha AUCEPTALMOHHUA TPY 4,

B asTopedepata WM AMCEpTAaUMOHHUA Tpya ca GOPMYAMPaHW 2 HayyHW, 2 Hay4HO-
NPUNOKHU KU 1 NPUNOHKEH NPUHOC.
Hay4yHu NpUHOCK:

- TpepnoxeHa e MeTogonorMa 3a ceptuduuMpaHe Ha  YNpPaBleHUeTo U
aAMWHWUCTPUPAHETO HA MAEHTUYHOCTM, KOATO ONTUMM3MPA CepTMdULMPaHeTO Ha A0CTbna
NpY a4MUHUCTPUPAHE HA MAEHTUYHOCTM KaTo CBbP3Ba TEOPETMYHMTE PAMKM CbC CTpaTernmTe
33 NPaKTUYECKO MMNAeMeHTHpaHe, Nnoaobpssa BUAMMOCTTA U PaLMOHANM3Upa NpoLueca Ha
cepTUPULMPaHEe KaTo OCHMIypaBa CMCTEMATMYEH NOAXOM 33 NPAKTUYECKO NpunaraHe;

- NpepnoxeHa e HOBa PamMKa 3a CUTYPHO U Malabupyemo ynpasaeHue Ha UAEHTUYHOCT
OCHOBaHa Ha JeLeHTPaau3MpaHn MOAEAU Ha MAEHTUYHOCT U NapaaurMu 3a ynpasieHue Ha
WAEHTUYHOCTTA OPWMEHTUPAHW KbM  [JOBEPWETO, BKKYWUTENHO AELEHTPaU3IMpPaHn
MAEHTUDUKATOPM U NPOBEPUMMU YAOCTOBEPEHMUS;

Hay4yHO-NPUNOMHU NPUHOCHK:

- NpeanoxeHa e Knacupukauma Ha MHOropakTopHa aBTeHTUdMKALMA, KOATO onpeaena
CTPYKTYpUPaHa TaKCOHOMMA Ha pPas/IMdHM  BWAOBE aTakM NpU  MHOrOpaKkTopHa
aBTeHTUdMKaUmMA M Nnpeanara TeopeTUYHa pamka, NogobpABaLLa akageMUYHOTo pasbupaHe
32 YA3BMMOCTWUTE W MOTEHUMANHUTE eKCMNOWTM Ha MEXaHU3IMUTE 33 MHOropaKTopHa
aBTeHTMPUKAUMA M NO TO3M Ha4YMH AONPUMHAcA 33 NO-WMPOKO NO3HaBaHe Ha
npeausBuMKaTeNcTBata npeg KMOepcuUrypHoCTTa M HamanfABaHeTO Ha 3anjiaxvTe 3a
CUTYPHOCTTA B YNPaB/AEHUETO Ha UAEHTUUYHOCTTa M J0CTbNA;

- NpeanioxeHn ca cTpaTerMn 3a MHTerpupaHe Ha M3KyCTBEH MHTenekT (MWU) B pasnuuHu

PamMmKK 3a ynpaBneHuWe Ha UOEHTUYHOCT U A0CTbN, KOUTO NO3BOAABAT HaManABaHe Ha PHUCKa



npu ynpasneHMeTo Ha WMAEHTUYHOCTTA M AO0CTbNA KATO Ce OTYMTaT MalabupyemoctTa,
aBTOMaTU3auUMATAa U HENPEKbCHATOTO aganTMpaHe KbM HOBOBB3HMKBALLM 3aMNNaxu;
MpunoxKHW npuHocK:
- HanpaseH e 06cTOEH aHanW3 Ha BOAELLMTE AOCTAaBYULLM HA TEXHONOTMM 3a ynpaBieHue
Ha UOEHTUYHOCTTA U A0CTbMNA U 33 yNpaBaeHMe Ha UAEHTUYHOCTTA U A0CTbNA Ha KNNEHTUTE,
KOMTO npepgnara HayyHo 0H6OCHOBaH MOAXOA 3a OpraHu3auuuTe npy u3bop Ha pelueHus,
CbOTBETCTBALLM Ha TeXHUTE CNeLUUUHU HYXKAN U OPraHU3aLMOHHM LENN.

Mpuemam NPUHOCUTE U CHUTaM, Ye Te ce aobpe popmyanpaHu.

6. OueHKa 3a cTeneHTa Ha JIMYHOTO y4acTUe Ha AUCepPTaHTa B NpUHOCUTE

He no3HaBam IMYHO AOKTOPAHTA, HO UMAWKK NpeaBua 6oraTUAT My ynpaBaeHYeCcKn onuT
B MY/NITUHALMOHAIHU KOMNAHUU, CHATAM, YE NMPUHOCUTE B NpeaCcTaBEeHMA MU 33 peLLeH3MpaHe
ANCepTaumMoHeH TPy Ca /IMYHO AeNo Ha AOKTOpaHTa, NojA pbKOBOACTBOTO Ha HErosure
Hay4HW PbKOBOAUTENMN AOU. A-p UHXK. NBo [paraHos v npod. A-p uHXK. MuneHa /lasapoBsa-

Mwuuesa.

7. MpeueHka Ha nybauMKauuute No AUCEpTaLUOHHUA Tpya: 6poi, xapaKkrep Ha
U3aHUATA, B KOUTO Ca OTNeYaTaHu

Kbm auceptaumata e NpuaoXKeH CMMCHK C HanpaBeHW 5 nybauKaumMm B CbaBTOPCTBO C
Hay4YHWTe PbKOBOAMTE/IM, NPEACTaBEHN HAa HALMOHANHU KOHOEPEHUMU C MEXKAYHAPOAHO
y4acTMe U MeXAYHAPOAHM HaYYHU U3OaHUA.

MybanKaumute Ha JOKTOpPaHTa OTPa3ABaT OCHOBHUTE Pe3yNTaTW U NPUHOCK, NOAYYEHU
NPV M3roTBAHETO Ha AMCePTaUMOHHMA TPyA. KONMYECTBOTO M KauecTBOTO Ha nybanKaumuTe
OTroBapAT Ha M3MCKBAHETO 3a 3alMTa Ha AucepTauua 3a obpasoBaTenHa M HayyHa cTeneH

»BOKTOP”.

8. U3non3BaHe Ha pe3ynTtaTuTe OT AUCEPTALUOHHUA TPYA B HayyHaTa M COLManHaTa
npakTUKa

N3BoauTe M NpenopbkuTe, NpeacTaBeHn B AMCEpTaUMOHHMA TPyAa, moraT Aa 6baar
M3NONI3BaHWM OT OPraHM3aUMUTe, KOUTO Ce CTPeMAT Aa noaobpsAT csouTe cTpaTernu 3a
ynpaBaeHWe Ha MAEHTUYHOCTTA M AOCTbNA M @ NOCTUTHAT CUIypHa WM edeKTUBHA pamKa 3a
ynpas/ieHue Ha UAEHTUYHOCTTA.

HAMam AaHHM 33 yyacTue Ha AOKTOPaHTa B HAYYHO-U3CNEA0BATEICKM NPOEKTH.

9. OueHKa Ha CbOTBETCTBUETO Ha aBTOpedepaTa C UUCKBAHMATA 3a UITOTBAHETO My,
KaKTO M Ha afeKBaTHOCTTA Ha OTPa3ABaHe Ha OCHOBHUTE MOJIOXKEHUA U MPUHOCHUTE Ha
AUCEPTALMOHHMA TPYA,



AsTopedepaTbT Ha AUCEPTALUMOHHUA Tpya e B obem oT 28 cTp. M e odopmeH B
CbOTBETCTBME C M3UCKBaHMATA Ha MpaBuMAHMKA 3a YCNOBMATA M peaa 3a npupobusaHe Ha
Hay4yHn cTenedn B TY- Codwms. Tol oOTpas3saBa BAPHO CbAbpXKaHWMETO, MNpoBeaeHUTe
u3cnenBaHuMs, NOCTUTHATUTE TEOPEeTUYHU U MPAKTUYECKU pe3ynTatm U NpUHOCUTE,
CbAbPKALWM Ce B MbAHMA TEKCT Ha AMCEPTaLMOHHUA TpyA. ABTopedepaTbT 3aBbpliBa C

pe3tome Ha AHTIMACKM e3MK.

10. MHeHusa, NpenopbKu u 6enexxku

AncepTaumoHHUAT TPy € 0GOPMEH e NPeLmnsHO U e N0rMYeCcKM NoCNeA0BaTeNeH, KaTo
noKasBa, Ye [OKTOPaHTbT MMa HeobXo4MMWUTE KayecTBa 3a MNpPOBEXAaHe Ha HayyHU
nscneaBaHus.

HAMaM CblLLeCTBEHU KPUTUYHU 3abe/1eXKKN KbM U3CneaBaHeTo.

Bux cu no3BoAMAA Aa My npenopbyam ga nyb/aMKyBa HayyHWUTE CU MOCTUMKEHMA B

u3faHua, pedepmpaHu B CBETOBHO M3BECTHM 6a3u aaHHM KaTo Scopus u Web of Sciences.

11. 3akntoyeHue ¢ ACHa NONOXKUTENIHA UIN OTpULLATe/IHA OLLeHKa Ha AucepTauUOHHUA
TPYA

MNpeacraseHnte  martepuann  oT  mar.  AHacracmoc  [moHucuoc  Jluseperoc
YO0B/IETBOPABAT BCUYKU U3UCKBAHUA HA 3aKOH 33 pPa3BUTMETO HA aKaJAEMUYHUA CbCTas B
Peny6nuKa bbarapus, NpaBUAHUK 3a HErOBOTO NpunaraHe v MNpaBUAHKK 33 yCI0BMATA U peaa
3a npuaobusaHe Ha Hay4YHU cTteneHun B TY—Codus.

ToBa mu faBa OCHOBaHME A3 AaM NOJIOXKUTE/IHA OLLeHKa Ha AUCEePTaLMOHHNA TPYA U Aa
NpeaJsioyKa Ha YyBaXKaeMOTO HAy4HO Xypu Aa npucbau obpasosaTesniHaTa M HayyHa cTeneH
»A0KTOP“ Ha mar. AHactacuoc [inoHucuoc Jiusepetoc B 061acT Ha BMCWETO 06pa3oBaHue
5. TexHuyecku Hayku, NMpodecroHanHo HanpasneHue: 5.3. KOMyHUKaLUMOHHA U KOMNIOTbPHA
TeXHWKa, Hay4Ha cneumanHocT: ABTOMaTU3MpaHu cuctemu 3a obpaboTka Ha nHpopmauma u

ynpasneHue.
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REVIEW

on a dissertation for the acquisition of an educational and scientific degree "Doctor"
Author of the dissertation: M.Sc. Anastasios Dionysios Liveretos

Topic of the dissertation: "Identity and Access Management in a Multicorporate
Environment”

Reviewer: Assoc. Prof. Dr. Eng. Galya Veselinova Pavilova

1. Relevance of the problem developed in the dissertation in scientific and applied
terms. Degree and levels of relevance of the problem and the specific tasks developed in
the dissertation

The dissertation is dedicated to the management and administration of identity and
access in a multi-corporate environment, analyzing the main challenges, trends and solutions
to overcome emerging threats and attacks. The proposed methodologies and good practices
can serve as a roadmap for organizations seeking to modernize identity and access management

to ensure the security of organisational assets through the use of artificial intelligence, decentralised

identity and verifiable credentials.

The studied issues are relevant, as a methodology has been proposed to optimize access
certification in order to streamline the certification process, improve visibility and increase
the overall efficiency of the processes, emphasizing the importance of continuous monitoring

and audit to ensure compliance and reduce risks.

2. Degree of knowledge of the state of the problem and creative interpretation of the
literary material

The literature review on the subject of the dissertation, the analysis of the problems and
changes in the risk factors, is made based on 109 literature sources. As a result of summarizing
the achievements and critical assessment of the leading technology providers in the field of
identity management and security of access to organizational assets, the purpose and
objectives of the dissertation are formulated. The choice of sources is correct, the PhD
student shows good knowledge in the scientific field, and can make an analytical
interpretation of the literature used.

3. Compliance of the chosen research methodology with the set goal and objectives of
the dissertation

The purpose of the dissertation is to make a comprehensive analysis of identity and
access management in multi-corporate environments and to explore the main challenges,

trends and solutions supporting digital transformation and ensuring the security of



organizational assets, on the basis of which to propose strategies and methodologies for
achieving a secure and effective identity management framework. as well as for certification
of identity governance and administration (IGA).

A study of services provided by leading providers of identity and access management
technologies has been carried out; surveys have been conducted in large global corporations to
determine the approaches and weaknesses used in identity and access management; a comparative
analysis and selection of approaches and methods for reliable and secure identity and access
management in a multi-corporate environment has been carried out.

| find that in the dissertation there is a correspondence between the chosen research

methodology and the set goal and tasks, as evidenced by the contributions made.

4. Brief analytical description of the nature and assessment of the reliability of the
material on which the contributions of the dissertation are built

The dissertation is 133 pages long, structured in 6 chapters, and includes a total of 21
figures and 12 tables.

In the first chapter of the dissertation, an analysis of the current state, risk factors and
challenges in identity and access management as part of the digital transformation of
organizations is made. The results of a study made by the author on the basis of a survey on
how large corporations approach identity and access management are also presented.

Chapter 2 provides a comprehensive overview of the leading technology providers in the
field of identity management and customer access. This benchmarking of solutions confirms that
there are many reliable and functional solutions, taking into account the critical capabilities for
customer identity and access management in the metaverse and the opportunities for identities to
move from the virtual to the material space and vice versa.

The third chapter is dedicated to multi-factor authentication and its vulnerabilities to
various types of attacks. A variety of security strategies have been explored, including trusted
credential management, proof of identity, and the use of risk alerts and attack recognition.

Chapter Four examines the integration of generative Al into identity and access
management and its capabilities to increase security and operational usability by automating
processes.

The fifth chapter of the dissertation is dedicated to exploring the potential of decentralized
identity and verifiable certificates for digital identity management. Decentralized identity acts as a
trusted connection between data and services, allowing users to manage their data and make
transactions without the services storing data.

Chapter Six explores the traditional approach to access certification, its main problems and
challenges, and presents an optimization methodology that includes three successive stages: (1)
identity analysis; (2) certification campaigns; (3) communication and training.



The presented conclusions and recommendations for organizations seeking to improve their
identity and access management strategies are a prerequisite for achieving a secure and effective

identity management framework in a multi-corporate environment.

5. Scientific and/or scientifically applied contributions of the dissertation

In the abstract and the dissertation, 2 scientific, applied and 1 applied contribution are
formulated.
Scientific contributions:

- A methodology for certification of identity management and administration is proposed,
which optimizes the certification of access in identity administration by linking theoretical
frameworks with strategies for practical implementation, improves visibility and streamlines
the certification process by providing a systematic approach to practical implementation;

- A new framework for secure and scalable identity management based on decentralized
identity models and trust-oriented identity management paradigms is proposed, including
decentralized identifiers and verifiable authentications;

Scientific and applied contributions:

- A classification of multi-factor authentication has been proposed, which defines a
structured taxonomy of different types of multi-factor authentication attacks and offers a
theoretical framework that improves the academic understanding of vulnerabilities and
potential exploits of multi-factor authentication mechanisms and thus contributes to a
broader knowledge of cybersecurity challenges and the reduction of security threats in
identity and access management;

- Strategies for integrating artificial intelligence (Al) into different identity and access
management frameworks are proposed, allowing for risk reduction in identity and access
management, taking into account scalability, automation, and continuous adaptation to
emerging threats;

Applied contributions:

- A comprehensive analysis of the leading providers of identity and access management
technologies and customer identity and access management has been made, which offers a
science-based approach for organizations in choosing solutions that correspond to their
specific needs and organizational goals.

| accept the contributions and | believe that they are well formulated.

6. Assessment of the degree of personal participation of the dissertation in the
contributions

I do not know the PhD student personally, but given his extensive managerial experience

in multinational companies, | believe that the contributions to the dissertation submitted to



me for review are the personal work of the PhD student, under the guidance of his supervisors

Assoc. Dr. Eng. Ivo Draganov and prof. Dr. Eng. Milena Lazarova-Mitseva.

7. Evaluation of the publications on the dissertation: number, nature of the publications
in which they are published

Attached to the dissertation is a list of 5 publications made in co-authorship with the
supervisors, presented at national conferences with international participation and
international scientific publications.

The publications of the PhD student reflect the main results and contributions obtained
in the preparation of the dissertation. The quantity and quality of the publications meet the
requirements for defending a dissertation for the educational and scientific degree of

"Doctor".

8. Use of the results of the dissertation in scientific and social practice

The conclusions and recommendations presented in the dissertation can be used by
organizations seeking to improve their identity and access management strategies and
achieve a secure and effective identity management framework.

| have no data on the participation of the PhD student in research projects.

9. Assessment of the compliance of the abstract with the requirements for its
preparation, as well as the adequacy of reflecting the main provisions and contributions of
the dissertation.

The abstract of the dissertation is 28 pages. and is designed in accordance with the
requirements of the Regulations on the terms and conditions for acquiring scientific degrees
at the Technical University of Sofia. It faithfully reflects the content, the research carried out,
the theoretical and practical results achieved and the contributions contained in the full text
of the dissertation. The abstract ends with a summary in English.

10. Opinions, recommendations and notes

The dissertation is precisely formatted and is logically consistent, showing that the PhD
student has the necessary qualities to conduct scientific research.

I have no significant critical remarks about the study.

I'would allow myself to recommend him to publish his scientific achievements in journals

referenced in world-famous databases such as Scopus and Web of Sciences.

11. Conclusion with a clear positive or negative assessment of the dissertation
The materials presented by Mag. Anastasios Dionysios Liveretos meet all the
requirements of the Law on the Development of the Academic Staff in the Republic of
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Bulgaria, the Regulations for its implementation and the Regulations for the terms and
conditions for acquiring scientific degrees at the Technical University of Sofia.

This gives me grounds to give a positive assessment of the dissertation and to propose
to the respected scientific jury to award the educational and scientific degree of "Doctor" to
Anastasios Dionysios Liveretos in the  field of higher education
5. Technical Sciences, Professional field: 5.3. Communication and Computer Engineering,

scientific specialty: Automated Information Processing and Control Systems.
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