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xy AhcepraqrloHeH rpyA 3a npugo6ueare xa o6pa:oearenHa x Hay.tHa creneH ,,4oxrop"

ABTop Ha Ahcepra qLioH Hr4ff TpyA: Mar. AHacracxoc AxoHrlct,loc .tlrBeperoc

TeMa Ha ArcepraqhoHHHe rpyA: ,,ynpaBneHr.ie Ha xAeHrx.{Hocrra H Aoctbna B

MynTxxopnopaTHexa cpega "

PeqeH3eHT: Aoq. A-p HHx{. fann BeceruHoBa naBnoBa

L. AxryanHocr ua paapa6oreaxrf, B AhcepraqrloHHhn rpyA npo6aem B HayqHo 11

HayqHonpxro)HHo orHouJeHre. CreneH h HrlBa Ha axryarHocrra ua npo6rervra r
xoHKperHrre aa4avn, paapa6oreHr,r B Axcepraqhnra

Avce pra q[oHH r4rr rpyA e nocBereH Ha ynpaBneHrero x aAMr H xcrphpa Hero Ha

l4AeHrr4rr Hocrra h AocTbna B MyrTx xopnopaTr BHa cpeAa, KaTo ce aHa.n 3hpaT ocHoBHhTe

npeA[3814KarencrBa/ TeHAeHqrx h peuJeHhn 3a npeoAongBaHe Ha HoBoB]3H 14 KBa qrTe

3annaxra A araK.4. npeAnoxeHhre MeroAo.florrn u go6pn npaHThK!4 Morar Aa noc-nylKar Karo

nbTHa xapTa 3a opraHr43aqht4Te, Kor4To ce cTpeMffT Aa MoAepHh3]4paT ynpaB.neHhero Ha

rAeHTl4'.]HOCTTa r AOCTbna C qen rapaHTXpaHeTO Ha CITypHOCTTa Ha OpraHU3aqXOHHUTe aKTrB14 'rpe3

l43no/l38aHero Ha u3xycTaeH rHTerexT, AeqeSTpa, H3[ pa Ha ]1AeHT[rHocr x npoBepl4Mx

yAocloBepeHxfl.

[,l3cneABaHara npo6renaarrxa e axryanHa, rtfi xaro e npeAroxeHa e MeroAonorln 3a

onruMr,l3rpaHe Ha ceprrQnqrpaHero Ha Aocrbna c qe, pa LlxoHan x3h paHe Ha npoqeca Ha

ceprlrQNqrpaHe, no4o6pneane BIArMocrra noBItuaBaHe Ha qnnocrHara eQexrneHocr ua

npoL{ecr4Te, KaTo ce noAqepTaBa 3HaqeHl4eTo Ha HenpeKrcHaTHfl MoH'4rophHr h 3AVT 3a

ocurypflBaHe Ha ctoTBeTcTBXe r HaMa,nflBaHe Ha pucHoBeTe.

2. CTeneH Ha no3HaBaHe crcronHhero xa npo6nervra l,l TBopqecxa xHTepnperaq,un Ha

,lHrepaTypHxF MaTephan

.nvreparypHhflT o6rop no reMartaKara Ha AtacepraqhoHHHn rpyA, aHa.nh3br Ha

npo6reurre h x3MeHeH rra Ha phcxoBrre $axropr.r e HanpaBeH Ha 6a3ara Ha 109

ntareparypH14 ]43ToeHrxa. B pe3ynrar ta o6o6qaaaHe Ha nocl4xeHrflTa H Kp]4T],1qHara

oqeHxa Ha Bo.a,er4taTe AocraBqt,tqu Ha rexHo.nornh g o6nacrra Ha ynpaB,neHltero Ha

hAeHrhqHocrra x c[rypHocrra Ha Aocrbna Ao opra H n3aqxoHHhre axTllBh ca QopruynrpaHr
qe.flra 3aAaehre Ha Axcepral{uoHHxn rpyA. l436opbr Ha h3ToqH[qr4Te e npaBhneH,

Aor(TopaHTbr noxa:aa 4o6pra no3HaHhg B Hayr{Hara o6nact u yMee Aa npaBI aHa,nhrhqHa

u HTepnpeTa q,4E Ha h3no.n38aHaTa nrTeparypa.
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3. CuoreercrBhe Ha rs6paxara MeroAr4Ka Ha h3cneABaHe c nocraBeHara qen H 3aAaqH

Ha AHcepra q14oHH]rF rpyA

l-{enra Ha AilcepraqiloHHr4fl TpyA e Aa ce HanpaBh qflnocreH a+ann3 Ha ynpaBneHhero Ha

ilAeHrilr{Hocrra il AocTbna B MHoroKopnopaT[BHr4 cpeAH h Aa ce h3cneABaT ocHoEHilTe

npeAil3BhKare.flcrBa, reHAeHr-t,r4H h pelxeHrfl, noAnoMaraqra qraQpoaara rpaucQopMaqHF h

rapaHrrpaqh crrypHocrra Ha opraHil3aL{iloHHl4re aKrilBh, Ha 6asara Ha Koero Aa ce

npeAno)+(ar crparerhil il MeroAonofvrz' 3a nocrhraHe Ha crrypHa r eQexrrsua paMKa 3a

ynpaBneHhe Ha hAeHTrqHocr, KaKTo n 3a ceprraQrar-lrpane Ha ynpaBneHHero n

aAMilHhcrprpaHero Ha hAeHrilqHocr (ldentity Governance and Administration, IGA).

Hanpaaeuo e npoyqBaHe Ha ycnytv, npeAocraBnHh or BoAel4h AocraBq[L{h Ha rexHo,florhh 3a

ynpaBneHhe Ha [AeHTilqHocTTa h AocTbna Ha KnueHTr; npoBeAeHr ca aHKeTh B ro,neMr cBeToBHr4

Kopnopal{hh 3a onpeAenflHe Ha r43no/r3BaHhre noAxoAr4 n cna1octu npfi ynpaBneHhero Ha

ilAeHrhrrHocrra h Aocrbna; il3Bbpll.teH e cpaBH%TeneH aHa.nh3 u uz6op Ha noAXoAh h MeroAh 3a

HaAeXAHO v CAtYqHO ynpaBneH14e Ha hAeHThr{HocTTa h AocTbna B MynT}4KopnopaThBHa cpeAa.

HarrnNpam, qe B Ailcepral{iloHHr4fl TpyA e HanilL{e cborBercrBr4e MexAy ra6pauara

MeTOAO.nOrilf Ha [3C,neABaHe il nOCTaBeHaTa L{e.n V 3a4av.|,4., 3a KOeTO CBilAeTe,nCTBaT il

nocThrHaTilTe nphHoch.

4. Kparxa aHart,trr4qHa xapaxrepncruna Ha ecrecrBoro r,r oqeHKa Ha AocroBepHocrra Ha

Mareprana, Bbpxy xofiro ce rpaAnr nprHocilre Ha AhcepraqhoHHt4f, rpyA

,QNcepraqnoHHr4flr rpyA e s o6eru or 133 crpaHhqh, crpyKTypl,tpaH e B 6 uaBn, xaro

BK.nroqBa o6qo 21 QrrypN n 1,2n6nnqn.

B ntpaa r.naBa Ha AhcepraqroHHhn rpyA e HanpaBeH aHanvs Ha reKyr4oro cbcronHile,

pLlcKoBilTe Qaxropr h npeAh3BrKare.ncrBara nph ynpaBneHilero Ha HAeHTrqHocrra h

Aocr-bna Karo qacr or qraSpoeara rpancQopMaL\ilr Ha opraHfi3aqhilre. Ilpe,qcraaeuv ca v

pe3ynraril or npoyqBaHe, HanpaBeHo or aBropa Ha 6asara Ha aHKera 3a roBa KaK ro,fleMilTe

KOpnopaqhh noAxolKAar KbM ynpaBneHheTo Ha xAeHrhr{HocTTa il AocTbna.

Bta aropa rnaBa e npeAcraBeH o6croex nperneA Ha BoAeu.lrre AocraBqrLlH Ha

TexHo,norhil a o6,nacrTa Ha ynpaBneHhe Ha hAeHT]4qHocT 14 AOCTbn Ha K.nr{eHTh. Toar

cpaBHhreneH aHanv3 Ha pelueHnR noTBbpxAaBa, qe cbu{ecTByBaT MHOXeCTBO HaAexAH14 h

Qyr'rxqraoHanHH pelueHtaff, xaro rpn6aa Aa ce orr{urar Kpr4ThqHr4Te Bb3MoxHocru 3a ynpaB.fleHhero Ha

hAeHTnLrHocr 14 Aoclbn Ha K,nheHTr4 s o6nacrra Ha MeraBce.neHara r Bbpxy Bb3MoxHocrhre

hAeHTHttHocrhre Aa npeMhHaBar or Br4pryanHoro KbM MarephanHoro npocrpaHcrBo t4 o6parHo.

Tpera r,naBa e nocBereHa Ha nnuoroQaKropHoro yAocroBepnBaHe il yR3Br4Mocrr4re My Ha

pa3n[qHil Bl4AoBe araKH. l4acle4aaxn ca pa3nr4qHh crparerhil 3a 3al4hra, B roBa qhc.no

HaAexAHO ynpaBneHhe Ha nbnHoMou-[4fl, AoKa3BaHe Ha CaMOnilLtHOCT 14 il3nO,n3BaHe Ha

c|,I.f,danv 3a phcK 14 pa3no3HaBaHe Ha aTaKr.
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B,rerBbpra r,naBa ce pa3rne)KAa IHTerphpaHero Ha reHepar BeH l,t3xycrBeH hHTeneHT B

ynpaB,neHreTo Ha hAeHThrHocT 14 AocTbn h Bb3Mox(HocThTe My 3a noBhLUaBaHe cl4rypHocTTa

h oneparhBHaTa fi3no,n3BaeMocT 9pe3 aEToMaTl4314paHe Ha npoqechTe.

nera rnaBa Ha A[cepraq[oHHl4f, TpyA e nocsereHa Ha u3cteAaaHe Ha noreHqxana Ha

AeqeHrpanr3hpaHaTa hAeHT qHocT !4 npo8eplM[Te yAocTo8epeH fl 3a ynpasneHre Ha qlopoBara

TAeHTXqHOCT. AeqeHTpanX314paHara hAeHT14qHocr AeicrEa Karo HaAexAHa Bpb3xa MexAy AaHHhre

y ycnyt4le xaTo no3Bo,nfl8a Ha norpe6xTerhTe Aa ynpaEnBEaT cBol4Te AaHH14 Aa !43BbpLriBaT

TpaH3aKqrta 6e: ycrynare Aa cbxpaHflBarAaHHv,

B uJecra raaea ce r3cneABa rpaAxqnoHHl4ff noAXoA RtM ceprr$rqrpanero Ha Aocrlna,

HeroBtare ocHoBHr npo6aemr ta npeA[3axxare/tcrBa x e npeAcraBeHa MeroAonorhF 3a

onrfiMr43 paHe, KoFTo ax.ntogBa rpu nocneAoBarerHI erana: (1) ar.ranra: Ha taAeFiru.+tocrraj (2)

KaMnaHql4 :a ceprrQr qrpaxe; (3) xoruryrraxaqun r o6yvenre.

npeAcraBeHl4re l,,l3BoAh npenop]xu 3a opraHl43aql4[Te, Kor4To ce crpeMnr4a no4o6pnr caorre

cTpaTerh14 3a ynpaEneHl4e Ha hAeHTvqHocT 14 AocTbn ca npeAnocTaBKa 3a nocTlraHe Ha c[rypHa v

e$exrrora paMxa 3a ynpaBreHxe Ha xAeHTx'rHocrra I MHoroxopnoparrBHa cpeAa.

5. Hay,{Hx ll/xrr HayqHonplno]HHx npuxocu Ha Ahcepraq oHH]rn rpyA

B aeropeQepara ,4 ArcepraqhoHHxn rpyA ca $opnynrpaHra 2 uayrxr,r, 2 Hay,rHo-

npl4.noxH14 x 1np noxeH nphHoc.

HaY'{Hy' nPxHoc'l:

- npeAnoxeHa e MeroAo,norh, 3a ceprxohqr4paHe Ha ynpaBneHt4ero v1

aAMh H r4crpu paHero Ha hAeHThrrHocrl4, Ronro onrrMr3lpa ceprr$rqnpaxero Ha Aocr-bna

npt4 aAM14Hr4crpr4paHe Ha rAeHT qHocrh (aTo cBbp3Ba reopeThqH]4Te paMKh cbc cTpaTer r4Te

3a npaKrhqecxo [Mn/reMeHT paHe, noAo6pflBa BhAr4Mocfia A payoHanh3vlpa npoqeca Ha

ceprr40uql4paHe Karo ocr4rypnBa crcreMarxqeH noAxoA 3a npaKTxqecKo nphnaraHe;

- npeAnoxeHa e HoBa paMxa 3a cxrypHo ta Mau{a6hpyeMo ynpaBneHr4e Ha }lAeHTuqHocr

ocHoBaHa Ha AeqeHTpan[3rpaH x MoAenh Ha ,4AeHTrqHocT ]4 napaAurM 3a ynpaBneHhe Ha

hAeHrheHocrra opheHrl4paHh K]M AoBepheTo, BR,n]o']hTe,nHo AeqeHrpan u3]4 paH ]4

l,tAeHrh0]4 Karop14 r npoBephMh yAocroBepeHur;

HayqHo-nphnox{HX npxHoc}r:

- npeAnolxeHa e K.rrachQt,tKaqxfl Ha mnoro$axropta aareHrrQuxaq[r, Koaro onpeAenfi

crpyKTypl.{paHa raKcoHoMl4fl Ha pa3,nhqHh BhAoBe araxh npx MHoroQaKTopHa

aereHruQuxaqun 14 npeAnara reoperhqHa paMXa, noAo6prBaqa akaAeMhqHoro pa36llpaHe

3a yfl3elrMocl4Te h noreHq arHlrre excnnofirlr Ha MexaHn3M|4Te 3a MHoroQaKTopHa

aerexru$uxaqun h no ro3}4 HaqhH AonphHacs 3a no-uxpoKo no3HaBaHe Ha

n peAri3 B I RarercrBara npeA K146epchrypHocrra ta HaMa.nflBaHero Ha 3anrax]4Te 3a

c[rypHocrra B ynpaBneHheTo Ha hAeHTrqHocTTa ]4 AOCTbna;

- npeMoxeHla ca crparerxx 3a r4HrerpupaHe Ha h3HycrBeH hHTe.nexr (t4h) e paslravur,r

paMHh 3a ynpaBneHre Ha ,tr4,eHThqHocT h AocTln, Kol4To no3BoIrBaT HaMa,lflBaHe Ha phc(a
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nph ynpaBneHileTo Ha hAeHThLrHocTTa il AocTbna KaTo ce orq14raT Maqa6ilpyeMocfia,

aBroMarh3aqilflra 14 HenpeKbcHaroro aAanrhpaHe KbM HoBoBb3H14KBau{],1 3annaxv;

llprnoxnu nphHocr4:

- Hanpaeeu e o6croen aHa/rh3 Ha BoAeqhre AocraBqhqh Ha rexHo.flotvt 3a ynpaBneHt4e

Ha rAeHTrqHocTTa il AocTbna r 3a ynpaBneH[e Ha hAeHTrqHocTTa 14 AocTbna Ha KnileHThTe,

xoilro npe4lara HayqHo o6ocxoaax noAxoA 3a opraHr3aLt'ilHre npr Na6op Ha peueHile,

cborBercrBau.lil Ha rexHI4Te cneqrQrvHV HyxtAtA x opraHil3aquoHH14 L[en]4.

flprennam npilHocrre il ct{hraM, qe re ce 4o6pe Qopnnynrapanr,r.

6. Oqexxa 3a creneHra Ha nuqHoro yqacrxe Ha ArcepraHTa B nprHochre

He noaHaaaM nilqHo AoKropaHra , no urtaitxw npeABrA 6oratun My ynpaBneHqecKil onilr
B MynT[HaqvoHaAHV KOMnaHhil, CqhTaM, t{e nprHocHTe B npeAcTaEeHhR M]4 3a peqeH3[paHe

AHCepraLliloHeH rpyA ca.flhr{Ho Aeno Ha AoKTopaHra, noA pbKoBoAcr8oro Ha HeroBhTe

HayL{H14 pbKoBoAl.4renh Aor-1. A-p HH}K. lzlao,.QparaHoe r,r npoQ. A-p t4H}H, Mrnesa,l'lasapoea-

Mrqeaa.

7. Ilpeqexxa Ha ny6arxaqrahre no AlcepraqhoHHt4n rpy4: 6pofi, xapaxrep Ha

n3AaHrRTa, B XOHTO Ca OTneqaTaHr

Ktnn 4rcepraqhnra e nphnoxeH cnilcbK c HanpaBeHu 5 ny6nnxal{ht4 B c}aBropcrBo c

HayqHilre plxoBoAl4re,flhl npeAcraBeHh Ha Hal{iloHaaur xouQepeHllt/h c Me}KAyHapoAHo

yqacrhe h MelKAyHapoAHr/ HayqHh A3AaHVA.

fly6nNxar-pailre Ha AoKropaHra orpa3flBar ocHoBHrre pe3ynrarh h npvHoct , nonyqeHil

npil h3rorBnHero Ha AilcepraqiloHHtan rpyA. Konilqecraoro il KaqecrBoro Ha ny6nNxaqrrre

orroBapflr Ha r3hcKBaHero 3a 3au{taTa Ha Ailcepral{hn 3a o6pasoaarer'Ha A HayqHa creneH

,,40KTOp".

B. J4snonssaHe Ha pe3ynrarrre or Ar4cepraqhoHHr,rn rpyA B HayqHara h coqranHara
npaKTrKa

hsao4rre r npenopbKhre, npeAcraBeHh B AhcepraL{voHHtAA TpyA, Morar 4a 6t4ar
il3no,n3BaHx or opraHil3a\nvre, Kor4To ce crpeMRT 4a no4o6pgr cBorre crparerhil 3a

ynpaBneHile Ha ilAeHrhLtHocrra H Aocrbna h Aa nocrhrHar c[rypHa r eQexrreua paMKa 3a

ynpaBneH he Ha rAeHTilrtHocTTa.

Hnnnann AaHHil 3a yqacrile Ha AoKTopaHTa B Hayr{Ho-l43cneAoBare,ncxil npoe1Til.

9. o4exxa Ha cborBercrBxero xa aaropeQepara c r43l,rcxBaHrsra 3a [3rorBgHero My,

Kaxro x Ha aAeKBaTHOCTTa Ha OTpa3f,BaHe Ha ocHoBHl4Te nOrO){{eHhR ],l nplHoc]rre Ha

ArcepraqhoHHx, rpyA.
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AaropeQeparbr Ha Ahcepral{hoHHhn rpyA e e o6eru or 28 crp. 14 e oQoprvreH a

cborBercrBt4e c h3t4cKBaHrffra ua llpaaraxrKa 3a ycnoBusra t,t peAa aa npn4o6rBaHe Ha

HayqHr creneHil e TY- Co$rn. Tofi orpa3nBa BspHo cbAbplxaH[ero, npoBeAeHhre

n3cne}BaH,iff, nocrrrHaTilTe TeopeThqHil r npaKT14qecK14 pe3ynTaT]4 H nphHochTe,

cbAbplKaqh ce B nb/rHr4n TeKcr Ha Ailceprar{hoHHr4fl rpy4. AeropeQeparur 3aBbpuBa c

pe3[oMe na aarnuilcKh e3hK.

10. Mxexun, npenopbxu u 6eaexxm

.,(rceprar4raoHHt4flr rpyA e oQopnneu e npellx3Ho h e,norilqecK[ nocneAoBare.fleH, Karo

noKa3Ba, qe AoxropaHrbr hMa Heo6xo4rnnrre KaqecrBa 3a npoBelKAaHe Ha HayqHil

n3cneqBaH.nfr.

H nnnann cb qecrBe H 14 Kp r4Thr{ H h sa 6enexxh KtM t43cneABa H ero.

6ux cn no3Bo,n[,na Aa My npenopbqaM 4a ny6nnxyBa HayqHhre ch nocrr4x{eHhfl B

u31a+t fl, peQeprpaHh B cBeroBHo l43BecrHr4 6azu gauun xaro Scopus n Web of Sciences.

11. 3axnpqeHue c RcHa nonox[re.nHa tanh orp]4qare.nHa oqeHKa Ha AucepraqeroHHl,rn

TPYA

[lpe4craoeHrre Marepra,nh or Mar. Axacracroc fluoancmoc /lreeperoc

yAoB/lerBopflBar BcLrLrKVt v3t cRBaHVfr Ha 3axoH 3a pa3Br4Tr4ero Ha aKaAeMhqHhfl cbcraB B

Peny6lrxa 5tnrapua,l'lpaaraHrx 3a HeroBoro nphnaraHe ullpaeunanK 3a ycnoBilnra il peAa

sa npr4o6rBaHe Ha HayqHh creneHh e TV-CoQrn.

Toaa A h AaBa ocHoBaHhe Aa AaM norox(rre.nHa oqeHKa Ha AilcepralyoHHhR rpyA h Aa

npeAnolxa Ha yBax(aeMoro HayqHo )Kyph Aa nphcbAr4 o6pasoearenHara h HayqHa creneH

,,4oKTop" Ha Mar. Axacracuoc flnotucnoc flraeperoc a o6racr Ha Br4cr.lero o6pasoeaHre

5. TexurqecRn Haylvl,l-lpoQeoaoHanHo HanpaBneHr4e: 5.3. KorvryHraKaqroHHa r KoMntorbpHa

TexHIKa, HayqHa cneL{ra,flHocr: Asrol arn3vpalt chcreMh aa o6pa6orxa ua rHQopMaLUn r
ynpaBneHHe.

fiara: ,LCI, c5' /C/ 3 c PEqEH3EHT
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REVIEW
on a dissertation for the acquisition of an educational and scientific degree "Doctor"

Author of the dissertation: M.Sc. Anastasios Dionysios Liveretos

Topic of the dissertation: "ldentity and Access Management in a Multicorporate
Environment"

Reviewer: Assoc. Prof. Or. Eng. Galya veselinova Pavlova

1. Relevance of the problem developed in the dissertation in scientific and applied

terms. Degree and levels of relevance of the problem and the specific tasks developed in

the dissertation

The dissertation is dedicated to the management and administration of identity and

access in a multi-corporate environment, analyzing the main challenges, trends and solutions

to overcome emerging threats and attacks. The proposed methodologies and good practices

can serve as a roadmap for organizations seeking to modernize identity and access management

to ensure the security of organisational assets through the use of artificial intelligence, decentralised

identity and verifiable credentials.

The studied issues are relevant, as a methodology has been proposed to optimize access

certification in order to streamline the certification process, improve visibility and increase

the overall efficiency of the processes, emphasizing the importance of continuous monitoring

and audit to ensure compliance and reduce risks.

2. Degree of knowledge of the state of the problem and creative interpretation of the

literary material

The literature review on the subject of the dissertation, the analysis of the problems and

changes in the risk factors, is made based on 109 literature sources. As a result of su m ma rizing

the achievements and critical assessment of the leading technology providers in the field of
identity management and security of access to organizational assets, the purpose and

objectives of the dissertation are formulated. The choice of sources is correct, the phD

student shows good knowledge in the scientific field, and can make an analytical

interpretation of the literature used.

3. Compliance of the chosen research methodology with the set goal and objectives of
the dissertation

The purpose of the dissertation is to make a comprehensive analysis of identity and

access management in multi-corporate environments and to explore the main challenges,

trends and solutions supporting digital transformation and ensuring the security of
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organizational assets, on the basis of which to propose strategies and methodologies for

achieving a secure and effective identity management framework. as well as for certification

of identlty governance and administration (lGA).

A study of services provided by leading providers of identity and access management

technologies has been carried out; surveys have been conducted in large global corporations to

determine the approaches and weaknesses used in identity and access managemenu a comparative

analysis and selection of approaches and methods for reliable and secure identity and access

management in a multi-corporate environment has been carried out.

lfind that in the dissertation there is a correspondence between the chosen research

methodology and the set goal and tasks, as evidenced by the contributions made.

4. Brief analytical description of the nature and assessment of the reliability of the

material on which the contributions of the dissertation are built

The dissertation is 133 pages long, structured in 5 chapters, and includes a total of 21

figures and 12 ta bles.

ln the first chapter of the dissertation, an analysis of the current state, risk factors and

challenges in identity and access management as part of the digital transformation of

organizations is made. The results of a study made by the author on the basis of a survey on

how large corporations approach identity and access management are also presented.

Chapter 2 provides a comprehensive overview of the leading technology providers in the

field of identity management and customer access. This benchmarking of solutions confirms that

there are many reliable and functional solutions, taking into account the critical capabilities for

customer identity and access management in the metaverse and the opportunities for identities to

move from the virtual to the material space and vice versa.

The third chapter is dedicated to multi-factor authentication and its vulnerabilities to

various types of attacks. A variety of security strategies have been explored, including trusted

credential management, proof of identity, and the use of risk alerts and attack recognition.

Chapter Four examines the integration of generative Al into identity and access

management and its capabilities to increase security and operational usability by automating
processes.

The fifth chapter of the dissertation is dedicated to exploring the potential of decentralized

identity and verifiable certificates for digital identity management. Decentralized identity acts as a

trusted connection between data and services, allowing users to manage their data and make

transactions without the services storing data.

Chapter Six explores the traditional approach to access certification, its main problems and

challenges, and presents an optimization methodology that includes three successive stages: (1)

identity analysis; (2) certification campaigns; (3) communication and training.
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The presented conclusions and recommendations for organizations seeking to improve their

identity and access management strategies are a prerequisite for achieving a secure and effective

identity management framework in a multl-corporate environment.

5. Scientific and/or scientifically applied contributions of the dissertation

ln the abstract and the dissertation, 2 scientific, applied and 1 applied contribution are

formulated.
Scientific contributions:

- A methodology for certification of identity management and administration is proposed,

which optimizes the certification of access in identity administration by linking theoretical

frameworks with strategies for practical implementation, improves visibility and streamlines

the certification process by providing a systematic approach to practical implementation;

- A new framework for secure and scalable identity management based on decentralized

identity models and trust-oriented identity management paradigms is proposed, including

decentralized identifiers and verifiable authentications;

Scientific and applied contributions:

- A classification of multi-factor authentication has been proposed, which defines a

structured taxonomy of different types of multi-factor authentication attacks and offers a

theoretical framework that improves the academic understanding of vulnerabilities and

potential exploits of multi-factor authentication mechanisms and thus contributes to a

broader knowledge of cybersecurity challenges and the reduction of security threats in

identity and access management;

- Strategies for integrating artificial intelligence (Al) into different identity and access

management frameworks are proposed, allowing for risk reduction in identity and access

management, taking into account scalability, automation, and continuous adaptation to

emerging threats;

Applied contributions:

- A comprehensive analysis of the leading providers of identity and access management

technologies and customer identity and access management has been made, which offers a

science-based approach for organizations in choosing solutions that correspond to their
specific needs and organizational goals.

I accept the contributions and I believe that they are well formulated.

6. Assessment of the degree of personal participation of the dissertation in the
contributions

I do not know the PhD student personally, but given his extensive managerial experience
in multinational companies, I believe that the contributions to the dissertation submitted to
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7. Evaluation of the publications on the dissertation: number, nature of the publications

in which they are published

Attached to the dissertation is a list of 5 publications made in co-authorship with the

supervlsors, presented at national conferences with international participation and

international scientif ic publications.

The publications of the PhD student reflect the main results and contributions obtained

in the preparation of the dissertation. The quantity and quality of the publications meet the

requirements for defending a dissertation for the educational and scientific degree of

" Doctor".

8. Use of the results of the dissertation in scientific and social practice

The conclusions and recommendations presented in the dissertation can be used by

organizations seeking to improve their identity and access management strategies and

achleve a secure and effective identity management framework.

I have no data on the participation of the PhD student in research projects.

9. Assessment of the compliance of the abstract with the requirements for its

preparation, as well as the adequacy of reflecting the main provisions and contributions of
the dissertation.

The abstract of the dissertation is 28 pages. and is designed in accordance with the

requirements of the Regulations on the terms and conditions for acquiring scientific degrees

at the Technical University of Sofia. lt faithfully reflects the content, the research carried out,

the theoretical and practical results achieved and the contributions contained in the full text
of the dissertation. The abstract ends with a summary in English.

10. Opinions, recommendations and notes

The dissertation is precisely formatted and is logically consistent, showing that the phD

student has the necessary qualities to conduct scientific research.

I have no significant critical remarks about the study.

I would allow myself to recommend him to publish his scientific achievements in .iournals
referenced in world-famous databases such as Scopus and Web of Sciences.

11. Conclusion with a clear positive or negative assessment of the dissertation
The materials presented by Mag. Anastasios Dionysios Liveretos meet all the

requirements of the Law on the Development of the Academic staff in the Republic of
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Bulgaria, the Regulations for its implementation and the Regulations for the terms and

conditions for acquiring scientific degrees at the Technical University of Sofia.

This gives me grounds to give a positive assessment of the dissertation and to propose

to the respected scientific jury to award the educational and scientific degree of "Doctor" to

Anastasios Dionysios Liveretos in the field of higher education

5. Technical Sciences, Professional field:5.3. Communication and Computer Engineering,

scientific specialty: Automated lnformation Processing and Control Systems.

Date:
p 05,%t, REVIEWER: I
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