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,r3au1ura Ha 6asu or AaHHrr (rcaryc: trpr{JroxeHr{e B
ueHTparHHTe HucrulyUnn ua Peny6l[xa Kocono"

AoII. A-p uux. llsaftlo Cunreonon rleHuen,
pbI(oBoAHTeJr KareApa I{T, BYTII

1. Arcrya.nHocr Ha pa3rJrexAau[r B ArrcepraufioHHrrs rpya npoO.nervr
E$exrnrHure MepKLI 3a cl,IrypHocr ca or cbulecrBeHo 3HaqeHHe 3a 3arrlr4Ta Ha

un$oprvraqutra cpeqy Sranancozu zary6u a npaBHr.r nocneAzura. Cr,rrypHocrra Ha 6asure or
AaHHI'I rrPuIo6nea Bce [o-KpI4TI,Ir{Ha 3HarII,IMocr flopaAu peA KrroqoBu npr4rrrdHr,r: 3aulr,rra Ha
rl4qHa n na lvtzuec KpLITurrHa uuQoprvraUru, cborBercrBr,re c pa3flope l6u w craHAaprr.r,

$IauaHcorz zary6u, yBenl4qaBaHe Ha ru6ep:anraxr{Te, ocurypsBaHe Ha HenpeKbcHarocr Ha
6u:ueca, rapaHTlzpaHe Ha Ir.,IJIocrHocr 14 HarutrHocr Ha AaHHr4Te u pel Apyrr4. OcHosHusr
$or.yc Ha npeAcraBeHLL,Ir AllceprarluoHHr.r, TpyA e 3arrIHTa na uH(f oprr.r aLruflTas 6azu or AaHHr,r
c nprnoxeHue B rleHTpanHr,rre r.rHcrr4Tyulrhlaa Peny6nnxa Kocoso.

flocraseHl4Te 3aAarIlI r qenu npeA pa3pa6oreH[q Ar4cepraqr.roHHrrr rpyA ca cBbp3aHr.r c
HaMLIpaHe Ha [oAxoAI,I3a cb3AaBaHe Ha oueHKa, uo4o6pxnaue Ha 3arurarara ua un$opua\uflTa
rrpu [peHoc u npu cbxpaHeHl,Ie. Tenata e H3xJrrorrr4TeirHo aKTyaJrHa B HayqeH r.r HayrrHo-
flp]rnoxeH acneKT.

2. CreneH Ha rro3naBaHe cbcrorHnero ua npo6;reMa r{ TBoprlecKa rrHTeprlperaurrfl Ha
JrrrTepaTypHrrfl MaTepr.raJr

I{uu,rpaHu ca 85 nareparypHu LI3ToqHHKa. Elua qacr or rflx He ca orrrdcaHrr no4po6uo,
Koero rIpaBI{ noqrl4 HeBb3MoxHo rrxHoro HaMrapaHe. Orrpnnau onpeAeneH 6pofi
HeTOqHOCTH, a I,IMeHHO:

IIpu o$opr'rJreHrrero Ha cbAbpxaHr.rero, ra6luqure z Szryprzre:
o Cunctxtr c ra6lnqv He sbA:bpxa npaBr.{nHara HoMeparIH, ua ra6luuvre. klua

Heror{Hocr rlpr onucaHrero Ha Ta6luua 1 (crp.58) - HanncaHo e,,Tabela 1",
BMecro,,Table l" (na aurn. es.).

o Jluucsa onucaHr.re ua ralwrgure B Ar4cepraur.roHHr4r rpyA.
o HeupaeuJlHo e LI3noJI3BaHa AyMara ,,Figura" (auecro aHrn. Ayl!{a Figure) :a

IrMeHyBaHe Ha Qraryprare 1,2,6 u 7. r{acr or Surypure He ca orvcaHr.r B

Ar4ceprarluoHHr4.,r rpya (Figura 1,2,6, 7; Figure 3,4, 5 u 4pyru). Ilrncea Surypa
8 (Figure 8). I,Iua urnocrHo HectorBercrBpre Ha cbAbpxaHr.rero Ha Qnrypure c
AeficrsureJrHr{Te Snrypu B TeKcra.

o I{snorssaHu ca pIBnHqHLI rupu$rone h pa3Mepr,r nplr 3arnaBr.rfl, Kor4To ca Ha eAHo
HI,IBO.

flpz qurnp auusra Ha Jrr,rreparypHure r.r3TorrHHrIH :

c Wua ty1nupatu I,I3roqHHIII,I (nanprnep 17 u22). JlureparypHlrfl r43ror{Hux [51]
"lnteryiew with Wayne Ratliff. The FoxPro History" e qprrr.rpaH Ha rpr4 Mecra,



KoLITo HrMar o6rqo c nureparypHu.t r43Tor{uux. floraro Ha crp. 45 ce roBopr, 3a
CyEA dBase, LIHTepBloro c qufiro cb3Aaren e orncaHo Karo r43Toqnux [51], a
BCbUIHOCT B Ta3I,t qaCT He e c[oMeHaTo Hr,rulo 3a Hero.

.IoAo6en rpl4Mep e c nl,Ireparyp]Flnfl H3roqHr4K [2] "Administration (2018) -
Definition of administration by Merriam-Webster", onr4cBarrl repMuHa
,,aAMl,IHl,IcrpwpauelynpaBreHl.re", a ro3I,I I.I3ToqHuK e Ir3tIoJI3BaH n uaparpa$,
ofll{cBalu 6asa or AaHHr.{ Ha crp. 17. He e ,cHo 3aruo rotrHo ro3rr nr{TeparypeH
I{3ToqHI,IK e }I3IIoJI3BaH Karo raKbB Ha crp. 65 s qacrra ,,flporusoMepKu Ha
rpeIIrHLI 6asu ot gaHHu", LI Ha crp. 66 npn orKpr.rBaHe r,r orroBop na SYN-araxpr.

o Ha ceAeu Mecra B Al4ceprarlrroHHr4.fl TpyA ce roBopr.r 3a AoKyMeHT or "Clark and
Wilson", Ho B TeKcra He cbluecrByBa pe$epeHqlu KbM To3r, AoKyMeur. [axe
HeIIO tIOBege - Ha MecTaTa, KbAeTo vMa rro3oBaBaHe KbM To3r.r AoKyMeHT ca
Ha[?IcaHI,I peSepenqnv KbM KopeHHo pa3nr,rrrHu AoKyMeHTr.r (Haupzvrep
rr3rorrHr,rqu [23], [36], [56]).

. Orarypa,,Figure l: Access to main areas[9]" e Konr,rpaHa or r4HTepHer aApec
(https://www.cs.uct.ac.zalmit_notes/database/htmls/chp 12.html),,Chapter 12.
Database Security", a e rtocor{eHo rIHTHpaHe Ha r,r3Tor{H}rx [ 9], Koero He e Bf,pHo.

B fnaea I (o o6eur or l9 crpanwltr) u s frasa 2 (n o6errr or I 5 crpanuqu), 4oxropaHrbr
Mar. nHx. Becapr flpe6pesa LI3BbpuBa nperneA h aHufiirvrven o6:op Ha cbulecrByBarqnre
KoHIIeluI4Iz, BLIAoBe KoMnoHeHTu u torucu$r.rKauur.r Ha pa3nr.rqHr.rre rr.rloBe 6asu or AaHHr{.
Cucreuaru3ldpaHl,I ca npeArr3Br,rKareJrcrBara rrpeA u3non3BaHero Ha 6asu o'r AaHHH B roJreMH
MexAyHapoAHr.r KoMnaHr.rH.

llpanra ce saAtr6orleHo pa3rnexAaHe Ha pa3nurrHrz Bbflpocu, cBbp3aHr,r c6c crlrypHocrra
Ha AaHHI,lTe, TffXHOTO ynpaBneHlre, peaJrHr.r 3anraxfl r4 ru]rpoKo r.r3noJr3BaHr{ cpeAcrBa 3a

3aIrILITa, KaKTo I,I Ha HaqI4Ha, rto xoffro ce nprrJrafar B rleHTpaJrHr.rre ]rHcruTyut4r,r Ha Peny6nr.rxa
Kocoso.

3. CtornercrBl{e na nr6pauara MeroArrKa Ha r{3cJreABaHe rr flocraBeuara rleJr rr 3aAaqlr
Ha Ar{cepTarlrroHHrrfl TpyA c rrocTHrHaTlrTe rrprrHocrr

OcuosHata qen Ha Al{cepralllloHHufl TpyA e Aa [poyr{t4 curypHocrra }r [oBepurenHocrra
Ha cbxpaHflBaullTe AaHHIT B cbBpeMeHHr.r cr4creMr.r 3a cbxpaHeHr.re Ha 6agu or AaHHlr Karo
Oracle u SQL. [eQunnpaHr.{Te 3aAarrrr, Korrro rptlya Aa 6rAar perxeHr.r ca:

. Pa:6upane u o6xcueHze Ha M.,Icroro I.{ ponrra Ha cr.{rypHocrra Ha 6aslare or AaHHr,r B

KOHTeKCTa Ha T.'TXHOTO ylpaBneHHe;
o Pas6upaue, o6xcuenue v ilpr.rJraraHe Ha KoHrIe[\uu sa cnrypHocr, cBbp3aHH cbc

cprcreMr.rre 3a cbxpaHeHr,re Ha 6asu ot AaHHu;
o Pas6upaHe, v.qeHru0vqupaHe v HaMHpaHe Ha petueHn, Ha upo6ler'ru c'bc

cnrypHocrra B cucreMrrre 3a cbxpaHeHrre Ha 6asu or AaHHlr;
o Pas6upaHe Ha ocHoBHlrre MexaHI43Mlr 3a cr,rrypHocr, npanoxeHu B clrcreMr.rre 3a

cbxpaHeHr.te Ha 6asw or AaHHr{;
o AHaru3r4paHe Ha rd3r,rcKBaqnflTa 3a KoHTpon Ha Aocrbna;
o AsalngupaHe pI oueHxa Ha orpaHr.rqeHr4.,rra Ha cr4creMr,rre 3a cr,rrypHocr;

I4z6opa Ha MeroAI,IKa 3a aHaJILr3 14 r.r3cJreABaHe Ha flocraBeHara LIen h 3al.aq:a Ha

Al,rcepraur{oHHru rpyr ce rrorBbpxAaBa or rrxHara o6ocHonaHocr B TpyAa.

4. IlpuHocr.r Ha ArrcepraurroHHr{fl TpyA
B gnceprauldoHHllf, TpyA, aBTopbr e nocoqrrJr 3 npuuoca, Korrro e onpeAenr{Jr Karo

HayqHla, HayqHo-[pHJIoxHIz I{ [prlnoxHz. 3a uayvuo-npunoxeH nprrHoc np]reMaM olncaHara
MeroAoJlotvfl 3a ilpnnaraHe Ha rexHoJrorlrlr 3a cr4rypHocr ua 6asu or AaHHr.r, xaro nogo6peu
KoHTpon Ha Aocrbla, KprrrrrrlpaHe Ha AaHHr,rre u uo4o6peuo na6nroAeHue. OcraHanrrre



npI'IHocH KnacI4QLII{I4paM l(aro nplznoxHr4, a r4MeHHo: rrpeAnoxeHraTe noAxo4a 3a aHailv3 Ha
MepKI'{Te 3a curypHocr LI npeAcraB.f,Hero Ha peueHr,te 3a orIeHKa Ha cr.rrypHocrra Ha 6asara or
AaHHH Ha rleHTpanHr.rre r.rHcrr.rryrluu Ha Kocoeo.

5. flpeqenxa Ha ny6.uuxaqrrrre rro AnceprauuoHHrrr rpyA
3a upe4craBflHe Ha HayrrHI,ITe pe3ynrarr,r or Ar4cepraur.roHHra, TpyA ca uy6nurynaHr4 fler

ny6luxauuu, B ^rpv or Kor.rro Man r.rHx. Becapr llpe6pesa e nbpBu aBTop. E4Ha or re:u
uy6lr.rraquu e caMocro.,rreJrHa.

Exxa orrpnrr.r cJreAHr,rre 3 qurrapaHrx (n Google Scholar):

I-{zrapaHux Ha ny6azrallzflra,,A Study of Documents Management System Based on Web,
Case study: University" or:

l) Shunjie Wei, Aimei Zhang, Proceedings Volume 12346,2nd International Conference
on Information Technology and Intelligent Control (CITIC 2022); 123460X (2022)
https:lldoi.orgll0.ll17ll2.265333l, Event: 2nd Intemational Conference on
Information Technology and Intelligent Control (CITIC 202?),2022, Kunming, China

2) Sistem Informasi Arsip Dokumen Berbasis PHP MySQL Pada Kantor Camat Nisam
Antara. (2024). FAHMA : Jurnal Informatika Komputer, Bisnis Dan Manajemen,
22(l), l0- 17. https://doi.orgi 10.6 1805/fahma.v22i1 . 107

I{urrapauux ua ry6ruraulaflra,,Exploring opportunities: overcoming E-Commerce
Challenges for Small and Medium-Sized Businesses in Developing Countries" or:

l) wiyandari, R., & Kirana, N. (2024). The Influence of E-wallet Usage, Financial
Literacy And Lifestyle On Financial Management Of Female Civil Servants In
Mempawah District. EKOMBIS REVIEW: Jurnal Ilmiah Ekonomi Dan Bisnis,l2(3),
247s-2486. httns'//doi 110.37676t, hisekom v12i3.6157

Bcu'Iru ny6luraqzrl z3cneABar aKTyanHr4 TeMr4 or cbBpeMeHHr.r, uu$oprraaquoHeH cBflT.
flpnevrau ny6luraquoHHara Aefiuocr 3a Ha[bJrHo AocrarbqHa no o6eu r,r Ha Br.rcoKo HayqHo
HHBO.

6. Mueuur, rrpeflopbxn u 6e.nexxu
flpenoprxa s a o$ oprr.rneHr,rero u crpyKryp rt a Ha orAeJrHrare HraBrl :

o lnaga 2 ,,Cucretul,I 3a ynpaBJleHrre ua 6azu or gaHHI,I" e peAHo Aa 6r.qe uacr or
I-rlasa l, e roxro ce npaBrr nxreparypen o6sop.

3a6errsaH[ Apyru HeroqHocrrr:
o f[pgguucrBara I4 HeAocrartlll,rre Ha cr.rcreMr.rre 3a ynpaBneHne Ha 6agn or AaHHH

(CyED $.2.3 ur.2.3.1) He ca orrcauu aerafirLHo lr He ca roqHrr.
o KoHcolprAlapaHero Ha BclrqKH AaHHr4 B eAHa CyEA He e HeAocrartx Ha caMara

cvEA.

7. 3ar.nrcqeuue
fiucepraquoHHu.a rpyA orroBapq Ha r.r3r.rcKBaHu-sra Ha 3axona 3a pa3Bprrrre Ha

aKaAeMHqHkIe, crcraB ua Peny6nuxa Eurapvr\ Ha flpanuauura 3a HeroBoro npr4noxeHlre,
KaKro r na flpanilrrurrna 3a ycnoBnflTa u peAa 3a npz4o6uraHe Ha Hayr{Hr,r creneHr.r B

TexHu'{ecxu YHunepcLITer - Co$zr. flpenoprvnaM Ha yBaxaeMoro HayuHo xypa Aarrpvtcr1t4
Ha MarlrcrLp IrHx. Eecapr [Ipe6pera o6pasonareJrHara r.r HayqHa creleH ,,4orcrop" B

upoQecuonanHo HalpaBJIeHIae 5.3 ,,KorryHl,rKaulroHHa r,r KoMrrrorbpHa rexHr,rKa" r4 HayrrHa
cneUl4anHocr,,AnroMarlrcupanr cl,IcreMpr sa o6pa6orra na uu$opMarllrf, ra ynpanlenrze".

24.09.2024 r.

rp. Co$ua
9len ua HayqHoro xypu,
H3TOTBpTJI CTaHOBI,TqeTO:,

/ aoq. A-p r4Hx. Llsaifio tleHqes /
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Member of the scientific jury:

1. Relevance of the problem developed in the dissertation in scientific and scientific-
applied terms

Effective security measures are essential to protect information against financial loss and
legal consequences. Database security is becoming increasingly critical for several key reasons:
protecting personal and business-critical information, complying with regulations and
standards, financial losses, increasing cyber threats, ensuring business continuity, ensuring the
integrity and availability of the data and several others. The focus of the presented dissertation
is information protection in databases with application in the central institutions of the Republic
of Kosovo.

The tasks and objectives of the developed dissertation work are related to finding
approaches for creating an assessment, improving the protection of information during
transmission and during storage. The topic is extremely relevant in a scientific and scientific-
applied aspect.

2. Degree of knowledge of the state of the problem and creative interpretation of the
literary materials

The cited literary sources are 85. Some of them are not described in detail, which makes
it almost impossible to find them. I find a few inaccuracies, namely:

In the layout of the table of contents, tables and figures:
o The table list does not contain the correct table numbering. There is an inaccuracy

in the description of Table I (p.58) - it is written "Tabela I " instead of "Table I "
(in English).

o There is no description of the tables in the dissertation.
. The word "Figura" (instead of the English word Figure) was incorrectly used to

name figures 1,2,6 and7 . Some of the figures are not described in the dissertation
(Figure 1,2,6,7; Figure 3,4 ,5 and others). Figure 8 is missing. There is an
overall discrepancy between the content of the figures and the acfual figures in
the text.

o Different fonts and sizes are used for headings that are on the same level.

When citing literary sources:



o There are duplicate sources (eg 17 and22). The literary source [51] "Interview with
Wayne Ratliff. The FoxPro History" is cited in three places unrelated ro the
literary source. While page 45 talks about the DBMS dBase, the interview with
its creator is described as a source [51], and in fact nothing is mentioned about it
in this part.

o A similar example is with the literature source [2] "Administration (2018) -
Definition of administration by Merriam-webster" describing the term
"administratior/management", and this source is used in a paragraph describing
a database on page 17. It is not clear why this particular literature source is used
as such on page 65 in the section "Countermeasures against bad databases" and
on page 66 in detecting and responding to SYN-attacks.

o In seven places in the dissertation, a document from "Clark and Wilson" is
mentioned, but there is no reference to this document in the text. Even more - in
the places where there is a reference to this document, references to radically
different documents are written (for example, sources 1231,136), t56]).

. Figure "Figure 5: Access to main areas [9]" is copied from the Internet address
(https://www.cs.uct.ac.zalmit_notes/database/htmls/chpl2.html) "Chapter 12.
Database Security ", and a source citation [ 9] is indicated, which is not true.

In Chapter I (in a volume of 19 pages) and in Chapter 2 (in a volume of 15 pages), the
doctoral student MSc. Besart Prebreza performs a review and analytical overview of the
existing concepts, types of components and classifications of the different types of databases.
The challenges to the use of databases in large international companies are systematized.

An in-depth look at various issues related to data security, its management, real threats
and widely used protections, as well as how they are implemented in the central institutions of
the Republic of Kosovo.

3. Correspondence of the chosen research methodology and the set goal, together with
the tasks of the dissertation with the achieved contributions

The main objective of the dissertation is to investigate the security and privacy of stored
data in modern database storage systems such as Oracle and SQL. The defined tasks to be
solved are:

o Understanding and explaining the place and role of database security in the context
of their management.

o Understand, explain and apply security concepts related to database storage
systems.

o Understanding, identifying and finding solutions to security problems in database
storage systems.

o Understanding of the main security mechanisms implemented in database storage
systems.

o Analyzing access control requirements.
o Analyzing and assessing the limitations of security systems.

The choice of methodology for analysis and research of the set goal and tasks of the
dissertation work is confirmed by their justification in the work.

4. Dissertation work contributions
In the dissertation, the author has indicated 3 contributions, which he has defined as

scientific, scientific-applied and applied. As a scientific-applied contribution, I adopt the
described methodology for applying database security technologies such as improved access
control, data encryption and improved monitoring. I classify the remaining contributions as
applied, namely: the proposed approaches for the analysis of security measures and the



presentation of a solution for assessing the security of the database of the central institutions of
Kosovo.

5. Assessment of dissertation publications
Five publications have been published to present the scientific results of the dissertation

work, in three of which M.Sc. Eng. Besart Prebreza is the first author. One of these posts is
self-contained.

The following 3 citations were found (in Google Scholar):

Citation of the research paper ,,A Study of Documents Management System Based on Web,
Case study: Universityo' from:

3) Shunjie Wei, Aimei Zhang, Proceedings Volume 12346,2nd International Conference
on Information Technology and Intelligent Control (CITIC 2022): 123460X (2022)
https:lldoi.orgll}.1117112.2653331, Event:2nd International Conference on
Information Technology and Intelligent Control (CITIC 2022),2022, Kunming, China

4) Sistem Informasi Arsip Dokumen Berbasis PHP MySQL Pada Kantor Camat Nisam
Antara. (2024). FAHMA : Jurnal Informatika Komputer, Bisnis Dan Manajemen, 22(l),
l0- I 7. https://doi.org/ 10.61 805/fahma.v22i1 . 107

Citation of the research paper,,Exploring Opportunities: Overcoming E-Commerce Challenges
for Small and Medium-Sized Businesses in Developing Countries" from:

2) Wiyandari, R., & Kirana, N. (2024). The Influence Of E-Wallet Usage, Financial
Literacy And Lifestyle On Financial Management Of Female Civil Servants In
Mempawah District. EKOMBIS REVIEW: Jurnal Ilmiah Ekonomi Dan Bisnis, l2(3),
247 5-2486. https :/idoi.org/ I 0. 3 7676lekombis.v 1 2i3.6 I 5 7

All publications explore current topics of the modern information world. I accept the
publication activity as completely sufficient in volume and at a high scientific level.

6. Opinions, recommendations and notes
Recommendation for the layout and structure of individual chapters:

o Chapter 2 "Database Management Systems" should be part of Chapter 1, in which
a literature review is done.

Other inaccuracies noted:
o The advantages and disadvantages of database management systems (DBMS) (item

2.3 and item2.3.1) are not described in detail and are not accurate.
. Consolidation of all data in one DBMS is not a disadvantage of the DBMS itself.

7. Conclusion
The dissertation work meets the requirements of the Law on the Development of the

Academic Staff of the Republic of Bulgaria, the Rules for its Application, as well as the Rules
for the Conditions and Procedures forAcquiring Scientific Degrees at the Technical University
- Sofia. I recommend to the respected Scientitic Jury to award to MSc. Besart Prebreza the
educational and scientific degree "doctor" in professional direction 5.3 "Communication and
computer technology" and science major "Automated systems for information processing and
management".

24.09.2024
Sofia

Member of the Scientific Jury,

prepared the opinion: ......
/ Assoc. Prof. Ivaylo Chenchev, PhD, Eng. I


