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SLIEE #2. HOFHOTO PR purosoauTen karegpa UT, BYTII

1. AKTyaJqHOCT Ha pasriie;KIaHusl B TUCEPTALMOHHHS TPYA NpodjiemM

EdexkTtuBHUTE MEpKHM 3a CHIYPHOCT ca OT CBLIECTBEHO 3HAUYEHHE 3a 3alldTa Ha
MH(OpMALKATA CPEIly PUHAHCOBY 3aryOu u npaBHu nocneaund. CUTypHOCTTa Ha 6a3uTe OT
JaHHU NPUI00KBA BCE MO-KPHTHYHA 3HAYUMOCT ITOPAAH PEl KIKYOBH IIPUYMHH: 3alUTA HA
NUYHA W Ha OWM3HEC KPUTHYHA MH(DOPMANMsA, CHOTBETCTBHE C paslopeabM M CTaHAApTH,
¢uHaHCcOBH 3ary0u, yBennuaBaHe Ha KMOep3aIliaxuTe, OCUTYpsSBAHE HA HEMPEKLCHATOCT Ha
Ou3Heca, rapaHTHpaHe Ha LAJIOCTHOCT M HAJMYHOCT HAa JaHHUTE W ped Apyrd. OCHOBHHUAT
(oKyc Ha Ipe/ICTaBEHUAT AUCEPTALUOHHUS TPYI € 3alUTa Ha MH(pOpPMAIUATA B 623K OT JaHHU
C MPUJIOKEHHE B LIEHTPAJIHUTE HHCTUTYMH Ha Perry6imuka Kocoso.

[locTaBeHuTe 3a1a4y U LIEJTH Npel pa3paboTeHUs IUCEPTALMOHHHUS TPY/ Ca CBbP3aHHU C
HaMMpaHe Ha [IOIXO/HM 3a Ch3/laBaHe Ha OLICHKA, T000psBaHe Ha 3aIUTaTa Ha HHPOpPMaIHsATA
IpY MPEHOC W NP ChXpaHeHHe. Temara € M3KIIOUUTENHO aKTyalHa B HAay4eH M HaydyHO-
IIPWIOKEH aCIIEKT.

2. CreneH Ha Mo3HABAHe ChCTOSIHHETO HA NMP00GJIeMa H TBOPYECKA HHTEPIPETALHS HA
JINTePaTypPHHUSI MaTepHaJ

Hurupanu ca 85 nurepaTypHH M3TO4YHMKA. ENHA YacT OT T4AX He ca onucaHu noapo6Ho,
KOETO INpaBH TOYTH HEBB3MOXHO TAXHOTO HamupaHe. OTKpHBaM ompenesieH Opoii
HETOYHOCTH, 3 IMEHHO:

[Tpu odopmiieHneTo Ha CHABPKAHUETO, TAGIHLHUTE U HUTYPHUTE:

® CIMCBKBT ¢ TaOMMLM HE ChAbpKAa MpaBUIIHATA HOMepauMWs Ha Tabnuuute. Mma
HETOYHOCT NpU onucanuero Ha Tabmuua 1 (cTp.58) — Hanwmcano e ,,Tabela 17,
BMECTO ,,Table 1” (Ha aHru. €3.).

e Jluncesa onucaHue Ha TaOMULUTE B JUCEPTALUOHHUS TPYI.

e HempaBuiHo € u3nonsBaHa Aymata ,Figura® (Bmecto ammi. ayma Figure) 3a
uMeHyBaHe Ha ¢urypute 1, 2, 6 u 7. Yact oT Qurypure He ca ONMHCAHH B
auceptaunonnus tpyn (Figura 1, 2, 6, 7; Figure 3, 4, 5 u npyru). JIuncsa ¢purypa
8 (Figure 8). Fima IA70CTHO HECHOTBETCTBHE Ha ChIbPKAHHETO HA (PUTYpHTE C
JIENCTBUTEIHUTE QUTYPH B TEKCTA.

e M3nmonsBanu ca pa3auyHK MpUGTOBE U pa3MepH MPH 3arilaBHsi, KOUTO ca Ha €IHO
HUBO.

IIpy muTHpaHUATa HA TUTEPATypPHHUTE U3TOUHHUIIM:

e Mma nyGmupany u3roynuuy (Hampumep 17 u 22). JIuTepaTypHHs H3TOYHUK [51]

“Interview with Wayne Ratliff. The FoxPro History” e uutupan Ha Tpu Mecra,



KOHTO HAMAT 00O ¢ IMTEPATypHHUA M3TOYHHUK. JIoKaTo Ha cTp. 45 ce roBopH 3a
CVYB/l dBase, MHTEPBIOTO ¢ YMHTO CH3JATEN € OMMCAHO KaTo M3TOYHMK [51], a
BCBIIHOCT B Ta3M 4acT HE € CIIOMEHATO HUIIO 3a HETO.

e [lonoGen mpumep e ¢ auTepaTypHHUS H3TOYHHK [2] “Administration (2018) —
Definition of administration by Merriam-Webster”, onmceam TepMuHa
»aIMUHUCTPUpaHe/yIIpaBIeHHE", a TO3M H3TOYHUK € W3IOJ3BaH B maparpad,
omucBall 0a3a oT JaHHU Ha cTp. 17. He e sACHO 3aI10 TOYHO TO3M JHMTEpaTypeH
M3TOYHMK € H3I0JI3BaH KaTo TaKbB Ha CTp. 65 B yacrTa , IIpoTHBOMEpKHM Ha
rpemHy 6asy OT JaHHK™, U Ha CTp. 66 NpH OTKpUBaHe U OTroBOp Ha SYN-aTaku.

e Ha cenem mecTa B quCepTALMIOHHUS TPYH ce TOBOPH 3a HoKyMeHT oT “Clark and
Wilson”, HO B TeKkcTa He CBIIECTBYBa peepeHIss KbM TO3U JOKYMEHT. [laxe
HEIIO IMOBEYE — Ha MECTaTa, KbAETO MMa I030BaBaHE KbM TO3M JIOKYMEHT ca
HallUCaHH pePEepPeHINH KbM KOPEHHO pas3lIHYHH [JOKYMEHTH (HampuMmep
usTtouHuuu (23], [36], [56]).

e ®urypa ,,Figure 1: Access to main areas[19]* e KonupaHa OT HHTEPHET aapec
(https://www.cs.uct.ac.za/mit_notes/database/htmls/chp12.html) ,,Chapter 12.
Database Security”, a e mocoueHo UTHpaHe Ha U3TOYHHUK [ 9], KOETO HE € BIPHO.

B I'nasa 1 (B 06em ot 19 crpanuim) u B I'masa 2 (B 06eM ot 15 cTpaHuum), JOKTOPAHTBT
mar. uHK. becapr TIpeGpesa n3BbplIBa Nperien U aHaIUTHYCH 0030p HA ChLIECTBYBALIMTE
KOHLICIIIMH, BUI0BE KOMIIOHCHTH M KIacU(UKALMK Ha Pa3IMYHUTE THIOBE 0a3H OT JaHHH.
CucTeMaTu3MpaHy ca MpeJu3BUKATEICTBATa IPE U3MOI3BAHETO Ha 0a3M OT JaHHHU B FOJIEMH
MEXAYHapOJHH KOMIIAHUH.

[IpaBu ce 3a1b10049€HO pasriekKAaHe Ha Pa3iIMYHH BHIIPOCH, CBbP3aHH ChC CHTYPHOCTTA
Ha JaHHUTE, TAXHOTO YIpaBIEHHME, PEAJHM 3aIUIaXM U IIMPOKO M3IIOJI3BaHH CpEICTBa 3a
3alllUTa, KAKTO U Ha HAYMHa, [10 KOMTO ce IpuilaraT B UEHTPaIHUTe HHCTUTYLIMH Ha PemyOnuka
Kocogo.

3. ChoTBeTCTBHE Ha H30paHATA MEeTOAMKA HA M3CJIeABaHEe U MOCTABEHATA LeJl M 3a1a4H
HA JMCePTAUHOHHHSA TPYA ¢ MOCTUTHATUTE NPUHOCH
OcHoBHaTa LieJ1 Ha AUCEPTALIMOHHUS TPY /I € Aa IIPOYYH CHTYPHOCTTA U IOBEPUTENHOCTTA
Ha ChXpPaHABAHWUTE JaHHM B CBBPEMEHHHU CHUCTEMH 3a ChXpaHEHHE Ha 0a3d OT JaHHH KaTo
Oracle u SQL. Tedbunupanute 3ama4n, KOUTO TpsOBa qa ObAAT pELIEHH Ca:
e PasGupane 1 00sCHEHHE Ha MACTOTO U POJISITA HA CUTYPHOCTTA Ha 6a3uTe OT JaHHHU B
KOHTEKCTa Ha TAXHOTO YIIpaBlIEHHE;
e PasOupane, 00ACHEHHEe M NpUJIaraHe Ha KOHILEILHWH 3a CHI'YPHOCT, CBbP3aHH ChC
CHUCTEMUTE 3a CbXpaHEHHE Ha 0a3u OT JaHHHU;
e Pas0OupaHe, HAEHTHHLHMpaHE M HAMHpaHE Ha pELIEHHs Ha NpoOJIEMH ChC
CUTYPHOCTTa B CHCTEMHTE 3a ChXpaHEHHE Ha 0a3M OT IaHHHU;
e Pa3Oupane Ha OCHOBHHMTEC MEXaHHM3MH 3a CHUTYPHOCT, NPUIIOKEHH B CHCTEMHTE 3a
CbXpaHEHUE Ha 0a3u OT JaHHHU;
® AHaQJIM3MPAHE HA M3MCKBAHUATA 32 KOHTPOJ Ha JOCTHIIA,
e AHanM3upaHe M OlIeHKa Ha OTPAaHNYEHHATA Ha CUCTEMHTE 3a CUTYPHOCT;

I/I36opa Ha MCETOIMWKA 3a aHaJIM3 MU H3CJICABAHE HA IIOCTAaBEHATa LEJI U 3aJadyd Ha
AMCEpTAallMOHHUA TPYO C€ MOTBBPXKAaBa OT TAXHaTa 00OCHOBAHOCT B TpyAaa.

4. IlpuHOCH HA QUCEPTALIMOHHUS TPY

B nuceprauvonnus Tpyzd, aBTOPBT € MOCOYMI 3 MPUHOCA, KOHUTO € OMpeNeni KaTo
Hay4HH, HAYYHO-IIPUIJIOKHHU M MPUJIOKHH. 3a HAyYHO-IIPUIIOKEH IPUHOC MPUEMaM OIMcaHaTa
METO/I0JIOTHs 3a IIPHUJIaraHe Ha TEXHOJIOTHH 3a CUTYPHOCT Ha 0a3M OT JaHHH, KaTo Momo0peH
KOHTPOJI Ha JOCTBbIIa, KPHIITHpaHEe Ha JaHHUTe M momoOpeHo HaGmromenue. OcTaHaauTe



NPUHOCH KIIACUQULMPaM KaTo NPUIIOKHH, & UMEHHO: NMPEATOKEHUTE TOAXOAM 3a AHAJIN3 HA
MEPKHTE 33 CHT'yPHOCT ¥ [IPE/ICTABAHETO Ha PELICHHUE 3a OLICHKA HAa CUI'yPHOCTTA Ha 6a3ara oT
JaHHM Ha LIEHTPaJIHUTEe HHCTUTYIMH Ha KocoBso.

5. IlpeueHka Ha MyGJHKALMHTE MO TNCEPTANMOHHHUS TPYA

3a mpejcTaBsHe HA HAYYHUTE PE3YNTATH OT AUCEPTALMOHHHS TPY/ Ca MyONIMKYBAHH [ET
MmyOJIMKalUMK, B TPU OT KOMTO Mar. mHX. becapr Ilpebpesa e mppsu asrop. Exna ot Tesu
yOIMKalUK € CaMOCTOSATEIIHA.

bsixa otkputu cinemuute 3 utupanus (8 Google Scholar):

Hurnpanns Ha myOnukanusara ,,A Study of Documents Management System Based on Web,
Case study: University* oT:
1) Shunjie Wei, Aimei Zhang, Proceedings Volume 12346, 2nd International Conference
on Information Technology and Intelligent Control (CITIC 2022); 123460X (2022)
https://doi.org/10.1117/12.2653331, Event: 2nd International Conference on
Information Technology and Intelligent Control (CITIC 2022), 2022, Kunming, China
2) Sistem Informasi Arsip Dokumen Berbasis PHP MySQL Pada Kantor Camat Nisam
Antara. (2024). FAHMA : Jurnal Informatika Komputer, Bisnis Dan Manajemen,
22(1), 10-17. https://doi.org/10.61805/fahma.v22i1.107

[utnpanus Ha myOnukanusra ,,Exploring Opportunities: Overcoming E-Commerce
Challenges for Small and Medium-Sized Businesses in Developing Countries” or:

1) Wiyandari, R., & Kirana, N. (2024). The Influence Of E-Wallet Usage, Financial
Literacy And Lifestyle On Financial Management Of Female Civil Servants In
Mempawah District. EKOMBIS REVIEW: Jurnal Ilmiah Ekonomi Dan Bisnis, 12(3),
2475-2486. https://doi.org/10.37676/ekombis.v12i3.6157

Bceunuku ny6mn<aum1 H3CjIeABaT aKTyaJlHU TEMH OT ChbBPEMEHHUS I/IH(bOpMaI.IPIOHeH CBAT.
HpueMaM Hy6HHKaL(PIOHHaTa JIEHOCT 3a HaIbJIHO JlocTaTh4yHa MO 00€M M Ha BHCOKO HAy4YHO
HHUBO.

6. MueHusl, NpenopbKH U OeIeKKH
[Ipeniopbka 3a 0OpMIICHHETO U CTPYKTypara Ha OTAEIHHTE [IIaBH:
e [maBa 2 ,,Cuctemu 3a ymnpapieHHe Ha 6a3d OT JaHHH® € pelHO 1a Obae J9acT oT
I'maBa 1, B K0sATO ce paBuU TUTEpaTypeH 0030p.
3abens3aHu APYTH HETOYHOCTH:
e [IpeanMcTBaTa M HEJOCTATBLMTE HA CHCTEMHUTE 32 yIpaBJieHHe Ha 6a3M OT JaHHH
(CYBI) (1.2.3 m 1.2.3.1) He ca ONMCAHH JETAHIHO U HE Ca TOYHH.

¢ Konconuaupanero Ha Bcuuku nanHu B equa CYBJ] He e HemocTaThk Ha camara
CYB/.

7. 3akao4yeHue

JluceprallMOHHMs. TpyA OTroBaps Ha H3HCKBAHMATA Ha 3aKoHA 3a pa3BHTHE Ha
aKkaJlcMMYHMS CbCTaB Ha PemyOnuka bearapus, Ha IlpaBuiiHMKa 3a HETOBOTO MPHIIOKEHHUE,
KakTo ¥ Ha [IpaBunHuka 3a ycmoBuATa M pega 3a NpuaoGMBaHe Ha HAydHH CTENEHH B
Texumnuecku Yuusepcuter — Codus. IIpenoprusam Ha yBaxkaemoTo HayuHo sKypH 1a IpUCHIN
Ha MarucTep HHXk. Becapr IlpeGpesa oOpasoBaTenHaTa M Hay4yHa CTeleH ,,JJOKTOP* B
npodecronanto Hampasiaenue 5.3 ,, KoMyHHKAalMOHHA W KOMITIOThPHA TEXHMKA" M HaydHa
CHEIHAHOCT ,,ABTOMaTH3MPaHU CHCTEMH 3a 00paboTKa Ha MH(OPMALKS U yIIpaBIeHHE",

24.09.2024 r. YiieH Ha Hay4HOTO XYpH,
rp. Codust VISTGTBAN CEANOBRIISTOR « s 5 & & s 1 13 v sussmsssias § 1 5 5 oosas
/ nou. n-p umx. MBaiino Yenues /
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1. Relevance of the problem developed in the dissertation in scientific and scientific-
applied terms

Effective security measures are essential to protect information against financial loss and
legal consequences. Database security is becoming increasingly critical for several key reasons:
protecting personal and business-critical information, complying with regulations and
standards, financial losses, increasing cyber threats, ensuring business continuity, ensuring the
integrity and availability of the data and several others. The focus of the presented dissertation
1s information protection in databases with application in the central institutions of the Republic
of Kosovo.

The tasks and objectives of the developed dissertation work are related to finding
approaches for creating an assessment, improving the protection of information during
transmission and during storage. The topic is extremely relevant in a scientific and scientific-
applied aspect.

2. Degree of knowledge of the state of the problem and creative interpretation of the
literary materials

The cited literary sources are 85. Some of them are not described in detail, which makes
it almost impossible to find them. I find a few inaccuracies, namely:

In the layout of the table of contents, tables and figures:

* The table list does not contain the correct table numbering. There is an inaccuracy
in the description of Table 1 (p.58) - it is written "Tabela 1" instead of "Table 1"
(in English).

e There is no description of the tables in the dissertation.

e The word "Figura" (instead of the English word Figure) was incorrectly used to
name figures 1, 2, 6 and 7. Some of the figures are not described in the dissertation
(Figure 1, 2, 6, 7; Figure 3, 4 , 5 and others). Figure 8 is missing. There is an
overall discrepancy between the content of the figures and the actual figures in
the text.

e Different fonts and sizes are used for headings that are on the same level.

When citing literary sources:



* There are duplicate sources (eg 17 and 22). The literary source [51] “Interview with
Wayne Ratliff. The FoxPro History” is cited in three places unrelated to the
literary source. While page 45 talks about the DBMS dBase, the interview with
its creator is described as a source [51], and in fact nothing is mentioned about it
in this part.

* A similar example is with the literature source [2] “Administration (2018) —
Definition of administration by Merriam-Webster” describing the term
“administration/management”, and this source is used in a paragraph describing
a database on page 17. It is not clear why this particular literature source is used
as such on page 65 in the section "Countermeasures against bad databases" and
on page 66 in detecting and responding to SYN-attacks.

e In seven places in the dissertation, a document from "Clark and Wilson" is
mentioned, but there is no reference to this document in the text. Even more — in
the places where there is a reference to this document, references to radically
different documents are written (for example, sources [23], [36], [56]).

* Figure "Figure 5: Access to main areas [19]" is copied from the Internet address
(https://www.cs.uct.ac.za/mit_notes/database/htmls/chp12.html) "Chapter 12.
Database Security ”, and a source citation [19] is indicated, which is not true.

In Chapter 1 (in a volume of 19 pages) and in Chapter 2 (in a volume of 15 pages), the
doctoral student MSc. Besart Prebreza performs a review and analytical overview of the
existing concepts, types of components and classifications of the different types of databases.
The challenges to the use of databases in large international companies are systematized.

An in-depth look at various issues related to data security, its management, real threats
and widely used protections, as well as how they are implemented in the central institutions of
the Republic of Kosovo.

3. Correspondence of the chosen research methodology and the set goal, together with
the tasks of the dissertation with the achieved contributions
The main objective of the dissertation is to investigate the security and privacy of stored
data in modern database storage systems such as Oracle and SQL. The defined tasks to be
solved are:
* Understanding and explaining the place and role of database security in the context
of their management.
e Understand, explain and apply security concepts related to database storage
systems.
* Understanding, identifying and finding solutions to security problems in database
storage systems.
* Understanding of the main security mechanisms implemented in database storage
systems.
e Analyzing access control requirements.
e Analyzing and assessing the limitations of security systems.
The choice of methodology for analysis and research of the set goal and tasks of the
dissertation work is confirmed by their justification in the work.

4. Dissertation work contributions

In the dissertation, the author has indicated 3 contributions, which he has defined as
scientific, scientific-applied and applied. As a scientific-applied contribution, I adopt the
described methodology for applying database security technologies such as improved access
control, data encryption and improved monitoring. I classify the remaining contributions as
applied, namely: the proposed approaches for the analysis of security measures and the



presentation of a solution for assessing the security of the database of the central institutions of
Kosovo.

S. Assessment of dissertation publications

Five publications have been published to present the scientific results of the dissertation
work, in three of which M.Sc. Eng. Besart Prebreza is the first author. One of these posts is
self-contained.

The following 3 citations were found (in Google Scholar):

Citation of the research paper ,,A Study of Documents Management System Based on Web,
Case study: University* from:
3) Shunjie Wei, Aimei Zhang, Proceedings Volume 12346, 2nd International Conference
on Information Technology and Intelligent Control (CITIC 2022); 123460X (2022)
https://doi.org/10.1117/12.2653331, Event: 2nd International Conference on
Information Technology and Intelligent Control (CITIC 2022), 2022, Kunming, China
4) Sistem Informasi Arsip Dokumen Berbasis PHP MySQL Pada Kantor Camat Nisam
Antara. (2024). FAHMA : Jurnal Informatika Komputer, Bisnis Dan Manajemen, 22(1),
10-17. https://doi.org/10.61805/fahma.v22i1.107

Citation of the research paper ,,Exploring Opportunities: Overcoming E-Commerce Challenges
for Small and Medium-Sized Businesses in Developing Countries® from:

2) Wiyandari, R., & Kirana, N. (2024). The Influence Of E-Wallet Usage, Financial
Literacy And Lifestyle On Financial Management Of Female Civil Servants In
Mempawah District. EKOMBIS REVIEW: Jurnal Ilmiah Ekonomi Dan Bisnis, 12(3),
2475-2486. https://doi.org/10.37676/ekombis.v12i3.6157

All publications explore current topics of the modern information world. I accept the
publication activity as completely sufficient in volume and at a high scientific level.

6. Opinions, recommendations and notes
Recommendation for the layout and structure of individual chapters:
e Chapter 2 "Database Management Systems" should be part of Chapter 1, in which
a literature review is done.
Other inaccuracies noted:
e The advantages and disadvantages of database management systems (DBMS) (item
2.3 and item 2.3.1) are not described in detail and are not accurate.
e Consolidation of all data in one DBMS is not a disadvantage of the DBMS itself.

7. Conclusion

The dissertation work meets the requirements of the Law on the Development of the
Academic Staff of the Republic of Bulgaria, the Rules for its Application, as well as the Rules
for the Conditions and Procedures for Acquiring Scientific Degrees at the Technical University
- Sofia. I recommend to the respected Scientific Jury to award to MSc. Besart Prebreza the
educational and scientific degree "doctor" in professional direction 5.3 “Communication and
computer technology” and science major “Automated systems for information processing and
management”.

24.09.2024 Member of the Scientific Jury,
Sofia prepared the Opinion: ..........c.oiuiiiiiiiii i
/ Assoc. Prof. Ivaylo Chenchev, PhD, Eng. /



