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BBPXY JMCEPTALHMOHEH TPYA 3a NpuaobuBane Ha 00pa3oBaTelIHA U HAYYHA CTEMEH ,,JOKTOP
IIpodecnonanto Hanpapnenue 5.3. KOMyHHKaUHOHHA ¥ KOMIOIOTHPHA TEXHHUKA

Hokropcka nporpama ABTOMAaTH3MPaHH CHCTEMH 33 00paboTka Ha MHGOPMAIHS U YIIpaBICHHE
Tema na lucepranmonnus tpyn: CUI'YPHOCT HA BA3A JIAHHU (KA3YC: [IPUJIOXXEHUE
B IEHTPAJIHUTE MTHCTUTYLIMU HA PEITYBJIMKA KOCOBO)

Penensent: IIpod. n-p Cotup Huxkonos Cotupos

Hacrosmoro craHoBMIIE ce INpeAcTaBs BBB Bpb3Ka C MpOLEAypaTa 3a 3allUTa Ha
AMCEPTAalMOHHUS TpyZA 3a mpupobusane Ha OHC , Jlokrop” Ha Mmar. umx. Becapr ITpebpesa,
cbriiacHo 3anose Ne OXK — 5.3 —45 or 04.07.2024r., Ha Pextopa Ha TeXHUYECKH YHHBEPCUTET —
Codus JlncepTalMOHHUAT TPYA € M3NOXKeH Ha 195 cTpaHuuM, KaTo B MPEJICTaBEHUS My BHJ €
odopmer BBB: BpBenenue, Llen u 3amaun Ha usciensanero; Msnoxkenue B 5 rmaBu; OCHOBHH
M3BOJM M PE3YNTAaTH KbM JAUCEPTalUMOHHATa paboTa; 3akinioueHue u npenopbku; [IpuHocu Ha
aucepTauroHHus Tpynd; IlyOnukauuu nHa aBTropa BBB BpB3Ka C JHCEPTALMOHHHA TPYI;
JIntepatypa. Bxmrousa 20 ¢urypu u 5 Tabuunu.

1. AKTyaqHOCT Ha pa3paboTBaHMsi B JMCEPTALMOHHUS TPYA Npol/ieM B HAYYHO M
HayYHONPHJIOKHO OTHOWeHHe. CTeneH W HMBA HA aKTYaJHOCTTAa HAa mpobjema u
KOHKPETHHTE 3a/1a4H, pa3paboTeHH B AHCEPTALUATA,

AKTyaJHOCTTa Ha IpobJieMuTe, pasrie/laH! B IUCepTalHOHHUs Tpya Ha Becapt IMpebpesa, ce
OTKpOsIBa KAaKTO B HAy4YHO, TaKa M B HAy4YHOIPUJIOKHO OTHOIIECHHE, 0COOEHO B KOHTEKCTA Ha
3aluTaTa Ha 0asu JaHHM B IBP)KABHH M KOPIOPATHBHH OpraHu3auud. ChbBpeMEeHHATa epa Ha
Obp30TO paspacTBaHe Ha JaHHH MOCTaBs CEPUO3HH [PEN3BUKATENICTBA MPE/ TAXHATA CUTYPHOCT.
Hucepraunsra maeHTHdUUMpa Te3W MNpeAM3BUKATENCTBA W Mpeiara pelleHHs, KOWUTO ca
M3KIIOYUTEIHO BaKHH 3a IOJAbP)KAaHE Ha IIOBEPUTEJIHOCTTA, LEIOCTTa M HAIMYHOCTTA Ha
JaHHHUTE, KOETO g IPaBU HAYYHO aKTyaJlHa.

HayuyHonpunoxkHata akTyalHOCT Ha JMCEpTALMsATa CE M3pa3siBa B HEHHHMTE KOHKPETHH
NPUHOCH KbM 3alMTaTa Ha 0asuTe NaHHM B LEHTpAIHUTE MHCTUTYUMH Ha Kocoso. TpyasT
aHaJM3Upa CHUIECTBYBAIINTE MEPKH 3a 3allMTa, pasKpHBa IPOMYCKU M Ipeasara moao0peHus,
KOHMTO OKMXa MOIVIM [1a C€ MPUIIOXKAT KAKTO Ha HALIHOHAIHO, TAKa U HA MEKIYHAPOIHO HUBO.

Crenenra Ha aKTyaJIHOCT € BUCOKa, Thil KaTO MPOBJIEMHUTE ChC CUTYPHOCTTA Ha Oa3H JaHHH ca
MI00AHN W 3acAraT BCHUYKH CeKTopH. KoHKpeTHHTE 3amaum, pa3paGOTeHM B JMCEPTALMATA,
BKJTIOYBAT aHAJIHM3 Ha YSA3BMMOCTHTE B CHCTEMHUTE 3a yIpaBJICHWE Ha 0a3uM JaHHM, OLIEHKAa Ha
PHCKOBETE U MPEUIOKCHUETO Ha METO/IU 3a IIOBHIIABAaHE Ha CUTYPHOCTTA.

2. CreneH HA MO3HABAHE CHCTOSIHUETO HA MPOG/JIEeMa U TBOPYECKA MHTEPNpPeTaLMs Ha

JIMTEPaTYPHHUSI MaTepuaJl.

B nucepraunonnus tpyn Ha Becapt IlpeGpesa cTenenTa Ha Mo3HaBaHEe HA CHCTOSHHETO Ha
npobiema e 3amxbia0odeHa W goOpe CTPYKTYpHpaHa, KOETO JIMYM OT OOIIMPHHUsA THTepaTypeH
Nperiae] u aHaJIu3a Ha ChIIECTBYBAIINTE KOHUCIIHMU B 00/1acTTa HAa CHTYPHOCTTA Ha Ga3w JaHHH.



B I'masa I: Jlureparypen npernen u oCHOBH Ha 6a3suTe JaHHH Ce PAsTIeKIAT PasTHuHH BULOBE
0a3u 1aHHM, TEXHUTE KOMIIOHEHTH, KaKTO U IPEAU3BUKATENCTBATA U €3ULUTE, CBbP3aHH C TAXHATA
paspabotka. [Ipebpesa nemorcTprpa N06po pasbupaHe Ha Pa3BUTHETO Ha 0a3W JaHHW U CHCTEMH
3a YNpaBIICHUE NIPE3 Pa3IUIHUTE JAECETHIIETH, KOETO IT0Ka3Ba CEPUO3HA OCHOBA B [IO3HABAHETO
Ha nnpobiema

TBopueckaTta WHTEpHpeTalNs Ha JTHTEPATYPHMs MaTepual Ce MpOsBBA B HAYMHMTE, T10
kouro Ilpebpesa chbueTaBa TpaAMLMOHHHTE MOIXOAM ChC CHBPEMEHHHM HHOBalMH |
NPEIVIOKEHUTE PEIIeHHs 3a MMoAoOpsiBaHe Ha CUTYPHOCTTA Ha Gasurte AaHHHM. TpydasT He ce
OrpaHHM4YaBa caMO 10 00o0waBaHe Ha Beye CBHIUECTBYBALINTE MW3CIEABAHUSA, HO IpemIara
KPUTHYHA OLICHKA ¥ TBOPYECKH MMOIXO/H, KOUTO OTTOBapAT Ha ChbBPEMEHHHTE IIPeM3BUKATEICTBA
mpel MHPOPMALMOHHATA CHTYPHOCT, 0COOCHO B KOHTEKCTa HA Ibp)KABHMTE HHCTHUTYLHH B
Kocogo.

3. CoborBercTBHE Ha H30PAaHATa METOAMKA HA U3C/IeABaHe ¢ IOCTABEHATA LeJ U 3a1a4H

Ha JHCePTALMOHHUS TPYI.

B nucepraunonnns tpyn Ha becapr IpeGpesa metoankara Ha u3cnemBaHe ¢ choOpaseHa ¢
LEMTE U 33/1a9NTe Ha M3CIIEABAHETO U SICHO OTPa3sBa TAXHOTO M3NbaHeHHe. OCHOBHATA e Ha
TpyZa € CBbP3aHa ¢ M3CIEABAHETO HA CUI'YPHOCTTA Ha 6a31UTe NaHHHU B LIEHTPAIHUTE HHCTUTYIIHK
Ha PenyOiinka KocoBo, kaTo KOHKpeTHO ce aHanmsupar nporpamute Oracle n SQL.

W3bpanata MeTolMKa BKTIOYBA AHAIMTHYHA MHTEPIPETALMS M XPOHOIOTHYEH Mperie Ha
CHOTBETHATA JOKYMCHTALHs, KOETO OCHTYpsBa JBIOOYHHEH aHaIM3 HAa pa3BHTHETO Ha
3aKOHOJATEJICTBOTO M CHT'YPHOCTTA Ha JaHHU Mpe3 roaunuTte. ChIo Taka, Ka4eCTBEHHAT METOI
C€ M3M10/I13Ba 3a aHANIN3 Ha (HAKTOPHTE, KOUTO OKA3BAT IIPSKO BIUAHUE BbPXY IBIHOTO H3ITbIHEHHE
Ha IPOLECUTE [0 3allUTa Ha JaHHUTE. B ChOTBETCTBUE C MOCTABEHMTE 3a]a4d, METOOIOTHAITA
obxBalla aHAIN3 HAa MbPBUYHN U BTOPHYHH U3TOYHUIM , KOETO T03BONIABA KPHTHIHA OLEHKA Ha
CBIICCTBYBAIITE MEPKH 3a 3alllMTa Ha 0asu JaHHH H IPENJTIOKEHHs 3a Nonobpenus. Tasu
METOAMKA € HalbJIHO CHOTBETCTBAIA HA LENIUTE HA JMCEPTAlMATA, KOMTO BKJIHOYBAT
MACHTU(UIMpPaHe W OOsICHEHHE Ha NMPOOJIEMUTE ChC CHTYPHOCTTAa Ha GasWTe DaHHH, KAKTO W
paspaboTBaHe Ha IPAKTUYECKH HACOKH 3a TAXHOTO IIPEO/I0JIABAHE.

4. Kparka aHaINTHYHA XaPAKTEPHCTHKA HA €CTECTBOTO M OLEHKA HA JOCTOBEPHOCTTA

Ha MaTepHasIa, BbPXY KOWTO ce rpaasT MPUHOCHTE HA INCEPTALIMOHHUS TPy,

Kpurnynara onenka Ha MaTepuaia, BbpXy KOHTO Ce IPajisAT IPHHOCUTE Ha JAUCEPTALHOHHHS
Tpyn Ha becapr IlpeGpesa, mokassa, ye M3TOYHHUMTE Ca aKTyalHd, HANEXIHH U OOLIHPHH.
W3nonsBaHnTe MaTepuany BKIFOUBAT HAYYHH CTATHHM, TUCEPTALMH, PABHTEICTBEHH JOKIANH U
MEXIYHapOIHH CTaHIApTH, CBBP3aHU ChC CUI'YPHOCTTA Ha 0a3W NaHHM M 3allMTaTa Ha JUYHU
AAHHH, KOETO IEMOHCTPHpA N06pa OCBENOMEHOCT U BHUMATEJECH NOAGOP Ha M3TOYHMIIUTE.

EcTecTBOTO Ha MaTepuana € MHOTOACNEKTHO , Thil KaTo 06XBama KakTo TEOPETHYHH
M3CIIEJIBAHNA , TaKa M IPAKTHIECKU aHAIIM3H , KOUTO Ca PEJICBaHTHHU 38 TeMara Ha JMCepTaLyATa.
Hanpumep, TpyasT pasriexna ocHOBHHU cTaHaapTH KaTo Tesu Ha Oracle n SQL cucTeMu, KakTo u
MEXIYHApOAHH 3aKOHOAATCITHA PAMKH 32 3aLUTa Ha IaHHH, KaTO €BPOIEHCKUTE U HALIMOHAIHUTE



3aKoHH Ha Perny6muka Kocoso. Topa faBa 106pa ocHOBa 3a H3CTIe/IBaHe Ha CUI'YPHOCTTA Ha GasuTe
JIaHHW B HHCTUTYUMHTE Ha KOCOBO, KOETO € B OCHOBATa Ha JUCEPTALMOHHMS IPUHOC.

JlocToBepHOCTTa Ha MaTephana € BHCOKA, ThHl KaTo W3TOUHHIHMTE ca MPEIUMHO OT
PEHOMHpAaHM Hay4YHH MyONHMKAaUWK W OQULMATHH IIPaBUTEICTBEHA IOKYMEHTH. BhIpeku ToBa,
MMa M3BECTEH PHCK, CBBP3aH C OTPAaHUYCHUATA HA JAHHHUTE, KOMTO ca creuuduunn 3a Kocoso,
KO€TO MOK€ J]a OTpaHUYH MBJIHOTATA HA aHAJIN3a Ha MMO-ro6anHo HuBo. Ho 3a mocraBeHHTE LIesTH
Ha UcepTallusaTa — CUTYPHOCT Ha IaHHHWTE B KOHTEKCTa Ha KocoBo — MaTepuansT € moaxomsiy
U I0CTaTbYHO JOCTOBEPEH.

5. Hay4Hu u/uiam HayYHONIPHJIOKHH MPHHOCH HA AUCEPTAMOHHUS TPY/

CobriaceH ¢bM ¢ IPUHOCHTE GOPMYIIMPAHH OT HOKTOPAHTA.

6. OueHka 32 CTeNEHTa HA IMYHOTO y4ACTHE HA AMCEPTAHTA B MPHHOCHTE.

CrenenTa Ha nMYHOTO y4acTe Ha Becapt IIpebpesa B mpuHOCHTE Ha AUCEPTALHOHHUS TPy
¢ 3HAYUTENIHA U ACHO H3pa3cHa. Bb3 0cHOBa Ha MeTOONOTUATA, H3IION3BaHa B M3CIEIBAHETO, U
HalpaBeHUTE 3aKIIOYCHHS, TOKTOPAHTHT € y4acTBaJl aKTHMBHO KaKTO B TEOPETHYHATA, TAKa U B
NpPaKkTUYeCcKaTa 4acT Ha U3CICABAHETO.

[IbpBO, aHANM3BT HAa CHTYPHOCTTa Ha Ga3UTe JAHHHU B LIEHTPAIHMTE HHCTHTYIHH Ha KocoBo
noKa3Ba AbJOOKA JMYHA AHTAKMPAHOCT HAa HOKTopaHTa. IlpeGpesa e mpoBen coGCTBEHH
npoy4yBaHus U uHTepBIOTa ¢ UT mepconan B uHCTUTYIIMKMTE HA KOCOBO, KaTO 10 TO3W HAYHH €
ChOpal OpUIMHAIHM €MNMPUYHH NaHHM. Te3n JaHHM ca B OCHOBaTa HAa HPAKTHUCCKUTE
TIPENOpPBKY M M3BOJIM, HAllpaBeHH B aucepranuara [6fsource] .

PaspaboTenaTa olleHKa Ha TEKYIIOTO ChCTOAHKME Ha CUTYPHOCTTa Ha 0a3uTe manHU B KocoBo
€ NPSIKO CBBp3aHa C JIMYHUS IPUHOC Ha JOKTOPAHTA, KOMTO € OCHINECTBUII CUCTEMATUYEH aHAIIN3
Ha 3aIUIAXUTE U YA3BHUMOCTHUTE. TOBa NMYM U OT IPOBEICHUTE aHKETH, KAKTO ¥ OT aHAJM3a Ha
AOKYMEHTH OT ABP)KaBHUTE UHCTUTYLIHH, KOHTO € H3BBPIIEH 10/l HETOBO PHKOBOJCTEO.

B 3akstouenue, MPUHOCHTE Ha JOKTOPAHTA HE Ca caMO TEOPETUYHH, a BKJIFOYBAT 3HAYMTETHA
JIM4Ha paboTa Mo CHOMPaHEeTO U aHaIN3a Ha JaHHH, KaKTO U 110 pa3paboTBAHETO Ha MPAKTHYECKHU
pelreHus 3a moxo0psABaHe Ha CUT'YpHOCTTa Ha 0a3uTe JaHHH. ToBa MOKa3Ba BHCOKA CTEIEH HA
Y9acCTHE U aHT'a)KUPAHOCT OT CTPAaHA Ha JJOKTOPAHTa

7. Ilpenenka Ha myGIMKALMHTe IO JHCEPTAUMOHHMSI TPyA: Opoi, XapakTep Ha

H3JaHHUATA, B KOUTO ca oTHeYaTaHH.
JlmcepranThbT uMa 5 myOIMKAINK BB BPB3Ka C AUCEPTALMATA, OT KOUTO 1 B COOPHHUIIH C JOKIALM
Ha M&XKIYHapOAeH Hay4eH (GopyM (MHAEKCHpaHa B SCopus), B MEXIYHAPOAHHU KYPHAIH - 3
nyOIuKaIuy;
Bewnuku nyGnukauuy ca Ha aHrIHiicky e3uk. EjHata e camocrosTenna. Benuky my6nmkanmu ca
TNpEeIBapUTEITHO PELICH3UPAHU M Ca ITyOIMKYBaHH B IIBJIHHUA UM 00eM. CBJIracHO cripaBka B Scopus
JOKTOPaHTBT UMa | nutupane

8. M3moJusBaHe Ha pe3yJTaTHTe OT AMCEPTALMOHHUSA TPYA B HAYYHATa H COIMATHATA
npakTuka. Hannune Ha MOCTMIHAT NpSK MKOHOMUYeCKH edekT U mp. JIokymeHTH, Ha
KOHTO C€ OCHOBABa TBBPJICHHUETO.



Pesynrarure oT nucepraiuoHHus Tpya Ha becapt [IpeGpes3a uMaT 3HaunTeIeH TOTEHIHMAT 32
NpUJIOXKEHHE KAKTO B HAayyHara, Taka M B COLMAIHATa IPAaKTHKAa. B HayyeH KOHTEKCT,
AMcepTalusATa Mpeaiara HOBU IMOAXO0M Y PELIEHHs 3a CHTYPHOCTTA Ha 0a3u JaHHH, KaTo U3CIeBa
YSA3BUMOCTHUTE U MIPEAM3BUKATEIICTBATA, CBbP3aHM C TSAXHATa 3alura. HaydyHHUTe MPUHOCH MOraT
fa ObIaT M3MON3BAaHM 3a MO-HATATBLIHM HM3CIEABAHUA B 00/1acTTa Ha MHQPOPMALMOHHATA
CHI'YpHOCT, 0COO€HO B KOHTEKCTa Ha YNpPaBJICHHE HAa NAaHHW B JbPXKABHH W KOPIOPATHBHHU
HHCTHTYLIUH.

9. OueHka Ha CLOTBETCTBHETO HAa aBTOpedepaTa ¢ M3UCKBAHUATA 32 U3TOTBAHETO MY,

KaKTO U Ha aJleKBaTHOCTTA HA 0TPa3siBaHe HA OCHOBHHTE MOJIOKEHUsI U MPUHOCHTE
Ha JHCEPTALMOHHHUSA TPYII.
ABTopedepaThT CHOTBETCTBA HA JUCEPTALHOHHUS TPYA U € pOpMaTHpPaH ChINIACHO H3HCKBAHHUATA
Ha Texauyeckus yHusepcuret - Codusl.

10. MHeHus1, IpenopbKH M OeJIesKKH.

Borpeku ye aucepranuaTa € HacoYeHa KbM TEXHOJIOTHYHH PEILlEHus, 61 MOTJIO 14 Ce BKIIOYH
M M0-331BJI00YEH aHAIW3 Ha YOBEWIKHMsA (DAKTOP B CHUTYPHOCTTAa Ha 0Oa3WTe JaHHHU. YecTo
YA3BUMOCTHTE MPOM3TUYAT OT YOBELIKH IPELIKH MM HEJOCTaThUHA OCBEAOMEHOCT, KOETO HE €
HAaITBJIHO aPECUPAHO.

11. 3ak/I04YeHHe ¢ SICHA MOJIOKHTEJTHA WIH OTPHLATETHA OUEHKA HA AHCEPTANHOHHHS

TpYyA.

HucepraunonuuaT Tpya Ha mar. unk. becapr IIpebpesa cbabpika Hay4HOOOOCHOBAHM pPELLEHHs
Ha aKkTyajleH npobieM B obmacTra Ha pa3paboTkara Ha HHGOPMALMOHHU cucTeMd. CUuTam, e
NPECTaBeHUAT AUCEPTALMOHEH TPYA OTroBaps Ha M3MCKBAHUATA HAa 3aKOHA 3a pa3sBUTHE Ha
akajieMUyYHus cheTaB B Penybnuka bbarapus. Ha ocHoBaHne Ha TOPEN3I10/KEHOTO, CH NO3BOJISBAM
na npenoppyaM Ha Ilounraemoro Haywno kypw, HazHaueHo c¢be 3amosen OX — 5.3 — 45 ot
04.07.2024r. nHa Pextopa Ha Texumdeckus yHuBepcureT — Codus, 1a NPUCHAM HAa Mar. HHX.
becapr [Ipebpesa oGpasoparennara u HayuHa creneH ,,JJOKTOP”, [Ipodecuonanto HanpasneHue
5.3. KoMyHWKalMOHHA ¥ KOMITIIOTBPHA TEXHMKa, J[OKTOpCKa mporpama ,,ABTOMaTH3UPaHH
cucTeMH 3a 00paboTka Ha HH(OpPMaLUs U yIpaBieHHE .

ITonmnuc:

/mpo¢. Cotupos/



OPINION

on the PhD thesis for obtaining the educational and scientific degree "Doctor"

Professional field 5.3. Communication and Computer Engineering

Doctoral program: Automated Information Processing and Control Systems

Title of the Dissertation:. DATABASE SECURITY (CASE STUDY: APPLICATION IN
CENTRAL INSTITUTIONS OF THE REPUBLIC OF KOSOVO)

Reviewer: Prof. Dr. Sotir Nikolov Sotirov

This opinion is presented in connection with the procedure for the defense of the PhD thesis for
obtaining the educational and scientific degree "Doctor" by MSc. Eng. Besart Prebreza, in
accordance with Order No. OJ — 5.3 — 45 from 04.07.2024, issued by the Rector of the Technical
University of Sofia.

The dissertation is structured in 195 pages, and in its current form, it includes: Introduction,
Research Objectives and Tasks, five chapters of content, Key Conclusions and Results related to
the dissertation, Conclusion and Recommendations, Contributions of the dissertation, Publications
of the author connected to the dissertation, and Literature. It contains 20 figures and 5 tables.

1. Relevance of the problem addressed in the dissertation in scientific and applied research terms.
The degree and levels of relevance of the problem and the specific tasks developed in the
dissertation.

The relevance of the problems addressed in Besart Prebreza's dissertation stands out both
scientifically and practically, especially in the context of database security in governmental and
corporate organizations. The modern era of rapid data growth poses serious challenges to data
security. The dissertation identifies these challenges and proposes solutions that are critically
important for maintaining the confidentiality, integrity, and availability of data, making it
scientifically relevant,

The applied relevance of the dissertation is expressed in its specific contributions to the protection
of databases in the central institutions of Kosovo. The work analyzes existing security measures,
reveals gaps, and proposes improvements that could be applied both nationally and internationally.

The degree of relevance is high, as database security issues are global and affect all sectors. The
specific tasks developed in the dissertation include analysis of vulnerabilities in database
management systems, risk assessment, and the proposal of methods to enhance security.

2. Knowledge of the state of the problem and creative interpretation of the literature.

In Besart Prebreza's dissertation, the knowledge of the state of the problem is in-depth and well-
structured, as demonstrated by the extensive literature review and analysis of existing concepts in
the field of database security. In Chapter I: Literature Review and Fundamentals of Databases,



various types of databases, their components, and the challenges and languages associated with
their development are discussed. Prebreza shows a solid understanding of the evolution of
databases and management systems over the decades, demonstrating a strong foundation in the
knowledge of the problem.

The creative interpretation of the literature is manifested in the ways Prebreza combines traditional
approaches with modern innovations and proposed solutions for improving database security. The
work does not merely summarize existing research but offers critical assessments and creative
approaches that address contemporary challenges in information security, particularly in the
context of government institutions in Kosovo.

3. Compliance of the chosen research methodology with the set objectives and tasks of the
dissertation.

In Besart Prebreza's dissertation, the research methodology is aligned with the objectives and tasks
of the study and clearly reflects their fulfillment. The main goal of the work is related to the
investigation of database security in the central institutions of the Republic of Kosovo, with a
specific focus on Oracle and SQL programs.

The selected methodology includes analytical interpretation and a chronological review of relevant
documentation, providing an in-depth analysis of the development of legislation and data security
over the years. In addition, the qualitative method is used to analyze the factors that directly
influence the full implementation of data protection processes. In line with the set tasks, the
methodology encompasses analysis of primary and secondary sources, allowing a critical
evaluation of existing database protection measures and offering suggestions for improvements.
This methodology fully corresponds to the dissertation's goals, which include identifying and
explaining database security issues and developing practical guidelines for overcoming them.

4. Brief analytical characterization and evaluation of the reliability of the material on which the
contributions of the dissertation are based.

The critical evaluation of the material, on which Besart Prebreza's dissertation contributions are
based, shows that the sources are current, reliable, and comprehensive. The materials used include
scientific articles, dissertations, government reports, and international standards related to database
security and personal data protection, demonstrating good awareness and careful selection of
sources.

The nature of the material is multifaceted , as it covers both theoretical research and practical
analyses relevant to the dissertation topic. For example, the work examines key standards such as
those of Oracle and SQL systems, as well as international legislative frameworks for data
protection, including European and national laws of the Republic of Kosovo. This provides a solid



foundation for exploring database security in Kosovo’s institutions, which is central to the
dissertation's contributions.

The reliability of the material is high, as the sources are primarily from reputable scientific
publications and official government documents. However, there is some risk related to the
limitations of data specific to Kosovo, which may restrict the completeness of the analysis on a
more global level. However, for the dissertation's stated goals—database security in the context of
Kosovo—the material is appropriate and sufficiently reliable.

5. Scientific and/or applied contributions of the dissertation.
I agree with the contributions formulated by the PhD candidate.

6. Evaluation of the degree of personal contribution of the PhD candidate to the contributions.
The degree of personal contribution of Besart Prebreza to the dissertation's contributions is
significant and clearly expressed. Based on the methodology used in the research and the
conclusions drawn, the PhD candidate has actively participated in both the theoretical and practical
parts of the research.

First, the analysis of database security in the central institutions of Kosovo demonstrates the deep
personal involvement of the candidate. Prebreza conducted his own research and interviews with
IT staff in Kosovo's institutions, thus gathering original empirical data. These data are the basis
for the practical recommendations and conclusions made in the dissertation.

The developed assessment of the current state of database security in Kosovo is directly related to
the candidate's personal contribution, who systematically analyzed threats and vulnerabilities. This
is evident from the surveys conducted and the analysis of government documents, which was
carried out under his leadership.

In conclusion, the PhD candidate’s contributions are not only theoretical but also include
significant personal work in data collection and analysis, as well as in the development of practical
solutions for improving database security. This shows a high degree of participation and
commitment on the part of the candidate.

7. Assessment of the publications related to the dissertation: number, nature of the journals in
which they are published.

The PhD candidate has 5 publications related to the dissertation, of which 1 is in the proceedings
of an international scientific forum (indexed in Scopus), and 3 in international journals.

All publications are in English. One of the publications is single-authored. All publications were
peer-reviewed and published in full. According to a Scopus check, the PhD candidate has 1
citation.



8. Use of the dissertation results in scientific and social practice. Presence of direct economic
effect and supporting documents.

The results of Besart Prebreza’s dissertation have significant potential for application in both
scientific and social practice. In a scientific context, the dissertation offers new approaches and
solutions for database security, exploring vulnerabilities and challenges related to their protection.
The scientific contributions can be used for further research in the field of information security,
particularly in the context of data management in governmental and corporate institutions.

9. Evaluation of the compliance of the abstract with the requirements for its preparation, as well
as the adequacy of the reflection of the main points and contributions of the dissertation.

The abstract corresponds to the dissertation and is formatted according to the requirements of the
Technical University of Sofia.

10. Opinions, recommendations, and comments,

Although the dissertation is focused on technological solutions, a more in-depth analysis of the
human factor in database security could be included. Vulnerabilities often arise from human errors
or insufficient awareness, which is not fully addressed.

11. Conclusion with a clear positive or negative assessment of the dissertation.

The PhD thesis of MSc. Eng. Besart Prebreza contains scientifically substantiated solutions to a
relevant problem in the field of information systems development. I believe that the presented
dissertation meets the requirements of the Law on the Development of the Academic Staff in the
Republic of Bulgaria. Based on the above, T recommend to the Honorable Scientific Jury,
appointed by Order OJ — 5.3 — 45 dated 04.07.2024 by the Rector of the Technical University of
Sofia, to award MSc. Eng. Besart Prebreza the educational and scientific degree "Doctor" in
Professional field 5.3. Communication and Computer Engineering, Doctoral program "Automated
Information Processing and Control Systems."

Signed:
/Prof. Sotirov/



