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CTAHOBI,IIUE

Bbpxy Aucepraul{oHeH TpyA :a npu4o6uBaHe Ha o6pa:orareJrHa r.r Haf{Ha creneH ,,goKTop"
flpo$eczouirnHo HanpaBJreHHe 5.3. KorvryHr.rKarlnoHHa r.r KoMnrorbpHa rexHr{Ka

florropcxa nporpaMa Aerolvlaru:vpa:afi cr.rcreMr.r:a o6pa6orxa ua uu$opMaur,r, H ynpaBneHr.re

Teua ua.{zcepraquoHH}r, rpya: CI{|yPHOCT HA EA3A AAHHI4 (KA3YC: IIPI4nOXEHI4E
B UEHTPAJTHT4TE r4HCTr4TyIlI4r4 HA pErryEJrr4KA KOCOBO)
PeqeHseHr: IIpoO.g-p Corup Huxoroe Corupon

Hactorrqoro craHoBl,Iue ce npeAcraB, BbB Bpb3Ka c npoueAypara ga 3aulr,rra Ha

Allceprarlr4oHHu, rpyA sa npu4o6prBaHe Ha oHC ,,,[oKTop" Ha Mar. nnx. Eecapr flpe6pesa,
ctruIacHo 3anoBer }lb O)I{ - 5.3 - 45 or 04.07.2024r., ua Pexropa Ha Texnu.{ecKr.r yHr4Bepcvrer -
CoSux llrcepraquoHHrtflr rpyA e r,r3Jroxen na 195 crpaHr,run, Karo B npeAcraBeHnfl My Br4A e

o0opueH rtn: BroegeHue, I{er v 3aILaqu Ha r{3cneABaHero; IlsroxeHze a 5 uanu; OcHoeHu
H3BoAI4 I{ pe3ynrarl.r KbM .{Hceprarl}roHHara pa6ora; 3axrro.{eHue r4 rrpenoprxu; flpuHocr{ Ha

AIrcepraIInoHHHs rpyA; fly6nzxaqnu Ha aBTopa BbB Bp63Ka c Ar,rceprarlr4oHHr.rfl rpyA;
Jlureparypa. Bxrrc.rsa 20 $wrypn u 5 ra6tu\u.

1. Axrya.nnocr Ha pa:pa6ornaH[q B AltcepraulrouHuq rpya npo6JreM B HayrrHo lr
Hayqno[puJro)Iuo orHoureHlle. Crenes rr HuBa Ha arcyaJrHocrra na npoOleua u
KoHKperHr{Te 3aAarrrl, parpa6oreHr{ B Arrceprarlfisra.

Axryaluocrra Ha npo6leunre, piBrneAaHr.r B luceprarlrroHHr.rf, rpyA Ha Eecapr flpe6pe:a, ce

orKpo.tlBa KaKTo B HayqHo, 'Iar.a fi B HafrHolplrnoxHo orHorueHlre, oco6eno B KoHTeKcra Ha

3aIIII{Tara Ha 6asu AaHHLI B ABpxaBHI4 Lr Koptroparnutr4 opraHr.r3arluu. CrepeueHHara epa Ha

6tp:oro pa3pacrBaHe Ha AaHHI4 nocraBfl ceppro3Hr{ rrpeAr{3BnKareJrcrBa rrpeA TrxHara cr.rrypHocr.

flvcepraqr.rrra HAeHTr.rQuqrpa re:u lpeAr,r3Br.rKareJrcrBa r{ trpeAnara pe[reHlts, Kor,rro ca
H3KJIIOTILITeJIHO BaXHH 3a nOA46pXaHe Ha flOBep]rrenHocma, ueJlocTra r.I Harr,rrrHocrTa Ha

AaHHnTe, KOeTO.'I [paBL.I HarrHo aKTyanHa.

Hay*ronpruloxHara aKTyanHocr Ha Ancepra\uflTa ce [3pa3f,Ba s HefiH[Te KoHKperHr.r

rIpI.IHocIa KbM 3axllrrara Ha 6asure AaHHr,r B rleHTpanHilTe vtHcrytryrlr4u na Kocoso. Tpyarr
auaJtv3krpa cbluecrByBaull{Te MepKr,r 3a 3arrlrrra, pa3Kpr{Ba rrpo[ycKr,r v npeAnara uogo6peuua,
Kol.Iro 6nxa uornn Aa ce [punoxar KaKTo Ha Haur.roHiurHo, raKa r{ Ha MexAyHapoAHo Hr.{Bo.

Crenenra Ha aKTyilnHocr e BIrcoK a, rl,.it xaro npo6reMr,rre cbc cur)pHocrra sa lazu.qaHHrr ca
rlo6aluu vI 3acfliar BcI{qKI4 ceKTopu. KoHxperuure 3aAarur, pa:pa6oreu}r B Ar{ceprar\yrflTa,
BKJIloqBar aHiInI,I3 Ha yfl3Bl,IMocrr.rre B crrcreMr,rre 3a y[paBJreHr.re sa 6azu AaHHr,r, oueHKa Ha

pncKoBere rr [peAnoxeHr.reTo Ha MeToAr,r 3a [oBr.rmaBaHe Ha cr.rrypHocTra.

2. Creneu Ha rro3HaBaHe cbcroqHrrero Ha npo6leMa rr rBoprrecKa [HTepflperaquq Ha

JrI|TepaTypHrrfl MaTepr{aJr.

B lucepraqploHHa, TpyA Ha Becapr flpe6pesa creleHra Ha rro3HaBaHe Ha cscrof,Huero Ha

npo6lelta e sagtl6oueHa I{ 4o6pe crpyKrypvpaHa, Koero Jrrrq}r or o6urupnua JrrrreparypeH
[perneA v aHufilsa Ha cblrlecrByBarqr,rre KoHuenrlr4r.r e o6racrra Ha curypHocrra Ha 6azu laanu.



B firasa I: JlurepatypeH [perJIeA I4 ocHoB[r Ha 6asnre AaHHr{ ce pa3rnexAar pa3nuqHr,r BrrAoBe

6azu gauuvt, TexHlrre KoMIIoHeHTI4, KaKTo rr flper]r3B]rxareJrcrBara u e3r4u]ITe, cBbp3aHr,r c rflxHara
paspa6orxa. flpe6p*a AeMoHcrpnpa go6po pa:6upaHe Ha pa3Br.rrr4ero Ha 6asu AaHHu r,r ctrcreMr,r
3a yrIpaBneHI.Ie npe3 pa3nvqHlrre Aecerr{Jlerl{.rr, Koero noKa3Ba ceplro3Ha ocHoBa B rlo3HaBaHero
Ha npo6letra

Tropvecrara uHTepflperallI{f, Ha nr4Teparyp:ar4fl MarephaJr ce flpo.rrBf,Ba B Har{HHHTe, no
KoHTo flpe6pe:a cbqeraBa rpaAlrqrroHHr{Te EoAxoArr cbc ctBpeMeHHr,r rrHoBar.Iuu LI

npe.4noxeHzTe pelneHur, sa no4o6pxraHe Ha curypHocrra sa lasure AaHHr4. Tpyasr He ce
orpaHl4qaBa caMo Ao o6obutrasaHe Ha Beqe cbrrlecrByBaullrre lr3cJreABaHrrs, Ho rrpeAnara
KpI4TI4rIHa OUeHKa U TBOpqeCKLI IIOAXOAT4, KOI4TO OTrOBaprT Ha cbBpeMeHHlrre npeAI,I3Bt4KaTeJrCTBa

npe4 anSopMaIIXoHHara clrrypHocr, oco6eno B KoHreKcra Ha AbpxaBuprre rrHcrrrryrlrau B

Kocoso.

3. CroreercrBrle Ha u:Opauara MeroAIrKa Ha rr3cJreABaHe c nocraBeuara rleJr rr 3aAaqlr
Ha ArrcepTaur{oHHHfl TpyA.

B 4ucep'raqlroHHtu rpyA Ha Eecapr flpe6pesa MeroAr4xara Ha r43sJrerBaHe e cro6pa:eua c
Ilenlzre il 3a4a,rvlTe Ha Ir3cJIeIBaHero rucHo orpa3rBa rtxHoro LI3nbJIHeHIre. OcnoeHata qen Ha

rpyra e cBbp3aHa c I,I3cneABaHero Ha curypHocrra Ha 6asure raHHu B ueHTpanHr4Te r{HcrrzTyrlr4r4

na Peny6nuxa Kocoeo, Karo KoHKperHo ce aHanr.r3r4par flporpaMr.rre Oracle u SQL,
I'Is6pauara MeroAI{Ka BKJIIoTIBa auarnTr4r{Ha rrHTepnpera\ufl. H xpoHonoruqeH rrperneA Ha

cborBerHara AoKyMeHTarlrfl\ Koero ocurlpf,Ba grn6o.ruuen aualtu3 Ha pa3Br{Tuero Ha

3aKoHoAarencrBoro H cl4rypHocrra Ha AaHHr4 [pe3 toAtrHnre. Ctqo raKa, KaqecrBeHr{rr MeroA
ce I'I3tIoJBBa 3a aHaJII,I3 na Sarropure, Korrro oKa3Bar npf,Ko BJrr.rrHr{e Bbpxy rrbJrHoro kt3rrbJrHeHr,re

Ha npoqecnre rlo 3auILITa Ha IaHHLrre. B croreercTBile c nocraBeHure 3allaqqr" MeToAonol:r4flTa

o6xnaua aHaJIIr3 Ha rIBpBVqHu I,I BTopIlrIHr.I a3Tor{Hrrllpr , Koero rro3Boilf,Ba KpI4TL{r{Ha orIeHKa Ha

c:ruecrByBalullTe MepKvt 3a 3aIrIHTa sa 6azn AaHHH r{ trpeAnoxeH:afl 3a lo4o6peuax. Tazu
MeroAI4Ka e HaTIbJIHO CbOTBeTCTBaUIa Ha Uenr{Te Ha Arlceprarln ITa, Kot4To BKJrrOqBar

I'IA9HTI4OI,IUIIpaHe z o6.f,cueHlte Ha npo6lennre c6c cr,rrypHocrra sa lazute AaHHra, KaKTo H
paspa6ornaHe Ha [paKTrrqecKil HacoKt4 3a rf,xHoro rrpeo,qon.,rBaHe.

4. Kparxa aHaJrI{TnrrHa xapalcTeprrcrrrxa Ha ecrecrBoro r{ oueHKa Ha AocroBepHocrra
Ha Marepl{aJra, Bbpxy xofiro ce rpaAqr rlprrHocrrTe Ha ArrcepraunoHHuq TpyA.

Kpurzuuara oIIeHKa Ha Marepuana, Bbpxy xofiro ce rpaA.f,T rrpr,rHocr,rre Ha Ar,rceprauraoHHz,
TpyA Ha Eecapr flpe6pesa, [oKa3Ba, qe u3ToqHr,rur,rre ca aKTyrurHr4? Ha4exAHH tt olttupuu.
I4gnongeaHkITe MarepuaJII'I BKJIaqBar Har{Hr4 crarztzr,.qvceprarlzkt, rrpaBr,rreJrcrBeHz AoKnaAr4 r,r

MexAyHapoAHI.{ craHAaprIr, cBbp3aHrr c6c cr.rrypHocrra sa 6azw AaHH}t }r 3arrlrrrara Ha Jrr,rqHH

Aa]HHn, Koero AeMoHcrplrPa Ao6pa ocBeAoMeHocr IE BHr.rMareJreH uo,q6op Ha u3TorrHr4rl14Te.

Ecrecrsoro Ha MarepuaJla e MuoroacleKTHo , mfi ra:ro o6xnaqa KaKTo reoperr.rrlHl,I
v3cne4BaHvt , TaKa I,I IIpaKTIIqecKV aHiIrI[3Ir , KOI4TO Ca peneBaH'IIg.Ia 3a TeMaTa HA lr4cepTal\uflTa.
Hanpnltep, TpyAbr pa3rnexAa ocHoBHI4 craHAapru Karo re3v sa Oracle u SQL cacreMr4, KaKro r{
MexAyHapoAHLI 3aKoHoAarenHV paMro{ 3a 3ar[r,rra HaAaHHv! Karo eBponeficxu're 14 HarluoHaJrHr4re



3aKoHlI Ha Pe[y6nI4Ka KocoBo. Tona Aasa 4o6pa ocHoBa 3a r.r3cJreABaHe Ha cr.rrypuocrra Ha 6asure
AaHHII B l{Hcrlrr)rqulrre Ha Kocoeo, Koero e B ocHoBara Ha,u4ceprarrr4oHHr4, flprrHoc.

[ocronepHocrra Ha Marepnana e Br4coKa, rtfi xaro r43Tor{Hr4rlr.rre ca npeAr,rMHo or
peHoMHpaHI'I Ha)AHa uy6lzxaqun n oQuqairnHz [paB]rreJrcrBeH]r IoKyMeHTr4. Brnpexu rona,
IrMa I{3BecreH pI,IcK, cBbp3aH c orpaHuqer:.rflTa Ha AaHHr.rre, Kor4To ca cnequSuqHr.r 3a Kocooo,
Koero Moxe Aa orpaHlrqr{ ntJIHorara Ha aHaJrr{3a Ha rro-rno6alHo Hr4Bo. Ho sa flocraBeHr,rre rlenu
Ha Al,Iceprallplrra - cplrypHocr Ha AaHHr4Te B KoHTeKcra Ha Kocoeo 

- Marepairnbr e nolxoArrq
r.r AocTarbqHo AocToBepeH.

5. Hayunu ulwtu HayrrHo[p[JroxHr.r nprrHocr{ Ha Arrceprau[oHHuq rpyA
Crrraces cBM c [pprHocr.rre SoprraynupaHpr or AoKTopaHra.

6. OueHxa 3a cre[eHTa Ha JrrrrrHoro yrracrne Ha ArrcepraHTa B rrpr,rHocr.rre.
Crenenta Ha nlrqHoro 1"{acrile na Eecapr flpe6pesa B npr{Hocr{Te Ha .{nceprarruoHHru rpyA

e 3Har{I4TerHa 14 ,cHo I'I3pa3eHa. Btg ocHosa Ha MeroAoJlofrarra, rr3rroJl3BaHa B I,I3cneABaHero, I{
HanpaBeHI4Te 3aKIIOqeHI4q, AOKTOpaHTbT e ) racrBiul aKTI4BHo KaKTO B Teoperur{HaTa, TaKa I4 B

lpaKTl4r{ecKaTa r{acT Ha I{3cneABaHeTO.

fltpeo, aHIIJIIr3I,T Ha cl4rypHocrra Ha lazvrre AaHHw B ueHTpanHr{Te ,.rHcrr{T},rlrru Ha Kocoeo
[oKa3Ba 4u6oxa JrI4qHa aHraxapaHocr Ha AoKTopaHTa. llpe6pe3a e npoBen co6creeHu
npo) IBaHLIf, 14 I4HTepBlora c I4T nepconaJr B r,rHcruTyrlprilre ua Kocono, Karo no ro3pt Haqp1H e

cs6pan opvrlrHanHu eMrII{pnqHH AaHHr4. Te:z 4anntr ca B ocHoBara Ha flpaxTzr{ecKure
npeflopbKr.r pr r43BoAr{, HanpaBeHr.t B Ar.rceprarluxra (6tsourcel

Pa:pa6oreuara oIIeHKa Ha renyrrloro cbcroflHrre Ha cr{rypHocrra na 6asl,tre AaHHu s Kocoeo
e rIpf,KO cBT,p3aHa c JIITIIHHS rlpt4Hoc Ha AoKTopauta, xofito e ocr,tl{ecTBHn cHCTeMarHr{eH aHanu3
Ha 3aIIJIaxI4're v yfl3BnMocrrrre. Toea ru.IH r4 or [poBeAeHLITe aHKerfi, KaKTo v or a*aIfig;a Ha

AOKyMeHTIt or AbpxaBHI4Te uHcrrrrprr, rofiro e ra3BbprneH noA HeroBo pbKoBoAcrBo.

B saxrlo'IeHue, rprlHoclrre Ha AoKTopaHTa He ca caMo reopervqHu, a BKJIloqBar 3HarI[ITeJrHa

JII'{qHa pabora uo ct6npaHero I,I aHaJrr43a Ha.qaHHH, KaKTo u no pa3pa6orsaHero Ha [paKTr.rqecKu
pelxeHl'Ifl sa uo4o6pxBaHe Ha c[rypHocrra tta 6asur.e AaHHu, Toea noxa3Ba Brrcoxa creneH Ha

rracTr4e u aHtalKvrpaHocT oT cTpaHa Ha IOKTOpaHTa

7. IlpeueHrca Ha ny6.rrr.rxaquure ro ruceprarlrroHHrrs rpyA: 6poft, xaparflep Ha
LI3AaHIIflTa, B KOITTO Ca oTrleqaTaHrr.

flucepraum't uMa 5 ny6nuxaquilB:.,B Bpb3Ka c AhceprarlvrflTa, oT Kor.rro I n c6opHraqr4 c AoKnaAr,r
Ha MexAyHapoAeH Har{eH ,bopyr"r (r.rH4excupaua r Scopus), n uex4yHapoAHLt xypHanv - 3

ny6ruxaquu;
Bcuqrcu uy6luraquv caHa anrnzficxn e:nx. E4uara e caMocrotrTeJrHa. Bcnqxlr ny6lzxaqvu ca
rpeABapl{TenHo peIIeH3vpaHru cartylr.uKyBaHV B rrlJrHru zrr,r o6eu. Crlracuo cttpaBKa a Scopus

AoKropaHTbr IrMa I quurpaHe

8. Illuon:saHe Ha pe3yJrrarr{Te or ArrceprarlrroHHrrfl TpyA B HayrrHara rr coqrraJrHara
rIpaKTI{Ka. Ha:raque Ha [ocrl,IrHar npflK r.rKoHoMr.rqecrr.l eQerr u up. floxyueHTrr, Ha

KOr,rTO Ce OCHOBaBa TBBpAeHr.reTO.



Pesyltarure or ALIceprauI4oHHH, TpyA Ha Eecapr flpe6pe:a r4Mar 3Haqr.rreJreH rroreHur.raJr 3a

np[noxeHl4e KaKTo B HayrrHara, TaKa I,I B colluanHara npaKTrrKa. B Hay{eH KoHTeKcr,

Allcepraul,ttra ttpeArlara HoBLI [oAxoAr4 r.r perxeHr4f, 3a cr.rrypHocrra Ha 6aspt Aauuu, Karo H3cJreABa

y.t3BIrMocrHTe Ir npeAI.I3BlIKareJIcrBara, cBbp3aHr,r c rfxHara 3aIuLITa. Haylnure [plrHoct{ Motar
la 6tl'ar I,I3noJI3BaHn 3a Ilo-HararbruHr.i r43cJre [Bau:afl e o6racrra ua uH$opMarr[roHHara

cHrypHocr, oco6euo B KoHTeKcra Ha ynpaBJreHue Ha AaHHr.r B AbpxaBHlr H Koploparr.rBHr.r

HHCTrrTyIIVt4.

9. Oqeurca Ha cborBercrBuero na anropeQepaTa c r{3rrcxBaHr.rflTa 3a r{3forBflHero My,
KaKTO II Ha aAeKBaTHOCTTa Ha OTpa3qBaHe Ha ocHoBHure noJroxeHnf I,I [prrHocrrre
Ha ArrcepTarlr{oHHrrfl TpyA.

Arrope$epartT csorBercrBa Ha Alrceprarlr{oHHru rpyA r.r e QopruarupaH clruracHo }r3}rcKBaHr4.rrra

Ha Texnu.recKr,r, yHr.rBepcr{Ter - Co$lrx.
10. Mnenufl, nperopbxu u 6elexxu.
Btnpexz qe AucepraryflTa e Hacor{eHa KbM TexHoJlorktr{Hlr peuleHt,rr, 6u uouo Aa ce BKnrcrru

H [o-3aAbJI6o.{eH aHaJII,I3 Ha qoBeruKltx Saxrop B crrypHocrra Ha 6asure AaHHu. gecro

yf,3Bt4MOCTl4Te [pOLI3TpIr{aT OT r{OBerrrKH rpeulKIr unr,r HeAocTaTsqHa ocBeAoMeHocT, KOeTO He e
Ha[bJrHo aApecupaHo.

ll.3axarcqeHlre c flcHa rloJror(rrreJrHa HJrH orprruareJrHa ouenra Ha Alrceprarlr{oHHurr
TPYA.

[racepraqraoHHl,I.nr rpyA Ha Mar. r4Hx. Eecapr llpe6pesa cbAbpxa uayrHoo6ocHoBaHr4 peueHr4,
Ha aKTyanen npo6levr s o6racrra na parpa6orKara na un@oprraarlr{oHH}r cucreMr,r. Cvnrau, ue
npeAcraBeHrflT 

^lrceprauuoHeH 
TpyA orroBapfl Ha H3vtcKBauuflra Ha 3axosa 3a pa3B[rrne Ha

aKaAeMfiqHl.t.,l cbcraB n Peny6nraxa Etlrapnr. Ha ocHoeaHne Ha rope[3noxeHoro, cr4 no3BoJrrBaM

Aa flperopbqaM Ha floquraeuoro Hayruo xyptr, Ha3HaqeHo crc 3anoeeA OX - 5.3 - 45 o'r
04.07.2024r. ua Perropa Ha TexHra.Iecrn, yur.rBepcr.rrer - CoQlrr, Aa rrpLrctAr{ Ha Mar. r,rHx.

Eecapr flpe6pesa o6pasorareJlHara rr HayqHa crerreH ,,AOKTOP", flpoQecnoHaJrHo HarrpaBJreHr.re

5.3. Kovrynuxaql4oHHa I,I KoMnlortpHa rexHr4Ka, floxropcKa flporpaMa ,,ABToMarvBupaHV
cr,rcreMr4 sa o6pa6oma ua nuSopMarllt, u lmpaureulle".

IIoAuuc

/npoS. Corupor/



OPINION

on the PhD thesis for obtaining the educational and scientific degree "Doctor"
Professional field 5.3. Communication and Computer Engineering
Doctoral program: Automated Information Processing and Control Systems

Title of the Dissertation: DATABASE SECURITY (CASE STUDY: APPLICATION IN
CENTRAL INSTITUTIONS OF THE REPUBLIC OF KOSOVO)
Reviewer: Prof. Dr. Sotir Nikolov Sotirov

This opinion is presented in connection with the procedure for the defense of the PhD thesis for
obtaining the educational and scientific degree "Doctor" by MSc. Eng. Besart Prebreza, in
accordance with Order No. OJ - 5.3 - 45 from 04.07.2024, issued by the Rector of the Technical
University of Sofia.

The dissertation is structured in 195 pages, and in its current form, it includes: Introduction,
Research Objectives and Tasks, five chapters of content, Key Conclusions and Results related to
the dissertation, Conclusion and Recommendations, Contributions of the dissertation, Publications
of the author connected to the dissertation, and Literature. It contains 20 figures and 5 tables.

l. Relevance of the problem addressed in the dissertation in scientific and applied research terms.

The degree and levels of relevance of the problem and the specific tasks developed in the
dissertation.

The relevance of the problems addressed in Besart Prebreza's dissertation stands out both
scientifically and practically, especially in the context of database security in governmental and

corporate organizations. The modern era of rapid data growth poses serious challenges to data

security. The dissertation identifies these challenges and proposes solutions that are critically
important for maintaining the confidentiality, integrity, and availability of data, making it
scientifi cally relevant.

The applied relevance of the dissertation is expressed in its specific contributions to the protection
of databases in the central institutions of Kosovo. The work analyzes existing security measures,

reveals gaps, and proposes improvements that could be applied both nationally and internationally.

The degree ofrelevance is high, as database security issues are global and affect all sectors. The
specific tasks developed in the dissertation include analysis of vulnerabilities in database

management systems, risk assessment, and the proposal of methods to enhance security.

2. Knowledge of the state of the problem and creative interpretation of the literature.
In Besart Prebreza's dissertation, the knowledge of the state of the problem is in-depth and well-
structured, as demonstrated by the extensive literature review and analysis of existing concepts in
the field of database security. In Chapter l: Literature Review and Fundamentals of Databases,



various types of databases, their components, and the challenges and languages associated with
their development are discussed. Prebreza shows a solid understanding of the evolution of
databases and management systems over the decades, demonstrating a strong foundation in the
knowledge of the problem.

The creative interpretation of the literature is manifested in the ways Prebreza combines traditional
approaches with modern innovations and proposed solutions for improving database security. The
work does not merely summarize existing research but offers critical assessments and creative
approaches that address contemporary challenges in information security, particularly in the
context of government institutions in Kosovo.

3. Compliance of the chosen research methodology with the set objectives and tasks of the
dissertation,

In Besart Prebreza's dissertation, the research methodology is aligned with the objectives and tasks
of the study and clearly reflects their fulfillment. The main goal of the work is related to the
investigation of database security in the central institutions of the Republic of Kosovo, with a
specific focus on Oracle and SQL programs.

The selected methodology includes analyical interpretation and a chronological review of relevant
documentation, providing an in-depth analysis of the development of legislation and data security
over the years. In addition, the qualitative method is used to analyze the factors that directly
influence the full implementation of data protection processes. In line with the set tasks, the
methodology encompasses analysis of primary and secondary sources, allowing a critical
evaluation of existing database protection measures and offering suggestions for improvements.
This methodology fully corresponds to the dissertation's goals, which include identifying and
explaining database security issues and developing practical guidelines for overcoming them.

4. Brief analytical characterization and evaluation of the reliability of the material on which the
contributions of the dissertation are based.

The critical evaluation of the material, on which Besart Prebreza's dissertation contributions are
based, shows that the sources are current, reliable, and comprehensive. The materials used include
scientific articles, dissertations, government reports, and interrrational standards related to database
security and personal data protection, demonstrating good awareness and careful selection of
sources.

The nature of the material is multifaceted , as it covers both theoretical research and practical
analyses relevant to the dissertation topic. For example, the work examines key standards such as

those of Oracle and SQL systems, as well as international legislative frameworks for data
protection, including European and national laws of the Republic of Kosovo. This provides a solid



foundation for exploring database security in Kosovo's institutions, which is central to the
dissertation's contributions.

The reliability of the material is high, as the sources are primarily from reputable scientific
publications and official government documents. However, there is some risk related to the
limitations of data specific to Kosovo, which may restrict the completeness of the analysis on a

more global level. However, for the dissertation's stated goals-database security in the context of
Kosovo-the material is appropriate and sufficiently reliable.

5. Scientific and/or applied contributions of the dissertation.
I agree with the contributions formulated by the PhD candidate.

6. Evaluation of the degree of personal contribution of the PhD candidate to the contributions.
The degree of personal contribution of Besart Prebreza to the dissertation's contributions is
significant and clearly expressed. Based on the methodology used in the research and the
conclusions drawn, the PhD candidate has actively participated in both the theoretical and practical
parts of the research.

First, the analysis of database security in the central institutions of Kosovo demonstrates the deep
personal involvement of the candidate. Prebreza conducted his own research and interviews with
IT staff in Kosovo's institutions, thus gathering original empirical data. These data are the basis
for the practical recommendations and conclusions made in the dissertation.

The developed assessment of the current state of database security in Kosovo is directly related to
the candidate's personal contribution, who systematically analyzedthreats and vulnerabilities. This
is evident from the surveys conducted and the analysis of government documents, which was
carried out under his leadership.

In conclusion, the PhD candidate's contributions are not only theoretical but also include
significant personal work in data collection and analysis, as well as in the development of practical
solutions for improving database security. This shows a high degree of participation and
commitment on the part of the candidate.

7 . Assessment of the publications related to the dissertation: number, nature of the journals in
which they are published.

The PhD candidate has 5 publications related to the dissertation, of which I is in the proceedings
of an international scientific forum (indexed in Scopus), and 3 in international journals.
All publications are in English. One of the publications is single-authored. All publications were
peer-reviewed and published in full. According to a Scopus check, the PhD candidate has 1

citation.



8. Use of the dissertation results in scientific and social practice. Presence of direct economic
effect and supporting documents.

The results of Besart Prebreza's dissertation have significant potential for application in both
scientific and social practice. In a scientific context, the dissertation offers new approaches and

solutions for database security, exploring vulnerabilities and challenges related to their protection.
The scientific contributions can be used for further research in the field of information security,
particularly in the context of data management in governmental and corporate institutions.

9. Evaluation of the compliance of the abstract with the requirements for its preparation, as well
as the adequacy of the reflection of the main points and contributions of the dissertation.
The abstract corresponds to the dissertation and is formatted according to the requirements of the
Technical University of Sofia.

10. Opinions, recommendations, and comments.

Although the dissertation is focused on technological solutions, a more in-depth analysis of the
human factor in database security could be included. Vulnerabilities often arise from human errors
or insufficient awareness, which is not fully addressed.

I 1. Conclusion with a clear positive or negative assessment of the dissertation.
The PhD thesis of MSc. Eng. Besart Prebreza contains scientifically substantiated solutions to a
relevant problem in the field of information systems development. I believe that the presented

dissertation meets the requirements of the Law on the Development of the Academic Staff in the
Republic of Bulgaria. Based on the above, I recommend to the Honorable Scientific Jury,
appointed by Order OJ - 5.3 - 45 dated 04.07.2024 by the Rector of the Technical University of
Sofia, to award MSc. Eng. Besart Prebreza the educational and scientific degree "Doctor" in
Professional field 5.3. Communication and Computer Engineering, Doctoral program "Automated
Information Processing and ControI Systems."

Signed:

/Prof. Sotirov/


