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PELEH3UAA

JUCepTalOHEH TPYA 3a MpuaoOuBaHe Ha 0Opa3oBaTeHa U Hay4yHa CTEMEH ,,JJ0KTOp"
[IpodecnonanHo HanpasneHue 5.3. KoMyHHKallMOHHA U KOMITIOTbpHA TEXHHUKA
JlokTopcka nmporpamMa ABTOMaTU3UPaHU CHCTEMH 3a 00paboTka Ha HHpOpMALMs U YIIpaBIeHHE

ABTOp Ha IUCEPTALMOHHUSA TpYya: Mar. HHX. becapt IIpebpesa

Tema na ucepranuonnus tpya: CUTYPHOCT HA BA3A JJAHHU (KA3VYC:
I[MTPUJIOXEHUE B HEHTPAJIHUTE MHCTUTYLIMN HA PEITYBJIMKA KOCOBO)

Peuensenrt: Ilpod. a-p Cranucnas [lenyeB CuMeoHOB

Hacrosmara peneHs3us ce IpeAcTaBs BBB Bpb3Ka C IIpoLEAypaTa 3a 3alllMTa Ha
AucepTalMoOHHUs Tpyx 3a npuaobusane Ha OHC ,Jlokrop™ Ha mar. umxk. becapr [lpebpesa,
cbriacHo 3anoBes Ne OX — 5.3 — 45 or 04.07.2024r., Ha Pekropa Ha TexHHYECKH YHUBEPCUTET —
Codust ucepTallMOHHUAT TPy € U3N0KeH Ha 195 cTpaHuuM, KaTo B NMpEACTaBEHUS MY BH]L €
ohopmeH BBB: BuBenenue, Llen u 3amaun Ha uscnenBaHero; M3noxenue B 5 rmaBu; OCHOBHH
M3BOAM M pe3yiTaTH KbM JHcepTalMoHHaTa paboTa; 3ak/ilO4eHHE M MpenopwkH; IIpuHOCH Ha
aucepTauMoHHuss Tpynd, IlyOnukanmum Ha aBTopa BBB Bpb3Ka C JUCEPTAlHOHHHA TPYH;
Jlureparypa. Bkmrousa 20 ¢urypu u 5 tabauum.

1. AKTyaJHOCT Ha pa3padoTBaHHs B JHCEPTALMOHHHMS TPYA NpodjieM B Hay4HO H
HAYYHONPHJIOKHO OTHoLIeHHe. CTelmeH W HHBA HA aKTYaJHOCTTAa Ha mpodJjeMa M
KOHKPeTHHUTE 3a1a4H, pa3paboTeHH B AMCEPTALHSTA.

JIoKTOpaHTBT ce (OKycHpa BBPXY aHaIM3a U ONTHMM3ALMATA HA OCOOEHO aKTyalleH
npobsieM B KOMIIOTBpHHUTE CUCTEMH — CUTYPHOCT Ha 0a3u naHHU. ToBa kacae peanu3anysara Ha
CHUTYPHOCT Ha YYyBCTBUTEIHH B TOBAa OTHOILIEHHWE MAaCHBU MH(pOpMauus, CBbp3aHu ¢ JbpKaBHH
uHcTHTYUMH. Ha 0a3a W3BBPIIEHOTO IpoyyBaHe ca JAe(UHHpAHW LEIM M 334a4d  Ha
QUcepTallMOHHaTa paboTa, CBBP3aHM C JePUHUpAHE MSCTOTO HAa CHUTYPHOCTTa B MAacHBHTE
uH(opMaLus, peIarade Ha KOHLEMIIUH 338 CUTYPHOCT U TAXHOTO NPHI0KEHHE, HACHTH(PUKALHS
Ha c1abK MecTa B CUTYPHOCTTa M ChbOTBETHATA MPEBEHIMS, OLIEHKA HAa CHCTEMHTE 3a CUTYPHOCT.
B nuceprauuoHHHs Tpyd € pa3rieqaH KOHKPETeH Ka3yc 3a MPOEKTHpaHe Ha CHUTYpHOCT B 0a3u
JaHHW U CHCTEMH 3a yripaBiieHHe Ha 0asu 1aHHU. OCBEH 4e ce OHarJIe[sBaT Bb3MOXXHOCTHUTE 3a
NPUIOXKEHUE, B U3CIIEIBAHETO C€ Ch3JaBa METOJUKA, IO KOATO Ja CE Pealn3upaT KOHKPETHH
NPOEKTH CBHP3BAaHH CHC CH3/1aBaHETO HA MH()OPMAIMOHHU CHCTEMH 3a KOPIIOPAaTHBHH H DECIL.
JepxaBau oprann3anin. ChIIECTBEHA YacT OT JUCEPTalMOHHATa paboTa € MPeaIoKeHHs crocod
OTHOCHO KaueCTBEH aHaJIN3, 3a KaTeropu3upaHe U KoJIMpaHe Ha KOHCTAaTallUUTe, HACHTH(HULIUpaHe
Ha MOZETM M H3BJIMYAaHE HA 3HAYMMH 3aKIFOUEHHs, OTHOCHO LSJIOCTHOTO CBbCTOSIHHE Ha
curypHocTTa Ha Oa3zata qaHHU. M3mon3Ba ce KayecTBEH aHAIM3 3a KaTerOPU3UpaHe U KOAMpaHe
Ha KOHCTaTaluuTe, HAeHTHQUIIMpaHe Ha MOJCTH U U3BJIMYaHE Ha 3HAYMMHU 3aKJIFOYEHUSI OTHOCHO
ISUIOCTHOTO ChCTOSIHME Ha cUrypHocTTa B Oasara paHHM. IlocnegHoTo moxe na ce cuurta 3a



0Cc00EeHO aKTyaJlHa 3aJadva, IMpeaBuJ YCKOPCHOTO BHEApPSABAHC Ha HHq)OpMaLU/IOHHI/I CHUCTCMHU.
Peanuzaumsita u rapaHTHPaHETO Ha CUTYPHOCTTA YE€CTO U3MCKBA M3MpPEBapBallo BHCAPABAHE Ha
MCTOOH U CHOCO6I’I, CIIPAMO aKTYQJIHUTC 3HaHHS 3a TAXHOTO CY6CKTI/IBHO BB3JCHCTBHE BbB BCUUKHU
BB3MOKHM acleKTH. [locTaBeHUTE 3aJadyd U TAXHOTO peiuaBaHe IPEACTAaBIABAT OPUTHHAJIICH
noaxoa B obmactra. Karo chlllecTBEHa MOJIOKUTEIHA yepTa Ha AUCCPTAllMOHHATA pa60Ta €
HAJIMYACTO Ha MCTOAHMKA 3a pealu3alus Ha Z[Cd)I/IHI/IpaHI/ITe XHUIOOTEC3M M IPCIIOPBKHA 3a
BHCIAPSABAHEC.

2. CreneH Ha MO3HABaHe CHCTOSIHMETO HAa Mpod/ieMa U TBOPYeCKAa HHTEpNpeTanus Ha
JUTepaTYpPHHUs MaTepual.

ChabpiKaHUETO Ha JUCEPTALMOHHUS TPY/ 10KA3Ba, Y€ JJOKTOPAHTHT N03HABA aKTyaHOTO
CHCTOSIHME T10 OTHOIICHHE, KaKTO Ha CHbBPEMEHHHUTE TCHACHLMUH 3a Peajli3allis Ha CUTYPHOCT,
Taka W JeWCTBalaTa 3akoHoAaTedHa cucTeMa. CIUCBKBT OT M3IOJI3BaHaTa JIMTepaTypa Mo
JHCePTAlHsATa BKIIIOUBa 00110 85 3arnaBust. JIuTepaTypHHUTE H3TOYHHLM Ca aKTYalHU U CBbp3aHU
a TeMaTHKara Ha MPEUIOKEHUS OUCEpTalMOHEeH Tpyd. B crnmchbKa ca BKJIIOYECHHW 3arjiaBus Ha
AHIVINICKY M HEMCKH e3MK. [loka3aHa € KpUTHYHATa POJIsi, KOATO UTPasT MacHBUTE HHPOpMaLHs,
BKJIIOUMTEHO B IbPXKaBHATE LIEHTPAIU3UpaHu HHCTUTYLMHU B Perybnnka Kocoso. Ha 6asata Ha
JIUTEpaTypHUst 0030p € HalpaBeHa OL[EHKa 3a MACTOTO ¥ 3HAUEHHETO Ha CUCTEMHUTE 32 yIpaBeHHe
Ha 0a3u JaHHH ¥ HeoOXOJMMHUTE W3UCKBaHUS 3a TAXHATa CUTypHOCT. M3BeleHM ca BBIIPOCH,
NOJUIEKAIM HAa HaydyHO pa3paboTBaHe M mMpakTHyecka peanusauusa. Ha ocHoBaHue Ha TOBa CH
N03BOJIABAM Ja [IPHMEMa, Ye IMCEPTAHTHT M03HaBa ChCTOSHUETO Ha npobnema. [TyOnukanuure
JI0Ka3BaT IMTEpaTypHATa OCBEOMEHOCT Ha aBTOPa 3@ aKTYIHOTO ChCTOSHME Ha IPobiieMa, KakTo
U TeHIEHUMUTE 3a peanu3auusa. JIUTepaTypHUTe H3TOYHHMIM Ca LUTHPaHH KOPEKTHO B
H3JI0)KEHUETO.

3. CnorBercTBHE HA H30PAaHATA METOAMKA HA H3CJIeBAHE € MOCTABEHATA LeJ H 3a/1a4H
Ha JHCePTALMOHHUS TPY.

[enTa Ha MpeaCTaBEeHUs] MU 32 PELICH3UPaHE JUCEPTAMOHEH TPY € MPOyYBaHEe CTEMCHTA
Ha CUT'YPHOCT Ha JJaHHUTE B MACHBH OT HHpopMarus Ha 6aza Oracle u SQL. PaspaboTkara TpsibBa
Jla TIOCJIY’KH 33 OCHOBA Ha KOHLICTILMS 3@ TapaHTHpaHe CUT'YPHOCTTa B 0asy OT JaHHH, KaKTO 3a
OT/JEJIHU CEKTOPH, TaKa ¥ B KOPIIOPATHBHYU U LIEHTPAIM3UPAHH MaCUBH OT MH(pOpMaLHUs.

[IpeaBapuTe/iHO ca pasrjeJaHd OCHOBHHTE KOMIIOHEHTH B OasuTe JaHHH, KakTo €
HalpaBeH KPUTHYEH aHAIM3 HAa OCHOBHHTE Mojend. Pasrnemano e mscroro Ha CYB/, kakro
3HAQYEHHETO U MACTOTO Ha CUT'YpHOCTTA B TAX. OCHOBHO MACTO € OTJEJIEHO Ha 3aKOHO/IaTeHaTa
pamka B Peny6smka KocoBo M TeHIeHIMHTE 3a HEHHOTO pazBuTHe. Ha Tasu Gasa e HampaBeH
aHAIM3 3a CTENEHTA Ha 3alUMTEHOCT Ha l[eHTpajiHWs TpaKAAHCKU perucTbp Ha PemyOnuka
KocoBo. HanpaBeHnTe KOHCTAaTallMy JOKa3BaT BEPHOCTTA HA M3CIECIBAHMATA U TAXHATA OCOKA.

Cunram, ye n30paHaTa METOAMKA Ha M3CiIeBaHE HAMTBIIHO COTBETCTBA Ha MOCTABCHATA B
IMCEPTAUOHHUSA TPYI.

4. KpaTKa aHAJIMTHYHA XapaKTepPHCTHKA HA €CTECTBOTO U OLICHKA HA 10CTOBEPHOCTTA
Ha MaTepuaja, BbpXy KOHTO ce rpagsiT IPpUHOCUTE HA TUCEPTALHOHHUSA TPYI.



[IpencraBeHusaT or mMar. uHxK. becapt IIpebpe3a nucepraiMoHeH TPYA € CbC CTPYKTYpa H
ChbABPYKAHHE Ha HAYYHO u3ciensBaHe. CbCTOM ce OT BBBEACHHUE B pasriekaaHara npodieMaTrka,
aHaJIM3 Ha KOMIIOHEHTUTe Ha Oasute gaHHH, CYDB/] 3a TAXHOTO ympaBieHHE U ¢ MpecTaBeHa
3aKOHOBaTa paMKa IIpY TSAXHOTO IpuioxeHue B Pemy6iuka Kocoso.

Muoro noGpo BneudaTieHHE NpaBH SCHOTO W TOYHO (GOpPMyJIHpaHE Ha LEATa Ha
JUCEePTAllMOHHUSA TPy, KAaKTO U MPOU3TUYAILIMTE Ha Ta3H 0a3a 3aJauu.

AHaIIHBI/IpaHI/I Ca U Ca CUCTECMATU3UPAaHU OCHOBHHUTC KOMIIOHCHTH B HH(I)OpMaI.IHOHHaTa
cucTema — 6asu JaHHH, CHCTEMHU 3a YIIPaBJICHUEC, KaTO € O6’praT0 0c00E€HO BHUMaHHe Ha MICTOTO
Ha CUTYPHOCTTA M NMPCOAMU3BUKATCJICTBATA B TOBA OTHOLIICHHUEC. AHannznpaHa € YYBCTBHUTCIIHOCTTa
Ha JAHHUTE B I_ICHTpaJlHPU{ rpaXxaaHCKH PETUCTDBP. HaﬂpaBeHI/l Ca KOHCTaTallMh OTHOCHO:

- CcTaOMJIHOCTTA NMpH KOHTPOJa Ha JOCTHIIA,;

- 1o0pu M He AOCTaTbYHO AJEKBATHU MNPAKTUKU 110 OTHOLICHHE Ha KPHUIITHPAaHETO Ha
MH(pOpMaNUATa;

- HAYMHMTE Ha PEaKUHs IIPH Bb3HUKBAHE Ha MHIIUJCHTH.

Cnen 3anb1004€HHAS aHAJIH3 ca HarpaBCHU NMPETTIOPBEKHU OTHOCHO!

- ympaBJeHHe KOHTpOJIa Ha IOCTBIIA;

- peanuzauMs Ha CTaOMITHO KPHUIITHPAHE,

- peanu3auMs Ha [UIAH 33 PeakUus MPU HATHYHOCT HA HHIIUIEHT;,
- o0ydeHue Ha oTpeOUTEIHUTE.

M3BonuTe M 3aKiloueHMsATa ca HalpaBeHH Ha 0aszaTa Ha 3aabi0oueHH aHamu3u. ToBa Mu
JlaBa OCHOBAHHE J1a TIpUEMa, Y€ TOTy4YeHHTE pe3ylITaTH ca JOCTOBepHH. Te Morar Ja ce CUMTar,
KaTo OCHOBA 3a (JOpMyJMpaHe Ha Hay4YHUTE, HAYYHO MPWIOKHHUTE M MPHIOKHHUTE MPUHOCH Ha
AMCEPTALUOHHUS TPY/L.

S. Hay4yHH W/WJIM HAYYHONPHJIOKHHM NPHHOCH HA THCEPTALIHOHHHUSI TPY/

Kato Hayden npuHoc 0OMKHOBEHO ce MpreMa 00OCHOBKa Ha HOB Hay4deH MpoOiieM WU
obocHOBKa Ha HOBa Teopus. Ha ToBa MscTo me uutupam [IpaBUIHMK 3a YCIOBHATA M peaa 3a
npuaoduBane Ha HaydyHu crenieHd B TY-Codwus: popmynupane 1 000CHOBKa Ha HOB HaydeH
npobaem (obaact); Gpopmynupane U 0O0OCHOBKA Ha HOBAa TeOpHs (XMIIOTe3a); AOKa3BaHE C HOBH
CPEICTBa Ha CHILECTBEHHU HOBH CTPAaHH B CBHILECTBYBALIY HAYYHH [TPOOIEMH U TEOPHH; Ch3JaBaHe
Ha HOBH KJacH(MKaLMH, METOAM HA H3CJeBaHe, HOBH KOHCTPYKIIMH, TEXHOJIOTHH, IIpEnapary,
CXe€MM 3a JIEYeHHE M T.H.; IOJydaBaHE M JOKa3BaHe Ha HOBM (akTH; IONyyaBaHe Ha
MOTBBPANTENHN (DAKTH; 3HAYMMH XYI0KECTBEHOTBOPUECKH TIOCTHIKEHHs. Ta3u MOCTaHOBKAa MU
JlaBa OCHOBaHME Ja Kjaacu(UIMpaM MPUHOCUTE B AMCEPTALMOHHUS TPYI Ha Mar. uHx. becapt
IIpebpesza no cneaHust HAYMH:

HayuyHu npuHocHu

Hpe/:mara C€ HOB IIOJAXO0J 3a aHAJIU3 Ha CUT'YPHOCTTA, B KOMTO Ce BKJIFOYBA 3adbJI00OUEH aHaIU3 B
MCPKHUTE 3a CUTYPHOCT.



HaV'-lHOHDI;UIO)RHH IIPUHOCH

HpennomeHa € MCTOIOJIOrHs 3a IIpUJlaraHEe Ha TEXHOJIOTMH 3a CUT'YPHOCT Ha 6asu JaHHH.
Ile(pI/IHI/IpaHa € KOHLCNIMA IpU p€ain3alnd Ha CUCTCMHU 3a KOHTPOJI Ha JOCTHBII, KPUIITHPAHE HA
JaHHHU U MOHHUTOPHUHT .

IpnjiosKHM MPUHOCH

[IpencraBeHo penieHHe 3a OLIEHKA Ha CUTYPHOCTTa Ha 0a3aTa JaHHH Ha LIEHTPAJIHUTE HHCTUTYLIUU
Ha PenyGnuka KocoBo 3a 3aminTa Ha JaHHUTE Ha IpaXkIaHUTE.

6. Omenka 3a cTeneHTa HA JIMYHOTO ydyacTve Ha JMCEPTAaHTA B IPUHOCHUTE.

[lpencraBenn ca 5 Op. MyONMMKalMM KbM JHCEPTALUATA, KATO TIAXHOTO ChbAbpKAHHE
OTpa3siBa pa3UYHU €Talmu OT IIpOBEJCHUTE H3cienBaHMA. EnHa oT myOiukaumure € B
MHIEKCHPAaHO H3JaHue (Scopus) a OCTaHAIUTE ca B MEXIyHapoAHH jkypHanu. Tesu ¢axrn
JIOKa3BarT, 4e JUCEPTAIlMOHHUA TPy ¥ IPHHOCHUTE Ca OCHOBHO JIEJIO Ha IMCEPTAHTA.

7. TlpeueHka Ha ny0JIMKALUMUTEe MO IMCEPTALMOHHUA Tpya: Opoi, xapakTep Ha
H3JAHUSATA, B KOUTO €A OTNEeYaTaHH.

JucepTanThT UMa 5 MyOIMKaIUH BB Bpb3Ka C JUCEPTALUATA, B T.Y.:

- B COOpHUIM C JOKJIaN Ha MeXIYHAPOAEH Hay4yeH GopyM (MHAeKcHpaHa) - | myOauKauus,
- B MeXIyHapOJHHU XypHalIU - 3 myOiauKauuy,;

Bcuuky myOnMKanMKd ca Ha aHTIUACKM e3uK. EnHata e camocrosiTenHa. Bcenuku
nyOIMKalKKM ca MpeJBapUTEIHO PELEeH3UpaHu U ca MyOJIMKyBaHM B IbiHUA MM obem. He e
IpeICTaBeH CIUCHK ChC 3a0eisI3aHu UIUTHPaHUs. A3 ChIIO He 3a0essa3ax LIUTATH.

8. H3mou3BaHe Ha PE3YJATATUTE OT JUCCEPTANUOHHHUA TPYA B Hay4YHATa H COUMATHATA
NMPaKTHKA. Hannune Ha mocTUrHar MNpsAK UKOHOMHYECKH C(I)CKT v 1p. HOKyMCHTI/I, Ha
KOHTO C€ OCHOBaBa TBBPACHHUETO.

[TonyyeHuTe pe3ynTaTv OT AMCEPTALMOHHMSA TpyA ca anpobupanu moa ¢opmara Ha
MpeanucaHus ¥ METOAMKA 32 OLIEHKAa Ha CUI'YPHOCTTa Ha 0a3H JaHHM M CHUCTEMH 3a TAXHOTO
yTIpaBIIeHUE.

9. OueHka Ha CHOTBETCTBHETO Ha aBTopedepaTa ¢ H3UCKBAHUATA 32 M3TOTBAHETO MY,
KAKTO M HA aJleKBATHOCTTA HA OTPa3siBaHe HA OCHOBHHUTE IO0JIOKEHHs H NPHHOCHTE
Ha JHCePTALMOHHHUS TPY..

[IpeayioxeHus T aBTopedepar € U3IIBJIHEH ChIVIACHO H3HCKBAHUATA U OTPa3sABa OCHOBHUTE
NOJIOXKEHHMs ¥ HAyYHUTE NMPHUHOCH Ha JUCEpPTAlMOHHHA TpyA. ABTopedeparsT € dopmaTHpaH
CBIVIACHO U3UCKBaHUsATa Ha TeXHUUECKUs YHUBEPCHTET - Codus.

10. MHeHHus1, IPeNOPBLKH U OeJIeKKH.
JIMcepTaliMOHHUSAT TPY/I € U3TOTBEH IMPELU3HO U B CTPOKHA JIOTHYECKA MOCIIE0BATETHOCT.

HpaBI/I BIICYaTJICHHUEC CTCIICHTA Ha I/IH(t)OpMI/IpaHOCT Ha aBTOpa o gagcHara TeMaTHKa. IToxaszano
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¢ 3HAYUTEJHO NT03HABaHe Ha 3aKOHOBATa paMKa IpH IIpUJIaraHe Ha METOAMKAaTa 3a peanu3anys Ha
CHUT'YpHOCT.

CMﬂTaM, 4€ OJOKTOPAHTBT Tpﬂ6Ba Ja c€ KOHLIEHTpHUpa KbM IPAKTHYECKO U3ITBJIHCHUE HaA
KOHLCTITYAJIHUTE pa3pa60TKH. I[O6p€ € Ja ce HalpaBsT M IPAKTUYECKHU U3CIICABAHUA 3a CTCIICHTA
Ha CUTYPHOCT B HaJIMYHH, BEYC pa60Teum CUCTCMHU.

Be3 ma CbM CHIENMAIMCT B aHIIMHCKM €3UK, OMX HMCKal aBTOPBT Ja MM pasThIKYyBa
CJIEHOTO MU3peyeHue Ha ctp. 179:

Remember, this is your final opportunity to leave a lasting impression on your readers and urge
them to prioritize database security.

11. 3ak/04eHHe ¢ SICHA MOJIOKHUTEIHA WM OTPUIATEJIHA OLEHKA HA JAUCEPTALMOHHHUSA
TpYA.

JlicepTaMOHHKAT TPy Ha Mar. uix. becapT Ilpebpesa Ha tema ,,CUI'YPHOCT HA
BA3A JIAHHU (KA3YC: TMPWIOXEHUE B UEHTPAJIHUTE WHCTUTYLHUW HA
PEITYBJIMKA KOCOBO)” chappika HaydHOOOOCHOBAaHH PEILIEHMs Ha aKTyaleH [polOieM B
o6nacTTa Ha pa3paboTKaTa Ha MHQOPMALMOHHHA CHCTeMH. Peanusupana € ajiekBaTHa myOIMYHOCT
Ha pesyaTatute. CunTaM, 4e MPEACTaBEHUAT AMCEPTAlMOHEH TPY 0TroBaps Ha H3UCKBAHUSATA HA
3aKkoHa 3a pa3BUTHE HA aKaIeMU4HHs ChcTaB B Pemy6nuka bearapws. Ha ocHoBanue Ha
rOpeH3I0KEH0TO, CH MO3BOJIsIBaM 7a npenopbyam Ha [lountaemoto HayuHo ixypH, Ha3Ha4CHO
cbe 3anosen OXK — 5.3 — 45 ot 04.07.2024r.. Ha Pektopa Ha TexHuueckus yausepeuteT — Codusl,
ja mpuchau Ha mar. uHk. becapt IlpeOpesa oOpasoBarenHaTa M HayyHa CTEICH »JAOKTOP”,
ITpodecuonanno HampasieHue 5.3. KOMyHHKalMOHHA M KOMIIIOThHpPHA TEXHHKA, Joxrtopcka
nmporpama ,,ABTOMaTH3MpaH! CHCTeMH 3a 06paboTka Ha MHOPMALKs 1 YIIpaBICHHE .

21.09.2024r. PenenseHr:

rp. byprac /Mpo¢. n-p CranncnaB CUMEOHOB/



REVIEW

on a PhD thesis work for the acquirement of an educational and scientific degree "PhD"
Professional direction 5.3. Communication and computer technology
Doctoral Program Automated Systems for Information Processing and Management

Author of the PhD Thesis: MSc. MSc. Besart Prebreza

Topic of the thesis: DATABASE SECURITY (CASE STUDY: APPLICATION IN THE
CENTRAL INSTITUTIONS OF THE REPUBLIC OF KOSOVO)

Reviewer: Prof. Stanislav Denchev Simeonov, PhD

The present review is presented in connection with the procedure for the defense of the PhD thesis
for the acquisition of the educational and scientific degree "PhD" of MSc. Eng. Besart Prebreza,
according to order No. OXK - 5.3 - 45 of 04.07.2024, of the Rector of the Technical University -
Sofia The PhD Thesis is set out on 195 pages, and in its presented form is organized in:
Introduction, Aim and tasks of the research are; Exposition in 5 chapters; Main conclusions and
results to the thesis; Conclusion and recommendations; Contributions to the PhD thesis;
Publications of the author in connection with the PhD thesis; Literature. Includes 20 figures and 5
tables.

1. Relevance of the problem developed in the PhD thesis in scientific and applied
scientific terms. Degree and levels of relevance of the problem and specific tasks
developed in the thesis.

The PhD student focuses on the analysis and optimization of a particularly topical problem in
Computer Systems - database security. This concerns the implementation of security of sensitive
information arrays related to State institutions. Based on the reading, the goals and objectives of
the PhD thesis are defined, related to defining the place of security in information arrays, offering
security concepts and their application, identification of weak points in security and the
corresponding prevention, evaluation of security systems. The PhD thesis examines a specific case
study of security design in databases and database management systems. In addition to illustrating
the possibilities of application, the research creates a methodology by which specific projects
related to the creation of information systems for corporate and resp. State organizations. An
essential part of the thesis is the proposed method for qualitative analysis to categorize and code
findings, identify patterns and draw meaningful conclusions about the overall state of database
security. Qualitative analysis is used to categorize and code findings, identify patterns, and draw
meaningful conclusions about the overall state of security in the database. The latter can be
considered a particularly relevant task, given the accelerated implementation of information
systems. The implementation and guarantee of security often requires anticipatory implementation
of methods and methods, in relation to current knowledge of their subjective impact in all possible
aspects. The set tasks and their solution represent an original approach in the field. As an essential



positive feature of the PhD thesis is the availability of a methodology for the realization of the
defined hypotheses and recommendations for implementation.

2. Degree of knowledge of the state of the problem and creative interpretation of the
literary material.

The content of the thesis shows that the PhD student knows the current situation in terms of both
modern security implementation trends and the current legislative system. The list of used
literature for the PhD thesis includes a total of 85 titles. The literary sources are up-to-date and
related to the topic of the proposed PhD thesis. Titles in English and German are included in the
list. The critical role played by mass information, including in the state centralized institutions in
the Republic of Kosovo, is shown. Based on the literature review, an assessment was made of the
place and importance of database management systems and the necessary requirements for their
security. Issues subject to scientific development and practical implementation are presented. On
this basis I presume that the PhD student knows the state of the problem. The publications prove
the author's literary awareness of the current state of the problem, as well as the implementation
trends. Literary sources are correctly cited in the presentation.

3. Correspondence of the chosen research methodology with the set goal and tasks of
the PhD thesis work.

The purpose of my PhD thesis submitted for review is to study the degree of data security in Oracle
and SQL-based databases. The development should serve as the basis of a concept for ensuring
security in databases, both for individual sectors and in corporate and centralized information
arrays.

The main components in the databases are first examined, as well as a critical analysis of the main
models. The place of DBMS is considered, as well as the importance and place of security in them.
A major place is devoted to the legislative framework in the Republic of Kosovo and the trends
for its development. On this basis, an analysis was made of the degree of security of the Central
Civil Registry of the Republic of Kosovo. The findings prove the validity of the research and its
direction.

I believe that the chosen research methodology fully corresponds to the one set out in the PhD
thesis.

4. Brief analytical description of the nature and assessment of the credibility of the
material on which the contributions of the PhD thesis are based.

Presented by MSc. Besart Prebreza's thesis has the structure and content of a scientific study. It
consists of an introduction to the issues under consideration, an analysis of the components of the
databases, DBMS for their management, and the legal framework for their application in the
Republic of Kosovo is presented.

A very good impression is made by the clear and precise formulation of the purpose of the thesis,
as well as the resulting tasks.



The main components in the information system - databases, management systems - have been
analyzed and systematized, paying special attention to the place of security and the challenges in
this regard. The sensitivity of the data in the Central Civil Registry was analyzed. Findings were
made regarding:

— stability in access control;
— good and insufficiently adequate practices regarding the encryption of information;
— the ways of responding to incidents.

Following the in-depth analysis, recommendations were made regarding:

- access control management;

- implementation of stable encryption;

- implementation of a response plan in the event of an incident;
- user training.

Inferences and conclusions are made on the basis of in-depth analyses. This gives me reason to
assume that the results obtained are reliable. They can be considered as a basis for formulating the
scientific, scientific and applied contributions of the PhD thesis.

5. Scientific and/or applied scientific contributions of the PhD thesis

A scientific contribution is usually considered a justification of a new scientific problem or a
justification of a new theory. At this point, I will quote the Regulations for the conditions and
procedure for acquiring scientific degrees at TU-Sofia: formulation and justification of a new
scientific problem (area); formulation and justification of a new theory (hypothesis); proving by
new means substantial new sides in existing scientific problems and theories; creation of new
classifications, research methods, new constructions, technologies, preparations, treatment
schemes, etc.; obtaining and proving new facts; obtaining corroborating facts; significant artistic
achievements. This presentation gives me the reason to classify the contributions in the PhD thesis
of Msc. Besart Prebreza as follows:

Scientific contributions

A new approach to security analysis is proposed, incorporating deep analysis into security
measures.

Scientific and applied contributions

A methodology for applying database security technologies is proposed. A concept has been
defined in the implementation of access control, data encryption and monitoring systems.

Applied Contributions

Presented solution for assessing the security of the database of the central institutions of the
Republic of Kosovo for the protection of citizens' data.



6. Evaluation of the degree of personal participation of the PhD student in the
contributions.

They are presented 5 publications to the thesis, and their content reflects different stages of the
conducted research. One of the publications is in an indexed edition (Scopus) and the rest are in
international journals. These facts prove that the thesis and contributions are primarily the work of
the PhD student.

7. Evaluation of the publications on the PhD thesis: number, nature of the editions in
which they were printed.

The PhD student has 5 publications related to the PhD thesis, including:

- in collections with reports of an international scientific forum (indexed) - 1 publication;
- in international journals - 4 publications;

All publications are in English. One is independent. All publications are pre-reviewed and
published in their entirety. No list of noticed citations is presented. I didn't notice the quotes either.

8. Using the results of the PhD thesis work in scientific and social practice. Existence of
achieved direct economic effect, etc. Documents on which the statement is based.

The obtained results of the PhD thesis have been approved in the form of prescriptions and
methodology for assessing the security of databases and systems for their management.

9. Assessment of the compliance of the abstract with the requirements for its
preparation, as well as the adequacy of reflecting the main points and contributions
of the PhD thesis.

The proposed abstract is completed according to the requirements and reflects the main points and
scientific contributions of the PhD thesis. The abstract is formatted according to the requirements
of the Technical University - Sofia.

10. Comments, recommendations and notes.

The PhD thesis is prepared precisely and in a neat logical sequence. The degree of awareness of
the author on the given topic is impressive. Significant knowledge of the legal framework in
applying the security implementation methodology is shown.

I believe that the PhD student should concentrate on the practical implementation of the conceptual
developments. It is also good to do practical research on the degree of security in available, already
working systems.

Not being an expert in English, I would like the author to explain to me the following sentence on
page 179:

Remember, this is your final opportunity to leave a lasting impression on your readers and urge
them to prioritize database security.



11. Conclusion with a clear positive or negative assessment of the PhD thesis.

The PhD thesis of MSc. Eng. Besart Prebreza on the topic "DATABASE SECURITY (CASE
STUDY: APPLICATION IN THE CENTRAL INSTITUTIONS OF THE REPUBLIC OF
KOSOVO)" contains scientifically based solutions to an actual problem in the field of information
systems development. Adequate publicity of the results has been implemented. I believe that the
submitted thesis meets the requirements of the Law on the Development of the Academic Staff in
the Republic of Bulgaria. On the basis of the above, I allow myself to recommend to the Honorable
Scientific Jury, appointed by Order OX - 5.3 - 45 of 04.07.2024.. of the Rector of the Technical
University - Sofia, to award the M.Sc. Eng. Besart Prebreza, the educational and scientific degree
"PhD", Professional field 5.3. Communication and Computer technology, Doctoral Program
"Automated Information Processing and Management Systems".

21.09.2024 Reviewer:

Burgas /Prof. Stanislav Simeonov/



