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.q[ceprarluoHeH TpyA sa nprago6nBaHe Ha o6pa:onareJrHa H HayqHa creneH ,,4oxTop"

flpoSecaonirnHo HarrpaBJreHue 5.3. Korr,ryHr.rKauuoHHa I,I KoMnlorbpHa rexHI{Ka

floxropcxa flporpaMa AsroN.{arusvpalar cr.{creMrl ra o6pa6orxa ua zH$opMarlzfl il yrpaBneHlle

Anrop Ha ArrceprarlraoHHu, rpyA: Mar. uux. Eecapr flpe6pesa

Teua ua,{vcepraqr.roHHuf, rpy4: CI4IyPHOCT HA EA3A AAHHH (KA3YC:
IIPI,IJIOXE Hr4E B UEHTPAJT HI4TE I4H CTr4TyrJULr H A P EnyEJII4KA KO CO B O )

PeqeHsenr: IIpoQ. l-p Crauncran .{euuen CuNleoHos

Hacro.sulara peueH3r4, ce flpe.qcraBfi BbB BpB3Ka c npoueAypara 3a 3aIIII.rra Ha

Ar4cepraur,roHHr.r, TpyA sa np4qo6r.rBaHe na OHC ,,,{oKTop" Ha Mar. nsx. Eecapr fipe6pera,
cbrJracHo 3arroBe.q J\& O)It - 5.3 - 45 or 04.07.2024r., ua Pexropa na Texnz.{ecKl.{ yul4Bepcurer -
CoQrar [uceprauraoHHr.rf,T TpyA e r.{3JroxeH na 195 crpaHnlrlr, Karo B npeAcraBeHnfl My BHA e

o$oprraen ers: Br,seAenue, I{er n Sapla.tv Ha r43cJreABaHero; I,IgroxeHze a 5 uanu; OcHoeHu

H3BoArz H pe3ynrarr4 KBM AuceprarruoHHara pa6ora; 3armo.{eHne r.{ flpenoprxu; flpnHoctl Ha

AuceprarllroHHr.rf, TpyA; fly6nuxaunn Ha aBTopa BbB Bpb3Ka c Ar,IcepraIIIroHHH, TpyA;

Jlureparypa. Bxmo.rsa 20 $urypu u 5 ra6nm\u.

l. Arryarnocr Ha pa:pa6ornaHlrs B Arrceprarl[oHHrrr rpya npodJreM B HayrrHo ll
HayrrHo[p[JroxHo ornorrreur{e. Creneu rr Hr.rBa Ha ar$yaJrHocrra ua npoO;rerrra u

KoHKperHr{Te 3aAaqu, pa:pa6oreHlr B AIr cepraulrfl Ta.

.{orroparrsr ce Qoxyclrpa Bbpxy aHann3a n orrrrrMr.r3al.]laflTa sa oco6eHo aKTyiIrIeH

npo6leu e KoN{urortpHrrre cr.rcreMr.r - curypHocr Ha 6asu AaHHu. Tosa xacae peanu3a\vflTa Ha

crrrypHocr Ha r{rBcrBt4TeJrHr4 B ToBa orHorrreHr,re Macr4Br.r lrnQopuaqr.rf,, cBbp3aHu c flrpxarur.t
r.rHcrr.rryrlun. Ha 6aza lr3BbprxeHoro flporryBaHe ca 4e$llHupaHn IIen[ h 3alaqu Ha

Arrcepraur{oHHara pa6ora, cBtp3aHr,r c aeSxuupaHe Mqcroro Ha cl,rrypHocrra B MacI,IBI,ITe

raHQoprrlaquf,, npeAJraraHe Ha KoHrlenqurl 3a cr{rypHocr rr rflxHoro lrpunoxeH}Ie, vAeHTn$nxauux

na cla6u Mecra B cr,rrypHocrra pr ctorBerHara npeBeHIII,rf,, oueHxa Ha cHcreMHTe 3a curypHocr.
B 4uceprauuroHuus. TpyA e pa3rneAaH KoHKpereH Ka3yc 3a npoeKTapaHe Ha clrrypHocr s 6a3u

AaHHr.r v c;z,ereur 3a yfipaBneHxe Ha 6asu gaauu. OcseH qe ce oHarJreAflBar BB3MoxHocrHre 3a

npnnoxeHr4e, B r.{3cJreABaHeTo ce cs3AaBa MeToAHKa, rro KorTo Aa ce peaJII,I3upaT KoHKperHI{

rrpoerTr,I cBbp3BaHr4 cbc cb3AaBaHero Ha unSopruauproHHr,r crrcreM[r 3a Koploparr.IBHn I,I pec[.

flrpxaonn opraHr,rcauu[. CtuecrseHa r{acr or Auceprarlr4oHuara pa6o'ra e npe.[noxesus cnoco6

orHocHo KaqecrBeH aHiullr3,3a Kareropu3npaHe r.r KoAflpaHe Ha KoHcrarauldl{Te, r.uenru$uqupaHe
Ha MOAenI{ U LI3BJII,IqaHe Ha 3HaqHM}I 3aKJItOqeHr4r, OTHOCHO UInOCTHOTO CbCTOTHU9 HA

crrrypHocrra sa 6asara AaHHlr. I4snor:sa ce KarIecrBeH aHaJru3 3a Kareropu3upaHe I,I KoAI{paHe

Ha KoHcraraLIr4I4Te, n4eHtrrfuqupaHe Ha MoAenr,r u ra3Brr4rraHe Ha 3HaqIrMIr 3aKJIloqeHI,Iq orHocHo

rrrnocrHoro ctcrof,Hr{e Ha cnrypHocrra B 1asata AaHHr4. flocleAno:ro Moxe Aa ce cqraTa 3a



oco6eHo aKTyanHa 3a!{aqa, [peABr.rA ycKopeHoro BHeAp.f,BaHe Ha I4HSOpMaIIUOHHLI CpICTeMU.

Pearnsarlnsra H tapaHTupaHero Ha curypHocrra trecro r.r3r.rcxBa Ia3npeBapBaulo BHeApf,BaHe Ha

MeroAr.r u cnoco6u, crrpflMo aKTyaJrHr{Te 3HaHI{f, 3a rf,xHoro cy6errnnHo rrsgeilcrnne BbB BcI{qKn

Bb3MoxHr4 acneKTr.r. flocraseHr,rre 3aAarru r{ TflxHoro peluaBaHe flpeAcraBnf,Bar op[rHHaJIeH

[oAxoA e o6racrra. Karo cbuecrBeHa [oJroxprrenHa r{epra Ha Al,IcepralruoHHara pa6ora e

HaJrr,rquero Ha MeroArrKa 3a peaJrv3arlaf, ua 4eQuuupaHI,ITe xl,Inore3n vr lpenopbKl4 3a

BHeAp.f,BaHe.

2, Crenes Ha [o3HaBaHe ctcroffHtlero ua npo6reMa Ir rBoprlecKa lrHTeprlperaul{r Ha

JrHTep aTypHrrf M aTepIraJI.

Crgrpxauuero Ha AucepraurdoHHr{, TpyA noKa3Ba, qe IoKTopaHrGT no3HaBa aKTyaJIHoro

cBcTorHI,Ie no oTHoIIIeHHe, KaKTO Ha CBBpeMeHHI,ITe TeHAeHIIrII,I 3a peaJII43aLIpL Ha CI,IrypHOCT,

TaKa 14 Aeficrsaqara 3aKoHoAareJrHa cr{creMa. Cnncrrrr or l{3[on3BaHara nuTeparypa rro

Ar.rcepraur.r{Ta BKJrroqBa o6uto 85 sarraszr. JlureparypHnTe u3ToqHLIuH ca aKTyanHLI I4 cBbp3aHla

a reMarraKara Ha flpeAnoxeHrfr AncepraquoHeH TpyA. B cnuc]Ka ca BKJIIoqeHLT 3ailraBns, Ha

auullficxu H HeMcKa esr4x. floxa3aHa e Kpurr.rrrHara poJrr, Ko.,ITo I,Irparr MacI.IBIrre uuQopuaqur,
BKJrroqr{renHo B AbpxaBHr4Te rleHTpanr{3r.rpaHr{ r,IHcrLITW4r4 a Peuy6.nurca Kocoso. Ha 6asara Ha

nr,rreparypHux o6:op e HarrpaBeHa oueHKa 3a Mflcroro r,r 3HarIeHI,Iero Ha c[creMI.ITe 3a ynpaBneHue

sa 6a:u AaHHr.r n seo6xoAuM[Te u3r.rcKBaHV, 3a r{xHara cvrypHocr. I4seeAeHu ca BbIIpocH,

[oAnexaur.r Ha HayqHo paapa6oroaHe H rrpaKTrrqecKa peanlr3aul4r. Ha ocnoeanlae Ha roBa cI,I

rro3BoJrrBaM Aa nplreMa, rre ArdcepraHTtT no3HaBa ctcrorHl.Iero ua npo6lerraa. fIy6ru{KaII}IVTe

AoKa3Bar nrrreparypHara ocBeAoMeHocr Ha aBTopa 3a aKTyarlHoro cbcro{Hue na upo6JleMa, KaKTo

yt reHAeHrlurrre 3a peanr,r3aur.rfl. JlureparypHlrre [3ToqHuqu ca \Lrrilpaun KopeKTHo B

H3JIOXCHHCTO.

3. CrorsercrBrre Ha ur6paHara MeroAr{Ka Ha rr3cJreABaHe c flocraBeHara ueJI Ir 3aAaql{

Ha ArrcepTaurroHHl{f TpyA.

I{enra Ha npeAcraBeH}rfl Mr.r 3a perleH3upaHe AlzceprarluoHeH TpyA e [pofrBaHe cre[eHTa

Ha crrrypHocr Ha AaHHr.{Te B Macr.rBrz or uuQoprra aq:afl Ha 6asa Oracle u SQL. Pa:pa6omata rpa6ea

Aa rrocnyxu 3a ocHoBa Ha KoHrre[qr4, 3a rapaHTI,IpaHe cl4rypHocrra s 6a3n or AaHHI,I, KaKTo 3a

orAeJrHn ceKTopr{, TaKa r,r B Kop[oparuBr,kt v rleHTpilnlr3r{paHn MacI.IBu or uu$opMalllrfl.

flpe4rapureJrHo ca pa3rneAaHz ocHoBHI,ITe KoMrIoHeHTu s 1azure AaHHlI, KaKTo e

Ha[paBeH Kpr,rrnqeH aHirrrpr3 Ha ocHoBHr4Te MoAenu. PasrreAaHo e Mflcroro xa CYE[, KaKTo

3HaqeHl4ero I,r Mflcroro Ha cl,rfypHocrra B rgx. OcHosHo Mflcro e orAeJIeHo Ha 3aKoHoAareJlHara

paMKa n Peny6nuxa Kocoao H TeHAeHrrrrr.rre 3a sefinoro pa3BI,ITlre. Ha razu 6asa e HanpaBeH

aHanr.r3 3a creneHTa Ha 3aurr4TeHocr na I{eHrpalHus rpaxAaucKlt perncrbp Ha Peny6lurca

Kocoso. Hanpaeeuzre KoHcrararlr{t4 AoKa3Bar BepHocrra Ha LI3oJIeABaHLIflTaurflxrara IIocoKa.

Cvutau, .re ur6pana'ra MeroAIzKa Ha r,I3cneABaHe HantJIHo ctorBercrBa Ha rtocraBeHara B

Ar.rc epTaIIHoHH [r.rl rpyA.

4. Kparxa aHaJrr{Tr{qHa xaparcreprrcrurca Ha ecrecrBoro rr oueHra Ha AocroBepHocrra
Ha MarepnaJra, Bbpxy rcofiro ce rpaAsr npr{Hocrrre Ha AlncepraurloHHl{r rpyA.
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flpegcmneHllf,r or Mar. LIHx. Eecapr flpe6pera AuceprarluoHeH TpyA e cbc crpyrTypa r4

cbAtpxaHue Ha Haf{Ho t43cneABaue. Ctcrou ce or BbBeAeHr,re B pa3rnexAaHa'ra npo6leMarr,rKa,
auutla3 Ha KoMnoHeHTI.ITe na 6as[re AaHHr.r, CyEA 3a rrxHoro ylpaBJreHrde rd e npeAcraBeHa
3aKoHoBara paMKa [p]r uxHoro rrpr,rJroxeHr,re B Peny6mlxa Kocoso.

Mnoro ao6po BneqarneHr.re npaBu flcHoro u ror{Ho QopuylzpaHe Ha uenra Ha

AlrcepraunoHHr,r, TpyA, KaKTo H npor.r3Tl4r{aul,rre Ha ra3u 6aza zapla,tu.

Analusupaul,I ca v ca cnereMar[3lapaHu ocHoBHr.rre KoMnoHeHTr4 B un$oprtraqraoHHara
clrcreMa - 6aslr AaHHH, clrcreMil 3a yfipaBneHr{e, Karo e o6rpuaTo oco6eHo BH}rMaHr.re Ha Mrrcroro
Ha cl,IrypHocrra H rIpeAI,I3BIrKareJrcrBara B ToBa orHo[reHue. Analu:upaHa e rryBcrBnTeJrHocrra

Ha AaHHLITe a I{eHrpa:rrur rpaxAaHcru perucrbp. HanpareHr.r ca KoHcrararrr4u orHocHo:

- cra6uruocrra [pr.r KoHTpona Ha,qocrbfla;
- ,{o6pu I,I He .qocrartqHo aAeKBarHH [paKTVKr,r tro orHoueHr,re Ha Kpr.rflTrrpaHero Ha

uHQopuaquxra;
- HaqlrHr4Te Ha peaKrlufl npv Bb3Hr.rKBaHe Ha r4Hur4AeHTr.r.

CreA saAur6oqeHns aHirJru3 ca HanpaBeHH [penopbKrr orHocHo:

yflpaBneHze KoHTpona Ha .qocTbna;
peanr,r3aur.rf, sa cra6ulno Kprrnrr.rpaHe;

peaJll,r3arlr.rf, Ha [JraH 3a peaKrlr{.fl npu HanHqHocT Ha r,rHrIuAeHT;

o6yteune ua norpe6ureJrrrre.

I4gnoAure lI 3aKJrloqeHtflTa ca HanpaBeHH Ha 6asara ua sagu6or{eHu aHarr4:[r. Toea N{t,t

.[aBa ocHoBar.ile Aa IIpueMa, qe non) reHr,rre pe3ynrarv ca AocroBepHn. Te uorar Aa ce cqr,rrar,
Karo ocHoBa sa QoprnrynupaHe Ha HalqHr,rre, Haf{Ho [purloxHr4Te r.r rrpHnoxHure npHHocH Ha

Al,IcepTarlhoHH]1, TpyA.

5. HayuHn ulunu HayqHorprJroxHrr rrprrHocu Ha n[ceprarlrroHHrrs rpyA

Karo HayreH npl4Hoc o6zxHoseHo ce ilpueMa o6ocHosxa Ha HoB Haf{eH npo6leu ulu
o6ocHosra Ha HoBa reoprlf,. Ha rosa Mf,cro rrle uilTr{pau llparurur.rK 3a ycJroBrrflTa v pe1a 3a

npn4o6ueaHe Ha Haf{HI,I creneHlr n TY-CoSnr: $oplrynupaHe u o6ocnoeKa Ha HoB HafreH
upo6,reu (o6nacr); $opuynupaue u o6ocuoBKa Ha HoBa reopux (xuuore:a); 4oxasraHe c HoBrr

cpeAcrBa Ha cbulecrBeHu HoBr.r crpaHr{ B crulecrByBarrlr4 Haf{Hr4 npo6relrn lareopur; cb3AaBaHe

Ha HoBH xlacz$nxaqvflt, Meto1rt Ha r.r3cJreABaHe, HoBrr KoHcrpyKrlr{r{, TexHoJroruu, [perraparv,
cxeMLI 3a JIer{eHI4e r{ T.H.; [onfraBaHe ]r AoKa3BaHe Ha HoBrr Qaxru; flonfraBaHe Ha

rlorBtpArlTeaHn Saxrpr; 3Harrr4Mu xyAoxecrBeHorBopqecKr.r flocrraxenus. Tagu nocraHoBxa MH

AaBa ocHoBalalae La xlacu$nqupaM [prrHocrrre B Ar.rceprarlnoHHprr rpyA Ha Mar. r{Hx. Eecapr
flpe6pesa [o cneAHuq HarrktH:

Hayquu npuHocu

flpe4lara ce HoB [oAxoA 3a aH€rIrH3 Ha cr..rrypHocrra, B xofiro ce BKJrroqBa saAtr6o.reH aHaJrr43 B

Mepr(Hre 3a cHrypHocT.
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Hayquonpu.noxHu npuuocn

flpe,4roxena e MeroAoJrorn, 3a rrpunaraHe Ha rexHoJIoruLI 3a cnrypHocr Ha 6asLI AaHHI,I.

[e$uHr.rpana e Kouueflqu;r npu peanr43arlr,rfl Ha cr4creMu 3a KoHTpon Ha Aocrbrr, Kp]rnrllpaHe Ha

AaHHU r.r MOHHTOpT{Hr.

flpunoxnu nDunocu

flpe4craoeuo perxeHrre 3a orleHKa Ha cr4rypHocrra Ha 5asaraAaHHI,I Ha ueHTpanHL{Te [rHcrnryllu]I
Ha Peuy6ruxa Kocose 3a 3aIIII4Ta Ha AaHH[ITe Ha rpaxAaHI,ITe.

6. Oqenxa 3a creleHTa Ha Jrlrrluoro yqacrrre Ha ArrcepraHTa B npl{HocMe.

flpe4craeeHvr ca 5 6p. ny6uaxaqun KBM Aaceprarrlr.rrra, Karo rrxHoro cbAbpxaHue

orpa3f,Ba pa3nr,rrrHt4 eraflr, or rrpoBeAeHr4Te rr3cneABaHr.rfl. Elna or ny6:ruxarluure e B

zHAeKcr.rpaHo r.r3AaHHe (Scopus) a ocraHaJruTe ca B MexAyHapoAHI4 xypHwru. Tezu Qaxru
AOKa3BaT, qe Ar,rcepTaur.roHHr.r, TpyI I1I npI,IHocHTe ca ocHoBHo Aeno Ha A]IcepraHra.

7, llpeqeurca Ha nyOruraqnure rlo AlrceprauroHHl{fl TpyA: 6pofi, xapal$ep Ha

[3AaH[flTa, B KOTITO Ca OTleqaTaHII.

.{ucepraurrr r,rMa 5 ny6nuxaqvrvtBl"B BpB3Ka c Al4ceprauurra, B T.r{.:

- n c6opnvurt c AoKna.qlr Ha MexAyHapoAeH HafreH Qopyru (un4ercupana) - I ny6luxaqrlr;
- BMexAyHapoAHrrxypHanr{ -3 ny6nraxaquu;

Bcu.{xn uy6:ruxaquu ca Ha aguuficrn e3HK. EAgara e caMocroflTeJlHa. Bcuqru
ny6nnxaqun ca [peABapnrenHo peueH3upaHr v ea ny6rttxyuaHll B rtbJlHvts. vtu o6eu. He e

rrpeAcraBeH cnvcbK crc :a6erx3aHr.r qr,rrllpalr^us' Az cr,Iuo He sa6erqgax qHTarIr.

8. llsnorgeaHe Ha pe3yJrraruTe or Arrceprarlr{oHHnr rpyA B HayqHara Ir coql{aJlHara
nparrrnxa. Haraqrze Ha rrocrltrHar [p.rrK rrKoHoMr{qecxu e$exr n np. fioxyrrteHTu, Ha

KOI4TO Ce OCHOBaBa TBbpAeHI4eTO.

flolyreuure pe3ynraru or AncepraulroHHr.rq rpyA ca anpo6npaHl.I noA $opvrara Ha

rrpeAflr-rcaHrlfl n MeroAr.rKa 3a orIeHKa Ha clrrypHocrra Ha 6asu gauuu Lr cucreur 3a r.,IxHoro

y[paBneHr.re.

9. Oqenrca Ha cborBercrBrrero na anrope$epara c [r3rrcKBaHr.rqra 3a l{3rorBflHero My,

KaKTO rr HA aAeKBaTHOCTTa Ha OTpa3flBAHe Ha OCHOBHIITe IIOJrOXeHrrfl lI IpITHOCI{Te

Ha ArrcepTarluoHHrq TpyA.

llpe4,roNeurdrr aBTopeQepar e I43rrbJrHeH cbrrlacHo l,r3r{cKBaHu.rrra !I orpa3.,IBa ocHoBHI.ITe

ronoxeHxr H Ha1"{Hure rrpr.rHocr,r Ha AnceprarluoHHr4.,r rpy.u. ArropeSepamr e $oprraarupan
ctrJracHo r43ncKBaHhflra sa TexnuqecKl.tfl )'HLIBepcI{Ter - CoSur.

10. Mneunfl, nperopbxn u 6erexxlr.

[ucep'raqaoHHt4f,T TpyA e r,r3rorBeH npeqrl3Ho u r crpofiua JloruqecKa flocneAoBareJIHocr.

flpanz BnerrarJreHrre creneHTa na nuQopr*.rnpaHocr Ha aBropa rro AaAeHara reMarI'IKa. floxasaHo
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e 3HaqI4TeJIHO trO3HaBaHe Ha 3aKOHOBaTa paMKa IIp[ flpunaraHe Ha MeTo.qLIKaTa 3a pean]I3aIIH.'I Ha

cnfypHocT.

Currau, qe AoKTopaurrr rpr6ua Aa ce KoHIIeHTpI,Ipa KbM npaKTLIqecKo l{3nbnHeHr4e Ha

KoHuerrryanHrdre pa3pa6orxu. .{o6pe e Aa ce HanpaBrr L lpaKTl,IqecKpl I,I3cneABaHVfl' 3a creneHTa

Ha cr4rypHocr B HaJIuqHu, Berle pa6oreuu clIcreMI'I.

Ees la cbM crrerll4aJrr,rcr s aHrrprficxr{ e3LIK, 6lrx ncxal aBTopbr Ea MA pa3TbnKyBa

cJreAHoro H3perIeHI4e Ha crp. 179:

Remember, this is your final opportunity to leave a lasting impression on your readers and urge

them to prioritize database security.

ll.3axnroqeHrre c flcHa noJroxrrreJrHa IJII| orpHIIareJIHa oIleHKa Ha AIrcepraIIIroHHHs

TPYA.

flucepraqvoHHrrrr rpyA Ha Mar. rrHx. Eecapr flpe6peea Ha reMa ,,CI4IyPHOCT HA

EA3A AAHHI4 (KA3YC: [IPI4nOXEHI4E B UEHTPAIHI4TE I4HCTI4TYUI4I4 HA

PEIIyEJII4KA KOCOBO)" cr4rpxa Ha)qHoo6ocHoeaHll pelxeHu.a Ha aKryilneH lpo6:reu r
o6lacrra na paspa6orKara Ha ru$oprurarluoHHu cI,IcreMI.{. PealusnpaHa e aAeKBarua ny6luunocr

Ha pe3ynrarure. C.ruraM, tre npeAcraBeHr{f,T AHcepraUIroHeH TpyA orroBap, Ha I'I3IrcKBaHVfrTa Ha

3axosa 3a pa3Br,rrr4e Ha axaAeMr.rqHr4f, ctcraB e Peny6lzxa Etlrapus. Ha ocHoBaHI4e Ha

tope63noxeHoro, cl,t [o3Bonf,BaM Aa rlpertopbqaM Ha flo.IuraeMoro HayvHo xYPu, Ha3HaqeHo

crc 3anoseA O){( - 5.3 - 45 or 04.07 .2024r.. na Pexropa sa TexsuqecKl4s yHHBepcI'Irer - Co$zx,

Aa rrprrcbAr{ Ha Mar. uux. Eecapr flpe6peaa o6pa:onareJlHara Ir HayqHa crereH ,,AOKTOP",

flpo$ecuonanHo HanpaBneHile 5.3. Kor'ayru{KaUl4oHHa H KoMIrrorGpHa rexHl'Ixa, {oxropcxa
nporpaMa,,Arrouaru3vpa*il cr,rcreMr{ ea o6pa6or:xa ua uutpopMalluf, u lmpaaleHue".

21.09.2074r

rp. Eyprac

PeueHseHr:

/Ilpofi. A-p Ctauucrae CuN{eoHoe/
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REVIEW

on a PhD thesis work for the acquirement of an educational and scientific degree rrPhDrr

Professional direction 5.3. Communication and computer technology

Doctoral Program Automated Systems for Information Processing and Management

Author of the PhD Thesis: MSc. MSc. Besart Prebreza

Topic of the thesis: DATABASE SECURITY (CASE STUDY: APPLICATION IN THE

CENTRAL INSTITUTIONS OF THE REPUBLIC OF KOSOVO)

Reviewer: Prof. Stanislav Denchev Simeonov, PhD

The present review is presented in connection with the procedure for the defense of the PhD thesis

for the acquisition of the educational and scientific degree "PhD" of MSc, Eng. Besart Prebreza,

according to order No. OX - 5.3 - 45 of 04.07.?024, of the Rector of the Technical University -

Sofia The PhD Thesis is set out on 195 pages, and in its presented form is organized in:

Introduction, Aim and tasks of the research are; Exposition in 5 chapters; Main conclusions and

results to the thesis; Conclusion and recommendations; Contributions to the PhD thesis;

Publications of the author in connection with the PhD thesis; Literature. Includes 20 figures and 5

tables.

l. Relevance of the problem developed in the PhD thesis in scientific and applied

scientific terms. Degree and levels of relevance of the problem and specific tasks

developed in the thesis.

The PhD student focuses on the analysis and optimization of a particularly topical problem in

Computer Systems - database security. This concerns the implementation of security of sensitive

information arays related to State institutions. Based on the reading, the goals and objectives of
the PhD thesis are defined, related to defining the place of security in information arrays, offering

security concepts and their application, identification of weak points in security and the

corresponding prevention, evaluation of security systems. The PhD thesis examines a specific case

study of security design in databases and database management systems. In addition to illustrating

the possibilities of application, the research creates a methodology by which specific projects

related to the creation of information systems for corporate and resp. State organizations. An

essential part of the thesis is the proposed method for qualitative analysis to categorize and code

findings, identify pattems and draw meaningful conclusions about the overall state of database

security. Qualitative analysis is used to categorize and code findings, identify patterns, and draw

meaningful conclusions about the overall state of security in the database. The latter can be

considered a particularly relevant task, given the accelerated implementation of information

systems. The implementation and guarantee of security often requires anticipatory implementation

of methods and methods, in relation to current knowledge of their subjective impact in all possible

aspects. The set tasks and their solution represent an original approach in the field. As an essential



positive feature of the PhD thesis is the availability of a methodology for the realization of the

defined hypotheses and recommendations for implementation'

2, Degree of knowledge of the state of the problem and creative interpretation of the

literary material.

The content of the thesis shows that the PhD sfirdent knows the current situation in terms of both

modem security implementation trends and the current legislative system. The list of used

literature for the PhD thesis includes a total of 85 titles. The literary sources are up-to-date and

related to the topic of the proposed PhD thesis. Titles in English and German are included in the

list. The critical role played by mass information, including in the state centralized institutions in

the Republic of Kosovo, is shown. Based on the literature review, an assessment was made of the

place and importance of database management systems and the necessary requirements for their

security. Issues subject to scientific development and practical implementation are presented. On

this basis I presume that the PhD student knows the state of the problem. The publications prove

the author's literary awareness of the current state of the problem, as well as the implementation

trends. Literary sources are correctly cited in the presentation.

3. Correspondence of the chosen research methodology with the set goal and tasks of

the PhD thesis work.

The purpose of my PhD thesis submitted for review is to study the degree of data security in Oracle

and SQl-based databases. The development should serye as the basis of a concept for ensuring

security in databases, both for individual sectors and in corporate and centralized infbrmation

arrays.

The main components in the databases are first examined, as well as a critical analysis of the main

models. The place of DBMS is considered, as well as the importance and place of security in them.

A major place is devoted to the legislative framework in the Republic of Kosovo and the trends

for its development. On this basis, an analysis was made of the degree of security of the Central

Civil Registry of the Republic of Kosovo. The findings prove the validity of the research and its

direction.

I believe that the chosen research methodology fully corresponds to the one set out in the PhD

thesis.

4. Brief analytical description of the nature and assessment of the credibility of the

material on which the contributions of the PhD thesis are based.

Presented by MSc. Besart Prebreza's thesis has the structure and content of a scientific sfudy. It

consists of an introduction to the issues under consideration, an analysis of the components of the

databases, DBMS for their management, and the legal framework for their application in the

Republic of Kosovo is presented.

A very good impression is made by the clear and precise formulation of the purpose of the thesis'

as well as the resulting tasks.
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The main components in the information system - databases, management systems - have been

analyzed and system atized, paying special attention to the place of security and the challenges in

this regard. The sensitivity of the data in the Central Civil Registry was analyzed. Findings were

made regarding:

stability in access control;

good and insufficiently adequate practices regarding the encryption of information;

the ways of responding to incidents.

Following the in-depth analysis, recommendations were made regarding:

- access control management;

- implementation of stable encryption;
- implementation of a response plan in the event of an incident;

- user training.

Inferences and conclusions are made on the basis of in-depth analyses. This gives me reason to

assume that the results obtained are reliable. They can be considered as a basis for formulating the

scientific, scientific and applied contributions of the PhD thesis.

5. Scientific and/or apptied scientific contributions of the PhD thesis

A scientific contribution is usually considered a justification of a new scientific problem or a

justification of a new theory. At this point, I will quote the Regulations for the conditions and

procedure for acquiring scientific degrees at TU-Sofia: formulation and justification of a new

scientific problem (area); formulation and justification of a new theory @ypothesis); proving by

new means substantial new sides in existing scientific problems and theories; creation of new

classifications, research methods, new constructions, technologies, preparations, treatment

schemes, etc.; obtaining and proving new facts; obtaining corroborating f'acts; significant artistic

achievements. This presentation gives me the reason to classify the contributions in the PhD thesis

of Msc. Besart Prebreza as follows:

Scientifi c contributions

A new approach to security analysis is proposed, incorporating deep analysis into security

measures.

Scientific and applied contributions

A methodology for applying database security technologies is proposed. A concept has been

defined in the implementation of access control, data encryption and monitoring systems.

Applied Contributions

presented solution for assessing the security of the database of the central institutions of the

Republic of Kosovo for the protection of citizens' data.

3



G, Evaluation of the degree of personal participation of the PhD student in the

contributions.

They are presented 5 publications to the thesis, and their content reflects different stages of the

conducted research. One of the publications is in an indexed edition (Scopus) and the rest are in

international journals. These facts prove that the thesis and contributions are primarily the work of

the PhD student.

7, Evaluation of the publications on the PhD thesis: number, nature of the editions in

which they were Printed.

The PhD student has 5 publications related to the PhD thesis, including:

- in collections with reports of an international scientific forum (indexed) - I publication;

- in international journals - 4 publications;

All publications are in English. One is independent. All publications are pre-reviewed and

published in their entirety. No list of noticed citations is presented. I didn't notice the quotes either.

8. Using the results of the PhD thesis work in scientific and social practice. Existence of

achieved direct economic effect, etc. Documents on which the statement is based.

The obtained results of the PhD thesis have been approved in the form of prescriptions and

methodology for assessing the security of databases and systems for their management.

g. Assessment of the compliance of the abstract with the requirements for its
preparation, as well as the adequacy of reflecting the main points and contributions

of the PhD thesis.

The proposed abstract is completed according to the requirements and reflects the main points and

scientific contributions of the PhD thesis. The abstract is formatted according to the requirements

of the Technical University - Sofia.

10. Comments, recommendations and notes.

The PhD thesis is prepared precisely and in a neat logical sequence. The degree of awareness of

the author on the given topic is impressive. Significant knowledge of the legal framework in

applying the security implementation methodology is shown.

I believe that the PhD student should concentrate on the practical implementation of the conceptual

developments. It is also good to do practical research on the degree of security in available, already

working systems.

Not being an expert in English, I would like the author to explain to me the following sentence on

page 179:

Remember, this is your final opportunity to leave a lasting impression on your readers and urge

them to prioritize database security.
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11. Conclusion with a clear positive or negative assessment of the PhD thesis.

The PhD thesis of MSc. Eng. Besart Prebreza on the topic "DATABASE SECURITY (CASE

STUDY: APPLICATION IN THE CENTRAL INSTTTUTIONS OF THE REPUBLIC OF

KOSOVO)" contains scientifically based solutions to an actual problem in the field of information

systems development. Adequate publicity of the results has been implemented. I believe that the

submitted thesis meets the requirements of the Law on the Development of the Academic Staff in

the Republic of Bulgaria. On the basis of the above, I allow myself to recommend to the Honorable

Scientific Jury, appointed by Order Ox( - 5.3 - 45 of 04.07 .2024.. of the Rector of the Technical

University - Sofia, to award the M.Sc. Eng. Besart Prebreza, the educational and scientific degree

"PhD", Professional field 5.3. Communication and Computer technology, Doctoral Program

"Automated Information Processing and Management Systems".

21.09.2024

Burgas /Prof. Stanislav Simeonov/
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