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_ BbpXYAMCEpTAaLMOHEH TPy 33 NpuaoGKBaHe Ha 00pa30BATE/IHA M HAYYHA CTENCH J0KTOpP”
. Coord~ ABTOD Ha AucepTalMOHHKs TPYA: Mar. Becapr [Ipe6pesa

TeMa Ha AucepTalMOHHUs TPy CHrypHocT Ha 6a3uTe JaHHHU (Ka3yc: MPHIIOKEHHE B
LeHTpaJHUTed HCTHTYHH Ha PenyOinka KocoBo)

YJieH Ha HAYYHOTO XKypH: JOIL. A-p MHK. Ba/IleHTHH XpUCTOB

1. AKTyaqHocT Ha pa3paGoTBaHHsi B JAHCEPTALMOHHHS TPYA NpodsieM B HAYYHO H
HAYYHOINPWJIO’KHO OTHOIIEHHE

CbBpEMEHHHTE KOMYHHKAIOHHA M HH(QOPMALMOHHA TEXHOJOTMH OKa3BaT CHUIHOBIIMAHHC
BBPXY BCHUKM 00JIACTH Ha ChBPEMEHHH XKHBOT. IIpencTaBeHara qucepTanus € I0oCBeTEHaHa
CHTypHOCTTa Ha O0asara HaHHM (Ka3yc: IPUIOXKEHHWE B IEHTPATHUTEH HCTUTYUUM Ha
Peny6mka KocoBo). [Ipoy4BaHeTo € IPOBEIEHO € MOMOIITA HA HHCTPYMEHTH 3@ CHIypPHOCT
Ha 0asWTe JaHHM U MpEXOBHUTE ycTpoiicTBa. IIpoOiembT, pasrienan B Aucepranuara 3a
CHTYpHOCTTA Ha 0a3suTe JaHHM B LEHTpaIHHS opraH Ha PemyGnuka KocoBo € OT romimo
3Hauenue. [10BEUETO OT HM3MOM3BAHUTE 85 JUTEPATypPHH H3TOYHHMKA Ca OTHOCIEIHUTE 5
roguHu. Becruko ToBa MokasBa, ye TeMaTa € 0COOEHO aKTyaHa.

2. CTeneH Ha MO3HABAHE CHLCTOSIHHETO HAa MpoljeMa H TBOPYECKA HHTEPHpeTAlHs Ha
JIMTEPATYPHHUS MaTepHas

JIuTeparypHusT 0630p HAMpaBeH B INIaBK 1 U 2 HA UCEPTALUOHHUS TPYH, aKUEHTHPA BHPXY
CHTYpHOCTTa Ha 0asWTe NaHHH, OTpa3siBa CHJIHATANOJIOKHTEIHA NOCOKAa Ha HACTOALIMTE
TexHOJOTHH. KaHIUIaTeT JEMOHCTPHpA 3a1bJI0049eH0 pa3dupaHe Ha paMKHTE 33 CUTYPHOCT,
METOIUTE 3a KPUIITUPAHE M CHCTEMHTE 3a KOHTPOJ Ha MoCThra. LluTHpaHu caakTyalHH
JINTEPATYPHU U3TOYHUIMIPU aHATM3a Ha IPeIMETHATao0macT. 3a(ba004eHOTO I03HABAaHEHA
TIpeJMETHATA00IacT/iaBa Bh3MOXKHOCT Ha H3CNEN0BATEN TOYHO Jia o4YepTae HeNTa U NEIuTe
Ha JWCEpTAlMATAa B KOHTEKCTa Ha INIPEM3BHKATENICTBaTa W PELICHHATA 33 CHUTYPHOCT Ha
Oa3uTe JaHHH.

3. ChoTBeTCTBHE HA M30paHATAa METOAHKA HA H3C/IeJBaHe ¢ MOCTaBeHATA 1eJ H 3212494
HA JUCEPTALHOHHHSA TPy

MerToa0J10THATa Ha U3CIIEABAHETO, H3IIOI3BaHa B JUcepTalyaTa, € B CbOTBETCTBUE C LEJITA HA
M3CNeIBAHETO- 3a M3y4YaBaHETO, pa3pabOTBaHETO M IPHIIATAHETO Ha MOAXOMH 32 3alluTa Ha
NaHHATEe. DBKIIOYBA MHOTOMEpEH  HaydeH aHalM3HA [BPBMYHA M BTOpUYHA
NUTEpaTypHUU3TOUHKIM. KaTo mopuepTaBa H3IOJ3BAHETO Ha TE3W METOIHM, JMCEPTAlHUsTA
¥Ma 3a 1eJl Ja OCUTYPH ISUTOCTHO pa3OupaHe 3a CUTYPHOCTTa Ha TaHHUTE, yIPaBJICHHETO HA
CHCTEMATa ¥ M3IIHIHEHHETO Ha MPOrpaMd B KOHKPETHH MHCTUTYIHH B PemyGmuka Kocoso.
Te3n momxomu OTpassBaT aHTQKMMEHTa 3a CTPUKTHO HAyYHO H3CIEJBAHE U IIOIKPEIIAT
3a[auuTe 3a KPMTMYHO W3CJEABaHE HA XPOHOJIOTMYHATA CBOJIOLMS Ha 3aKOHHMTE,
HIeHTHQHIUpaHe Ha 3HauMMHUTEe (HAKTOPH M aHANM3 Ha €()EKTUBHOCTTA Ha IIPOLECHTE 32
3amuMTa Ha maHHUTE. Karo 110, u3bpaHaTta METOJOJIOIHs € IOAXOMsINa 3a MOCTUIraHe Ha
IeIWTe Ha JUCepTalMATa, KAaTo OCUTypsiBa 3aAbI0oueH HHpOpMATHBEH aHalIu3 Ha
peaAMEeTHATa00IacT.

4. Hay'mn U HAYYHOIIPHJIO’KHHU NMPUHOCH HA THCEPTANHOHHHUSA TPYA

OCHOBHHTE NPHUHOCH B JHUCEPTAL[MOHHHUS TPYH IO MO€ MHEHHE ca Hay4HO- IPUJIOKHH H
TIPUJIOKHU. AHATM3UPAHNCA MEPKUTE 33 CHI'YPHOCT, MpWiaraHu ot LIeHTpanHus rpaiaHCcKy
perucTbp Ha KOCOBO, BKIIOUHTENHO KOHTPOJI Ha JOCTBIA, KPUNTHPAaHE Ha IaHHUTE,
MOHHTOPHHT M JOKJIaJIBaHe, KOSTO JaBa LeHHa IPE/ICTaBa 3a eHUKaCHOCTTA HA TE3W MEPKH 32



3aMMTa HAa UYyBCTBUTEIHUTE NaHHU. [IPHUIOKHMTE NPUHOCH B AMCEPTANMOHHUS TPYH Ca
CBBP3aHM C IpeIaraHeTo Ha Hai-I00pHTe MPAaKTHKH 33 CHIYPHOCT Ha 0a3ara JaHHH, KaTo
CHJICH KOHTPOJI Ha JIOCThHIIA, KPHITHPaHe Ha JaHHU U M0J00pEeH MOHHTOPHHT, KOUTO /d Obaar
M3TOI3BAHM M OT APYTH OpraHM3allMy, 32 Ja [IOBHIIAT CUTYPHOCTTA Ha JaHHKTe. OCBEH TOBA
CEOlEHsBAT YCHWIMATa Ha MH(OpMAlMOHHA CHIYPHOCT, U BB3 OCHOBA HAa HAIpPABCHUTE
KOHCTATALMHCE MPABAT MPENOPBKU KbM LIEHTPaTHUSAT IPAKIAHCKH PETHCTBD 33 MpHUJIaraHe
Ha OBJEIIM CTPaTeTHd 3a CUTYPHOCT, BKJIIOUHMTENHO pOJIsiTa HA MEPKUTE 3a CUI'YPHOCTTA Ha
JQHHHUTE B M3rPAXKIAHETO Ha OOMIECTBEHO JOBEPUE, KAKTO U yBEIHYABAHE HA HHBECTHLIHHUTE B
MepKH 3a CUTYPHOCT Ha JaHHHUTe. [IoCTMrHATATE OCHOBHUPE3YITAaTHB IUCEPTALHOHHUS TPy
ca TpeJCTaBeHH OT KaHAWJaTa Ha HaydyHH (GOpYyMH M B HAyYHH CIIMCAHWUS, MOIY4HIH Ca
HeoOX0MMaTa TyOIHYHOCT, OLEHEHH) Ca OT He3aBUCHMH pelleH3eHTH. Hamune ca nuTHpanns
OT ApYrH aBTOpH B uyXOuHa. [IpefCTaBeHMAT CNUCHK Ha IyOIMKalMUTE JEMOHCTPUpA
JIMYHOTO YYacTHe Ha KaHMAaTa B IPHHOCHTE U TOBA € JIOKA3aHO 10 0e3CNOopeH HauuH.

5. Ilpenenka Ha MyOJUKALMHUTE 10 THCEPTALHOHHHSA TPY]

KauauaaTbT € HpeACTaBH CIHCBK OT 5 IyOJWKaluH, CBBP3aHH C QUCEpTalusiTa, ¢/Ha
OTKOUTO € BCHABTOPCTBO C HAYYHHs pbKoBoauTeNl. OT MmyOiuKaluuTe TPU Ca HHICKCHPAHH B
SCOPUS.Crimmre ca ormevaraHu/msganenu npe3 2021-2024 r. TlocTurHature 3HA4YMMH
pe3y/ITaTHB JUCEPTALMOHHMS TPYJ Ca anpoOupaHu B Hay4HH QOPYMHH CTaBAT NOCTBIHH 32
OBIrapckaTa M MeXJIyHapoHaTa HaydyHa OOIIHOCT. [[0COUCHUTE CTaTHH M0 Opoil U MACTO Ha
nyGIMKyBaHe OTTOBApAT HA M3UCKBAHMATA 3a Tpupo0MBaHe Ha oOpasoBaTelHa M Hay4Ha
cTeneH "JOKTop".

6. MueHus1, NPeNOPBKH H 320€/1€KKH

IIpenopbuBamM Ha Mar. uHXK.becaptllpeOpe3a ma MpOIBIKH, pasHooOpazu M 3a1biI00oun
cBOSITA M3CNeOBaTeNCcka M IIyONMKAlHOHHA NEHHOCT, pealM3upaiiku M CaMOCTOATCTHH
nyOIMKaluy.

3aGens3ax,qe NPUHOCHTE B AMCEPTALIOHHMA Tpyd He ca (GOpMYJIHMpaHH CHBCEM
TIPElU3HO,HE3HAUUTEIHH TEPMUHOJIOTHYHN W TEXHHUYECKH MPOMYCKH, KaTO HAlpHUMED
JWIcaTa HA TOJWHM Ha NyOnuKyBaHe W Apyrd OuOmuorpadcku aTpuOyTH Ha HAKOM OT
NUTEepaTypHUTE  HM3TOYHHLH, KOMTO OOCBAMX C  aBTOpa. [To oTHOWIEHME Ha
IIpe/ICTABCHUSIICEPTALIMOHEH TPyJ ~ CYMTaM 3a YMECTHO Jia 100aBIT CBHOTBETHHUTE
IPUJIOKEHUS] KbM IIOCJIEJHUTE JBE TJIABH.

7. 3akj0ueHue

Criel KaTo ce 3amo3Hax ¢ IpeCTaBeHUs AUCEPTAllMOHEH TPYA U Bb3 OCHOBA HA HAIIPaBEHUA
aHATH3 HAa HAy4YHHUTE, HAYYHO-TIPHIOKHH M INPUIOKHUIPHHOCH, KAKTO H KayeCTBOTO U
OPUIMHAI-HOCTTA HA IPeJCTaBeHHTE B TAX PE3YNTaTH W MOCTHIKEHH, MOTBbpXKAaBaM, e
TIPEICTABEHUAT JUCEPTALMOHEH TPYJI, OTTOBAPAT Ha H3MCKBAHHUsATA HA 3PACPB, IlpaBunnuka
33 TIPUIIOKEHUETO MY U CHOTBeTHHS [IpaBunHuK Ha TeXHHYECKH YHHBEPCHTET — Cocdus 3a
npuo6HBaHe OT KaHIMAaTa Ha 0Opa3oBaTeNHaTa M HaydyHa CTEIeH ,,JOKTOp™ B HaydHara
o6mact 5. Texuuuecku HaykH 5.3. KOMyHHMKalMOHHA M KOMIIFOTbPHA TEXHHKa. B 4acTHOCT
KaHIUIATHT YIOBIETBOPABA MUHMMAIHHTE HALMOHAIHM M3UCKBAHUS B IPOGECHOHATHOTO
HaNpaB/IeHHE U HE € YCTAaHOBEHO IIArHaTCTBO B [IPECTABEHUTE Hay4HHU TPYIOBE.

Bb3 0CHOBA Ha TOPEU3JIOKEHOTO, IIPENOPHYBAM HA HA HAYYHOTO XKYPH Ja MPUCHAH Ha Mar.
Becapt [Ipe6pesa o6pasoBaresiHara U HayuHa cTened ,JJOKTOP® no HayyHaTa cneuHaaHocT B
Hay4Ha o6acT 5. TexHudecku Hayky 5.3. KOMyHHKAIMOHHA U KOMIIIOThPHA TEXHHKA.

Hata: YJIEH HA XKYPHUTO:
12.09.2024 . /nou. a-p B. Xpucros/
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1. Relevance of the problem developed in the dissertation in scientific and applied
science. Modern communication and information technologies have a strong influence
on all areas of modern life. The presented dissertation is dedicated to Database security
(case study: application in the central institutions of the Republic of Kosovo). The study
was conducted using the tools of database security and networks. The problem
addressed in the dissertation on database security at the Central Authority of the
Republic of Kosovo is important in both scientific and applied science. Most of the 85
literature sources used are from the last 5 years. All this shows that the topic is
particularly relevant.

2. Degree of knowledge of the state of the problem and creative interpretation of the
literature. The review made in Chapters 1 and 2 of the dissertations, focusing on
database security, reflects a strong command of current technologies. MSc. Besart
Prebreza demonstrates understanding of security frameworks, encryption methods, and
access control systems. With references to 85 literature sources, the analysis
underscores a comprehensive review of scientific materials. This depth of knowledge
enables the researcher to accurately frame the purpose and objectives of the
dissertation within the context of database security challenges and solutions.

3. Correspondence of the chosen research methodology with the set goal and tasks of the
dissertation. The research methodology outlined in the dissertation, which primarily involves
the analysis of primary sources and secondary literature along with multidimensional
scientific analysis, aligns closely with the goal of studying the development and
implementation of data protection laws. By emphasizing the use of these methods, the
dissertation aims to provide a comprehensive understanding of data security, system
management, and the implementation of programs within specific institutions in the Republic
of Kosovo. This approach reflects a commitment to rigorous scholarly investigation and
supports the tasks of critically examining the chronological evolution of laws, identifying
influential factors, and analyzing the effectiveness of data protection processes. Overall, the
chosen methodology is well-suited to achieve the dissertation's objectives by ensuring a
thorough and informed analysis of the subject matter.

4. Scientific, Scientific-applied and applied contributions in the dissertation. The
principal contributions of the proposed dissertation work encompass both scientific and
applied dimensions. From a scientific standpoint, the dissertation work offers a



comprehensive analysis of the security measures implemented by the Central Authority,
including access controls, data encryption, monitoring, and reporting, yielding valuable
insights into the efficacy of these measures for protecting sensitive data. On the applied front,
the study identifies best practices for database security, such as strong access controls, data
encryption, and enhanced monitoring, which can be leveraged by other organizations to
bolster their own data security posture. Additionally, the dissertation work evaluates the
Central Authority's security efforts, pinpointing areas for improvement and informing future
security strategies. Notably, the study underscores the pivotal role of data security in building
public trust, advocating for increased investment in data security measures based on its
findings.

S. Assessment of the publications on the dissertation.

MSc. Besart Prebreza has presented a list of 5 publications related to the dissertation, one-
with his PhD supervisor as coauthor. From them three are in SCOPUS and were released in
2021-2024.With the help of these publications significant results have become available to the
Bulgarian and the international scientific community. The indicated papers by number and
place of publication meet the requirements for acquiring educational and scientific degree
"Doctor".

6. Opinions, Recommendations and remarks.

I recommend MSc. Besart Prebreza to continue, diversify and deepen his research and
publishing activities, realizing independent publications. The contributions to the dissertation
are not formulated quite precisely. Also, I noticed small number of insignificant
terminological and technical omissions, such as the lack of years of publication and other
bibliographic attributes for some of the literature sources that I discussed with the author.
With regard to the presented dissertation, I consider it appropriate to append the relevant
Appendices to Chapter 4 and/or 5.

7. Conclusion.

The presented dissertation demonstrates the author's competence in the subject and his
capabilities for research work. I believe that the applicant has the necessary qualification and
meets the requirements of the Law on the Development of the Academic Staff of the Republic
of Bulgaria and the Regulations of the Technical University of Sofia for its implementation.

Based on the dissertation submitted by the candidate and related papers, I strongly
suggest to the respected scientific jury to award the scientific degree "DOCTOR" to
MSc. Besart Prebreza in corresponding educational- scientific specialty in the
professional field 5.3 Communication and Computer Technics, Area 5 Technical
Sciences.
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