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PEIIEH3IIfl
prauaoHeH rpyA 3a npugo6ueaHe ua o6pasoBareJrHa 14 HayqHa cre[eH ,gorcTop"

- no npo$eciloHarHo HarpaBneHue 5.3. Ko*ryHrrKarlrroHHa rr KoMrrrorbpHa rexHr.rxa
HayqHa cIet]Ha"rtHoct.,Anromarlr3IrpaHrr cHcreMr{ :a o6pa6orKa Ha unQopmaqun u

ynpan,reulle"

Anrop Ha AnceprarlnoHHr4, rpya: Mar. rrH)K. Becapr flpe6pera
Teiva Ha lucepraquoHHur rpyA: CI{|yPHOCT HA EA3A AAHHII (KA3YC:
IIP U "[ O)I( EHI,I E B IIE HTPAJIHTTTE I4HCTrrTy\rLrL HA pE rIyB J]II4KA K O C O B O)

PeqeH:esr: npo(t. d-p unw. Py.ueu Lleanoa Tpu(toruoe

Peuen:lzrra ce rpeAcraBq Br,B Bpb3Ka c [porleAypara 3a 3aurr.rra Ha Auceprarlr4oHHnr
rpyA 3a npn4o6IaaaHe na OHC ,,,(oKrop" Ha Mar. uux. Eecapr [Ipe6pesa, cr,tJracHo 3anoBeA

Ilb O}K - 5.3 - 45 or 04.07.2024r. ua Pexropa ua TexsnqecKr4 yHHBepcurer - CoSnx u
nporoKon 3a yqacrhe B 3aceAaHae Ha HayqHoro xypH tto [porleAypara 3a npzgo6nnaHe Ha

o6pa:osarelHa H HayqHa creneH AoKrop tro npo$ecuoHanno Ha[paBneHue: 5.3.
KouyuurcaquoHHa n KoM[rorlpHa rexHrrKa u Hayr{Ha c[eur4anHocr ,,ABToMar.z.3vpaHV
cucreMH :a o6pa6orxa Ha raHSopMarIHfl u ylpaaleuue ".

1. AmryanHocr Ha pa3pa6orsaHuq B Ar{ceprarl[oHH[q rpya upo6,'reM B Hayr{Ho u
HayqHo[puJroxHo orHollreHrre. Crenes H Hr{Ba Ha axTyarrlnocrra ua upo6,renra u
KoHKperHure 3aAaqlr, paapa6oreHH B Anceprarlr.rflTa.

llpe4craseHara or AorropaHra pa6ora H3cneABa oco6eHo aKryaneH npo6renr n

o6lacrra Ha KoMnrcTT,pHVTe HayKV - cr4rypHocr Ha 6azu garuuu. Craea Bbflpoc 3a
peanu3alrurra Ha cHtypHocr Ha r.ryBcrBr4TenHla MacvBri rau$oprraaqur, cBr,p3aH14 c [r,pxaoHra
vHcrvryu\V. Br',: ocuoBa Ha HanpaBeHo [poqyBaHe ca 4e$rauupaHr4 Uenr{ v 3a119,v Ha

AHceprauHoHHara pa6ora, cBbp3aHII c geSuunpaHe Mqcroro Ha curypHocrra B MacHBHTe
uH(lopuaqur, npeAnataHe Ha KoHI-le[uuu 3a curypHocr H TrxHoro rrpr4JroxeHHe,
ugenru$unaLryfl Ha cta6u Mecra B carypHocrra v cborBerHara rrpeBeHur4r, oqeH6a Ha
cHcreMLlre 3a cHtypHocr. lracepra\vflra pa3rneAaxAa KoHKpereH Ka3yc 3a [poeKr7paHe Ha
cr'IrypHocr e 6a3u LaHHrt H cl4creMu 3a ynpaBneHr{e Ha 6azu gauruu. B nsnrpmeHoro
H3CneABaHe ce cr,3AaBa MeroAHKa, I]o KOflTO Aa Ce peanH3r4par KoHKperHr4 t]poeKTr4 cBT,p3BaHH
cl,c cb3AaBaHero ua nr{Qoplratll4oHHtl cIIcreMH 3a Kop[oparuBHr4 H pecfl. flrpNanuu
opl-aHI'{3au}ll'1, KaKro H ce oHatreAsBar Bb3MoxHocrr4Te 3a IIpHnoxeHr4e. Arcryaleu B HayLrHo
H HayqHorlpl4JloxHo orHoIxeHLIe e npeAnoxeHr4r cnoco6 orHocuo KaLIecrBeH al.anlu.3 3a
Kareropu3HpaHe il KoAI4paHe Ha KoHcraraL\t4vre, rz4eHrrzQuqnpaHe Ha MoAenH u u3BJ.rHLraHe
Ha 3HaLIUMH 3aKJIIoqeHHq, orHocHo IlqnocrHoro cbcro.sHl4e Ha cHfypHocrra Ha 1azata AaHHV.
I'l:no,rgsa ce KaqecrBeH aHarv3 3a Kareropu3l,IpaHe H KoAupaHe Ha KoHcra.r.aLU4HTe,
u4eHrraSr'rqHpaHe Ha MoAenu v v3Bilvl,aHe Ha 3Haqr4Mr,{ 3aKr}oqeHHfl orHocHo uqnocrHoro
cbcrorHHe Ha culypHocrra B 5azara AaHHI4. Toea Naoxe Aa ce cqnTa 3a lrHoBarHBHa 3aAaqa,
npeABuA ycKopeHoro BHeApqBaHe Ha uuSopnaaqnouulz cr4creMu. B o6lacrra Ha
raH$opuaqraoHHara cu[ypHocr 3a nocrr4raHe Ha BHcoKa cr4rypHocr r.recro ce h3r4cKBa
['13[peBapBau]o BHeAprBaHe Ha MeroA]r V cnoco6u, cflp.sMo aKTyaJrHHTe 3HaHHq 3a rrxHoro
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cy6eKTHBHo Bt3AefrcrBt4e B'bB BcHr{Kr4 Bb3MoxHr4 acrreKTn. OpurnHaleH [oAxoA s o6racrra
npeAcraBnrBar nocraBeHHTe 3aAaqH B Ar.tceprauflTa H T.rrxHoro peuaBaHe. Hanuquero sa
MeroAuKa 3a peanlr3aUun ua ge$nHI4paHHTe xr4nore3a 14 rrpeflopbKr4 3a BHeApqBaHero ilM ca
cbuecrBeH14 noJroxr4TerH14 qepTr4 Ha Ar4cepTaur4oHHara pa6ora.

Teiltarnrcara e aKTyaJIHa I,r [ocrr4ra r4HTepecHr4 H3cneAoBareJrcKu pe3ynrarr.t c
xapaKrepa Ha HayqHH rrprrHocr4.

2. CreneH Ha [o3HaBaHe cr,croqHlrero Ha npo6reua u 'rBopqecxa r{HTep[perauuq
Ha JrrrTeparypHI|fl MaTeprra!'r.

Or uanpaneHVn tureparypeH o6:op e Br4rHo, qe AoKTopaHT'br e go6pe 3alo3Har KaKTo
cbc CT,BpeMeHHHTe TeHACHIII4II 3a peanV3AIII4.fl Ha CHfypHOcT, TaKa H c 4eftcrsaulara
3aKoHoAareJIHa cucreMa. tr4gnor:saHr4 ca 85 nrareparypHl{ H3TorrHhrIH rto Ar4cepraqr4flra,
KOHrO Ca aKTyaJIHH H CBt'p3aHI4 C TeMarr4KaTa Ha per]eH3HpaHl'1lfl AHCepTaUr{oHeH TpyA.
BnrrcqeHu ca 3arnar:l.fl ua aur,ruficKr4 14 HeMcKH e3HK. Tnopuecxara v HTepnperauH, Ha
nilTeparypHl1.n Ma-tepvaJl H MHeHI4ero Ha AoKTopaHTKara no npo6,reua ca [peAcraBeHy
KaTeropht.lHo B IHcepTalll4flTa 14 ca HaIIpaBeHHTe c't oTBeTHH ny6lurcaqur4 rro AHcepTaqr4oHHt4f
rpyl. IloxasaHa e KpnTt4qHara por.fl, Ko.flTo r.{rpaflT Macr,rBrrre rau$oprr.laqrzfl, BKJrror{ilTe1rHo B

AbpxaBHHre IleHrpanv3vpaHr HHcruryllt{H s Peny6:rurca Kocoeo. Bts ocHoBa Ha
nl4reparypHur o6:op e Ha[paBeHa oueHKa 3a Mqcroro 14 3HaqeH]tero Ha cncreMr{Te 3a
y[paBneHHe ua 6azu !.aTHw n ueo6xo4nMuTe Il3HcKBaHVs,3a rrxHara cr4typHocr. I4:ne4eHu
ca BbnpocH, noAnexaulH Ha HayqHo pa:pa6oreaHe 14 npaKTuqecKa peanr43auHq.

!orcropaurr,r AeMoHcrpupa :a4t,r6oueHo tto3HaBaHe Ha u3cJ]eABaHara o6,racr.
Aualu:tr Ha peueHuflTa e 3axbl6oqeu H apryMeHTr4paH, Koero norBl,pxAaBa no3HaBaHe
aKTyanHoro cbcrorHHe Ha H3cneABauu.a npo6lenr.

3. CrorsercrBlte Ha u:6pauara MeroAHKa Ha rr3cJIeABaHe c rrocraBeHara IIeJr n
3aAaqu Ha AucepTarIHoHHHq TpyA.

llocraeeHara uen Ha Ar4ceprauuoHHr4, rpyA e rpoyr.rBaHe crereHra Ha cHrypHocr Ha
AaHHr4re B MacnBr4 or ausopua\us, Ha 6a:a Oracle u sQL. peruasauilre 3aAaqu B

AHCepralluflTa cnyll(ar 3a ocHoBa Ha KOHUenq]|1,x3atapaHTr4paHe cHtypHocrras 6azu o.t.AaHHrr,
KaKTO 3a OrIenHH ceKTOpH, Tar.a u B KOp[OparHBHtr U rIeHTpanv3ApaHV MACVBV OT
rzHSopuaqNr.

Teoperuuuo ca pa3tneAaHr ocHoBHHTe KoMrroHeHTu B 6asure AaHHH, KaKro H e
HatrpaBeH Kpl4rilqeH aHarv3 Ha ocHoBHr.rre MoAenu. flpe4craeeHo e Mrcroro ua cyE!, KaKTO
I'l 3HaqeHHero 14 Mqcroro Ha cHlypHocrra B rsx. Baxen aKIIeHT e orAeneH Ha 3aKoHoAareJrHara
paMKa e Peny6lurca Kocoeo 14 reHreHurzHre 3a sefiHoro pa3Brzrr4e. Bt: ocHosa Ha roBa e
HanpaBeH aHarlil3 3a creneHTa Ha 3aurl4TeHocr Ha I]eurpa,rH14, tpaxAaHcKg petr4cr"bp Ha
Peny6,rurca Kocoeo. KoHctataqunte, Kor4To ca HarpaBeHu, AoKa3Bar BepHocrra Ha
143CneABaHLrflTa h TflxHaTa IlocoKa.

Hamupau, qe B AuceprauuoHHr4fl rpyl e Hanuqe cr,orBercrBue Mexry us6pauara
MeTOAOnOflt, Ha H3CneABaHe H

rroJ'rylreHHTe pe3ynTaTH.

nocraBeHara uen v 3a4a.uu. Oqeuxeant uorolt(HTer.rHo
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1. Kparxa aHa,'IIrrI{qHa xapamTeplrcrrlxa Ha ec'lecrBoro rr orleHKa Ha

AocroBepHocrra Ha MareplraJra, Bbpxy rcoiiro ce [paAqr rrpuHocrrre Ha

AtrcepTarIuoHHuq TpyA.

lracepraquoHHl4flr rpyl e sa artrtnficKr,r e3r.rK c o6eu or 195 crpaHHur4, Karo BK,'rrcqBa:

Br,ne4eHue, I{e,r n 3alaqv Ha tj3cneABaHero; I4:,roxeune e 5 rlaez; OcHoeHil },r3Born H

pe3ynraril Kr,M AnceprauuoHHara pa6ora; 3arc,rrcqeuue u rpenopr,K14; flpuuocu Ha

rHceprauiloHHH, rpyA; fly6nurcawv Ha aBropa BbB BpT,3Ka c AnceprauuoHHr.l' rpyA;
Ilnreparypa. B trarepuaJ.ra ca BKi'rroqe:r.n 20 rfr.rryprz u 5 ta6tut1u.

flpe4craeeHum AHceprauuoHeH rpyA e orfopnaeH Karo HayqHo u3cneABaHe.
Crpyrcrypara u cbAl,pxaHuero My ce cbcror4 or BbBeAeHr4e B pa3rnexAaHara npo6,renraruxa,
aHarv3 Ha KoMtloHeHTUTe na 1azure AaHHH, CyBA 3a rf,xHoro yrrpaBneHHe H e tlpeACTaBeHa
3aKoHoBara paMKa npu T.lxHoro rrpunoxeHr4e B Peny6nrzrca Kocoeo. -fcHo l.r rorlHo ca

$opuylrzpaHH uenra Ha Al4ceprauHrra, KaKro H npoH3THqauHTe Ha ra3r4 ocHoBa 3a1aqv.

B pa6orara ca aHaJlu3vpaHw Lt cucreMaril3ypaHl ocHoBHHTe KoM[oHeHTH B

uHQopruaquoHHara ct4creMa - 6alu pauaw, cucreMH 3a ylpaBneHue, Karo e o6t,pHaro oco6euo
BHHMaHHe Ha MflCTOTO Ha CHfypHocrra 14 [peAr43Br4KareJroTBara B TOBa OTHO[reHrZe.

Aualtl:upaHa e LIyBcrBLITeJIHocrra Ha AaHHHTe e I-{eHrpa,rHr4s rpaxAaHcKu perr4crr,p.
HanpaneHu ca KoHcrarallulr orHocHo cra6n,rsocrra rrpr4 KoHTpona Ha Aocr.r,fla, 4o6pu 7 He

AocrarbqHo aAeKBarHH rlpaKTHKr4 no orHoueHue Ha KpH[THpaHero Ha uu(topuaquxra,
Haql4Hure Ha peaKuH, npH B'b3HuKBaHe Ha HHr-u4AeHTH. Cle4 :agr,l6oqeHr.q aHalfi43 ca
HanpaBeHH npenopbKl4 orHocHo ynpaBneHr4e KoHTpona Ha Aocr"b[a, peanH3aUHq Ha cra6urHo
KpilnTilpaHe, peaJ'lH3allHq Ha []'IaH 3a peaKI-lH, IIpH HanHqHoCT Ha aHUHAeHT, o6yqeHue na
norpe6nrelure.

[ucepraqurra e o$opueua npeuil3Ho x MarepHurJrbr AocroBepHo npeAcraB,
npeAMerHara o6lacr Ha ld3cneABaue. HanpaBeHfi ca u3BoAt4 14 3aKnroqeHr4, B'b3 ocHoBa Ha
:agr,l6oueuv aHaru3?l, Bl,pxy rOfirO ce tpaAflT npuHocr4Te Ha rhcepraqHoHHH' TpyA.

Toea Nau AaBa ocHoBaHI4e La [pIIeMa, r]e ilonyr{eH}rre pe3ynrarr4 ca AocroBepH14.

5. Hayvulr ululu HayqHo[puJro]r(Hu trprrHoc[ Ha ArrceprauuoHHHfl TpyA

flpereuquure Ha AoKropaHra Mar. uHx. Eecapr flpe6pe:a 3a npfiHocr4, Kor4To HMar
HayqeH, HayqHo-npl4JIoxeH I4 ApunoxeH xapaKTep, IlpHeMaM HanT,JrHO. flpuHocure n

nHceprauhoHH14q rpyA ca Soprnry,rrapaHr.r no cneAHH,a HaqHH:

Hayqulr npuHocu

flpe4,rara ce HoB floAxor 3a aHanl43 Ha cr4rypHocrra, B xofiro ce BKJrrorrBa saAbr6oqeu a1a1t113
B MepKr4re 3a cHtypHocr.

HayqHonpu,roxHlt npuuocu

Ilpe4loNeua e MeroAoJlott4, 3a fipunaraHe Ha rexHoJrorr414 3a cr4rypHocr Ha 6a:u AaHHr4.
lAe$uurapaHa e KoHue[qvfl ilpt4 peanl,r3alll4r Ha cr4creM, 3a KoHrpon Ha Aocr'n, KpLrrrr4paHe
HA AAHHI4 H MOHHTOPHHf.
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flpluoxuu npusocu

flpe4craseHo peueHlre 3a orleHKa Ha cr4rypHocrra Ha 6asara AaHHr4 Ha ueHrpanHnTe
14HCrHTyqH14 na Peny6rnrca Kocoeo 3a 3aulr4Ta Ha AaHHHre Ha fpaxAaHr4Te.

6, Ouenrca 3a crerleHTa Ha,'IurrHoro yrracrue Ha AlrcepraHTa B rrprrHocrlTe.

flpe4craeeHure ny6,rurcallur4 Kr,M AuceprauHoHHr.i, rpyA orpa3flBar npoBeAeHure

ri3cneABaHHfl B AlrceprarluflTa. Tosa 4orca:Ba, qe Marepvlila Lli flpr4HocHTe ca ocHoBHo Aeno Ha

IHCepraHra.

Cuntan, qe npr4Hocr4Te B flpeAcraBeHVfl MH 3a peueH3r4paHe Aucepraur4oHeH TpyA ca

IIpeAilMHo J'l14LIHo leno Ha AoKTopaHTa, nOA pT,KOBOACTBOTo Ha HelOBI4fl HayqeH pbKOBOAuren

npo$. .q-p riHlr(. [auue,ra foueea.

7. flpeuesna Ha ny6.nuxaIIHI{Te rro AuceprarlroHHuq rpyA: 6poft, xapamTep Ha

[3AaH[qTa, B KOr{TO Ca OTIIeqaTaHII.

Kt'u 4ucepraLryflTa e flpznoxeH cnl{cbK c HarrpaBeHrz 5 ny6lraxaquu, 1 or Kot4To e

npeAcraBeHa Ha MelKAyHapoAHa rcoH$epeHqur n Br,rrapun, a4 ca ny6nzrcyBaHU B clvcaHL4fl.

fly6,rllrcaqavre ca na aurtuhcKll e3uK. E4ua or HayqHr4Te ny6lurcaquu e B u3AaHAe,

Koero e peQepllpauo H t4HAeKCI{paHo B cBeroBHoH3BecrHu6asv AaHHu c HayqHa un$opuaqH.a.
E;Ha ny6,r u KauHr e caMocrorreJrHa.

fly6nrzraqzure Ha AoKTopaHTa orpa3sBar ocHoBHHTe pe3ynraru H rrpr,rHocr4, rlonylreH14

rrp14 H3foTBflHero Ha Ar4cepTarlHoHH14q TpyA.

Ko,rHqecreoro h KaqecrBoTo Ha ny6,ruraquuTe orfoBaprr Ha LI3ucKB aHVflTa 3a 3aUIliTa
Ha Axcepraqur :a o6pa:oBarerHa H HayqHa crerreH ,,4oKTop".

B. I{:nor:eaue Ha pe3yJrrarrrre or ArrcepraurroHHHs rpyA n HayrrHara tr corIHaJ'rHara
IIpaKTrrKa.

Ilo,ryueuure pe3ynrarH or rHceprarlHoHHr4, rpyA ca anpo6r.rpaHr,r a [eHrpa,rHure
14HCTHryUI4H Ha Peny6,rnrca Kocoso no4 Qopuara Ha npeA[HcaHlx H MeroA]rKa 3a orIeHKa Ha

cr4 rypHocrra na 6azu AaHHH H ctzcreMH 3a rqxHoro ynpaBneHHe.

9. Ouenxa Ha cr,orBercrBllero Ha aeropeQepara c r{3rrcmBaHrrsra 3a u3rorBrHero
Myr KaKTO Il Ha aAeKBaTHOCTTa Ha OTpa3qBaHe Ha OCHOBHIITO IIOIOrxeHUq U

IIprrHocrrTe Ha ArrcepTaur.roHHrrs TpyA.

Aerope$epar"br Ha AficeprauuoHHr4, rpyA e e o6eNa or 32 crp. H e o$opmeH e
cborBercrBHe c u3l.lcKBalHrfl'ta Ha flpanu,ruuKa 3a ycnoBurra v pe1a :a npllgo6uBaHe Ha
HayqHH creIeHH e TY- Cocpn.r. Toil orpa3sBa BrpHo cr,AT,pxaHHero, rtpoBeAeHHre
H3CneABaHHrl, nocTI,If HaTure TeopeTr4qHI4 r.{ [paKTHqeoKr.r pe3ynraT]4 H rrp14HocuTe,
cbAbpxaulx ce B I]],J]Htrfl TeKcT Ha Ar4cepTar_lr4oHHr4q TpyA.

10. Mueullq, tlpeflopbKu n 6e,rexxll.
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f(ucepraquoHHr4flT TpyA rroKa3Ba rorqM o6ena ua H3BT,pueHu HayqHH H3creABaHr4fl H

cBilAere,.rcraa :a go6po no3HaBaHe Ha ttpeAMeruara o6lacr or AoKTopaHra fleuoucrpupaHo e

3HaqHTenHO IlO3HaBaHe Ha 3aKOHOBara paMKa npH np]rnafaHe Ha MeToAilKaTa 3a peann3aulm

Ha cilrypHocr.

I4nar,r 14 HflKoH Hecr,urecrBeHil KpHTHrrHu 6ereNrcu:

. Ha MHoro i\4ecra B npeAcraBeHVfl ML4 3a peueH314paHe Axcepraur4oHeH TpyA ce

cpeular ryuu "ctatlrr", "pe(repar" BMecro "gtzcepraqu f" Llrr,l "Te3a";

Hanpaseuure :a6e,rexrl4 He oMul,.roBaxaBar flocrnrHarHTe tto,'roxl.rrenH14 pe3ynraru B

A14CepTauilflTa.

flo:so,rssar\,r cu ra npenopbqaM Ha Mar. Eecapr flpe6pe:a La [poAbnxr4

h3c,'rerBaH[.r fl,ra cv B ra3u nepcfleKTuBua o6,1acr, Karo pe3ynrarare or rrx Aa 6r4ar orpa3eH14

e ny6,rrzrcaqrau s pe$epupaHn 14 r4HAeKcr4paHr.r B cBeroBHor43BecrHr4 6azv Launu c HayqHa

nu$opuauu e v3ilaHilfl.

11. 3arc,rroqeHrre c flcHa rroJroxrrreJrHa HJrrr orprrqareJrHa orreHKa Ha AlrceprauuoHHuq
TPYA.

C,reA sano:HaBaHe c ttpeACTaBeHHTe Mr4 AoKyMeHTu H AhcepraqvoHHLtfl TpyA, KaKTo 14

cbAbpx(au-lHTe ce B Her-o rtpHHocH, crtI4TaM, qe AoKTopaHTbT e u3BT,prIHJ.t 3Haq].tTe'rga no o6ena

H cbrbp)r(aHHe H3cne4oBare;rcKa pa6ora B aKTyanHa HayqHa o6,racr.

l4:nt,,rueHu ca BcutrKI4 H3HCKBaHHfl Ha 3arcoH 3a pa3Burr4ero Ha aKaAeMuqHr4s ct,craB B

Peny6,rrarca Et,rrapul, flpaenruur< 3a HeroBoro npuJ.raraHe u llpaen,ruuK 3a ycnoBH flTa v pe1a

:a nprtgo6rlBaHe Ha HayLrHr4 creneHu a TY-Co$ur.
Bcuqrco roBa MU raBa ocHoBaHAe Ia AaM nono)KuTer'rHa oueHKa Ha AucepraulroHHr4fl

rpyA h Aa npeAnolKa Ha yBa)KaeMoro HayqHo )r(ypli Aanpuc:r ALt Ha Mar. uHxr. Eecapr llpe6pe:a
o6pa:oeare;rHara u HayLrHa crerreH ,,AoKTop", npodtecraoHaluo HanpaBneH14e 5.3.

Koul,HnrcaqHoHHa h KoMrrlorL,pna rexHHKa, HayqHa cneuuaJrHocr ,,ABTor,tarv3LipaHV cHcreMH

:a o6pa6orra Ha uH$opMaufirr H yttpaBneH]re"

(

2l .09.2024r PEUEH3EHT
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REVIEW

on a dissertation for the acquisition of an educational and scientific degree
"Doctor" in the professional field 5.3. communication and computer

Equipment
Scientilic specialty "Automated Information Processing and Control Systems"

Ar,rthor of the dissertation:Master Eng. Besart Prebreza
Thesis title: DATABASE SECURITY (CASE STUDY: APPLICATION IN
THE CENTRAL INSTITUTIONS OF THE REPUBLIC OF KOSOVO)

Reviewer. Prof Dr. Eng. Rumen lvonov Trifonov

The review is presented in connection rvith the procedure for delending the
dissertation for the acquisition of the degree of Doctor of Master. Ing. Besart
Prebreza. according to Order No. OJ - 5.3 - 45 of 04.01 .2024. of the Rector of the
Technical University of Sofia and protocol for participation in the meeting of the
scientific jury on the procedure for acquiring the educational and scientific degree
of Doctor in the professional field: 5.3. Communication and Computer Engineering
and Scientific Specialty "ALrtomated Systems for Infbrmation Processing and
Control".

l.Actuality of the problem developed in the dissertation in scientific and
applied terms. Degree and levels of actuality of the problem and the
specific tasks developed in the dissertation.

Tl-re rvork presented by the PhD student explores a particularly topical
problem in the fleld of computer science - database security. It is about the
implementation of- the security of sensitive arrays of inlormation relate<l to State
institutions. on the basis of the research, the goals and objectives of the
dissertation are defined, related to defining the place of security in the arrays of
information, proposing security concepts and their application, identifying security
rveaknesses and the relevant prevention, evaluating security systems. The
dissertation examines a specific case study for security design in databases and
database management systems. In the conducted study, a methodology is created to
implerneltt specific projects related to the creation of information systems for
corporate and resp. State organizations, as well as the possibilities for
application. The proposed method for qualitative analysis for categorization and
codin-{ of findings. identiflcation of patterns and drawing significant conclusions
about the overall state of database security is relevant in scientific and applied
terms. Qualitative analysis is used to categorize and, code findings, idenfii,
patterns, and draw meaningful conclusions about the overall security state of the
database. This can be considered an innovative task, given the acceierated
deployment of information systems. In the field of information security, in order to
achieve hi-eh security, it is often required to proactively implement meihocls and
methods. accordir-rg to the current knowledge of their subj ective impact in all
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possible aspects. An original approach in the field is represented by the tasks set in
the dissertation and their solution. The availability of a methodology lor the
implementation of the defined hypotheses and recommendations for their
implementation are essential positive features of the disserlation.

The topic is relevant and achieves interesting research results with the
character of scientifi c contributions.

2. Degree of knowledge of the state of the problem and creative
interpretation of the literary material.

From the literature review it is evident that the PhD student is well
acquainted with both the modern trends in the implementation of security and the
current legislative system. 85 literature sources on the dissertation were used,
which are relevant and related to the subject of the reviewed dissertation. English
and German titles are included. The creative interpretation of the literary material
and the opinion of the PhD student on the problem are presented categorically in
the dissertation and the relevant publications on the dissertation are made. The
critical role played by the mass of information" including in the state centralized
institutions ir-r the Republic of Kosovo, is shown. Based on the literature review, an
assesslrlent is rnade of the place and importance of database management systems
and the necessary requirements for their security. Issues subject to scientific
development and practical implementation are outlined.

The PhD student demonstrates an in-depth knowledge of the fleld under
stLrdy. The analysis of the solutions is thorough and reasoned, which confirms
knou,ledge of the current state of the problern under study.

3. Compliance of the chosen research methodology with the set goals and
objectives of the dissertation.

The purpose of the dissertation is to study the degree of data security in data
arrays based on Oracle and SQL. The tasks solved in the dissertatiolt serve as the
basis for a concept for ensuring security in databases, both for individual sectors
and in corporate and centralized information arrays.

Theoretically, the main components in the databases are considered, as well
as a critical analysis of the main models is made. The place of DBMS is presented,
as well as the importance and place of security in them. An important emphasis is
paid to the legislative fiamework in the Republic of Kosovo and the trends ir-r its
development. On this basis, an arralysis of the degree of protection of the Central
Civil Register of the Republic of Kosovo has been made. The findings that have
been made prove the correctness of the research and its direction.

I find that in the dissertation there is a correspondence betrveen the chosen
research methodology and the set goal and tashs. I positively appreciate the results
obtained.
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4.A brief analytical description of the nature and assessment of the
credibility of the material on which the contributions of the dissertation
are based.

Tlie dissertation is in English with a volume of 195 pages, including:
Introduction, Purpose and objectives of the research; Exposition in 5

cl"rapters; Main conclusions and results of the dissertation; Conclusion ar-rd

recommendations; Contributions to the dissertation; Publications of the author in
connection with the dissertation; Literature. The material includes 20 figures and 5

tables.

The presented dissertation is shaped as a scientific research. Its structure and
content consists of an introduction to the issues under consideration, an analysis of
the cornponents of the databases, a DBMS for their management and the legal
framework for their application in the Republic of Kosovo is presented. The
purpose of the disserlation, as well as the tasks arising from this basis, are clearly
and precisely fbrniulated.

In the work, the main components in the information system are analyzed
and systematized - databases, management systems. with particular attention paid
to the place of security and the challenges in this regard. The sensitivity of the clata
in the Central Civil Register has been analyzed. Findings have been made
regarding the stability of access control, good and insufficiently adequate practices
re-earding the er-rcr"yption of information, the r,vays of responding to incidents. After
the in-depth analysis, recommendations were made regardir-rg access control
management, the irnplementation of strong encryption, the implementation of an
incident response plan. and user training.

The dissertation is precisely formatted and the material faithtully represents
the sub.iect area of research. Conclusions and conclusions are made on the basis of
in-depth analyses. on which the contributions of the dissertation are built.

This gives me reason to assume that the results obtained are reliable.

5. Scientific and/or scientifically applied contributions of the dissertation

The claims of the PhD student Mag. Ing. I fully accept Besart Prebreza for
contribr-rtions that have a scientific, scientifically applied and applieci character. The
cor"rtributions to the dissertation are formulated as fbllow,s:

Scientific contributions

A new approach to security analysis is proposed, which includes an in-depth
analysis of security measures.

Annlied scientific con butions
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A methodology for the application of database security technologies is proposed. A
concept is defined in the implementation of systems for access control, data
encryptior-r and monitoring.

Applied contributions

A decision was submitted to assess the security of the database of the central
institutions of the Republic of Kosovo for the protection of citizens' data.

6.Assessment of the degree of personal participation of the dissertation in
the contributions.

The pLrblications presented to the dissertation reflect the research carried out
in the dissertation. This proves that the material and contributions are the main
work of the dissertation.

I believe that the contributions in the dissertation submitted to me for review
are mainly the personal u,ork of the PhD student, under the guidance of his
supervisor Prof. Dr. Eng. Daniela Gotseva.

7. Evaluation of the publications on the dissertation: number, nature of the
publications in which they are printed.

Attached to the dissertation is a list of 5 publications, 1 of which was
presented at an international conference in Bulgaria, and 4 rvere published in
journals.

The publications are in English. One of the scientific publications is in a
journal that is referenced and indexed in world-renowned databases of scientific
information. A single publication is a standalone one.

The publications of the PhD str.rdent reflect the main results and
contributions obtained in the preparation of the dissertation.

The cluantity and quality of the publications meet the requirements for
defending a dissertation for the educational and scientific degree of "Doctor".

B. Use of the results of the dissertation in scientific and social practice.

The results of the dissertation have been tested in the Central Institutions of
the Republic of Kosovo in the form of prescriptions and methodology for assessing
tlie securiry* of databases and systems for their management.

9. Assessment of the compliance of the abstract with the requirements for
its preparation, as well as the adequacy of reflecting the main provisions
and contributions of the dissertation.

The abstract of the dissertation is 32 pages. and is designed in accordance
rvith the requirements of the Regulations on the terms and conditions for acquiring
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scientific de-erees at the Technical University of Sofia. It faithfully reflects the
content. the research carried out, the theoretical and practical results achieved and

the contributions contained in the full text of tlie dissertation.

1 0. Opinions, recommendations and notes.

Tl-re dissertation shor,l,s a large volume of scientific research and evidence of
good knowled-ee of the subject area of the PhD student. Considerable know'ledge of
the le-eal fiamer,vork in the application of the methodolo-qy for the implementation
o1' securitv has bcen demonstrated.

I also have some minor critical remarks:

. [n many places in the dissertation submitted to me fbr review, the words
"article". "abstract" instead of "dissertation" or "thesis" are found;

The remarks made do not detract from the positive results achieved in the
dissertation.

I take the liberty of recommending Mag. Besart Prebreza to cor-rtinue his
research in tliis prornising field, and the results of which will be reflected in
publications in refereed and indexed in world-famous databases with scientific
information.

ll. Conclusion with a clear positive or negative assessment of the
dissertation.

Afier getting zrcqr-rainted with the documents presented to me and tlie
dissertatior-r, as well as the contributions contained in it, I believe that the PhD
student has carried out significant research work in a current scientific field.

All requirements of the Law on the Development of the Academic Staff in the
Republic o1'BLrlgaria. the Regulations for its Implementation and the Regr-rlations
on the Terms and Conditions for Acquiring Scientific Degrees at the Tecl"rnical
Universitv of Solla have been met.

All this gives rne grounds to give a positive assessment of the dissertation and
to propose to the respected scientific jury to award Master. Ing. Besart Prebreza the
educational and scientific degree "Doctor", professional field 5.3. Communication
and Computer Engir-reering, scientifi c specialty "Automated Infonnation
Processin-e and Control Systenrs".

21 .09.2024 REVIEWER:
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