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PEIIEH3USA

X\t\\,\\/Bbpﬁyﬁ’ﬂl/lcepTaLll/lOHeH TPYA 3a npuao0MBaHe Ha 0Opa3oBaTe/IHA U HAay4HA CTEMNEH ,,JOKTOP"
~-L0a¥® - 110 npodecnonanto Harnpasnetue 5.3. KOMyHHKAIMOHHA H KOMIOIOTHPHA TEXHHKA
HayyHa CMelranHoCT ,,ABTOMATU3HPAHH CHCTEMH 32 00paboTka Ha HHPOpPMALHS U
ynpaBJieHHe

ABTOp Ha AMCEePTALIMOHHHUS TPy mar. HHK. Becapr IIpe6pe3a
Tema Ha [ucepraunonnus Tpyn: CHI'YPHOCT HA BA3A JAHHU (KA3YC:
[TPUJIOKEHUE B HEHTPAJIHUTE HHCTUTYLIUU HA PEITYBJIMKA KOCOBO)

Peuensent: npoh. 0-p unsc. Pymen Heanos Tpughonos

PeuensusTa ce npeacrass BbB Bph3Ka ¢ MpoLieypaTa 3a 3alluTa Ha AUCcepTalMOHHUS
Tpya 3a npunodusane Ha OHC , Jloktop™ Ha Mar. nrx. becapt [peGpesa, cbriacHo 3anoses
Ne OK — 5.3 — 45 or 04.07.2024r. na Pexropa Ha Texuuuecku ynusepcuteT — Codus u
POTOKOJ 3a y4acTHe B 3aCe/laHWe Ha Hay4YHOTO XKypH MO Npolenypata 3a Npuao0uBaHe Ha
obpasoBaTe/Ha M Hay4yHa CTeMeH JOKTOp MO MNpOpECHOHANHO HampaBieHue: 5.3.
KomyHMKalMOHHA M KOMMIOTbPHA TEXHMKAa M Hay4Ha CIELMANTHOCT ,,ABTOMaTM3MpaHU
cucTeMu 3a 00paboTka Ha MH(OpMaLMs U yrpaBjieHue .

1. AkTyananocr Ha pa3paGoTBaHHsi B JHCEPTAUMOHHHS TPYA NpPo0JeM B HAYYHO H
HAYYHONPHUJIOKHO oTHOIeHHe. CTeneH M HUBA HA AKTYaJIHOCTTA HA NpodJeMa u
KOHKPETHHTE 321241, pa3paboTeHH B JHCEPTALUATA.

[lpencraBeHara oT nokTopanta paboTa M3cieaBa OCOGEHO akTyaneH npobrem B
obnacTra Ha KOMIIOTBPHUTE HAyKH — CMTYpHOCT Ha 6asu manud. CTaBa BBIpoC 3a
peanusanuaTa Ha CUIypHOCT Ha YyBCTBUTE/IHM MacuBM MH(OpMaLus, cBbp3anu ¢ JIbpikaBHHU
MHCTUTYLMH. BB3 OCHOBa Ha HampaBeHO MpouyBaHe ca NAeDMHMpPaHM LENM M 3a1aud Ha
JMcepTalMOHHaTa paboTa, CBbp3aHu ¢ Je(MHUPAHE MSCTOTO Ha CUI'YPHOCTTA B MACHBHTE
MH(OpMALMs, TNpeilaraHe Ha KOHUEMLMM 33 CHIYPHOCT M TAXHOTO IPUJIOXKEHHE,
naeHTMdHKaLKMS Ha Cc1abM MECTa B CHTYPHOCTTAa M CHOTBETHATA MPEBEHLMS, OLEHKa Ha
CHCTEMHMTE 3a CUIypHOCT. Jlucepraumsra pasrie/iakaa KOHKPETeH Ka3yc 3a MPOeKTUpaHe Ha
CHIYpHOCT B 0as¥ NaHHM W CHCTEMHM 3a yNpaBieHHe Ha 0asu JaHHM. B u3BBpLICHOTO
M3C/ICABAHE CE Ch3/1aBa METOMKA, 10 KOSITO /1a C€ PEAI3UPAT KOHKPETHHU IIPOEKTH CBbP3BAHHU
CbC Cb3/IABAHETO Ha MH(OPMALMOHHM CHCTEMHM 3a KOPIOPaTMBHM M pecr. JIbpikKaBHH
OpraHM3aLyy, KakTo W Ce OHare/1aBaT Bb3MOXKHOCTHTE 3a MPUIOKEHUE. AKTyalleH B HAYYHO
M Hay4HOINpPUJIOKHO OTHOUICHHE € MPEeAJIOKEHUS CIOCOO OTHOCHO KauecTBEH aHalu3 3a
KaTeropusupaHe W KOJMpaHe Ha KOHCTaTaLMMUTE, UJCHTU(HUIIMPAHE HA MOJCIH W W3BAMYAHE
Ha 3HAYUMH 3aKJIFOUEHUS, OTHOCHO LISUIOCTHOTO ChbCTOSIHUE HA CMI'YPHOCTTA Ha 6a3ara JaHHM.
Msnonssa ce KauecTBEH aHanM3 3a KaTeropusvpaHe M KOAMpaHe Ha KOHCTATALAWTE,
MICHTU(DULMPAHE HA MOJENM M M3B/IMYAHE HA 3HAYMMM 3AKIIOUEHHMS OTHOCHO LIANOCTHOTO
ChCTOSHME HA CMTYPHOCTTa B Oa3ata AaHHM. ToBa MOXe 1a ce cuMTa 32 MHOBATHBHA 3a/aua,
MpEABUA  YCKOPEHOTO BHEIpsBaHe Ha MHQPOPMALIMOHHM cUCTeMH. B  o6iacTra Ha
HH(OPMALIMOHHATA CHI'YpPHOCT 3a IMOCTHraHe Ha BHCOKA CUTYPHOCT 4YE€CTO C€ W3MCKBa
H3MpEBAPBALLO BHEAPSBAHE HA METOU W CIOCOOM, CIIPAMO aKTyalHUTE 3HAHMS 3a TAXHOTO



Cy6€KTI/IBHO BB3JECHCTBUE BbB BCUUKU BB3MOXKHU ACMEKTH. Opl/IFI/IHaJ'leH noaxona B obnacrtra
NpeacTaBasaBaT MOCTAaBEHUTE 3agauyu B AucCepTalmsaTa U TAXHOTO pellaBaHe. Hanuuuero na
METOAMKaA 3a peam3auus Ha ,D,Cq)l/lHI/lpaHl/ITC XHINIOTE3M M NPENOPHKHU 3a BHEAPABAHETO UM Ca
ChbLIECTBEHU MOJIOKHUTECIHU HEepPTHU Ha AucepTalOHHaTa pa60Ta.

Temarukara e akTyaqHa M TOCTMra WHTEPECHH MW3CJIENOBATENCKH pE3YITaTH C
XapakTepa Ha Hay4YHH NPUHOCH.

2. Crenen Ha no3HaBaHe CHCTOSIHMETO HA NPO0JIEMA M TBOPYECKA MHTEPNPETALHS
HA JIMTEePATYPHHUSI MaTepHaJl.

Ot HanpaBeHus iMTepatypen 0630p € BUHO, Ye JOKTOPAHTHT € A06pe 3aro3HaT KakTo
CbC CBBPEMEHHMTE TEHJICHUMH 3a peanu3auuss Ha CUTYPHOCT, Taka M C JelicTBaliara
3aKOHOJaTeNHa cucTeMa. M3nonseanu ca 85 nMTepaTypHH M3TOYHMLM MO AMCEPTALUATA,
KOWTO ca aKTyajHW M CBbP3aHM C TeMaTHKaTa Ha PELEH3UPaHUs JUCEPTALMOHEH TPY.
BiuiodeHn ca 3arnaBus Ha aHMIMiiCKM W Hemcku e3uk. TBopueckara UHTepnpeTauus Ha
JIATEpaTypHUs MaTe€pUan ¥ MHEHMETO Ha JOKTOpaHTKaTa Mo npobseMa ca MpeacTaBeHH
KaTeroputHo B AMCEPTALMATA M Ca HAMPABEHUTE ChOTBETHMU MyGIMKALIMH 110 AMCEPTALIUOHHUS
TpyA. IlokasaHa € KpUTMYHATA PO, KOATO UIPasT MAaCHBUTE MHDOPMALKS, BKIIOUHTENHO B
ABPXKABHWUTE LEHTPAIM3UpPaHK MWHCTUTYUMM B Peny6nuka KocoBo. Bb3 ocHoBa Ha
nMTepaTypHUs 0030p € HampaBeHa OLEHKAa 3a MACTOTO M 3HAUEHMETO Ha CUCTEMMTE 3a
ynpap/ieHue Ha 6asu 1aHHM M HEOOXOJMMMTE M3MCKBAHMS 3a TAXHATA CUrypHOCT. U3Benenu
ca BBIpPOCH, NOAJIEXKALIN Ha HAYYHO pa3paboTBaHE M MPaKTHYECKa pealu3aLius.

ﬂOKTOpaHTBT AEMOHCTpHpa 3anb71004Y€HO [03HAaBaHe Ha u3cieaBaHata 00JiacT.
AHanu3bT Ha pelICHUATa € 3aabn004YeH U ApryMEHTUpAaH, KOETO [NOTBBpPIKAaBa MO3HaBaHE
AKTYaJHOTO CBCTOSIHME HA U3CJIEIBAHUS ﬂpO6H€M.

3. CborBercrBHE HA u36paHaTa METOAHMKA Ha H3CJeJBaHe ¢ NnocraBeHaTa HeJ U
3aJa41 HA JMCePTALHMOHHUSA TpyAa.

[TocraBeHara uen Ha AMCepTALMOHHMS TPY/ € MPOYUBaHE CTENEHTA Ha CUT'YPHOCT Ha
J@HHUTE B MacuBM OT WHpopmauus Ha Gasa Oracle u SQL. Pewasanute 3amaum B
AUCEPTaLMATA CITYKAT 32 OCHOBA HA KOHLIETILIMS 33 TAPAHTHPAHE CUI'YPHOCTTA B 6a3K OT JaHHH,
KaKkTO 3a OTACTHM CCKTOPH, TaKka M B KOPIOPATUBHM M LEHTPATM3UPAHM MACHBH OT
uHpopmatms.

Teopernino ca pasrienaHu OCHOBHHTE KOMMOHEHTH B GasuTe NaHHM, KAKTO W e
HanpaseH KpUTHHEH aHaI3 Ha OCHOBHUTE MoJenu. [pencraseno e msicroro Ha CYBJ], kakTto
M 3HAUCHMETO U MSICTOTO HA CUTYPHOCTTA B TAX. BajkeH akLEHT € 0TaeeH Ha 3aKoHO qaTe HaTa
pamka B Peny6nuka KocoBo M TeHieHUMHTE 3a HEHHOTO pasBuTHe. Bb3 OCHOBA HA TOBA €
HarpaBeH aHaju3 3a CTEMCHTA HA 3ALIMTEHOCT Ha LleHTpanHus rpakuaHcku permcTsp Ha
Peny6nuka KocoBo. Kowucrarauuure, kouto ca HanpaBeHW, J[0Ka3BaT BEPHOCTTA Ha
U3C/eIBAHMATA U TIXHATA [TOCOKA.

HaMl/lpaM, Y€ B MCEPTAUMOHHHUA TPy € HalMlEe CHOTBETCTBUE MEXay 1436paHaTa
METO0JIOrMA Ha H3CJEeBaHE W I[10CTaBeHaTa Heil MU 3amavu. OU,CHHB&M [MOJIOXKHUTEJIHO
NMOJIYHYEHUTE pE3yJITaTH.



4. Kparka aHaJuTHYHA XapakTepUCTHKA HA €CTECTBOTO WM  OIEHKa Ha
JIOCTOBEPHOCTTA HAa MaTepHala, BbPXy KOHTO ce rpaasiT NpPUHOCHTE HA
ANCEPTALUOHHHUS TPYA.

JlucepTalMOHHUAT TPyl € Ha aHTTIMHUCKH €31K ¢ 06eM oT 195 cTpaHuLu, KaTo BKJIIOUBA:
Bueenenue, Len u 3amaun Ha uscnensanero; Msnoxenne B 5 rnaBu; OCHOBHM M3BOAM M
pesyiTaTh KbM JMcepTallMOHHAara pabora; 3akiloueHne W rnpenopbku; I[lpuHocH Ha
aucepraunontns tpya; IlyGnukaumu Ha aBTOopa BBB Bpb3Ka C AMCEPTALMOHHUS TPYI;
Jlureparypa. B matepuana ca Bkmtouenu 20 gurypu u 5 Tabnuuy.

[lpencraBennsr pucepTauMoHeH TpyA € O(OPMEH Karo HayuyHO H3Cie/BaHe.
CTpyKTypara 1 ChIbP)KaHMETO My Ce ChCTOH OT BBBE/JICHUE B pasriesxkiaHara npodiemMarika,
aHau3 Ha KOMIMOHeHTUTe Ha 6asute nannu, CYB] 3a TAXHOTO ynpasjieHue U € NpecTaBeHa
3aKOHOBATa pamKa Ipu TAXHOTO NpuioxeHue B Penybauka Kocoso. ScHo M TouHO ca
(opmynupann nenTa Ha AMCEPTALMATA, KAKTO M MPOM3THYALLNTE HA TA3KW OCHOBA 3a/1aUH.

B paborara ca aHanusMpaHm M CHCTEMAaTM3MPAHUM OCHOBHHUTE KOMIOHEHTH B
HH(pOpMaLKMOHHaTa cucTeMa — 6a3u JaHHH, CUCTEMH 3 YIIPaBJIeHHE, KaTo € 00BbpHaATO 0OCOOEHO
BHMMaHWE Ha MSCTOTO Ha CUTYPHOCTTa M MPEAU3BUKATEIICTBATA B TOBA OTHOLIEHHE.
AHanM3MpaHa € 4YyBCTBUTEJHOCTTa Ha AaHHUTEe B LleHTpanHus TPOKIAHCKU PETUCTBP.
HarnpaBeHu ca KOHCTaTaUMKM OTHOCHO CTAGMIIHOCTTA MPM KOHTPOJIA Ha JOCTHIIA, 100pu U He
AOCTATbYHO AJEKBATHU MPAKTHKK M0 OTHOLIEHWE HA KPUNTHPAHETO Ha MHpOPMALUATA,
Ha4YMHUTE Ha peaklus Mnph Bb3HUKBAHE Ha WHUMAEHTH. Ciien 3aabi0OueHHUs aHaliu3 ca
HanpaBeHM NPErNopbKK OTHOCHO YMNpaBJieHUE KOHTPOJIA Ha IOCThIIA, peann3alys Ha CTabUITHO
KpUNTHpaHe, peanusalys Ha MJaH 3a peakuus NpU HaTMYHOCT Ha MHUMAEHT, 00yuyeHHue Ha
noTpeduTennTe.

Hucepraumara e odopMmeHa NPeLM3HO W MarepUasbT JOCTOBEPHO [PEACTABs
npeaAMeTHaTa o0nacT Ha u3cneaBaHe. HarnpaBeHu ca M3BOAM M 3aKJIIOYEHHMs Bb3 OCHOBA Ha
3a/1b/1004CHN aHAIM3H, BPXY KOHTO Ce MpajsiT IPUHOCHTE Ha AUCEPTALMOHHMS TPY L.

Toea mu AaBa OCHOBaHHME Na npuema, 4ye rnojasyyeHUTe pE3YyNATaTU Ca 1OCTOBEPHHU.

5. Hay4unu u/unu Hay4HONPH/IOKHH NPHHOCH HA AHCEPTALMOHHHUS TpyA

[lpeTeHumnnTe Ha noKTOpaHTa Mar. uHx. becapr [Tpebpesa 3a npuHOCH, KOUTO UMaT
HAayHeH, HayuHO-NMPUIOKCH W MNPUIIOXKEH XapakTep, NnpueMaMm HambiHo. [IpuHocuTe B
ANCEPTALMOHHUS TPy ca GOPMYIUPAHH 110 CIIEHUS HAYMH:

Hayynu nputocn

[peanara ce HOB MOAXOJ 32 AaHAM3 HA CUTYPHOCTTA, B KOWTO Ce BKIKOYBA 3a1bIG0UEH aHaTH3
B MEPKHUTE 3a CUTYPHOCT.

HayuyHonpu/joKuu npuHocu

Hpezmomena € MCTOAOJIOTUA 3a MpuJIaraHe Ha TEXHOJIOTUU 3a CUTYPHOCT Ha 6asu JaHHH.

[Lecl)ManaHa € KOHLENUUs MpU peaiM3alnusg Ha CUCTEMHU 3a KOHTpPOJI HA JAOCTHI, KpunTupaHe
Ha TaHHW U MOHUTOPUHT.



I puaoKHU NPUHOCH

[IpeacraBeno pelieHue 3a OLEHKA Ha CUIYpPHOCTTa Ha 0a3ara JaHHM Ha LEHTpalHWTe
uHCTUTYLUMM Ha PenyOanka KocoBo 3a 3amiuTa Ha JaHHUTE Ha FpaskaaHuUTe.

6. OueHka 3a cTeneHTa Ha JHYHOTO YdyacTue Ha JTUCEPTAHTA B IIPUHOCHTE.

[IpeacraBenute nyOavKauMu KbM JUCEPTALMOHHUS TpPyA OTpa3siBaT MPOBEACHUTE
uscaeaBaHus B auceptauuaTa. ToBa qokaspa, ye MmaTepuana U MPUHOCUTE ca OCHOBHO JeJ10 Ha
JAWCepTaHTa.

CumnTam, 4e NPUHOCUTE B MPEACTABEHUS MU 3a PELEH3MPaHE AUCEPTALIMOHEH TPy ca
MPEeAUMMHO JIMYHO JIENI0 Ha JJOKTOPAHTA, MO PbKOBOACTBOTO HAa HEMOBUS Hay4eH PbKOBOAMUTEN
npod. a-p uuxk. lanuena Nouesa.

7. Ilpeuenka na myOJHMKAaNMUTE MO AMCEPTALMOHHMS TpyA: Opoii, XapakTep Ha
H3JAHUATA, B KOHTO ca OTIHEeYaTaHH.

KbM aucepraumsaTa € NpuiaokeH CUCHK C HarpaBeHW 5 myOaukauuu, | OT KOUTO €
MpeACTaBeHa Ha MeX/yHapoaHa KoHdepeHuus B bbarapus, a 4 ca nyGiMKyBaHu B CIIUCAHUS.

[TybaukaunmTe ca Ha aHrAMKACKY e3uk. EaHa oT HayuyHUTEe NyGaMKaLMK € B U3JaHue,
KOETO € pehepupaHO U MHAEKCHPAHO B CBETOBHOM3BECTHHM 0a3u JaHHH C HayuHa HH(OpMaLUs.
Enna nybnukauus e camocTosTesHa.

[TyGnukaunuTe Ha JOKTOpaHTa OTPa3siBAT OCHOBHHUTE PE3YJITAaTH U IPUHOCH, TOIyUYEHH
MPH U3rOTBSIHETO Ha JMCEPTALMOHHUS TPYI.

Konu4ecTBOTO M KauecTBOTO Ha MyGAMKALMKMTE OTrOBAPST HAa M3UCKBAHMATA 3a 3aLUTA
Ha JMcepTaums 3a 00pa3oBaTe/iHa U Hay4Ha CTEMNeH ,,IOKTop®.

8. M3moassane Ha pe3y/ITATHTE OT JUCEPTAUMOHHUS TPY/ B HAYYHATA H COLHAIHATA
NpaKTHKA.

[lonyuenure pesyaraTv OT AuMcepTaUMOHHMA TPYH ca anpoOupanu B LleHTpanHute
HHCTUTYLMK Ha Penybnuka KocoBo noa hopmara Ha npeanucaHus U METOMKA 32 OlieHKA Ha
CHIypHOCTTA Ha 0a3u JaHHKW U CUCTEMH 32 TAXHOTO yMpaBJeHHE.

9. OueHka HAa CHOTBETCTBHETO Ha aBTOpedepaTa ¢ M3MCKBAHUATA 32 M3FOTBSHETO
My, KaKTO U HAa aJeKBATHOCTTA HA OTpPa3siBAHE HA OCHOBHHUTE IOJOKEHHUS U
NPHHOCHTE HA ANCEPTALUOHHUS TPYA.

ABTOpedepaThT Ha AMCEPTALMOHHUA TPy € B o0em OT 32 cTp. U e oopmen B
CbOTBETCTBME C M3MCKBaHMsATA Ha [IpaBuiHuKa 3a ycnoBusiTa W pea 3a NpuaoOHUBaHe Ha
HaydHn ctenenn B TVY- Codus. Toil oTpassBa BSPHO ChbIbPIKAHUETO, NPOBEJIEHUTE
W3C/ICABAHMUS, TOCTUTHATMTE TEOPETUYHW W TPAKTHYECKH pE3yJNTaTd W NPUHOCHTE,
CbAbPIKALLK CE B [IbJIHUS TEKCT Ha AUCEPTALUOHHUS TPYI.

10. Muenust, npenopbku 1 6ej1eKKH.



JlycepTallMOHHUSIT TPyl MOKa3Ba rosisM 00eM Ha U3BBbPLUEHH HAYUHW HU3C/AeBaAHUA U
CBUMJETEICTBA 32 100pO Mo3HaBaHEe Ha MpeJMeTHaTa 001acT OT JOKTOpaHTa JleMOHCTpUpPaHO €
3HAYUTEIHO MO3HABAHE HA 3aKOHOBATA paMKa MpH MpuiaraHe Ha METOJIMKAaTa 3a peaju3alus
Ha CUTYPHOCT.

Mmam 1 HAKOM HECHUIECTBEHHU KPUTHYHU OenexKu:

e Ha mHoro mecra B NpeacTaBeHusa MU 3a pEUCH3UPAHE JUCCPTALMOHEH TPy CC

LRI

cpeliat aymu “cratus’”, “pedepar’ BMecTo “Auceprauna’ uiam “resa’;

HanpaBeH uTe 3abesIe)KKM He OMaJloBa)kaBaT ITOCTUTHATUTE MOJ0XKUTEIHU pe3yJITaTu B
aucepTauumsaTa.

[TozgonsgBam cu ja npenopbyam Ha Mar. becapr IlpeGpesa pa npopbiku
W3creiBaHMATA CU B Ta3K NepCrneKTHBHA 001acT, KaTo pe3yATaTUTE OT TAX ja ObaT OTpa3eH!
B nyOaukauuu B pedepupaHd U MHIAEKCUPaHW B CBETOBHOM3BECTHU 0a3M JaHHM C HaydHa
MH(pOPMALIMS U31aHUS.

11. 3ax0ueHue ¢ ICHA MOJI0KUTETHA UM OTPUIATEJHA OLEHKA HA JUCEPTALMOHHHS
TpYyA.

Caen 3ano3HaBaHe C MPENCTABEHUTE MU JOKYMEHTH U AUCEPTALMOHHHUS TPY]l, KAKTO U
CbAbPIKALLMTE CE B HETO MPUHOCH, CYUTAM, Y€ JOKTOPAHTHT € U3BBPLLUMJ 3HAUUTENHA 110 06eM
M ChIbpXKaHKWe U3cae0BaTeNIcka padoTa B akTyalHa HayuHa o0nacT.

M3nbiaHeHn ca BCUUYKK M3MCKBaHUs Ha 3aKOH 3a pa3BUTHETO Ha akaJieMHUYHHs ChCTaB B
PenyGnuka bwnrapus, [IpaBunnuk 3a Heropoto npuiarane v [lpaBuiiHuK 3a ycnosusTa v peaa
3a npuaodKuBaHe Ha HayuHU crenenu B TY—Codus.

Benuko Topa My 1aBa OCHOBAHME @ AaM MOJIOXKMTENIHA OLIEHKA Ha JUCEepPTaLMOHHUS
TPYA M Aa Npeaoka Ha yBaKaeMOTO Hay4YHO JKypH Ja NpUchau Ha mar. uHxk. becapt [peGpesa
oOpasoBaTe/HaTa M HayyHa CTemneH ,,JOKTOp”, MpodecuoHanHo HanpasieHue 5.3.
KomyHHKalu1OHHA M KOMIIOTbPHA TEXHUKA, HAY4HA CMEeUaTHOCT ,,ABTOMATU3UPAHU CUCTEMH
3a 00paboTka Ha UHpOpMaLMs U yrpaBaeHue™.

21.09.2024r. PELIEH3EHT:



REVIEW

on a dissertation for the acquisition of an educational and scientific degree
"Doctor" in the professional field 5.3. Communication and Computer
Equipment
Scientific specialty "Automated Information Processing and Control Systems"

Author of the dissertation: Master Eng. Besart Prebreza
Thesis title: DATABASE SECURITY (CASE STUDY: APPLICATION IN
THE CENTRAL INSTITUTIONS OF THE REPUBLIC OF KOSOVO)

Reviewer: Prof. Dr. Eng. Rumen Ivanov Trifonov

The review is presented in connection with the procedure for defending the
dissertation for the acquisition of the degree of Doctor of Master. Ing. Besart
Prebreza, according to Order No. OJ — 5.3 — 45 0of 04.07.2024. of the Rector of the
Technical University of Sofia and protocol for participation in the meeting of the
scientific jury on the procedure for acquiring the educational and scientific degree
of Doctor in the professional field: 5.3. Communication and Computer Engineering
and Scientific Specialty "Automated Systems for Information Processing and
Control".

1. Actuality of the problem developed in the dissertation in scientific and
applied terms. Degree and levels of actuality of the problem and the
specific tasks developed in the dissertation.

The work presented by the PhD student explores a particularly topical
problem in the field of computer science — database security. It is about the
implementation of the security of sensitive arrays of information related to State
mstitutions. On the basis of the research, the goals and objectives of the
dissertation are defined, related to defining the place of security in the arrays of
information, proposing security concepts and their application, identifying security
weaknesses and the relevant prevention, evaluating security systems. The
dissertation examines a specific case study for security design in databases and
database management systems. In the conducted study, a methodology is created to
implement specific projects related to the creation of information systems for
corporate and resp. State organizations, as well as the possibilities for
application. The proposed method for qualitative analysis for categorization and
coding of findings, identification of patterns and drawing significant conclusions
about the overall state of database security is relevant in scientific and applied
terms. Qualitative analysis is used to categorize and code findings, identify
patterns, and draw meaningful conclusions about the overall security state of the
database. This can be considered an innovative task, given the accelerated
deployment of information systems. In the field of information security, in order to
achieve high security, it is often required to proactively implement methods and
methods, according to the current knowledge of their subjective impact in all



possible aspects. An original approach in the field is represented by the tasks set in
the dissertation and their solution. The availability of a methodology for the
implementation of the defined hypotheses and recommendations for their
implementation are essential positive features of the dissertation.

The topic is relevant and achieves interesting research results with the
character of scientific contributions.

2.Degree of knowledge of the state of the problem and creative
interpretation of the literary material.

From the literature review it is evident that the PhD student is well
acquainted with both the modern trends in the implementation of security and the
current legislative system. 85 literature sources on the dissertation were used,
which are relevant and related to the subject of the reviewed dissertation. English
and German titles are included. The creative interpretation of the literary material
and the opinion of the PhD student on the problem are presented categorically in
the dissertation and the relevant publications on the dissertation are made. The
critical role played by the mass of information. including in the state centralized
institutions in the Republic of Kosovo, is shown. Based on the literature review, an
assessment is made of the place and importance of database management systems
and the necessary requirements for their security. Issues subject to scientific
development and practical implementation are outlined.

The PhD student demonstrates an in-depth knowledge of the field under
study. The analysis of the solutions is thorough and reasoned, which confirms
knowledge of the current state of the problem under study.

3.Compliance of the chosen research methodology with the set goals and
objectives of the dissertation.

The purpose of the dissertation is to study the degree of data security in data
arrays based on Oracle and SQL. The tasks solved in the dissertation serve as the
basis for a concept for ensuring security in databases, both for individual sectors
and in corporate and centralized information arrays.

Theoretically, the main components in the databases are considered, as well
as a critical analysis of the main models is made. The place of DBMS is presented,
as well as the importance and place of security in them. An important emphasis is
paid to the legislative framework in the Republic of Kosovo and the trends in its
development. On this basis, an analysis of the degree of protection of the Central
Civil Register of the Republic of Kosovo has been made. The findings that have
been made prove the correctness of the research and its direction.

[ find that in the dissertation there is a correspondence between the chosen
research methodology and the set goal and tasks. I positively appreciate the results
obtained.



4. A brief analytical description of the nature and assessment of the
credibility of the material on which the contributions of the dissertation
are based.

The dissertation is in English with a volume of 195 pages, including:
Introduction, Purpose and objectives of the research; Exposition in 3
chapters; Main conclusions and results of the dissertation; Conclusion and
recommendations; Contributions to the dissertation; Publications of the author in
connection with the dissertation; Literature. The material includes 20 figures and 5
tables.

The presented dissertation is shaped as a scientific research. Its structure and
content consists of an introduction to the issues under consideration, an analysis of
the components of the databases, a DBMS for their management and the legal
framework for their application in the Republic of Kosovo is presented. The
purpose of the dissertation, as well as the tasks arising from this basis, are clearly
and precisely formulated.

In the work, the main components in the information system are analyzed
and systematized — databases, management systems, with particular attention paid
to the place of security and the challenges in this regard. The sensitivity of the data
in the Central Civil Register has been analyzed. Findings have been made
regarding the stability of access control, good and insufficiently adequate practices
regarding the encryption of information, the ways of responding to incidents. After
the in-depth analysis, recommendations were made regarding access control
management, the implementation of strong encryption, the implementation of an
incident response plan, and user training.

The dissertation is precisely formatted and the material faithfully represents
the subject area of research. Conclusions and conclusions are made on the basis of
in-depth analyses. on which the contributions of the dissertation are built.

This gives me reason to assume that the results obtained are reliable.

3. Scientific and/or scientifically applied contributions of the dissertation

The claims of the PhD student Mag. Ing. I fully accept Besart Prebreza for
contributions that have a scientific, scientifically applied and applied character. The
contributions to the dissertation are formulated as follows:

Scientific contributions

A new approach to security analysis is proposed, which includes an in-depth
analysis of security measures.

Applied scientific contributions




A methodology for the application of database security technologies is proposed. A
concept is defined in the implementation of systems for access control, data
encryption and monitoring.

Applied contributions

A decision was submitted to assess the security of the database of the central
institutions of the Republic of Kosovo for the protection of citizens' data.

6. Assessment of the degree of personal participation of the dissertation in
the contributions.

The publications presented to the dissertation reflect the research carried out
in the dissertation. This proves that the material and contributions are the main
work of the dissertation.

[ believe that the contributions in the dissertation submitted to me for review
are mainly the personal work of the PhD student, under the guidance of his
supervisor Prof. Dr. Eng. Daniela Gotseva.

7. Evaluation of the publications on the dissertation: number, nature of the
publications in which they are printed.

Attached to the dissertation is a list of 5 publications, 1 of which was

presented at an international conference in Bulgaria, and 4 were published in
journals.

The publications are in English. One of the scientific publications is in a
journal that is referenced and indexed in world-renowned databases of scientific
information. A single publication is a standalone one.

The publications of the PhD student reflect the main results and
contributions obtained in the preparation of the dissertation.

The quantity and quality of the publications meet the requirements for
defending a dissertation for the educational and scientific degree of "Doctor".

8. Use of the results of the dissertation in scientific and social practice.

The results of the dissertation have been tested in the Central Institutions of
the Republic of Kosovo in the form of prescriptions and methodology for assessing
the security of databases and systems for their management.

9. Assessment of the compliance of the abstract with the requirements for

its preparation, as well as the adequacy of reflecting the main provisions
and contributions of the dissertation.

The abstract of the dissertation is 32 pages. and is designed in accordance
with the requirements of the Regulations on the terms and conditions for acquiring



scientific degrees at the Technical University of Sofia. It faithfully reflects the
content, the rescarch carried out, the theoretical and practical results achieved and
the contributions contained in the full text of the dissertation.

10. Opinions, recommendations and notes.

The dissertation shows a large volume of scientific research and evidence of
good knowledge of the subject area of the PhD student. Considerable knowledge of
the legal framework in the application of the methodology for the implementation
of security has been demonstrated.

[ also have some minor critical remarks:

* In many places in the dissertation submitted to me for review, the words

n.n

"article", "abstract" instead of "dissertation" or "thesis" are found;

The remarks made do not detract from the positive results achieved in the
dissertation.

[ take the liberty of recommending Mag. Besart Prebreza to continue his
research in this promising field, and the results of which will be reflected in
publications in refereed and indexed in world-famous databases with scientific
information.

11. Conclusion with a clear positive or negative assessment of the
dissertation.

After getting acquainted with the documents presented to me and the
dissertation, as well as the contributions contained in it, I believe that the PhD
student has carried out significant research work in a current scientific field.

All requirements of the Law on the Development of the Academic Staff in the
Republic of Bulgaria. the Regulations for its Implementation and the Regulations
on the Terms and Conditions for Acquiring Scientific Degrees at the Technical
University of Sofia have been met.

All this gives me grounds to give a positive assessment of the dissertation and
to propose to the respected scientific jury to award Master. Ing. Besart Prebreza the
educational and scientific degree "Doctor", professional field 5.3. Communication
and Computer Engineering, scientific specialty "Automated Information
Processing and Control Systems".
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