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CTAHOBMUIIIE

BbpPXY AMCEPTALlHOHEH TPY/ 3a NpHI00HBaHe HAa 00pa3oBaTe/JHA U HAyYHA
CTeleH ,,J0OKTOp”

ABTOp Ha JAMCEepTAIMOHHUS TPy : Mar. HH:K. EBrenn Beceannos CroeB

Tema Ha nUcepTallMOHHUSA TPYA: ,,H3C/1€06aHe 6b3MONCHOCMUME 3A NOSUUIABAHE
Kubepcuzypnocmma Ha cucmemume 6 Hnoycmpus 4.0 nocpeocmeom usKycmeex
uxnmenekm”

Yjien Ha Hay4HOTO Xypu: mpod. nTH Jumutep Henenues KapacrosinoB

1. AKTyaJaHOCT Ha pa3pa0oTBaHHs B JHCEPTALMOHHHMS TPyA mpodiem B

HAy4YHO ¥ HAYYHO-NIPHJIOKHO OTHOLIEHHE.

Pa3BuTHETO Ha MHIYCTPHATHOTO MPou3BoACTBO € B eran Mumyctpus 4.0, B
KOMTO ce Ch3JaBa MHTETpUpaHa, MHTEIUICHTHA U I'bBKaBa MHIYCTpHUalHa Cpeaa 3a
ga e mo-edpektuBHa. OT JApyra cTpaHa ce€ YyBeIM4YaBa U BB3MOXHOCTTa 32
kubepataku. M3moa3BaHUTE B UHIYCTPUAIHUTE CUCTEMH TPAJAUIIMOHHUTE METOAU
3a KUOEPCUTYPHOCT HE BMHATU Ca JOCTaThYHM 3a CIIPAaBSIHE ChC CIOXHOCTTA Ha
HOBUTE 3aIUlaxd. B JucepTanusaTa € HapaBeHO 3aJbJ00YEHO HU3C/IEABaHE 32
HaMMpaHe Ha pelleHre Ha npobiieMa ¢ kubepcurypHoctra B Muaycrpus 4.0 karo ca
NPEIOKEHN PA3IMYHA METOAM 3a MAIIMHHO OOydeHHE 3a KMOEPCHIypHOCT B
MH/Iy CTPMAIHATE CHCTEMH U M3IO0JI3BaHE HA M3KYCTBEHMS MHTENEKT. CMsATaM, de
npo6enMbT pa3paboTeH B AUCEPTALMOHHMS TPYJ € MHOIO aKTyajeH B Hay4HO U
HayYHO-TIPUJIIOKHO OTHOLLIEHHE.

2. CteneH Ha TMoO03HaBaHe CbLCTOSTHHETO Ha Mmpo0JjeMa H TBOpYeCKa

HHTEpPNpeTaLlHs HA JIHTepaTypPHHUS MaTepHaJl.

JIoKTOpaHTHT € mocouymn 152 aKkTyajHd JTUTEpaTypHM HU3TOYHUIMU, KOUTO €
IIUTHPAJ KOPEKTHO B JucepTanusTa. Llenra Ha nucepTallMMOHHUS TPY /I € aHAIU3 Ha
ocobenoctute Ha Kubepcuryprocrra B Uaaycrpus 4.0 1 1opa3BuBaHe Ha METOAUTE
3a [IOBHUILABaHe Ha KMOepCcUrypHocTTa Ha cicteMute B Uaayctpus 4.0 ¢ U3MmoI3BaHe
Ha M3KyCTBEH MHTEJIEKT. 3a MOCTUTAHETO Ha LenTa ca GopMylIMpaHd 5 3a1aud,
KOHUTO ca ITOCJIEIOBATEIHO PEIICHH B OTAEIHUTE IJIaBU Ha JUCEpPTAIUATA.

ABTOPBT MMO3HABa MHOTO OOpe ChCTOSHUETO Ha MpobjieMa U ymee Jia MpaBu
AHAJIUTHYHU M KPUTUIHHU UHTEPIPETALMK Ha U3II0JI3BaHus IMTEPATy PEH MaTepuall,
KOETO € BHJIHO OT HAallpaBEHUTE KPUTUYHU aHATIM3U U U3CJICABAHUS.

3. CnoTBeTcTBHE Ha H30paHaTa MeTOAHKA Ha H3C/Ie[BaHe C MOCTaBeHaTa 1eJl

4 3aJa4M HA JHUCEPTALMOHHHS TPY.

H3scnensanusara B obiactra Ha kubepeurypHocrra B Muaycrpus 4.0 usucksat
M3II0/I3BAHETO Ha pa3jMYHA METOIYU 3a aHaJIM3 Ha YysA3BUMOCTHTE U 3alllMTaTa Ha
KOMIIIOTBpHUTE cucTeMH. M3Moia3BaHUTE B JMCEpPTAlMATa METOIU BKIIOYBAT:
Mojenvpane Ha 3amiaxy, AHaau3 Ha pucka, MamuHHO oOydenue, Cucremu 3a
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3acMyaHe W TpEeNOTBpaTsBaHE Ha WHUUAEHTH, Pa3paboTBaHe Ha TMOJUTHKA H
MIPOLIEYPH 32 CUTYPHOCT.

PesyiraTtite TONYyYEHUTE B JUCEPTALMOHHUSA Tpyd OOOCHOBABAT IIBJIHOTO
ChOTBETCTBHE Ha N30paHaTa METOIMKA Ha U3CJIE[BaHeE C I0CTaBEHAaTa e/ ¥ 3aa4u
Ha JUCEPTAlMOHHUS TPY L.

4. Hay4yHu W/MJI¥ HAy4YHO-NPUJIOKHH NPHHOCH Ha JMCEPTANMOHHHS TPYA
JlucepTanysara UMa HKOJKO 3HAYMTENIHH MPHHOCA KbM Hay4yHaTa OOLIHOCT.
Pasrnexia ce npeceyHaTa TOYKa Ha JBE JMHAMUYHO Pa3BUBAIU Ce 00JacTd -
Unnycrpus 4.0 U MamvHHO OOydYeHME - M Ce M3CIeABa Kak Te morar aa Obiaar
MHTETPUPaHH 3a OJ00psiBaHE KUOEPCUTYPHOCTTA Ha UH/Y CTPHATHUTE TIPOLIECH.
[Tpuemam popMyarpaHuTe OT JOKTOPAHTA IPUHOCH, KOMTO Ca pa3JIeieH! Ha:
Hayunu: Awanusupanu ca pa3iuuHuTe pedepeHTHH Moaenu; M3pbpiieH e
KPUTHYEH aHAIW3 W CHUHTe3 Ha ChIIeCTByBamu kuOeparaku; OG6oOiaBaHe u
aHaIM3MpaHe Ha Beue CHINECTBYBAIM CTAHJApTH U PEryJalMid B HHIyCTpUallHaTa
KHOEPCUTYPHOCT, B MEXKTyHapOJAEH U JbP)KABEH acIeKT.
Hayuno-npunocru: AHAIM3UPaAHU Ca Pa3InYHUTE MOJIEIN 3a MAIIMHHO O0y4YEeHHUE
U TAXHaTa MPUIOKUMOCT B cepara Ha Munycrpus 4.0; Ilpeanoxen e Moxen 3a
MallMHHO OOydYeHMeE, 3a OTKpHBaHE Ha KuOepaTaka Hajl NPUIOKHMSA (QU3HYECKH
mozen; Ilpeaioxken € Mojen 3a MallMHHO oOydeHue, KOHTo Ja Moxe aa Obae
oOyueH na KiacuuiMpa MOTEHUUATHUTE aTakd C MO-rojiiMa TOYHOCT OT
0000IIUTEIHATE MOJEIU B MPEAXOAHUs npuHOoCc; ['eHepupaH € TecToBa 6aza OT
JaHHHU, KOSITO € M3II0JI3BaHa B MOJIEJIUTE 3a MalMHHO o0ydenue. Ta Moxe na Obae
U3MOJI3BaHa M 3a JONBJIHWTEIHU U3CIEABaHUSA U CIE[Balll BaluJaliid OT
u3sciegoBatenu B chepara Ha Unnycrpus 4.0.
Hpunosicnu: TIpoekTpan W € HU3rPaJeH MOJEN Ha BATBPHM TYpPOMHH, KOWTO
Haroj00sBa CHCTEMHUTE 32 BATHPHH TypOWHHU B peanHus cBaT; O6oOliaBaHe Ha
CTBIIKUTE HEOOXOJAMMHM 3a Ch3JaBaHe Ha PU3NYECKUA MOJEI U TAXHOTO OMPOCTEHO
cucTeMaTH3UpaHe ¢ IeN OBJENI0 W3I0I3BaHe OT APYTH U3cienoBaTeny B chepara
Ha Wupycrpus 4.0; Jlepunupan e Habop OT CIEHapMd 3a KuOepaTakd Haj
bu3uUecKus MOJIEN, KOUTO MOTEHIIMAIHO MOraT J1a ObJaT HACOYCHH KbM CHCTEMH
3a BATbpHH TypOuHH; O60011aBaHe Ha CUTYPHH IIPOTOKOJIM M TEXHUTE TEXHUIECKU
cnenuukayy. M3BbpIIeHo € NpakTUYECKO CPaBHEHHME MEXKIY JABaTa MPOTOKOJIA
Modbus/TCP u Secure Modbus/TCP.

5. IlpeueHka Ha MyGJIHKAIUHUTE MO JHCEPTALMOHHHUSA TPYA:

Mar. k. Esrenn Cp0eB € mpeactaBui o010 NeT Iy OJIMKaluy Ha aHIIMACKH
€3UK 110 JUCEPTAlMOHHUS TPYJ - YETUPU B ChABTOPCTBO M €JHA CAMOCTOSTEC/IHA.
PesynratuTe OT JQUCEpTAlUATa Ca JOKJIAJABAHM Ha MEXIYHAPOJHH HAy4YHH
xoudepenuu: InfoTech(2021), ICAI(2021), APSAC(2023), COMSCI(2023),
EEPES(2023). Bcuuku 5 mnyOnukanud ce pedepupaT U HMHIEKCHpaT B
CBETOBHOM3BECTHUTE Gasu JanHu Scopus w/um Web of Science.

Te3u my6uKanuy AaBat A0CTaThYHA Iy OINYHOCT Cpell Hay4yHaTa OOLIHOCT Ha
rojisiMa 4acT OT Pe3yJITaTUTe OT JUCEPTALUOHHUS TPY 1.



6. MHeHuSsI, NIPeNOPBKH, 320€J1eKKH

Hsmam chiiecTBeHU 3a0€1eXKKUA KbM AUCEPTALlMOHHUS TPY .

[TpenopruBam Ha Mar.uHxk. EBrenu Cb0eB /1a MpOIBIDKU U3CIEABAaHUATA CH B
Ta3u Hay4Ha 00JIacT, KOATO MMa IEPCIEKTHBA 38 HOBU HAyYHU PE3yJITATH.

7. 3ak/0yeHue

Wmaiiky B MpeABU W3BBHPIICHUTE U3CIECABAaHUS U AHAIU3U, IPEICTABEHUTE
pe3yJITaTH, OTPa3eHU B HayuyHU IMyOJMKalMKM CMATaM, 4€ JUCEPTAlMATa HaITbJIHO
OTroBapsi Ha W3HUCKBAHUATA B 3aKOHa 3a pa3BUTUE HA aKaJEMUYHMS CBHCTaB B
Peny6muka bwarapuss u IlpaBuiHuka 3a HEroBOTO IpWilaraHe, KakTo 4 B
[IpaBuiHuKa 3a yCIOBHSATa U peAa 3a NpUAOOMBaHE HAa HAy4YHW CTEIEHU B
Texuuuecku ynuBepcutet — Codusl.

Y6eneHo 1aBaM MOJIOKUTEIHA OlleHKa Ha JUCEPTAallMOHHM TPY I M IIpeajiaram
Ha yBaxkaeMoTo HayuHo Xypu 1a mpuchbaH 00pa3oBaTe/lHaTa H HaAy4YHA CTeNeH
»IOKTOp® Ha wmar. uHK. EBrenn BecenumnoB Cb0eB B INpodECHOHATHO
HanpaBieHne 5.3 KoMyHHMKallMOHHAa ¥ KOMIIIOTBPHA TEXHMKA II0 Hay4YHa
CIIENUATHOCT ,,CHCTEMH C U3KyCTBEH UHTEIEKT .

27.11.2023 r. SRR HB B P TR o oy sgesmmsinss s gams ss o s 55
rp.Codus /mpod. ATH JII/IMI/ITI)Q’}IéneJIqu KapacTostHoB/




STATEMENT

on a dissertation work for the acquisition of an educational and scientific
degree ""doctor"
Author of the dissertation: M.Sc. Engineer Evgeni Veselinov Sabev
Topic of the dissertation: "Investigating the possibilities of increasing the cyber
security of the systems in Industry 4.0 by means of artificial intelligence"
Member of the scientific jury: Prof. Dr. Dimitar Nedelchev Karastoyanov

1. Relevance of the problem developed in the dissertation in scientific and
scientific-applied terms.

The development of industrial production is in the Industry 4.0 stage, in which
an integrated, intelligent and flexible industrial environment is created to be more
efficient. On the other hand, the possibility of cyber attacks also increases.
Traditional cyber security methods used in industrial systems are not always
sufficient to deal with the complexity of new threats. In the dissertation, a thorough
research has been done to find a solution to the problem of cyber security in Industry
4.0 by proposing different machine learning methods for cyber security in industrial
systems and using artificial intelligence. I think that the problem developed in the
dissertation work is very relevant in a scientific and scientific-applied sense.

2. Degree of knowledge of the state of the problem and creative
interpretation of the literary material.

The PhD student indicated 152 current literary sources, which he cited correctly
in the dissertation. The aim of the dissertation work is to analyze the features of
Cybersecurity in Industry 4.0 and to further develop the methods of increasing the
cyber security of the systems in Industry 4.0 using artificial intelligence. To achieve
the goal, 5 tasks have been formulated, which are successively solved in the
individual chapters of the dissertation.

The author knows very well the state of the problem and is able to make
analytical and critical interpretations of the used literary material, which is evident
from the critical analyzes and research done.

3. Correspondence of the chosen research methodology with the set goal
and tasks of the dissertation work.

Research in the field of cyber security in Industry 4.0 requires the use of various
methods for analyzing vulnerabilities and protecting computer systems. Methods
used in the dissertation include: Threat Modeling, Risk Analysis, Machine Learning,
Incident Detection and Prevention Systems, Development of Security Policies and
Procedures.

The results obtained in the dissertation justify the complete compliance of the
chosen research methodology with the set goal and tasks of the dissertation.



4. Scientific and/or scientific-applied contributions of the dissertation
work

The dissertation makes several significant contributions to the scientific
community. It looks at the intersection of two dynamically developing fields -
Industry 4.0 and machine learning - and explores how they can be integrated to
improve the cyber security of industrial processes.

I accept the contributions formulated by the doctoral student, which are
divided into:

Scientific: The various reference models are analyzed; A critical analysis and
synthesis of existing cyberattacks was performed; Summarizing and analyzing
already existing standards and regulations in industrial cyber security, in an
international and national aspect.

Scientific-applied: The different models for machine learning and their
applicability in the field of Industry 4.0 are analyzed; A machine learning model is
proposed to detect a cyber attack over the applied physical model; A machine
learning model is proposed that can be trained to classify potential attacks with
greater accuracy than the generalization models in the previous contribution; A test
database was generated which was used in the machine learning models. It can also
be used for further research and subsequent validations by researchers in the field of
Industry 4.0.

Applied: A wind turbine model is designed and built to resemble real-world
wind turbine systems; Summarizing the steps necessary to create a physical model
and their simplified systematization for future use by other researchers in the field
of Industry 4.0; A set of cyber-attack scenarios over the physical model that could
potentially target wind turbine systems are defined; Summary of secure protocols
and their technical specifications. A practical comparison was made between the two
protocols Modbus/TCP and Secure Modbus/TCP.

5. Evaluation of publications on the dissertation work:

M.Sc. Eng. Evgeni Sabev presented a total of five publications in English on his
dissertation - four co-authored and one independent. The results of the dissertation
have been reported at international scientific conferences: InfoTech(2021),
ICAI(2021), APSAC(2023), COMSCI(2023), EEPES(2023). All 5 publications are
referenced and indexed in the world-renowned databases Scopus and/or Web of
Science.

These publications give sufficient publicity among the scientific community to
a large part of the results of the dissertation work.

6. Opinions, recommendations, remarks

I have no significant remarks on the dissertation work.

I recommend to M.Eng. Evgeni Sabev to continue his research in this
scientific field, which has the prospect of new scientific results.

7. Conclusion

Bearing in mind the research and analysis carried out, the presentéd results,
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reflected in scientific publications, I believe that the dissertation fully meets the
requirements of the Law on the Development of the Academic Staff in the Republic
of Bulgaria and the Rules for its Implementation, as well as the Rules for the
Conditions and Procedures for Acquiring scientific degrees at Technical University
- Sofia.

I confidently give a positive assessment of the dissertation work and propose
to the respected Scientific Jury to award the educational and scientific degree
"doctor" to M.Sc. Eng. Evgeni Veselinov Sabev in professional direction 5.3
Communication and computer technology in scientific specialty "Systems with
artificial intelligence".

27.11.2023 MEMBER OF THE JURY :..cooviiiiiiien
Sofia / Prof. Dr. Dimitar Ned&glefév Karastoyanov /



