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CTAHOBI,IIIIE
Bbpxy AlrceprarlrroueH TpyA ra npugo6rrBane na o6pasoBareJrHa [r Hayrrna

crerleH ,r.qoKTop"

Arrop Ha Ar.rceprarl[oHHl4, rpya: Mar. rrH?IC. EsreHu Bece.nunoe Cr6en

Teua Ha Ar,rceprarllroHHr,rfl TpyA: ,tlzcnedeaHe sbzMoctcHocmame sa nosaruasaHe
xuflepcuzypHocmma Ho cucmeMume 6 llrudycmpun 4.0 nocpedcmooJw usrgcmoeH

uHmeileKm"
r{reu Ha HayqHoro xrypla: rpoQ.4rH r{urvrurrp HegeJlrreB Kapacromron

1. Arcryaanocr Ha parpadorBaHrrfl B A[ceprarlrroHul{fl TpyA npo6.rrervr B

HayqHo II HayrrHo-rlpHJrorl(Ho orHolrreHrle.
PaseIaruero Ha I,IHAycrp[aJIHoro rlpot43BoAcrBo e B eran I{H.rycrput' 4.0, t

rofiro ce cb3AaBa rrHTerpupaHa, LrHTeJrrlreHTHa rI rbBKaBa nHAycrpIaaJIHa cpeAa 3a

Aa e no-eQerrunua. Or Apyra crpaHa ce yBerr,rqaBa 14 Bb3MoxHocrra 3a

rn6epararra. I4snorssaHrrre B rHAycrpzaJrHr{Te cracreMu TpaAIaIII4oHHprre MeroAu

sa rn6epclrrypHocr He Br,rHarH ca AocrarbrrHkr 3a cflpaB.flHe cbc cJloxHocrra Ha

HoBr4Te 3a[Jraxr4. B gracepra\uflTa e HanpaBeHo 3aAbr6o.reHo u3cJIeABaHe 3a

HaMHpaHe Ha perreHr4e Haupo6neua c ru6epcrarypHocrra n Hn4ycrpws 4.0 Karo ca

rrpeAJroxeHr4 pa3nr4qHr,r MeroALr 3a Marrrr4HHo o6yuenue sa ru6epc[rypHocr B

I4HAycrpr4aJIHI4Te clrcreMl4 r,r Lr3froJI3BaHe Ha Ia3KycrBeHI4, I,IHTeJIexr. CNaqtaM, qe

npo6emmr paspa6oreH B Ar4ceprarllroHHr,r, TpyA e MHoro aKTyilIeH B HayqHo I,I

HayqHo-[pr,rJroxHo oTHoIxeHLIe.

2. Crenen Ha IIo3HaBaHe cbcToqHr,reTo Ha npo6aerua u TBoprlecrca

rrHTepupeTall[q H a Jr lrTepaTypH lrfl MaTeprr aJr.

.{orropaHTbr e rrocoqr{Jr 752 awrywrHr4 JrprreparypHl4 u3ToqHuut4, Kouro e

rlr,rrupaJr KopeKTHo B Araceprarllrrrra. l]erta Ha AIrcepraIIutIoHHI4rI TpyA e aHaJI[I3 Ha

oco6enocrlrre Ha Kra6epcurypHocrra u I4ngycrpws,4.0 u AopiBBIlBaHe Ha MeroAIaTe

3a [oBr4ilraBaHe Ha rra6epcnrypHocrra Ha crcreMl,ITe B l4rtgyctpws4.O c Ia3[oJI3BaHe

Ha u3KycrBeH r{HTeJrerr. 3a [ocrLrraHero Ha IIeJITa ca Sopuynwpar.u 5 zagauu,
KOLTTO Ca [OCJre,qOBareJIHO peilreHu B OTAeJIHI,ITe TJIaBU Ha AUCeprAI{.WflTa.

Arroprr no3HaBa MHoro 4o6pe crcroflHrrero Ha npo6leua LI yMee Aa flpaBu

aHurr,rTlrqHlr pr Kpr4Tr4qHLl HHTepIIpeTaIII4E Ha I43fIOJI3BaHI4f, JI[ITepaTypeH MaTepI,ItuI,

KOeTO e BI4AHO OT Ha[paBeHI4Te KpLIT[qHU a}I,,"JtW3tL H I43CJIeABaHt4fl.

3. CrorsercrBrre na ur6panara MeroArrrca Ha u3cJre4BaHe c nocraBeHara IIeJr

[I 3aAaru Ha ArrcepTauuoHHlrfl TpyA.
HscreAsa Hr4frTa s o6racr-ra Ha r<u6epcurypHocrr a e l4ugy crpufl 4.0 usucxBar

[3[OJI3BaHeTO Ha ptBIUrrHr,I MeTOAT{ 3a aHiLJr[3 Ha yfl3BrlMOCTIATe rI 3aIIII{TaTa Ha

KoMnrorbpH[Te cracreMr{. I4gnorssaHure B Ar,rcepralll,If,Ta MeroA[ BKrKxIBar:

Mo4enupaHe Ha 3a[Jraxu, Anarus Ha prrcKa, MaurIaHno o6y.reune, Cucreuu sa
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3acuqaHe v [peAorBparrBaHe Ha raHrIr,r,qeHTH, Paspa6ornaHe Ha uoJIIaTI{KI,I t4

rporleAypr,r 3a cr,rrypHocr.
Pesylrarure [oJryqeH[rre B A]rceprarluoHHl,Itr TpyA o6ocnosaBar [bJIHoro

cborBercrBr,re Ha nsdpattara MeroAI4Ka Ha H3cneABaHe c rlocraBeHara IIen v3a4aqkt
Ha AlrcepTarlr4oHHm TpyA.

4. Hayvxr.r uluttu Hayrrno-[puJro]r(Hlr rrprrxoclr Ha AlrceprallltoHnlrfl TpyA

,{ucepraqvflTa vwa HTKoJIKo 3Haq[TeJrHlr [pI,IHoca KbM HayrrHara o6nlnocr.
Pasrrexla ce [peceqHara roqKa Ha ABe AraHaMratIHo pa3BI4BaIrI]I ce o6lactu -

klnSycrput 4.0 w MarrruHHo o6yueuue - r4 ce n3cJIeABa KaK Te Morar la 6s&ar
raHTerpupa:ala3a nogo6pxuane ru6epcurypHocrra Ha nHAycrpuaJIHI,ITe rlpoqecl4.

flpuenaau QopvrylupaHr{Te or AoKTopaHTa [pr,rHocu, Kouro ca piBAeJIeHI{ Ha:

Hqtrauu: Anarusupanra ca pa3rLItIHI,ITe pe$epeHrHu MoAeJII,I; I'lsrtpuren e

Kpr{TLrqeH aHurr43 rt cHHTe3 Ha cBrrIecrByBaIrIId Iua6epararu; O6o6uaBaHe kr

alJa[ru3ttpaHe Ha Beqe cBruecTByBaruv cTaHAapTI,I u peryJIaIII4LI B I4HAyCTpUUIHATA

ru6epczrypHocr, B MexAyHapoAeH I4 ABpxaBeH acneKT.

Hqyrtuo-npul@tcuu: AualusupaHt4 ca pa3r[qHure MoAeJIIT 3a MaurlaHuo o6yuenue
r{ Tf,xHara rprJroxlrMocr B cSepam na I4n.qycrpufl 4.0; IIpeaJIoxeH e MoAeJI 3a

Marrrr{HHo o6yuenue, 3a orKp[BaHe Ha rn6eparara HM [pIaJIoxHIarI Sra:uvecru
MoAeJr; flpegloNeH e MoAeJI 3a MaIITI4HHo o6y.reuue, troftto Aa Moxe la 6t4e
o6yveH La xnacz$nqupa noreHrlllnflHr,rre araKl4 c [o-roJlrMa roqHocr or
o6o6qureJrHr4Te MoAeJrr,r B rrpeAxoAHkrfl. ttpr4:aoc; fenepl{paH e recroBa 6asa o'r

AaHHr4, Korro e rl3troJr3BaHa B MoAeJrr4Te 3a MalrrlaHno o6yvenue. Ts Moxe Aa 6rl'e
r,r3rroJr3BaHa v 3a Ao[bJrHr,rTeJrHr4 r,r3cJreABaHl4fl vI CJIeABaITII BaJIIJIAI\W4 OT

r{3cJreAoBareJrr{ B cQepata ua l4agy crpwn 4 .0 .

Ilpuaocrcuu: flpoerrupal u e I43rpa,qeH MoAeJI Ha BflTbpnu ryp6unu, rofiro
HanoAo6.flBa cI,IcTeMI,ITe 3a Bf,TBpHI,I ryp6nnu B peaJIHI,Ifl, cBsr1, O6o6rqaeaHe Ha

crrrrKr4Te Heo6xo4uMr4 3a cb3AaBaHe na Qrasn.recKl,I MoAeJI I4 TflxHoro o[pocreHo
cr4creMaru3r{paHe c rlen 6sAerqo r,r3rroJr3BaHe or ApyrLI Ir3ciIeAoBareJII{ r cQepata
Ha l4uAycrput 4.0; ,,{eQnnupan e na6op or cUeHapI4I4 3a rla6epararu HaA

Qnsuuecxra, MoAeJr, KoIaTo rroreHrlr4aJrHo Morar Aa 6raar HacoqeHI,I KbM cIacreMrl

3a BrrbpHurypittwu; O6o6utagaHe Ha cr4rypHr,r [poroKoJII4 v rexHI,ITe rexHI,IqecKI{

cueqraSnraq;,z,n. I,lsarpmeno e [paKTrrqecKo cpaBHeHI,Ie Mex4y ABara nporoKona
Modbus/TCP u Secure Modbus/TCP.

5. [peqenrca na ny6.nrrKalluure rlo ArrceprallrloHHrltr rpyA:
Mar. LrHx. EereHu Cr6es e [peAcraBrar o6ulo ner ny6nuKallru na anunficrra

e3r,rK rro ArrcepTarlr4oHHlu TpyA - qerupr B cbaBTopcTBo I,I eAHa caMocrorTeJlHa.

Perymarzre or A[cepraul,IflTa ca AoKJIaABaHT Ha MexAyHapoAHu HayrrHH

rouSepeHrlnn: InfoTech(2021), ICAI(2021), APSAC(2023), COMSCI(2A23),
EEPES(2023). Bcu.mr 5 rry6nuKaIIuLI ce pe$epupat u I,IHAeKcI,Ipar B

cBeroBHora3BecrHI,ITe 6agn Aansu Scopus u/uttu Web of Science.

Tesu rry6nraraqvu laBar AocrarbqHa ny6wruuocr cpeA HayqHara o6quocr na

roJLflMa qacr or pByJITarI,ITe or AlIcepraIIuoHHI4f, TpyA.
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6. Mneunn, rrpeflopbrcn, :a6eaexrcu
Hsruau cbrrlecrBenu sa6erexKr4 K6M Araceprauuoulakrfl. TpyA.

flpenopruBaM Ha Mar.r,rHx. Esrenr,r Cr6es Aa rrpoABJIxI4 I43cJIe Ba'olaflTa arz, B

Ta3r,r Hayqna o6racr, Korro rrMa nepcnerTl{Ba 3a HoBrI HayqHI4 pe3yJlTaru.

7. 3ax.nro.renne
Lltlaafixpt B [peABr,rA r,r3BbprleHure rr3cJreABaHr4fl, Lr au.aJrIsfi, [peAcraBeHI,ITe

peyJrrarr{, orpa3eHpr B HayqHE ny6nnraqulr cMrraM, qe AucepralllrflTa HanbJIHo

orroBapfl Ha r,r3ncKBanuxra s 3aroHa 3a pa3Br,rrr{e Ha aKaAeMutIHLL cbcraB B

Perry6nnra Eurapna kl flparnruura 3a HeroBoro rrpuJraraHe, KaKTo u B

flpanulHura 3a ycJroBuflTa 14 peAa 3a upu4o6nnaue Ha HayqHI,I creleHu B

Texnn.recKr4 yHr{BepcrlTer - Co@raa.

Y6eAeno AaBaM noJrororreJrHa orIeHKa HaAucepraIIlIoHHrIt rpyA rI [peAJIaraM

Ha yBaxaeMoro Hay.rHo xrypu Aa nprrcbAu o6paronareJruara ll HayrIHa creneu

,rgorcropts fla Mar. uHxc. EsreH[ Bece.n[noe Cr6es B upo$ecuoHzlJlHo
HanpaBJreHr(e 5.3 KovrynzrarluoHHa n KoMnrorbpHa rexHI4Ka rlo HayqHa

c[equaJrHocr,,C ncreMI,I c I43I(y crBeH nHTereKT".

27 .11.2023 r.
rp.Co$ur /npoQ. 4rrr ,{unanrt Kapacrorrron/

J

r{JIEH HA I{YPHTO:...........



STATEMENT
on a dissertation work for the acquisition of an educational and scientific

degree ttdoctortt

Author of the dissertation: M.Sc. Engineer Evgeni Veselinov Sabev
Topic of the dissertation: "Investiguting the possibilities of increasing the cyber
security of the systems in Industry 4.0 by means of artiJicial intelligence"
Member of the scientific jury: Prof. Dr. Dimitar Nedelchev Karastoyanov

L. Relevance of the problem developed in the dissertation in scientific and
scientific-applied terms.

The development of industrial production is in the Industry 4.0 stage, in which
an integrated, intelligent and flexible industrial environment is created to be more
efficient. On the other hand, the possibility of cyber attacks also increases.
Traditional cyber security methods used in industrial systems are not always
sufflrcient to deal with the complexity of new threats. In the dissertation, a thorough
research has been done to find a solution to the problem of cyber security in Industry
4.0 by proposing different machine learning methods for cyber security in industrial
systems and using artificial intelligence. I think that the problem developed in the
dissertation work is very relevant in a scientific and scientific-applied sense.

2. Degree of knowledge of the state of the problem and creative
interpretation of the literary material.

The PhD student indicated 152 current literary sources, which he cited correctly
in the dissertation. The aim of the dissertation work is to analyze the features of
Cybersecurity in Industry 4.0 and to further develop the methods of increasing the
cyber security of the systems in Industry 4.0 using artificial intelligence. To achieve
the goal, 5 tasks have been formulated, which are successively solved in the
individual chapters of the dissertation.

The author knows very well the state of the problem and is able to make
analytical and critical interpretations of the used literary material, which is evident
from the critical analyzes and research done.

3. Correspondence of the chosen research methodology with the set goal
and tasks of the dissertation work

Research in the field of cyber security in Industry 4.0 requires the use of various
methods for analyzing vulnerabilities and protecting computer systems. Methods
used in the dissertation include: Threat Modeling, Risk Analysis, Machine Learning,
Incident Detection and Prevention Systems, Development of Security Policies and
Procedures.

The results obtained in the dissertation justify the complete compliance of the
chosen research methodology with the set goal and tasks of the dissertation.
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4. Scientific and/or scientific-applied contributions of the dissertation
work

The dissertation makes several significant contributions to the scientific
community. It looks at the intersection of two dynamically developing fields -

Industry 4.0 and machine learning - and explores how they can be integrated to

improve the cyber security of industrial processes.

I accept the contributions formulated by the doctoral student, which are

divided into:
Scientific: The various reference models are analyzed; A critical analysis and

synthesis of existing cyberattacks was performed; Summarizing and analyzing
already existing standards and regulations in industrial cyber security, in an

international and national aspect.

Scientific-applied: The different models for machine learning and their
applicability in the field of Industry 4.0 are analyzed; A machine learning model is

proposed to detect a cyber attack over the applied physical model; A machine

learning model is proposed that can be trained to classify potential attacks with
greater accuracy than the generalization models in the previous contribution; A test

database was generated which was used in the machine learning models. It can also

be used for further research and subsequent validations by researchers in the field of
Industry 4.0.

Applied: A wind turbine model is designed and built to resemble real-world
wind turbine systems; Summarizing the steps necessary to create a physical model

and their simplified systematization for future use by other researchers in the field
of Industry 4.0; A set of cyber-attack scenarios over the physical model that could

potentially target wind turbine systems are defined; Summary of secure protocols

and their technical specifications. A practical comparison was made between the two
protocols Modbus/TCP and Secure Modbus/TCP.

5. Evaluation of publications on the dissertation work:
M.Sc. Eng. Evgeni Sabev presented a total of five publications in English on his

dissertation - four co-authored and one independent. The results of the dissertation

have been reported at international scientific conferences: InfoTech(2021),
ICAI(2021), APSAC(2023), COMSCI(2023), EEPE5(2023). All 5 publications are

referenced and indexed in the world-renowned databases Scopus and/or Web of
Science.

These publications give sufficient publicity among the scientific community to

a large part of the results of the dissertation work.

6. Opinions, recommendations, remarks
I have no significant remarks on the dissertation work.
I recommend to M.Eng. Evgeni Sabev to continue his research in this

scientific field, which has the prospect of new scientific results.

7. Conclusion
Bearing in mind the research and analysis carried out, the presented results,
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reflected in scientific publications, I believe that the dissertation fully meets the
requirements of the Law on the Development of the Academic Staff in the Republic
of Bulgaria and the Rules for its Implementation, as well as the Rules for the
Conditions and Procedures for Acquiring scientific degrees at Technical University
- Sofia.

I confidently give a positive assessment of the dissertation work and propose
to the respected Scientific Jury to award the educational and scientific degree

"doctor" to M.Sc. Eng. Evgeni Veselinov Sabev in professional direction 5.3

Communication and computer technology in scientific
artifi cial intelligence".

"Systems with

27 .11.2023
Sofia

MEMBER OF THE JURY:..... ................. 7
/ Prof. Dr. Dimitar NedpJefiev Karastoyanov /
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