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Xy ncepranMonen Tpya 3a npuao6usane Ha oGpa3oBaTe/IHa M HAYYHA CTeNeH
»lloxrop“

— ABTOD Ha IMCEPTAMOHHMSA TPY/I: Mar. Xk, Bans Jlumurposa HMsanosa

" Tema na aucepranuonnus Tpya: Orxpusane Ha [oT 6asupanu GoTaer ataku ype3 aHaIu3
Ha MpPeXOBHU Tpahux
Yaen Ha nayunoro xypu: gou. j-p umk. Meo Pymenos Jlparanos / ¢britacuo 3anoses No
OX-5.3-09 o1 31.03.2022 r. na Pexropa na TVY-Codus /nayano nanpasnenne 5.3
KoMmyH#nKalnoHna i KOMIIOThPHA TEXHUKA / CIIeNHATHOCT ,, TeIeBU3HOHHA U BH/ICOTEXHHUKA"

1. AKTyaqnocr Ha pa3spaGoTBaHHsi B AMCEPTALMOHHMS TPYA Po0./1eM B HAYYHO H

NPUJIOKHO OTHOIIEHHE

Temara na enosupanus gucepTanMoHen TPy I ,»OTtkpusane Ha [oT Gasupanu 60THET
aTak1 4pes aHalln3 Ha MPEKOBM TPAQUK™ € OT M3KIIIOUMTEIHO 3HAYEHME 3a IPAKTHKATA 110
ACTEKIIHA HA pasIPE/ICICHN MPEKOBH aTaKy C LeJl U3BEK/IaHe Ha MHYOPMAIMOHHH YCIYTH OT
nocrerHocT. 3a 2020 roamua ca peructpupanu Hax 10 MuH. GOTHET aTaky Karto OposiT Ha
m3pecTHUTe C&C chpBbpH HaaxBbpias 15000 camo rojuna no-pano. I'eorpadckoro
PaslpOCTPaHCHUE Ha MOCIICIHUTE € M3KTOUUTENHO npoko — B CAILL, Xonannus, epmanns,
O®panuus, Kurait, Pycus u npyru crpanu. 3acernarure VH]Iy CTPUH, pa3BUBAIIM IPOU3BOICTBO
W TbProBus, OLCHSBAHO HA MHUIIMAPIM JO0JIapH, BKIIOYBAT KOMIIIOTHPHM WIPH, Xa3apr,
(buHaHCOBM yCiTyrH, OHJIAMH Mara3uHM, 10CTaBKa Ha MuTepHeT 1 Apyru TejieKoMy HUKAMOHHU
ycayri. OUHAHCOBHUTE 3aryOu B OT/ICIIHM CIIYYaH 3a FOJIEMUTE KOPITIOPaTUBHU NPEJICTABUTEIIN
HAJIXBBPJISAT 2 MITH. IIATCKHU J10J1apa. Paznoo6pasuero no Hauuna Ha opranusupane Ha O0THET
aTaKuTe, BKIIIOYBAIIM LCHTPAIM3UPAHH U Pa3IIPE/IC/ICHH apXUTEKTY PH, IIPABST MHOTO TPYJIHO
OTKPHBAHCTO HA WHWLMHMPAIIMTE CTPAHU W M3UCKBAT YHUBEPCAIHM CIIOCOOM 3a TAXHOTO
PCTUCTPpUPAHE U [IOCIICABAII aHAIN3. [enTa Ha IMcepTalOHHUS TPy 1 € HACOYEeHA MMEHHO KbM
BBH3MOKHO Hali-yCTONYMBO OTKPHBAHE Ha [10/100€H POJI aTAKK KATO TS Ce MOCTUTa 4pe3 aHaIu3
Ha MPeXOBHs TpauK, 0OMEHSIH MEX/ly aTaKyBall[d MAIIUHU U 3aCEerHATH TAKUBA.

2. Crenen Ha mno3HaBaHe HA CHCTOMHHETO HAa npobjaemMa M TBOpYeCKa

HHTEpIpeTanus HA JIMTEPATYPHUSI MaTepHal

3a 106poTO MO3HABAHE HA CHCTOAHMETO HA MPOOJIEMa OT CTpaHa Ha JIOKTOpaHTa
FOBOPH M3M0JI3BaHETO Ha 207 JiuTepaTypHH N3TOYHKKA, MyOIMKYBAHN B PECHOMHUPAHU HAyYHU
W3J1aHNS B CBETOBEH Mamad. Bendkn Te ca na aHrimiicku e€3uk Kato 0KoJIo TpH YETBBPTHU OT
TAX €a OT NOCJIEHUTE 5 rOAMHA. B aHanmsa Ha CbCTOSHMETO Ha NpoGiema JIOKTOPAHTBT €
HAMpaBUI OIIMT N1a IIPEACTAaBH €/IMHHA TAKCOHOMUS Ha MacoBo npuaranute [oT yerpoiicTsa,
TOJIAMA 9acT OT KOUTO MOrar Jia O'bJaT U310J13BaHM KaTo GOTOBE NIPH U3IPAK/[AHETO HA OOTHET.
M3ciieaBano e pasnpe/iesieHHeTo 1 BIMSHUETO HA TOCIICIHUTE OT TeXHUUYECKA 1 UKOHOMHUYECKa
TJIe/IHa To4Ka. Pasrienann ca BUIOBETE MPEKOBH aTakKu, OCHIICCTBIBAHMN gpe3 [oT GoTHer.
Knacupuimpanu ca apxutekTypute 3a opranmsanus na moaoGHH MPEXKH KAaTO € ONHCaH M
NPUHLMITET MM Ha JieHcTBre. [Ipe/icTaBeny ca OCHOBHUTE BUIOBE GOTHET aTaki, B 4acTHOCT
DDoS araxure kato e 06bpHaTo BHMMaHKE U HA KU3HEHUS KD HA GOTHET. OcobeHo msicTo
lIpH PasTICKIAHUATA HA JIOKTOpAHTa 3aemar ys3sumoctute Ha loT yerpoiicrsara, Mo
OTHOIMICHHE Ha KOMTO MMa M3IPajieH CIHUCHK OT BH3MOXKHHU JEHCTBUS 3a OIpaHHYaBaHE HA
TAXHOTO €KCIUIOATHpaHe. AHAIM3UPAHO € JACHCTBHETO Ha 19 OT Hail-aKTHBHHUTE GOTHET OT
HMOCJIE/HATE JICCETHHA TOAMHM KaTo ca Habess3aHu MEpPKH 3a HABPEMEHHO OTKPHBAaHE Ha




TAXHOTO sieiicTBre. Hanpasenu ca m3Boam, Ha umsTo 6asa ca neMHHpAHA LE/ITa U 3a1aunTe
Ha JIMCepTaUMOHHMs TpyJX. Bcuuko ToBa cBHaeTeNcTBa 3a 3a/BIOOYEHHTE MO3HAHMS HA
JIOKTOpaHTa B 00JIACTTA, B KOATO TONANAT M [IOC/IEIBAIINTE PE3yITATH, IOJIYYEHHU B PAMKUTE
Ha JIMCEPTAMOHHUS TPY/IL.
3. CoorBercTBHE Ha M30paHaTA METOAMKA HA M3C/JIeABAHE W MOCTABEHATA 1) I
32/1a4M HA IMCEPTANMOHHHS TPY/ ¢ TOCTUTHATHTE TIPUHOCH
ChbINIacHO 1OCTaBEHATa el M 3a/[aud HA JMCePTALMOHHUS TPY/l, AOKTOPAHTBT €
HACOUMJI CBOMTE YCHJIMSA KbM HAMUPAHETO Ha €(pEKTHUBHM CHOCOOM 3a Kiacu(UKalus Ha
arperupaiy XapakTepUCTUKU OT MPEKOBH TpaQuK, OOMEHSH MEX/Ty aTaKyBalll¥ M aTaKyBaHH
MAlllMHH, KaKTO W OT IEPUOJM HAa HOPMAJHOTO OlEPUpPAHE HA MOIbPXKAHUTE YCIYIH.
[Ipniioxenn ca METOMKY 1 cpesICTBa, XapaKTEPHH 3a MAIIMHHOTO 00y4eHMe KaTo aHajiu3 Ha
MH(QOPMATUBHOCTTA HA YMCIICHO NPEJICTABEHH NPH3HALM C U3IO0JI3BAHE HA napameTpu KaTto
MHPOPMAlMOHHO YCHJIBaHEe M KoeDHIMEHT Ha J[KMHM M TIOCIIE/BAINO TIAXHO paHroBaHe.
Vsrpazienn ca Xucrorpamm Ha pasnpesieNieHMETO Ha [IPEICTABSAIIMTE XapaKTEePUCTUKUTE
CTOHHOCTH CJIE/I TIOAXO/AIA HOPMAaIU3alHs, ThPCEHO € CXOJCTBO MEXJy TSX Ha 0Oa3za Ha
koepuuuenture Ha ITubpehbH u CHUBPMBH. MnpopmaTuBHara 3HaUMMOCT Ha OTJIEIHHTE
XapaKTEpUCTUKN € oleHeHa U upe3 FreeViz mpoektupane, kakTo u upes onpejesisHe Ha
BEPOATHOCTHTE 3a I05BA HA M3CJICBAHMTE BU/IOBE aTakM I10 3a/1a/[cHa CTOWHOCT Ha IPH3HAK.
[Ipunosxen e 1 MeTo/Ia ¢ aHAIM3 HA TJIaBHATA KOMIIOHEHTA BBPXY OTAETHUTE XapaKTCPUCTUKH
KaTo ¢ pelylpana pasMepHoctra um oT 10 Ha 8 xommonentu. [locnensamo o6yyenue Ha
HEBpPOHHA Mpeika C IIpaBO paspOCTPAHEHHUE Ha JIAHHUTE, MAlIMHA C [0//TbPIKAIIU BEKTOPH U
aHcamOBbJ1 OT CITy4aiiHO FeHePUPAHU IbPBETA, KAKTO U KOMOWHALHS MEXKLy TSIX, € U3BBPIICHO
C IbJIeH HaOop OT 10-KOMONHEHTHH HPU3HAUM M C PeJlylHpaH Habop OT 8-KOMITOHEHTHH
TaKkupa, CJIC1 KOCTO ¢ OUCHEHA TOYHOCTTA Ha KJIAaCM(MKAUMs BbPXY HEM3NON3BAHM IIPH
00yucHneTo TecToBM HaGopu. Ouenka e HanpaBeHa 4ype3 napameTpu kato Precision, Recall,
Specificity, F1-measure u ap. 3a Bcexu ot TecTBanuTE KJ1acu(PUKaTOPH € HaMEpeHa ONITUMAaJTHA
KOH(UIYpalus KaTo Hall-TOYHA ce 0Ka3Ba Ta3u Ha CBBP3aH JIBYyKOMIIOHEHTEH KJIacu(hUKaTop.
ITbHnsT KOMILIEKC OT MaTeMaTH4eckn 06pabGOTKH, KOUTO JOKTOPAHTBT € IPUIIOKHII, ITOKA3BA
HEroBara crocobHOCT Jia 0OpaBM Che CPEACTBATA HA MAIIMHHOTO 00y YeHHE C 1[eNT 10Jly4aBaHe
Ha e()CKTUBHU peaM3aliy Ha AIFOPUTMHU 3a KIacHpUKalus Ha MPEKOBH TpauK MpH Jiniica
¥ HaJInyue Ha OOTHET aTaku.
4. Hay4ynu u/mim Hay4Ho NpHIIOKHN NPUHOCH HA AMCEPTANMOHHHS TPY/
JIOKTOPaHTBT € 3asBUI 2 HAay4YHHM IIPMHOCA, M3PA3sIBAILM CE B pa3paboTBaHeTo Ha
TCOPCTHIHHU MOJIC/IM Ha KOMOMHHUPAH JIETEKTOP ¥ KOMOMHUPAH MHOTOIE/ICBHU KjaacuukaTop
Ha 10 Buna GoTHeT aTaku, paGoTEmHM BHPXY arperupaHy 3alucH OT XapaKTePHUCTHUKHU Ha
MpexoBU Tpaduk. 3asBeny ca i 4 HayIHO-IIPUIONKHHI [IPHHOCA, CBBP3aHU ¢ pazpaboTBaHETO
Ha ONTHMH3HPAHM MOJIC/IM Ha €/IHOCIOMHA M MHOTOC/]0HHA HEBPOHHA MpeXxa ¢ 0OpaTHO
paslpOCTPAHCHMC Ha IpelIKara, Ha MallMHa C [IOUIBPXKAIIM BEKTOPH U aHCaMObIT OT IbpBeTa
3a B3CMAHC Ha pCIICHME C LEJI OTKPUBAHE M KJIACH(DUKAIMS KATO CaMOCTOSATEIHM MOIYJIH Ha
chmte 1o BUi 10 tria 6otner atakn. Ilpencrasenu ca u 5 npusioxmu IIPUHOCA, CBBP3aHHU C
TEXHMYECKaTa peanu3alus Ha KiIacu(PUKaTopuTe M 00pabOTKAaTa HAa JIAHHUTE OT TSXHATA
pabora. Ha 6asa na npeicraBenure excrepuMeHTantnu pe3yJITaTH B AMCEPTALlMOHHUS TPY I,
KaKTO M Ha MAaTeMaTHYCCKMUTE OIMCAHMS HA OT/ICIHUTE KiIacupuKaTopu, OM MOIJIO ja ce
[IPUCMAT HANPABCHATE OT JOKTOPAHTA NPETEHLHH 3a IIPUHOCH 32 KOPEKTHH.
5. Ilpenenka Ha nyGuMkanuuTe 10 AMCEePTANMOHHUS TPYA: Opoii, Xxapakrep na
U3/IaHUATA, B KOHUTO €a OTIeYaTaHu



K'bM 1ncepranvonsus Tpy 1 uMa IpecTaBeny 7 HayyHu myGnukanuu. Benuky Te ca
Ha aHITIMHCKH €3UK KaTo B €/1Ha OT TAX JOKTOPAHTHT € €MHCTBEH aBTop. J[Be ca M0KIaau ot
MEKIYHapO/IHa Hay4Ha KOH(epeHuus, posejiena y Hac. [ler ca cratuu oT Mex/1yHapoIH#
HaydHu crcanus. He ca u3BecTHM NMTHMpaHMs Ha Taka NpeICTABEHUTE I1yOIHKALMY.
OCHOBHHMTE Pe3yTaTH, IPEACTABEHH B UCEPTAMOHHUS TPY/, Ca U3JI0KEHH B OCHOBHATA CH
HacT BbB BCHYKM 7 ITyOJIMKALAN 110 JIMCEPTAMOHHUTE H3cieABanus. HauuubT Ha npecTaBsHe
Ha MaTepHayia B TAX CBOTBETCTBA Ha HEOOXOIMMOTO HAYYHO HUBO U € CBHJICTEJICTBO 34
CTOCOOHOCTTA HA JIOKTOPAHTa Ja IpeJCTaBsi B OOOOUIEH BHI [OIyYaBaHUTE OT HEro
pe3yJTaTy.

6. MHeHus!, NPENOPBLKHA U 0eJICKKN

[Ipeniopbkara My KBM JOKTOpaHTa € na (oKycupa ObiaeuEara cu pabora BBpPXY
BHCIpABAHE Ha Taka I10JIy9IEHUTE PE3yJITATH B IPAKTUKATA I10 3aIMTa Ha ITyOJIMYHU U YaCTHU
MPEXH, TPEOCTABAIIM YCIYTH C LIMPOK AOCTBI CPELLy HEOTOPU3MPAHU BB3IECHCTBUS, B
OCHOBATa Ha KOUTO Ca paslpe/CIIEeHUTe aTaKu ¢ U3I10JI3BaHe Ha OOTHET.

7. 3aki0MeHHe ¢ SICHA NOJONKMTENHA WJIM OTPULATE]IHA OUEHKA Ha

AMCEPTAMOHHUS TPY/

B 3axiouenne cmaTaM, de AMCEPTAMOHHUAT TPy HA Mar. UK. Bams Jlumurpona
MBanosa, o3arnasen ,,Otkpusane Ha [oT 6asupanu GoTHeT ataku 4pe3 aHaJIM3 Ha MPEKOBU
Tpauk* OTroBaps Ha M3MCKBAHUATA 32 TPHAOOMBAHETO HA oOpasoBaTresiHaTa U Hay4YHa CTeleH
,»JIOKTOP** 110 HayYHa CIIELIHATHOCT ,,ABTOMATH3HPAHH CHCTEMH 3a obpaboTka Ha uHpOpManus
M ynpasjeHue” ot HampasieHue 5.3 KomyHukanuonsa u KOMIIIOTBPHA TEXHUKA U 3aTOBA
ybeneno mnpemmaraM Ha YBaxaemure uieHoBe Ha Hayuxoro KYpU Ja IOJKPErsT
YJIOCTOSIBAHETO U C Hesl.

Mara: 16.05.2022 r. Yiren Ha :xxypuro:

(nou. n-p UBo /Iparanos)



OPINION

on the PhD thesis for acquiring the educational and scientific degree “Doctor”
Author of the PhD thesis: MEng Vanya Dimitrova Ivanova
PhD thesis title: IoT based Botnet Attacks Discovery by Network Traffic Analysis
Member of the scientific jury: Assoc. Prof. Dr. Eng. Ivo Rumenov Draganov / according to
order Ne OX-5.3-09 from 31.03.2022 of the Rector of TU-Sofia / scientific direction 5.3
Communication and computer technics / specialty ,, Television and video technics®

1. Relevance of the problem developed in the dissertation in scientific and applied

terms

The topic of the dissertation "Detection of IoT-based botnet attacks through network
traffic analysis" is extremely important for the practice of detecting distributed network attacks
in order to bring information services out of accessibility. In 2020, more than 10 million botnet
attacks were registered, with the number of known C&C servers exceeding 15,000 just a year
carlier. The geographical distribution of the latter is extremely wide - in the United States, the
Netherlands, Germany, France, China, Russia and other countries. Affected industries worth
developing billions of dollars in manufacturing and trade include computer games, gambling,
financial services, online shopping, Internet delivery and other telecommunications services.
Financial losses in some cases for large corporate representatives exceed $ 2 million. The
variety of ways to organize botnet attacks, including centralized and distributed architectures,
make it very difficult to identify initiators and require universal ways to register and analyze
them. The aim of the dissertation is aimed at the most sustainable detection of such attacks as
it is achieved by analyzing the network traffic exchanged between attacking machines and
affected ones.

2. Degree of knowledge of the state of the problem and creative interpretation of

the literary material

The good knowledge of the state of the problem by the doctoral student is indicated
by the use of 207 literature sources published in renowned scientific journals worldwide. All
of them are in English and about three quarters of them are from the last 5 years. In the analysis
of the state of the problem, the doctoral student made an attempt to present a unified taxonomy
of widely used IoT devices, many of which can be used as bots in building a botnet. The
distribution and the influence of the latter from a technical and economic point of view have
been studied. The types of network attacks carried out via IoT botnet are considered. The
architectures for the organization of such networks are classified and their principle of
operation is described. The main types of botnet attacks are presented, in particular DDoS
attacks and attention is paid to the life cycle of the botnet. Vulnerabilities of [oT devices occupy
a special place in the doctoral student's examinations, in respect of which there is a list of
possible actions to limit their exploitation. The action of 19 of the most active botnets from the
last ten years has been analyzed and measures for timely detection of their action have been
identified. Conclusions are made, on the basis of which the purpose and tasks of the dissertation
are defined. All this testifies to the in-depth knowledge of the doctoral student in the field in
which the subsequent results obtained within the dissertation fall.



3. Correspondence of the chosen research methodology and the set goal and tasks
of the dissertation with the achieved contributions
According to the set goal and objectives of the dissertation, the doctoral student has
focused his efforts on finding effective ways to classify aggregate characteristics of network
traffic exchanged between attacking and attacked machines, as well as periods of normal
operation of supported services. Methods and tools typical for machine learning are applied as
an analysis of the informativeness of numerically represented features using parameters such
as information gain and Gini coefficient and their subsequent ranking. Histograms of the
distribution of the values representing the characteristics were constructed after appropriate
normalization, similarity was sought between them based on the Pearson and Spearman
coefficients. The informative significance of the individual characteristics was assessed
through FreeViz design, as well as by determining the probabilities of occurrence of the studied
types of attacks at a given value of the attribute. The method of Principal Component Analysis
on the individual characteristics is also applied, reducing their dimensionality from 10 to 8
components. Subsequent training of a neural network of feedforward type, a support vector
machine and an ensemble of randomly generated trees, as well as a combination of them, was
performed with a full set of 10-component features and a reduced set of 8-component ones.
The accuracy of classification on test sets not used in training was assessed. Evaluation is made
using parameters such as Precision, Recall, Specificity, F1-measure and others. For each of the
tested classifiers an optimal configuration was found and the most accurate was that of a
connected two-component classifier. The full set of mathematical treatments that the doctoral
student has applied shows her ability to use the tools of machine learning in order to obtain
effective implementations of algorithms for classifying network traffic in the absence and
presence of botnet attacks.
4. Scientific and / or scientifically applied contributions to the dissertation
The doctoral student has stated 2 scientific contributions, expressed in the
development of theoretical models of a combined detector and a combined multiclass classifier
of 10 types of botnet attacks, working on aggregate records of network traffic characteristics.
Four scientific and applied contributions related to the development of optimized models of
single-layer and multilayer neural network with backpropagation of the error, a support vector
machine and an ensemble of decision trees to detect and classify as separate modules of the
same by type 10 botnet attacks. There are also 5 applied contributions related to the technical
implementation of the classifiers and the processing of data from their work. Based on the
presented experimental results in the dissertation, as well as the mathematical descriptions of
the individual classifiers, the claims made by the doctoral student for contributions could be
accepted as correct.
5. Evaluation of the dissertation publications: number, nature of the publications
in which they are printed
Seven scientific publications are presented with the dissertation. All of them are in
English and in one of them the doctoral student is the only author. There are two papers from
an international scientific conference held in Bulgaria. There are five articles from international
scientific journals. No citations to the publications presented in this way are known. The main
results presented in the dissertation are given in the main part in all 7 publications on the
dissertation research. The way of presenting the material in them corresponds to the required
scientific level and is evidence of the ability of the doctoral student to present in summary form
the results obtained by her.



6. Opinions, recommendations and remarks
My recommendation to the PhD student is to focus her future work on the
implementation of the results obtained in the practice of protecting public and private networks
providing wide access services against unauthorized influences, which are based on distributed
attacks using a botnet.
7. Conclusion with a clear positive or negative assessment of the dissertation
In conclusion, I believe that the dissertation of MEng Vanya Dimitrova Ivanova,
entitled "[oT based Botnet Attacks Discovery by Network Traffic Analysis" meets the
requirements for obtaining the educational and scientific degree "Doctor" in the scientific
specialty "Automated systems for information processing and control" from direction 5.3
Communication and computer technics and therefore I strongly suggest to the Distinguished
Members of the Scientific Jury to support its award.

Date: 16.05.2022 Member of the jury:

(Assoc. Prof. Dr. Ivo Draganov)




