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l. Axryanllocr rla parpa6olnallul B Arrccpraurrorrrrurr r-pyg npo6,rreM B rrayqrro u
rIpl.rr'IoxIro oTtro uI errlre
Tenaara Ha Ae[o3Hpa:ats. ilvceprarrlroHeH rpyA,,OrxpuBar{e ua IoT 6asupauu6oruer

araKlI qpe3 aHanl{3 Ha Mpe)Koera rpa$uK" e or H3KrlloqurelrHo 3naqeHr.re 3a rrpaKTqKara 11o

AereKIrHq Ila pa3[peneJleHH Mpex(oBH araKr c qen r.r3BexAar.re Ha urr$opuaqqoHHr{ ycnyrg or
Aocrr,nHoct.3a2020 roAIlHa ca perlacrpvpalu uaA 10 u.ns. 6oruer araKu xaro 6porr ua
v3BecrHl4re C&C cbpBT,pH HaAxBbpnq 15 000 caMo roAr{Ha ro-paHo. feorpaf,crcoro
pa3[pocrpaHeHl,Ie Ha IIocneAHLITe e r,r3KJrrorrnTeJrHo rxupor(o - n CAI{, XolagAu.s, lepuaHur,
@paHqlar, Kurai't,Pycux14 Apyrvl crpaHr,r. 3acernarnre HHrycrpr.rr4, pa3BrzBaulr4 npoH3BoAc.rBo
Il Ta'plOBH', OUeH,BaHO Ha MIlnHapAH AOJIapH, BKJIIOT{BaT KOMIrOTT,pHL: Vtpt4, xa3apT,
Suuauconu ycnyla, os:rafiu Mata3vtlzl,AocraBKa Ha I4urepuer H Apyru TeneKoN{yHHKaur.roHHu
ycnyrl4' @HHancoeure sary6u B orrenHll cilyqav 3a roJreMure KopnoparrrBHH npeAcraBr4reJr14
HaAxBT,pnqr 2 rrrmt. uIarcKH Aonapa. Pa:uoo6pa:lrero no Haqr,rHa Ha optaHH3upaHe Ha 6orHer
araKHTe, BKTIIOIIBaIqH IIeHTpaJIH3:apalF.]11, 14 pa3llpeIeneHH apxareKTypr4, npaBrr MHofo rpyAHo
orl(pl{BaHero Ha HHHIrI4I,IpaulIrre crpaHr4 r.r H3r.rcKBar ylrrzBepcaJrlrH crroco6u :a rrrxHoro
perl4crpllpaHe II rocJrelBau aHarH3. I {enra Ha nllcepraulroHHr.rq rpyl e HacoqeHa r,rMeHHo KbM
Bb3MoxHo uafi-ycrofiulrBo orxplrBaHe Ha noAo6eu poA araKa Karo r{ ce nocrr,rr.a qpe3 aHiuru3
Ha N{pexoBux rpa0ux, o6ueurH Mex(ny araKyBaulz Marrrr,rHr,r }r 3acerHarra raKr4Ba.

2. Crenen IIa IIo3IIaBaIIe IIa cr,croqrruero rra npo6,renra u TBopqecKa
urrTepIIpeTa uuq rr a J.IrrTepaTyprIuq MaTepHa,rr
3a ao6poro [o3IIaBarIe Ha cr,croqHuero r{a upo6,relra or crparra Ha AoKTopaHra

roBopl{ I'I3rIoJI3BaHero Ha 207 nureparypHt4 H3roqHr4Ka, ny6luxynaHu B peHoMHpaHH HayqHr.r
v3ilaH[fl' B cBeroBeH uaura6. Bcuqxu re ca Ha attrtuitcrcu e3uK Karo oxono rpr.r qerBbpru or
Tqx ca or rlocnelHrzre 5 lonHHI4. B analu:a Ha cbcroqHuero Ha npo6leua AoroopaHTT,T e
HanpaBHn orIHT Aa [pelcraBH eAI,IHHa raKcoHoMH.f, rra MacoBo rrpHnafaHure IoT ycrpoficrna,
I-orlMa qacr or Koaro Morar Aa 6tAar LI3noJT3BaHlI rcaro 6orose npn r,r3rpa)KAarrero Ha 6oruer.
I4sc,TeAgauo e pa3[pereJleHHero Lr BIILtsHLrero Ha nocJrerHHTe or rexHr4qecKa ]r AKoHoMur{ecKa
rJIeAHa roqKa. PasrleAaHu ca BI.I.qoBere MpexoBH araKl, ocbulecrBrBaHr4 qpe3 IoT 6orser.
K:racu0auzpaHl4 ca apxHreKTyprTe 3a opraHr43arlurr Ha noAo6Hr,r Mpe)r(r4 Karo e onucaH H
rlpuHuunbr IaM Ha Aeficreue. flpelcraBeHH ca ocHoBHHTe BHAoBe 6oruer araKt4, B LracrHoot.
DDoS araKI'ITe Karo e o6tpuaro BHI,rMaHr,re H Ha xH3HeHH, ur,rKtn sa 6oruer. Oco6eso Mrcro
trpu pa3fnexAa[Vsra Ha AoKTopal'lra 3aeMar yr3BHMoc',rr.rre na IoT ycrpoficraara, no
oTHoIIIeHI4e Ha KoHTo HMa u3rpaAeH clHcbK or B'L3Moxuz 4eficrB4fl 3a ofpaHlrr{aBaHe Ha
TqxHoro eKc[,'IoarHpaHe. AHa,u43LIpaHo e geficrnnero Ha 19 or uafi-ax.rusHure 6oruer or
locneAHHTe AecerI'IHa roAI4HH Karo ca sa6etxzauu MepKH 3a HaBpeMerrrro orKpHBaHe rra



TrxHoro reficrlll'Ie. Hanpaneuz ca v3Boilkr) Ha qr.rsro 6aza ca 4e$urrupaur4 uenra v 3a1aqvrre
Ha nl{cepraql'{ol{Hl4, TpyA. BcH'{xo roBa cBHAereJIcrBa :a :a4u6or{eHr4Te rro3r{ar{u, Ha
llor(TopaHTa s o6racrra, B r(oflTo fionaAar r,r [ocJreABatqure pe3yilTatvr, ronyr{eHr.r B paMKr4Te
Ha AHceprarlHoHHr4.f, TpyA.

3. Cr,ornercrBlre IIa urOpaltara NreroAlrl(a IIa [r3crreABalle H nocraBerrara IISJI H
3AAAIIU IIA AIICEPTAIIUOIIHI,Ifl TPYA C TIOCTI-IIIIATIITE IIPHIIOCH
Ctuacso [ocraBeHara ueJI H 3alaqv Ha Arrceprarluor{Hr4q rpyA, lloKropaHrbr e

HacoqI4JI cBoHTe ycvilLrs, KT,M HaMr4paHero ua eSercrnBHH crroco6u za x,racn$urca:|xs. Ha
arperHpal{H xapaKTepI,ICTI,IKH or MpexoBu lpafrurc, o6iueuqH Me}KAy araKyBaulq u ara1yBaHu
MaIrIlIHLl, KaKTO 14 OT nepUoAI,I Ha HOpManHoTo orlepupaHe Ha [oAI6pX(aHUTe ycnyfr,r.
flpulo>xeuu ca MeroAr4Kpt v cpeAcrBa, xapaKTepHr4 3a MarrrnHHoro o6yveHue Karo a1a1173 Ha
uu0oprnlaruBHocrra Ha r{HcreHo [peAcraBeHr4 [pr.r3Hauu c r43[o:r3BaHe Ha napaMe.rpg Karo
un0oplraqHoHHo yc[nBaHe Iz xoe@uqzeHT Ha lxznu v nocneABauo rsxHo paHroBaHe.
I4:rpageuu ca xucrotpaMr Ha pa3flpeAeneHr.rero Ha [peAcraB{rrrr.rre xaparflepgcrqKgre
crofinocru cneA [orxoArura HopMaJrv3arlH.fl, TT,pceHo e cxoAcrBo Mex(Ay rqx ua 6asa sa
xoe0uqueHTl4Te Ha flurpctH u Cnutpvr,H. I4HSopMarHBHara 3Haqr4Mocr Ha orAeJrHHTe
xapaKTepHcrI'IKH e olleHeHa I4 r{pe3 FreeViz npoeKTzpaHe, KaKlo u qpe3 orrpeAenf,He Ha
BeporrHocrl'ITe 3a noqBa Ha I43cJIenBaHr4Te BHAoBe araKr no 3aAaAerta crofigoc'r Ha rrpH3HaK.
flpuloxeu e I'I MeroAa c alurv3 Ha rJIaBHara KoMnoHeHTa B:bpxy orAeJ,rHHTe xapaxrepacrlrKH
Karo e peAyul{paHa pa3MepHocrra uM or 10 sa 8 xounoHeHTr.r. llocreAsarqo o$yueune ua
HeBpoHHa Mpexa c npaBo pa3rlpocrpaHeHl4 e Ha AaHHHTe, Marlrr{Ha c [olAr,px(aur4 BeKTOpH tr
ascalr6u o'r c.nyvafiHo reHepapaHu At,pBera, KaKTo r,r xou6usauns Mexlly r.rrx, e H3BT,prxeHo
c II'bJ'IeH Ha6op or 10-xonao[HeHTHH flpll3r{arru r.r c peAyrrl,t paH lla6op or 8-xonaloHeHTHr.r
TaKHBa' cneA Koero e oueHeHa roqHocrra Ha rcracnSuxauuq Bbpxy HeH3noJr3BaHr.r rplr
o6yveuvero recroBt4 Ha6opa. Oqesxa e HarrpaBeHa qpe3 [apaMerpH xa.ro Precision, Recall,
Specificity' Fl -measure Ia Ap. 3a scexu or recrBaHure xnacuSr.rKaropt4 e HaMepeHa onrr4MaJrHa
xoH$larypaul'L Karo Hafi-roqsa ce oKa3Ba rarlr,r Ha cB:bp3aH AByKoMrroHeHTeH 11nacnsuxarop.
flrruH.sr KoMIIJIeKc or MareMarLIqecKl o6pa6orxu, KoHTo Aor$opaHT"r,T e rrpunoxuj,r, troKa3Ba
HeroBara cnoco6socr 4a 6opanu cr,c cpelcrBara rra MarrrHHHoro o6yueuHe c qen no,ryr{aBaHe
Ha e0exrunHll peanh3allvu Ha ilntoplrrMr4 :a rc.nacuSuKauuq Ha MpexoBu rpa$ux r1pH nq[ca
vHa:twi'l'te sa 6orner araKkt.

4. I{ayvuu ulul.u IIayqIIo npl{Jroxrru rrpurrocr Ha Auceplauuorrrrgq ,r.pyA

floxropaurt,r e 3aflBI'I n 2 uayuut4 [pHHoca, r.r3pa3sBarrru ce B pa:pa6ornaHero Ha
reoperl'Ir{HH MoAenI'I ua xou6uHupaH Ierel(Top Lr xona6aHupaH MHororlereBH KJracr4$uxarop
na l0 eu,{a 6orHer araKa, pa6oreulu Bbpxy arpefupaHr4 3ailuct4 or xapaKTepHcrHKH Ha
MpexoBt4 rpa$ux. 3agseHn ca u 4 Hayr{Ho-npplJroxHrz rrp}rHoca, cB6p3aHH c paspa6orBaHero
rla oTITHMH3HpaHH MoAenll Ha eAHoci'Ioitna u Ntuoroc,'IofiHa HenpoHHa Mpe)Ka c o6pa.ruo
pa3llpocrpaHeHHe Ha lpelxKara, Ha Marur.rHa c [oAAr,pxaulr4 BeKTOpH r,r aHcaM6t,r or AbpBera
3a B3eMaHe Ha peIUeHHe c qen orKpHBaHe u xtacu$uKarlu, Karo caMocrosreJrHr4 MoAynH Ha
cT'uIHre no BVn 10 rzna 6orser araKr.llpe4craneHu ca u 5 npruoxHr.r npuHoca, cB6p3aHH c
rexHl4tlecKara peaJII43arrys, Ha xlacu$uxaropllTe u o6pa6orKara Ha IaHHHre or rf,xHara
pa6ora. Ha 6asa Ha npeAcraBeHLITe eKclepaMeHraJrHtr pe3ynraru B ArzceprarrHoHHHq rpyA,
KaKTo H Ha MareMarl4qecKHTe o[ucaHVfl Ha orAe,rrHuTe xlacu$uxaropa, 6u vor,ro ra ce
TIPT4CMAT HAIPABEHI,ITC OT AOKTOPAHTA rIPCTEHqH14 3A NPV HOCH 3A KOPCKTHH.

5. flpeqellra lIa ny6,rnxaurrrrre rro Arrcepl'arluorrrruq rpyA: 6poii, xapaKTep rra
II3AaIIUgTa, B KOIITO Ca oT[erIaTaIIlI



I(lu 4uceprallItoHHa, TpyA I4Ma npeAcraBeHuT aayuuu uy6luxaquu. Bca.{xr4 re ca
na asr:ruficKv e3I4K Karo B eAHa or rsx IoKTopaHT:br e elr.rHcrBeH aBTop. f{ne ca.(oKnalpr or
Me)KIyHapoIHa Hayr{Ha rcoH$epeHIILI-f,, npoBeneHa y Hac. fler ca crarv2r or Me)KAyHapoAHq
Hayr{IIH cttvcaHwfl. He ca u3BecrHLI lJLrrkrpaH:afl Ha raKa npelcraBeHure ny|nuKarlgrz.
ocHosHlare pe3ynrarll, [peAcraBeHl4 B Ahceprarrr4oHHr4q rpyA, ca r,r3Jro)KeHr4 B ocHoBH ara cvt
rracr Br,B BcI'IrIKll 7 uy6naxaql4l4 no luceprarluoHHlrre r43cJreIBaHHq. HaqHHbr Ha npelcraBflHe
Ha MareplraJla B Trx cborBercrBa sa geo6xoArzMoro Hayr{rlo HHBo Iz e cBuAereJrcrBo 3a
cnoco6Hocrra Ha AoloopaHTa Aa flpelcraB, s o6o6ueH BVn [onyqaBaHgTe or Heto
pe3ynTarr4.

6. MlleuuR, [pe[opr,Ku u 6e,rexxu
llpenoprxara MIr Kr,M AoKTopaHTa e 4a Soxycupa 6r,4errlara cr4 pa6ora B6pxy

BHeApsBaHe Ha raKa llonyqeHllTe pe3ynraru B rrpaKTuxara rlo 3aulnTa Ha ny6:ruuHH r4 qacrH]t
Mpexn, [peAOCTaBqIIIu ycnyrll C tUHpOK .qOcTT,n cpeqy HeoTOppI3I4paH]I Bl3AefiCrnul, n
ocHoBara Ha Kor.ITo ca pa3rlpeAeJreHl4Te araKr c I43[IOJT3BaHe Ha 6orHer.

7, 3ax;lurellue c qclla rloJroxlrreJllla ililu orprrrlareJrlra oueHKa rra
AlrcepTarluorrHrrfl TpyA
B sarrroqeHue cM.[TaM, qe Al{ceprarluoHHr{qr rpyA Ha Mat. zH>K. Banq luunrpona

tr4nauona, o3arJIaBeH ,,Otxpunaue Ha IoT 6asupauu 6oruer araKlr rrpe3 aHar,rrz3 Ha MpexoBr4
rpa0ux" orloBapq Ha LI3IrcKBaH:aflTasa npugo6raBaHero ua o6pa:onareJrHara r.r HayrrHa creleH
,,!oKTop" no Hayr{Ha crreIIHanHoc:r,,ABroMa'ru3ilpaHrcHcreMrz sa o6pa6orxa na aHSopMarluq
u yrlpaBneHue" or HalpaBneHue 5.3 KouyuuxarluoHHa H KoMrrrorl,pHa rexHr4Ka r4 3aroBa
Y6eleso [peAnataM Ha Ysax(aeMl4Te qrreHoBe Ha Hayuuoro xypu Aa noAKpensr
y.(ocroqBaHero fi c neq.

[ara: 16.05.2022 r, 9,rcu rra xypuro:

(aort. a-p trIno {parallon)



OPINION
on the PhD thesis for acquiring the educational and scientific degree ,,I)octor,'

Author of the IrhD thesis: MEng Vanya Dimitrova Ivanova
PhD thesis title: IoT based Botnet Attacks Discovery by Network Traffic Analysis

Member of the scientific jury: Assoc. Prof. Dr. Eng. Ivo Rumenov Draganov / according to
order J'{i: OX-5.3-09 from 31.03.2022 of the Rector of TU-Sofia / scientific direction 5.3

Communication and computer technics / specialty ,,Television and video technics"

1. Relevance of the problem developed in the dissertation in scientific and applied
terms
The topic of the dissertation "Detection of IoT-based botnet attacks through network

traffic analysis" is extremely important for the practice of detecting distributed network attacks
in order to bring information services out of accessibility. In2g2O, more than 10 million botnet
attacks were registered, with the number of known C&C servers exceeding 1 5,000 just a year
earlier. The geographical distribution of the latter is extremely wide - in the United States, the
Netherlands, Germany, France, China, Russia and other countries. Affected industries worth
developing billions of dollars in manufacturing and trade include computer games, gambling,
financial services, online shopping, Internet delivery and other telecommunications services.
Financial losses in some cases for large corporate representatives exceed $ 2 million. The
variety of ways to organize botnet attacks, inciuding centralized and distributed architectures,
make it very difficult to identif,i initiators and require universal ways to register and analyze
them. The aim of the dissertation is aimed at the most sustainable detection of such attacks as
it is achieved by analyzing the network traffic exchanged between attacking machines and
affected ones.

2. Degree of knowledge of the state of the problem and creative interpretation of
the literary material
The good knowledge of the state of the problem by the doctoral student is indicated

by the use of 207 literature sources published in renowned scientific journals worldwide. All
of them are in English and about three quarters of them are from the last 5 years. In the analysis
of the state of the problem, the doctoral student made an attempt to present a unified taxonomy
of widely used IoT devices, many of which can be used as bots in building a botnet. The
distribution and the influence of the latter from a technical and economic point of view have
been studied. The types of network attacks carried out via IoT botnet are considered. The
architectures for the organization of such networks are classified and their principle of
operation is described. The main types of botnet attacks are presented, in particular DDoS
attacks and attention is paid to the life cycle of the botnet. Vulnerabilities of IoT devices occupy
a special place in the doctoral student's examinations, in respect of which there is a list of
possible actions to limit their exploitation. The action of 19 of the most active botnets from the
last ten years has been analyzed and measures fbr timely detection of their action have been
identified. Conclusions are made, on the basis of which the purpose and tasks of the dissertation
are defined. All this testifies to the in-depth knowledge of the doctoral student in the field in
which the subsequent results obtained within the dissertation fall.



3. Correspondence of the chosen research methodology and the set goal an<I tasks
of the dissertation with the achieved contributions
According to the set goal and objectives of the dissertation, the doctoral student has

focused his efforts on finding effective ways to classify aggregate characteristics of network
traffic exchanged between attacking and attacked machines, as well as periods of normal
operation of supported services. Methods and tools typical for machine learning are applied as
an analysis of the informativeness of numerically represented features using parameters such
as information gain and Gini coefficient and their subsequent ranking. Histograms of the
distribution of the values representing the characteristics were constructed after appropriate
normalization, similarity was sought between them based on the Pearson and Spearman
coefficients. The informative significance of the individual characteristics was assessed
through FreeViz design, as well as by determining the probabilities of occurrence of the studied
types of attacks at a given value of the attribute. The method of Principal Component Analysis
on the individual characteristics is also applied, reducing their dimensionality from l0 to g

components. Subsequent training of a neural network of feedforward type, a support vector
machine and an ensemble of randomly generated trees, as well as a combination of them, was
performed with a full set of l0-component features and a reduced set of 8-component ones.
The accuracy of classification on test sets not used in training was assessed. Evaluation is made
using parameters such as Precision, Recall, Specificity, F1-measure and others. For each of the
tested classifiers an optimal configuration was found and the most accurate was that of a
connected two-component classifier. The full set of mathematical treatments that the doctoral
student has applied shows her ability to use the tools of machine learning in order to obtain
effective implementations of algorithms for classifying network traffic in the absence and
presence of botnet attacks.

4. Scientific and / or scientifically applied contributions to the dissertation
The doctoral student has stated 2 scientific contributions, expressed in the

development of theoretical models of a combined detector and a combined multiclass classifler
of 10 types of botnet attacks, working on aggregate records of network traffic characteristics.
Four scientific and applied contributions related to the development of optimized models of
single-layer and multilayer neural network with backpropagation of the error, a support vector
machine and an ensemble of decision trees to detect and classify as separate modules of the
same by type 10 botnet attacks. There are also 5 applied contributions related to the technical
implementation of the classifiers and the processing of data from their work. Based on the
presented experimental results in the dissertation, as well as the mathematical descriptions of
the individual classifiers, the claims made by the doctoral student for contributions could be
accepted as correct.

5. Evaluation of the dissertation publications: number, nature of the publications
in which they are printed
Seven scientific publications are presented with the dissertation. All of them are in

English and in one of them the doctoral student is the only author. There are two papers from
an international scientific conference held in Bulgaria. There are five articles from international
scientific journals. No citations to the publications presented in this way are known. The main
results presented in the dissertation are given in the main part in all 7 publications on the
dissertation research. The way of presenting the material in them corresponds to the required
scientific level and is evidence of the ability of the doctoral student to present in summary form
the results obtained by her.



6. Opinions, recommendations and remarks
My recommendation to the PhD student is to focus her future work on the

implementation of the results obtained in the practice of protecting public and private networks
providing wide access services against unauthorized influences, which are based on distributed
attacks using a botnet.

7. Conclusion with a clear positive or negative assessment of the dissertation
In conclusion, I believe that the dissertation of MEng Vanya Dimitrova Ivanova,

entitled "loT based Botnet Attacks Discovery by Network Traffic Analysis" meets the
requirements for obtaining the educational and scientific degree "Doctor" in the scientific
specialty "Automated systems for information processing and control" from direction 5.3
Communication and computer technics and therefore I strongly suggest to the Distinguished
Members of the Scientific Jury to support its award.

Date: 16.05.2022 Member of the jury:

(Assoc. Prof. Dr. Ivo Draganov)


