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CTAHOB[IIIIE

KoHKypc 3a 3aeMaHe Ha aKaAeMuqHara AnbxHocr.,AoIIeHT.,
HUUTHO Ha[paBJreHne 5.3. Kovrynurarlr4oHHa lI KoMrrrorspHa rexHr4Ka

cllerllliurHocr,,KotuurorbpHl4 cI,IcreM[, KoMIrJreKcIa r,r Mpexu,,
o6sseH n lrpxaneH BecrHrax,6p.23 or 14.03.2023 r.
KaHArrAar: ur.ac. A-p rrHx. HeeeH Kpacuuupon Hurconon
perleH3eHr: npoS. a-p A.rrexcauAbp Bor4auon Bercrpcxu

1. O6qa xapal$eprlcrrrrca Ha HayrrHo-[r3cJreAoBareJrcKara r,r HayrrHo-
rrprrJroxHa gefiuocr Ha KanAlrAara

rr.ac. A-p rtHx. HeseH Fluxoron y{acrBa B Hacroflrrlufl KoHKypc c 18 Ha) rHt4
ny1turcaquu u I uouorpa$w na reMa ,,ocHoBr.r u Kosqenuuu, ApxureKTypr{,
nporoKonr,r vwpaBilflnaq coQryep Ha IoT. curypHocr B I4urepuer ua Herqara,,.

TIOKA3ATEJT A. ft.rcepraquoHeg rpyA 3a npr{cbxAaHe Ha oHC ,,gorrop"
flo uoxasarer A - 50 rourrE, MlrHHMrurHr{ v3ucxBaHus - 50 ToqKlr.

fIOKA3ATEJI B. Xa6nluraqrroHeH rpyA - rvronorpaenr
H. Hurcolron, Ocuoeu n Kouqerrllr,ItE, Apxurexrypn, rrporoKolttt u ylpaBJrrBarrl
CoQryep na IoT. Crrypnocr r Tlnrcpner Ha Herqara, Ir3AarencrBo ,,AnaHrapA
IIpuMa", 2020, 258 c., ISBN: 97 8 -619 -7 S I 5 -21 -3, ISBN 97 g-619 -239-846-0;

rlo norasaren B - 100 rouru, Mr4HlrMrurHr.r H3r{cKBaHus - 100 ToqKr,r.

Hayuuzre ny6rurxaqrvr. Ha ur.ac. n-p r{Hx. HeseH Huroros MoraT Aa ce
npeAcTaBST IIO CneAHkrfl, Hartull:

- 16 nayrnu uy6nuxa\v;1 B r432ralvrs., Kor.rro ca pesepupaHkr uuHAeKc]rpaHr.r B
cBeroBHo r{3BecrH}r 6asw Lasuu c HayqHa unQoprr,raqux (norasarel I7);

- Har{Hr,r rty6tuxaquu B perleH3rrpaHu cftvrca]Flufl. 2 n HepeQep]|Ipalr{1l
xon0epeuquu v cttt4ca:aufl. B Ermapu.r c Haf{Ho perleH3r4paH e ilrpr B pelaroupaHr{
KOireKTr.rBHr,r rpyAo B e crtuc aHr4fl (u oras aren I8).

To'rxr ro IloKa3aretu 17 u 18 o6uo ca 400.2; Mr,rHr4MiurHu u3ttcKBanux - 200
TOTIKI4.

To'Irz [o floxirarexu !12 ca 580; Mr,rHr{MaJrHra r,r3r.rcKBaHrEr - 50 Toqxr{:
- uI'ITpIpaHHr e ny6rraxa\vv, pe$epupauu pr vH.qeKcnpaHu B cBeroBHo H3BecrHr{

6asu gauuu c HafrHa unQopnaaqrlfl no roKirare.rr Al2 - 580 ro.rKu.

KanAuAamr IIMa 5 carr,rocrorreJrHrr ny6ruraquz. Brs Bclrqrr,r ny6wtxaguu,
[percraBeHr,r 3a perleml{paHe, rJr.ac. A-p uHx. HeseH Fftaroros e Ha nbpBo Mrcro.

2. oqeurca Ha [eAarorurrecKara noAroroBKa u geftnocr Ha KaHAlr ilara

fl.ac. A-p IIHx. HeeeH HraKoros r{Ma AbnroroAr.rrxHa reAarorr4rrecra gefinocr,
Korro ce I'I3pa3rBa B [poBexAaHe Ha JIeKIII4LI, ynpaxHeHufl, pbKoBoAcTBo Ha KypcoBr.r
rrpoeKTr,r, r.r Arl[JroMHr.l pa6orra.



flponexga neKIILIII nrn $axyrrrer "KoMrrorapHlr crrcreMl,r rr rexHoJlorupr" [o
Al{cqruInl4Hare: OuepaIII4oHHI,I CucreurE ra llporpauupaHe Ha Mo6zruru Ycrpoftcrna,
WEB 1asupauu rexHoJrorr.ru

Ile4aroruuecKara xna-ruaQnxaqkrfl, Ha rJr.ac. A-p r4Hx. HeseH Hrzxo:ros ce o$opnar
H C ycnemHoTo pbKoBoAcTBO Ha MHOXeCTBO KypCOBLT 3AAAIsl/l 14 [pOeKTil, KaKTO lr Ha

ALI[nOMaHTI,I.
rlo uorca:arel X: Xopapuyna Ha BoAeHr4 neKur4r4 3a nocneAHr,rre rpr4 ro.qlrHr.r B

6trrapcxn yHr.rBepcr.rrerrz, arpeArarr{paHr4 or HAOA [o Ar.rcqur[rHr4 or
npoQecnonanHoro HafrpaBJreHr.re, B Koero e o6xeeH KoHxypcbr, ToqKr.rre Ha
lr.aH4u4ar a ca 1 8 0, Mr.rHr,rMaJrHr4 r{3r4cKBaH us 3 0 ToqKr,r.

Yqe6Halra neAarorllqecKa I4 ny6nuraqrzonna 4efiuocr Ha rJr.ac. A-p r,rHx. HeseH
Hraxoros e HalbJrHo AocrarbqHail e B o6lacrra Ha Hacrorrqlu KoHKypc.

ll:loxenrare apryMeHTra HarrbJruo orrepraBar rreAarorr,rqecKara rroAroroBKa r4

4efinocr Ha rJl.ac. A-p I{Hx. HeseH Huxoroe Karo Ab.rrrotoAr.rruHa, Br4coKo
npo$ecuoualrna, c [oArlepraHa MeroAurrHocr Lt Hiurraqr.re Ha f,pKo rr3pa3eH]r
npe[oAaBaTeJrcKI,I KarrecTBa.

3. Ocnonru.r HayrrH[, Hayquo-[prrJroxHr.r u npuJroxHlr nprrHoclr

Bcz.IKra [peAcraBeHl{ Haf{Hr{ ny6maxaquu ca B o6racrra Ha KoHrypca. B
aBTOpCKaTa CnpaBKa ca [peAcTaBeHu cneAHprTe ocHoBHu HayqHr.r, HayqHo-npunoxHH
u npnnoxHr{ [pr,rHocr{, cbAbpxarql4 ce B MoHorpasuuuutr rpyA ,,ocHoBu vr

Konrlenquu, ApxrareKrypra, rrporoKoJrr4 r,r yrpaBnraarq CoSryep Ha IoT. CurlpHocr B

I'IHrepner Ha Helqarao' u B flpeAcraBeHr.rre 18 HayqHLr ry6luraqrau, pr3BbH

uonorpa$uqHur rpyA:

Hay.nru [pr{Hocr{:

- I,I3CJreABaHe Ha ABa IITilpOKO r43rroJr3BaHr{ KOMyHr4KarIHOHHr,r [pOTOKOnr.r KaTO
MQTT u LwM2M sa IoT ycrpoficrna;

- r,r3cneABane sa IoT rporoKonu raro MQTT, CoAP, XMPP, HTTP;

- il3cneABaHe Ha KoMyHr4KarIrroHHra nporoKonr4 xaro TCP u MQTT
MexAy IoT nrpa4eHa clrcreMa u IoT Cloud.

HayvHo-upr{JroxHr{ nprrHocrr :

- rlpeAnoxeHa e apxr{Telcrypa Ha IoT cucreMa , Korro ce r,r3non3Ba 3a
MOHI{TopLIH| I4 oTrnex.{aHe Ha afpo KynTypll;

- LI3cneABaHe 3a nafi-zguor3BaHr4Te oreparllroHHr{ cr4creMpr sa IoT ycrpoftcrna
Karo RIOT, Contiki, Tiny OS, Amazon FreeRTOS, ARM Mbed OS vt 6es
oleparlr{oHHa cl,IcreMa raKa HapeqeHr.u ,,Bare on Metal" rroAxoA;

- npoBeAeH e excnepr,rMeHT B ABa Bapr{aHTa (cuopreH v uKoHoMrueu) ua
yrlpaBnaBarl coQtyep 3a .{Br,rrareJr c BbrperrrHo ropeHe rrpe3 MoAu$uqupane na
ra6twlu 3a [apaMerpr4Te brbJr Ha 3arranBaHe, ropr4Bo, driver wish u Apyru, upz rcofiro
ce nocrl4ra I,rKoHoMLItIHocr Ha ropl4Boro Ha aBToMo6utru;



- npeAnoxeH e BapLIaHT Ha cBbp3BaHe Ha pa3BofiHa rrJrarKa B-L4758-IOT01A
STM32L4 Discovery kit IoT node xru qacreg IoT Cloud, Karo e r{3norr3BaHa
rexHoJrorurra .NET Core MVC, nporpirMuns. esvtK C# u 6aza Aarrrra MariaDB;

.IPEANOXCH C BAPI{AHT HA KPI,IITVPAHA KOMYHI,IKAIII' MEXAY IOT CIOUd U IOT
BrpaAeHa cl{creMa c ESP32 Wrover, Karo ce r43rroJrcBa nporoKona MQTT upes
ynorpe6ara Ha SSL/TLS cepruQzxaru; - ra3cJreABaH u npo) reH e HarrrrH 3a
o6nonsnaue Ha ynpaBJUIBarrIr4, co$ryep (firmware) Ha BrpaAeHa cucreMa c ESp8266
ForA ( Firmware Update over The Air ) no r{HrepHer or IoT cloud.

llpu.uoxnrr flprrHocrl:
- paspa6oreHa e IoT cncreMa 3a MoHr.rropr,rHr Ha TeMrreparypa, BJraxnocr r.r

KaqecTBo Ha Bb3AlXa;
- paspa6oteHa e IoT cucretta 3a aBroMo6ra4 r.rHrerpupaHa KbM VAN z CAN

bus upexarav cileru AaHHr,r or aBToMo6uta: cKopocr, o6oporu, TeMneparypa, HrrBo
Ha MacJIO, HI,IBO Ha |OpI4BOTO HeI43npaBHOcr Ha IBr,rfarers, I43rIoJI3BaHe Ha KOJIaH OT
BOAarIa;

- paspa6oreHa e IoT cucreMa 3a u3MepBaHe Ha reMlep arypa, BJraxHocr t4

HaJUrraHe B xr{nr{ue;
- paspa6oreHa e cl4creMa 3a HHTeJrr4reHTHo ynpaBneHrae na IoT ycrpoficrea sa

IOMarrrHr4 eneKTpoypeAr{ ;
- paspa6oresa e IoT cllcreMa 3a or.qareqeHo yrrpaBneHr.re Ha AoM aru:avr

ycrpoftcrna, Ia3rIoJI3BalIa 3G Mpexa, Razpberry Pi arpa4ena crrcreMa, peneeH MoAyn
2ph63083a r.r KoHraKrr{;

- pa:pa6oreHa e IoT cucreMa, KoflTo ra3BbprxBa KoMyHVKarIrar uexgy IoT
Cloud, Android uo6ranno npr4noxeHr,re u IoT Brpa,(eHa cr4creMa;

- pa:pa6oreH e co$ryep Lr crlcreMa 3a ynpaBneHr{e Ha ArJrrr.rre cBerJrr{Hr,r Ha
aeroN{o6r.ur.

ocnosaHue 3a cbrrlecrByBaHero Ha onpeAeJreHr4 14 roxiBaHr4 HayrrHr4 r.r HayqHo-
rlprlnoxHl{ u [pI{noxHLI [pI,IHocLI AaBaT cblrlo pt tryrTl1.,paH]/.flTa Ha Ha)^{Hrr
ly6maxaqzu Ha ul.ac. A-p I{Hx. HeseH Hraxonos B cttvrca:nvra u Ernrapux yt

xonSepenquu s uyx6uua.

4.3uaqnprocr Ha rrprrHocure 3a HayKtrail flpaKTrrrara

Or Ir3JIoxeHLIero B cnpaBKara v 4eraftnnoro 3alo3HaBaHe c l{a1nrHara
rlpoAyKur{, cJreABa, qe HarrHure rE HayqHo-npvnoxHr{Te [pr.rHocfl B TpyAoBere Ha
lJl.ac. A-p I'IHX. HeseH flnxonos s o6racr:ra Ha KoHKypca ,,KoM[rorbpHr{ cucreMr,r,
KoMrtnexcll rr Mpexu " ca cbrqecrBeHll or Ha)rrga rneAHa roqKa la ce xapaKrepr.r3lapar
c oqeBI'IAHa 3HaquMocr B Hayrara vr npaKr[Kara. Tasu 3uarrraMocr Moxe Aa ce
apryMeHTr4pa c opunrHanHr.r nI.eil, ceprro3Ha MareMarr.rqecKa v reoperr4qHa
o6ocnoranocr, aJIropI,ITMIlqHa peanu3allrrfl, frpaKTl,rqecKa [pr4noxr,IMocr B HafrHII
paspa6orrr{ H MexAyHapoAur.r rrpoeKrlr r,r MexryHapo.{Ho [prr3HaH]re.

5. Kpuru.rHu OerexKrr rr flpenopbrrr
flpoQecuoHaJrHr.rre HayqHu r.r [penoAaBarencKr.r KaqecrBa Ha rn.ac. A-p uHx.

Henen Huroros ca Heocflopl{M}r u ce za6ets3Bar KaKTo B [peqr{3Horo oSoprraJreHr,re



Ha HaygHure [y6nI{Ka\uu n pa3pa6orKr.r, TaKa kr rrpu o$opurnennero Ha AoKyMeHTr.rre
ro KoHKypca. 3arosa He e neo6xoguuo Aa 6rAar nogpo6no npeAcraB{He Ha
KpI,ITI,ITIHI{ 6elexKu, tlsit Karo ga6ers:aHure flponycKr.r 14 HerorrHocrr.r ca
He3Haqr.rTeJIHr,r 11 ca e.{r4HcTBeHO OT peAaKrlr,roHHo ecTecTBo.

Karo npelopbKa, oco6euo n 6r4erqu HarrHr4 ry6ruxaquu, cneABa KbM
HayrlHure npI4HocI,I .qa ce qLrrr{par uogo6uu cbrrlecrByBarrlfl MeroArr, ilJrtopr,rrMut u
CI4CTeMLI 14 qpe3 KOMeHTapI{I,I B CpaBHHTeiIeH acleKT.{a Ce I43TbKBaT IIOCTr.rxeHr4flTa Ha
aBTOpa.

ornocno npenopbKr4 KbM KaHAvr1.ara, Moxe eAr,rHcrBeHo .qa ce oTnpaBrr
KoJretI4aJIHI{ npenopbKl,I 3a 6r4erqu orqe no-3HaqvtMtt reoperr.rqHr.r r,r3cneABaHnfl)
pbKoBoAcTBo Ha MeXAyHapoAHr{ r4 HarIr4OHanHr4 IJayrlIJu [poeKTr.r, cb3AaBaHe Ha
IIIKoJIa or MJIaATI KaApLI I{ AoKTopaHTr,r B uz6palaata HayqHa o6lacr - Kouurorrpnu
CI4CTeMLI, KOMnJIeKCI4 LI MpeXpI.

5.3arc.nrorreH[e

I{xlocruara Ha)r{Ha, I{3cJreAoBarencKa n npelolaBareJrcxa gefiuocr
xapaKTepl,I3l{par rJr.ac. A-p r4Hx. HeseH Hraxolon Karo Br{coKoKBiurraQuqupau
flpeloAaBaren v yqeH c HayqeH u neAatorurqecKr.r aBTopr.rrer B o6lacrra Ha
KOHKypCa. Tosa N,rr.r EaBa ocHoBaHr{e Aa rBbpAr, qe ur.ac. A-p r4Hx. HeseH
Kpacuurapos H[roroB rlpl4Texana neo6xoAlrMr.rre KaqecrBa r{ 3acJryDraBa Aa 3aeMa
aKaAeM[qHara AnbxHocr,,[OTfEHT" n npo0eczoHa.]rHoro HarrpaBneHue 5.3.
KonayuuxallrloHHa I,I KoMIIIorbpHa rexrrvrca, cleqllaJlHocr ,,KoMlIorupHr.I c[creMI,I,
KOMnJreKCr,r ra Mpex[".

07.09.2023 r. rlnen Ha xypuro:

i npoQ. A-p AnercaHAbp BexapcrrE/



OPINION

by competition for the academic position " "Associate professor "
in a professional direction 5.3. Communication and computer technology
specialty "Computer systems, complexes and networks"
announced in the State Gazette, No. 23 of 14.03.2023
candidate: chief assistant Dr. Eng. Neven Krasimirov Nikolov
reviewer: Prof. Dr. Alexander Bogdanov Bekyarski

1. General characteristics of the candidate's scientific-research and scientific-
applied activity

General Assistant Dr. Eng. Neven Nikolov participated in the current
competition with 18 scientific publications and 1 monograph on the topic of
"Fundamentals and Concepts, Architectures, Protocols and Control Software of IoT".
Security in the Internet of Things".
INDICATOR A. Dissertation work for the award of ONS "Doctor"
According to indicator A - 50 points, minimum requirements - 50 points.

INDEX C. Habilitation work - monograph
N. Nikolov, Basics and Concepts, Architectures, Protocols and Control Software of
IoT. Security in the Internet of Things, Avangard Prima Publishing House, 2020, 258
p., ISBN : 97 8-6 19 -7 5 | 5 -21 -3, ISBN 97 8-619 -239 -846 -0 ;

According to indicator B - 100 points, minimum requirements - 100 points.

The scientific publications of the chief assistant Dr. Eng. Neven Nikolov can
introduce themselves as follows:
- 16 scientific publications, in editions that are referenced and indexed in world-
renowned databases with scientifi c information (indic ator D7 );
- scientific publications in peer-reviewed journals - 2 in non-refereed conferences and
journals in Bulgaria with scientific review or in edited collective work joumals
(indicator D8).
Points for G7 and G8 indicators are 400.2 in total; minimum requirements - 200
points.

Points according to indicators D12 are 580; minimum requirements - 50 points:
- citations in publications, referenced and indexed in world-renowned databases with
scientific information according to indicatorDl2 - 580 points.

The candidate has 5 solo publications. In all publications submitted for review,
the chief assistant Dr. Eng. Neven Nikolov is in first place.



2. Evaluation of the pedagogical preparation and activity of the candidate

General Assistant Dr. Eng. Neven Nikolov has a long-standing pedagogical
activity, which is expressed in lectures, exercises, management of course projects, and
diploma theses.

Conducts lectures in the "Computer Systems and Technologies" faculty on the
disciplines: Operating Systems and Programming of Mobile Devices, WEB-based
technologies
The pedagogical qualification of the chief assistant Neven Nikolov, Ph.D., is also
shaped by the successful management of numerous course assignments and projects,
as well as graduate students.

According to indicator G: Schedule of lectures for the last three years at
Bulgarian universities accredited by NAOA in the disciplines of the professional field
in which the competition was announced, the candidate's points are 180, minimum
requirements 30 points.

The teaching, pedagogical and publication activities of the Assistant Professor
Dr. Eng. Neven Nikolov is completely sufficient and is in the field of the current
competition.

The presented arguments fully outline the pedagogical preparation and activities
of the assistant principal. Dr. Eng. Neven Nikolov as a long-time, highly professional,
with a marked methodical and presence of clearly expressed teaching qualities.

Basic scientific, scientific-applied and applied contributions
All presented scientific publications are in the field of the competition. The

author's reference presents the following main scientific, scientific-applied and applied
contributions contained in the monographic work "Fundamentals and Concepts,
Architectures, Protocols and Control Software of IoT. Security in the Intemet of
Things" and in the presented 18 scientific publications, outside the monographic work:

Scientific contributions :

- study of two widely used communication protocols such as MQTT and
LwM2M for IoT devices;
- research on IoT protocols such as MQTT, CoAP, XMPP, HTTP;

- study of communication protocols such as TCP and MQTT between IoT
embedded system and IoT Cloud.
Scientific and applied contributions:

- an IoT system architecture is proposed, which is used for monitoring and
growing agricultural crops;

- research on the most used operating systems for IoT devices such as RIOT,
Contiki, Tiny oS, Arnazon FreeRToS, ARM Mbed oS and without an operating
system the so-called "Bare on Metal" approach;

- an experiment was conducted in two versions (sporty and economical) of the
control software for an internal combustion engine by modiffing tables for the
parameters ignition angle, fuel, driver wish and others, in which the car's fuel economy
is achieved;



- a variant of connecting the development board B-L4758-IOT01A STM32L4
Discovery kit IoT node to a private IoT Cloud was proposed, using the .NET Core
MVC technology, the c# programming language and the MariaDB database;

- a variant of encrypted communication between IoT Cloud and IoT embedded
system with ESP32 Wrover is proposed, using the MQTT protocol through the use of
SSL/TLS certificates; - a way to update the control software (firmware) of an
embedded system with ESP8266 FOTA (Firmware Update Over The Air) over the
Internet from the IoT Cloud has been researched and studied.

Applied Contributions :

- an IoT system was developed for monitoring temperature, humidity and air
quality;

- an IoT system for a car was developed, integrated to the VAN and CAN bus
network and monitors data from the car: speed, revolutions, temperature, oil level, fuel
level, engine malfunction, seat belt use by the driver;

- an IoT system was developed for measuring temperature, humidity and
pressure in a home;

- a system for intelligent management of IoT devices for home electrical
appliances was developed;

- an IoT system for remote control of home devices was developed, using a 3G
network, a Raspberry Pi embedded system, a 2ph63083a relay module and contacts;

- an IoT system was developed that communicates between the IoT Cloud, an
Android mobile application and an IoT embedded system;

- a software and system for controlling the high beam of a car was developed.
The basis for the existence of certain and proven scientific and scientific-applied and
applied contributions is also provided by the citations of scientific publications of the
chief assistant. Dr. Eng. Neven Nikolov in magazines in Bulgaria and conferences
abroad.

4. Significance of contributions for science and practice

From the exposition in the reference and the detailed familiarization with the scientific
production, it follows that the scientific and scientific-applied contributions in the
works of the assistant professor Dr. Eng. Neven Nikolov in the field of the competition
"Computer Systems, Complexes and Networks" are significant from a scientific point
of view and are characterized by obvious significance in science and practice. This
importance can be argued with original ideas, serious mathematical and theoretical
justification, algorithmic implementation, practical applicability in scientific
developments and international proj ects and intemational recognition.

5. Critical notes and recommendations

The professional scientific and teaching qualities of the assistant professor Dr. Eng.
Neven Nikolov are indisputable and can be seen both in the precise layout of the
scientific publications and developments, and in the layout of the competition



documents. Therefore, it is not necessary to be a detailed presentation of critical notes,
since the omissions and inaccuracies noted are minor and are purely editorial in nature.
As a recommendation, especially in future scientific publications, the scientific
contributions should cite similar existing methods, algorithms and systems and
highlight the author's achievements through comments in a comparative aspect.
Regarding recommendations to the candidate, only collegial recommendations can be
made for future even more significant theoretical research, management of
international and national scientific projects, creation of a school of young staff and
doctoral students in the chosen scientific field - Computer systems, complexes and
networks.

5. Conclusion

The overall scientific, research and teaching activities are characterized by the
assistant professor. Dr. Eng. Neven Nikolov as a highly qualified teacher and scientist
with scientific and pedagogical authority in the field of the competition. This gives me
reason to claim that Chief Assistant. Dr. Eng. Neven Krasimirov Nikolov possesses
the necessary qualities and deserves to occupy the academic position of "ASSOCIATE
PROFESSOR" in the professional direction 5.3. Communication and computer
technology, specialty "Computer systems, complexes and networks".

07.09.2023 Jury mem

/ Prof. Dr. Alexander Bekyarski/


