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CTAHOBHIIE

KOHKYPC 32 3a€MaHE€ Ha aKaJeMUYHATa JIBXKHOCT “[OLEHT"
+BTIpO(ecronanHo Hanpasnexue 5.3. KoMyHuKanuoHHa u KOMITIOTbpHA TEXHUKA
CHEMATHOCT ,,KOMIIOTPHU CUCTEMH, KOMILIEKCH M MPEKU”
00siBeH B J[bpiaBeH BeCcTHHK, O6p.23 ot 14.03.2023 .
KaHaMIaT: ria.ac. A-p uHxk. Hesen Kpacumupos Hukonos
peuensenT: npod. 1-p Anekcanabp boraanos Beksipcku

1. O6ma xapakTepHCTHKA HAa HAYYHO-H3CJe10BATeJICKATA M HAy4YHO-
NPHJIOKHA JeHHOCT HA KaHIMJaTa

['mac. n-p mwx. HeBern HukonoB ydacTBa B HAaCTOSIIHS KOHKypc ¢ 18 Hayunu
nyomukauud 1 1 MoHorpadus Ha Tema ,,OcHoBH ¥ Kouemiuw, ApXUTEKTYpH,
npotoxkonu 1 ynpasisiBai Copryep Ha IoT. Curyproct B Mareprer Ha Hemrara *.

IIOKA3ATEJI A. JTucepraunonen Tpy 3a npuckxnade Ha OHC »»JOKTOp

Ilo mokazaten A — 50 TOYKHM, MUHUMAJTHH H3UCKBAHHUS — 50 TOUKH.

IIOKA3ATEJI B. XabuiuTanuoHen Tpya — MoHorpadus
H. Huxonos, OcHoBr n KoHmenimu, ApXUTeKTYpH, IIPOTOKOIHA H yIpaBJIsBalll
Codryep na IoT. Curypuocr B UnrepHer Ha Hemmara, W3marencTso ~ABaHrapj

[puma®, 2020, 258 c., ISBN: 978-619-7515-21-3, ISBN 978-619-239-846-0;
ITo nokazaren B — 100 Touky, MUHIMATHY W3uCKBanus — 100 TOUKH.

Hayunure myOmukarmu Ha riac. a-p umx. Heen HukomoB morar ma ce
NPECTABAT 110 CJICAHUS HAYUH:

- 16 HayyHn nyOnMKanuy, B M3aHHS, KOUTO ca peepupaHy U MHICKCHPAHH B
CBETOBHO M3BECTHH 0a3u JaHHHM ¢ HayuHa HH(popMmanus (mokasaren I'7);

- HAayYyHH TIyOJMKalMM B pPELEH3UPaHH CIHMCaHus — 2 B HepedepupaHu
KOH(EpeHIMH U CIMCaHUsA B BhIrapus ¢ HaydHO pelleH3HpaHe WIM B peJaKTHPaHH
KOJIEKTUBHH TPYI0Be crucaHus (rmokasaren I'S).

Touxu mo noxazaremu I'7 u I'8 06mo ca 400.2; MHHHMAIHA W3UCKBAHUS — 200
TOYKH.

Touku mo nokasaremu 12 ca 580; MUHMMAaTHU H3UCKBAHUS — 50 TOUKH:
- LIUTUPaHHs B IyOIUKaIMK, pe)eprpaHi U UHIEKCUPAHU B CBETOBHO H3BECTHH
0a3u JaHHU ¢ Hay4yHa HH(POpPMAaLK IO [TOKAa3aTel J12 — 580 Toukwu.

KanmupatsT uma 5 camMocTosATeNHH mMyOnuKanud. BbB BCHUKH ITyOIMKALHH,
NPEAICTAaBEHH 3a PELCH3UpaHe, ri.ac. 1-p uHx. Heren HukooB e Ha mbpBO MsACTO.

2. Ouenka Ha NeAaroru4yecKara NoAroTOBKAa M JeHHOCT Ha KaHAMHAATA

I'n.ac. n-p umx. HeBen HukoJI0B MMa IBITOroAMIIHA MEfarorudecka ASHHOCT,

KOATO €€ M3pa3siBa B MPOBEX/JAHE Ha JIEKLUH, YIPAKHEHHUs, PHKOBOJICTBO HA KyPCOBH
IIPOEKTH, ¥ JUILIOMHHU pabOTH.



Iposexkna nexumu BB daxynrer “KOMIIOThpHM CHCTEMH M TE€XHOJOTHH™ IO
mucumanTe: Onepanuonnn Cucremu u IIporpamupane Ha Mobuiau Y eTpoiicTsa,
WEB 6a3upanu TeXHOIOr MK

Ilenarornyeckara kBamudukanus Ha ri.ac. A-p unx. Hesen Huxonos ce odpopms
U C yCIICIIHOTO PHKOBOJICTBO HAa MHOXXECTBO KYpPCOBH 33Ja4d M IPOEKTH, KaKTO M Ha
JUILIOMaHTH.

ITo moxasaren K: XopapuyMm Ha BOJACHH JICKI[MH 3a MOCJIEIHATE TPU TOJUHU B
ObJIrapcku  yHHMBEpCHTETH, akpeautupadn oT HAOA 10 JUCHUIUIMHH — OT
NPO(ECHOHATHOTO HANpaBICHHE, B KOETO € OOSBEH KOHKYpPCHT, TOUKHMTE Ha
KaHauaara ca 180, MuHEMaIHY n3ruckBaHus 30 TOYKH.

YueOHata neparornyecka U MyONHMKAIMOHHA IEMHOCT Ha ri.ac. A-p WHxK. Hesen
HukoJ10B € HalbJIHO IOCTAaThYHA U € B 00J1CTTa Ha HACTOSIIHS KOHKYPC.

H3n0XeHnTEe apryMeHTH HAITBJIHO OYEPTaBaT IIEJArordueckara MOATOTOBKA U
JCWHOCT Ha TIi.ac. JI-p WHXK. HeBen HUKOIOB KaTo ABITOrOAMINHA, BHCOKO
npodecronanHa, ¢ MHoAYepTaHa METOAMYHOCT W HalMdde Ha SpKO H3Pa3eHH
IIPENO/IaBaTEIICKH KaYyeCcTBa.

3. OCHOBHM HAY4YHH, HAYYHO-NPHJIOKHH ¥ NIPHJIOKHH IIPHHOCH

Benuky mpencTaBeHH HaydHM MyOJuKaiuu ca B 06nacTTa Ha KOHKypca. B
aBTOpCKaTa CIpaBKa ca MPEJCTaBEHH CIEAHUTE OCHOBHH HAYYHH, HAYYHO-IIPUIOKHH
U IPUJIOXKHU TPHHOCH, CBABPXKAINM C€ B MOHOTpadUYHUAT Tpya ,,OCHOBH W
Konuenmuu, ApXuTekTypH, npoTokoiu u yrpasissan Codryep aa IoT. CurypHocT B
Wurepuer nma Hemara® u B mnpeacraBenute 18 Haydnm myOJMKaIi, W3BBH
MOHOTpa(pUUHUS TPYH:

Hayuynu npunocu:

- U3CJI/IBaHE Ha [(Ba IIMPOKO H3IIOJI3BAHM KOMYHHUKAIIMOHHH IPOTOKOJH KaTo
MQTT u LwM2M 3a IoT ycrtpoiicTsa;

- n3cneasane 3a loT nporokomu kxaro MQTT, CoAP, XMPP, HTTP;

- H3CJIeJIBaHC Ha KOMYHHKAMOHHU npoTokonu kato TCP u MQTT
Mexny loT Brpagena cucrema u IoT Cloud.

Hay4Ho-npu/10KHH IPHHOCH

- mpemiokeHa e apxurekrypa Ha [oT cucrema , xosTO ce W3MON3Ba 3a
MOHHMTOPHHT M OTTIIXKJAHE Ha arpo KyJITYpH;

- U3CJIC/IBaHE 3a Hal-M3I0I3BaHUTE OlepallioHHU cuctemu 3a [oT ycrpoiicTBa
kato RIOT, Contiki, Tiny OS, Amazon FreeRTOS, ARM Mbed OS u 6e3
OICpallMOHHA CHCTEMa Taka HapeueHus ,,Bare on Metal“ mogxo;

- NPOBEJIEH € EKCIEpPUMEHT B JiBa BapHaHTa (CIIOPTEH W HWKOHOMHYEH) Ha
yInpaBjsBal copTyep 3a JABHUTraTel C BBTPEHIHO TOpEHE upe3 MoAu(HUIMpaHe Ha
TaOJMIM 3a IapaMeTpUTe BI'bJI Ha 3alajiBaHe, TOpUBO, driver wish u Apyru, Ipu KOHTO
ce IIOCTUIa HKOHOMUYHOCT Ha TOPUBOTO Ha aBTOMOOMIIA;



- IPEJUIOKEH € BapHaHT Ha CBbP3BaHE Ha pa3BoiiHa Iiatka B-L475E-IOTO1A
STM32L4 Discovery kit IoT node xsM wactern IoT Cloud, kato e wm3mon3Bana
TexHonoruara .NET Core MVC, nporpamuus esux C# u 6aza qanuu MariaDB;

-IIPEAJIOKCH € BapHaHT Ha Kpuntupana KomyHukanus mexay loT Cloud u IoT
Brpanena cucrema ¢ ESP32 Wrover, xaro ce wm3nomssa mpotokoma MQTT upes
ynorpebara Ha SSL/TLS ceprudukaty; - w3ciemsad u [IPOyYEeH € HaYWH 3a
OOHOBsIBaHe Ha ympaBysBaius codryep (firmware) Ha BrpajgeHa cuctema ¢ ESP8266
FOTA ( Firmware Update Over The Air ) mo muteprer ot [oT Cloud.

IIpunoxxan npunocu:

- paspabotreHa e IoT cucrema 3a MOHMTOPHHI Ha TEMIEpATypa, BIAKHOCT W
KaueCTBO Ha BB3/IyXa;

- paspabotena e IoT cucrema 3a aBromo6m, unTerpupana kbM VAN u CAN
bus Mpexara u cie JaHHM OT aBTOMOGHIA: CKOPOCT, 0GOPOTH, TeMIepaTypa, HUBO
Ha MacjI0, HUBO HAa FOPUBOTO HEHU3IIPABHOCT Ha JBUTATEIs, U3I0JI3BaHE HA KOJAH OT
BOJava;

- paspabotena e IoT cucrema 3a M3MepBaHe Ha TeMmIeparypa, BIQXKHOCT H
HAJIATaHE B JKUJIMIIIE;

- pa3paboTeHa e cucTeMa 3a MHTEIUICHTHO yrpasjienue Ha IoT ycrpoiicTa 3a
JOMAILIHU €IEKTPOYPEIH;

- paspaborena e IoT cucrema 3a oTjganedeHo ympaBieHHEe Ha JOMALIHH
YCTpOHCTBa, usmonssama 3G mpesxa, Razpberry Pi Brpanena cucrema, perneeH MOy
2ph63083a u KoHTaKTH;

- paspabotena € IoT cmcTeMa, KOSTO M3BBPIIBA KOMYHHKAIHS Mexay loT
Cloud , Android Mo6mHO punokeHue u IoT BrpajicHa CHCTEMa;

- pa3paboTeH € codTyep U CHCTeMa 3a YIpaBjleHHE Ha JBJITHTE CBETJIMHH Ha
aBTOMOOMIL

OcHoBaHHe 3a CIIECTBYBAHETO Ha ONPE/EIEHH M I0KA3aHH HAYYHH U HAyYHO-
IPUNOXXKHA M NPUIOXKHK  MPUHOCH  JaBaT ChHINO M LUTHPaHUATA HA HAYYHH
nyOnvKamuy Ha riac. I-p umEXK. HepeH HuKOIOB B crmcaHus B bearapus u
KOH(EPEHIINH B 9yKOUHA.

4. 3HAYMMOCT Ha MPHHOCHTE 32 HAYKATA H NPAKTHKATA

OT WM3IOXKEHWETO B CIpaBKaTa W [ETAHIHOTO 3allO3HABAHE C HAY4HATA
OPOMYKIMA CIEABA, Y€ HAYYHHUTE M HAay4YHO-IIPUJIOKHHUTE MPHHOCH B TPYAOBETE Ha
ri.ac. A-p uHx. Hesen HukonoB B obnactra Ha KoHKypca ,,KOMIIOTBPHH CHCTEMH,
KOMIIIIEKCH X MPEXH “ Ca ChIIECTBEHH OT Hay4Ha IJIe[JHA TOUKA M CE€ XapaKTepU3UpaT
C OYCBHJHA 3HAYMMOCT B HayKaTa M IpakThkara. TasW 3HAYUMOCT MOXeE Oa ce
apryMEHTUpa C OpUTMHAQIHHA WJEHM, CEPUO3HA MaTeMaTH4YeCKa M TEOPETHYHA
00OCHOBAHOCT, AJITOPHTMUYHA PealM3aLys, NMPAKTHYECKa MPHIOKHMOCT B HAyYHH
pa3paboTKK U MEXTYHAPOIHH IIPOEKTH U MEXITYHAPOIHO PU3HAHHKE.

S. KputnuHu 6eJieKKH H penopbLKU
IIpodecnonannuTe HaydHH U MPEMOAABATENCKH KAadecTBAa HA IULAC. J-P MHXK.
Heeen HukosioB ca HeocnopuMu u ce 3a6ems3BaT KakTo B MPEMU3HOTO 0(OpMIICHHE



Ha HayYHHTE MyONMKalMK ¥ pa3pabOTKH, Taka U Ipyu 0QOPMIIEHHETO Ha JOKYMEHTHTE
0 KOHKypca. 3aroBa He € HEOOXOAMMO Jga OBJaT MOAPOOHO IIPEACTaBIHE Ha
KPUTHYHH O€NEeXKKH, TbH Karo 3aless3aHWTe MPOIYCKM M HETOYHOCTH ca
HE3HAYUTEJIHU U Ca €IUHCTBEHO OT PEJAKIHOHHO ECTECTBO.

Karo mnpemopska, ocobeHo B Obaemu HAay4YHH MYyOJUKaIliH, CclIeABa KbM
HAYYHHTE IPHHOCH Ja Ce LUTHPAT IIOJOOHM CBILECTBYBAIIA METOIH, AITOPUTMH H
CHUCTEMHU U Ype3 KOMEHTApUU B CPABHUTEJIECH ACIIEKT Ja CE U3THKBAT [IOCTHKEHUATA HA
aBTOpa.

OTHOCHO NpenmopsKM KbM KaHIWIaTa, MOXE €IMHCTBEHO 1a Ce OTIPAaBAT
KOJIETHAJIHU TIPCTIOPBKM 3a OBJCIIM OIIe ITO-3HAYUMH TEOPETUYHH W3CIIEBAHU,
PBPKOBOACTBO Ha MEXIYHApOJHHM M HAIMOHAJIHM HAYYHH IPOCKTH, Ch3JaBaHE Ha
IIKOJa OT MJIaAW KaJpu U JOKTOPaHTH B M30paHaTa HaydHa oOnact - KoMmioThpHU
CHCTEMH, KOMILICKCH ¥ MPEXKH.

5. 3akaouyeHue

[lsocTHata HayyHa, W3ceqOBaTelicka W IIPENOJABaTeNCcKa JeHHOCT
XapakTepusupar riac. A-p umkK. Hesen HukonoB karo BHCOKOKBatuGHIIApaH
IIpenojaBaTe]l U y4YeH C HAy4yeH M IeJarord4eckd aBTOPHTET B 00JacTra Ha
KOHKypca. ToBa MM JaBa OCHOBaHHME JAa TBBpIs, Y€ IjLac. A-p MHXK. HeseH
Kpacumupos Hukos0B mpuTexaBa HEOOXOIMMHTE KayecTBa M 3aciyXaBa Ja 3aeMa
akagemuunara mbxsocT L, JIOLIEHT” B mpodecnoHanmHoTo HampasieHue 5.3.
KoMyHuKalMOHHA U KOMIIIOTbPHA TEXHHKa, CIENHANHOCT ,, KOMIIOTBPHH CHCTEMH,
KOMILJIEKCH ¥ MPEXH .
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OPINION

by competition for the academic position " "Associate Professor "

in a professional direction 5.3. Communication and computer technology
specialty "Computer systems, complexes and networks"

announced in the State Gazette, No. 23 of 14.03.2023

candidate: chief assistant Dr. Eng. Neven Krasimirov Nikolov

reviewer: Prof. Dr. Alexander Bogdanov Bekyarski

1. General characteristics of the candidate's scientific-research and scientific-
applied activity

General Assistant Dr. Eng. Neven Nikolov participated in the current
competition with 18 scientific publications and 1 monograph on the topic of
"Fundamentals and Concepts, Architectures, Protocols and Control Software of IoT".
Security in the Internet of Things".

INDICATOR A. Dissertation work for the award of ONS "Doctor"
According to indicator A — 50 points, minimum requirements — 50 points.

INDEX C. Habilitation work - monograph

N. Nikolov, Basics and Concepts, Architectures, Protocols and Control Software of
IoT. Security in the Internet of Things, Avangard Prima Publishing House, 2020, 258
p., ISBN: 978-619-7515-21-3, ISBN 978-619-239-846-0;

According to indicator B — 100 points, minimum requirements — 100 points.

The scientific publications of the chief assistant Dr. Eng. Neven Nikolov can
introduce themselves as follows:
- 16 scientific publications, in editions that are referenced and indexed in world-
renowned databases with scientific information (indicator D7);
- scientific publications in peer-reviewed journals — 2 in non-refereed conferences and
journals in Bulgaria with scientific review or in edited collective work journals
(indicator D8).
Points for G7 and G8 indicators are 400.2 in total; minimum requirements — 200
points.

Points according to indicators D12 are 580; minimum requirements — 50 points:
- citations in publications, referenced and indexed in world-renowned databases with
scientific information according to indicator D12 — 580 points.

The candidate has 5 solo publications. In all publications submitted for review,
the chief assistant Dr. Eng. Neven Nikolov is in first place.



2. Evaluation of the pedagogical preparation and activity of the candidate

General Assistant Dr. Eng. Neven Nikolov has a long-standing pedagogical
activity, which is expressed in lectures, exercises, management of course projects, and
diploma theses.

Conducts lectures in the "Computer Systems and Technologies" faculty on the
disciplines: Operating Systems and Programming of Mobile Devices, WEB-based
technologies
The pedagogical qualification of the chief assistant Neven Nikolov, Ph.D., is also
shaped by the successful management of numerous course assignments and projects,
as well as graduate students.

According to indicator G: Schedule of lectures for the last three years at
Bulgarian universities accredited by NAOA in the disciplines of the professional field
in which the competition was announced, the candidate's points are 180, minimum
requirements 30 points.

The teaching, pedagogical and publication activities of the Assistant Professor
Dr. Eng. Neven Nikolov is completely sufficient and is in the field of the current
competition.

The presented arguments fully outline the pedagogical preparation and activities
of the assistant principal. Dr. Eng. Neven Nikolov as a long-time, highly professional,
with a marked methodical and presence of clearly expressed teaching qualities.

Basic scientific, scientific-applied and applied contributions

All presented scientific publications are in the field of the competition. The
author's reference presents the following main scientific, scientific-applied and applied
contributions contained in the monographic work "Fundamentals and Concepts,
Architectures, Protocols and Control Software of IoT. Security in the Internet of
Things" and in the presented 18 scientific publications, outside the monographic work:

Scientific contributions:

- study of two widely used communication protocols such as MQTT and
LwM2M for IoT devices;

- research on IoT protocols such as MQTT, CoAP, XMPP, HTTP;

- study of communication protocols such as TCP and MQTT between IoT
embedded system and IoT Cloud.
Scientific and applied contributions:

- an [oT system architecture is proposed, which is used for monitoring and
growing agricultural crops;

- research on the most used operating systems for IoT devices such as RIOT,
Contiki, Tiny OS, Amazon FreeRTOS, ARM Mbed OS and without an operating
system the so-called "Bare on Metal" approach;

- an experiment was conducted in two versions (sporty and economical) of the
control software for an internal combustion engine by modifying tables for the
parameters ignition angle, fuel, driver wish and others, in which the car's fuel economy
is achieved;



- a variant of connecting the development board B-L475E-IOT01A STM32L4
Discovery kit IoT node to a private IoT Cloud was proposed, using the .NET Core
MVC technology, the C# programming language and the MariaDB database;

- a variant of encrypted communication between IoT Cloud and IoT embedded
system with ESP32 Wrover is proposed, using the MQTT protocol through the use of
SSL/TLS certificates; - a way to update the control software (firmware) of an
embedded system with ESP8266 FOTA (Firmware Update Over The Air) over the
Internet from the IoT Cloud has been researched and studied.

Applied Contributions:

- an IoT system was developed for monitoring temperature, humidity and air
quality;

- an [oT system for a car was developed, integrated to the VAN and CAN bus
network and monitors data from the car: speed, revolutions, temperature, oil level, fuel
level, engine malfunction, seat belt use by the driver;

- an IoT system was developed for measuring temperature, humidity and
pressure in a home;

- a system for intelligent management of IoT devices for home electrical
appliances was developed,;

- an oT system for remote control of home devices was developed, using a 3G
network, a Raspberry Pi embedded system, a 2ph63083a relay module and contacts;

- an IoT system was developed that communicates between the IoT Cloud, an
Android mobile application and an IoT embedded system;

- a software and system for controlling the high beam of a car was developed.
The basis for the existence of certain and proven scientific and scientific-applied and
applied contributions is also provided by the citations of scientific publications of the
chief assistant. Dr. Eng. Neven Nikolov in magazines in Bulgaria and conferences
abroad.

4. Significance of contributions for science and practice

From the exposition in the reference and the detailed familiarization with the scientific
production, it follows that the scientific and scientific-applied contributions in the
works of the assistant professor Dr. Eng. Neven Nikolov in the field of the competition
"Computer Systems, Complexes and Networks" are significant from a scientific point
of view and are characterized by obvious significance in science and practice. This
importance can be argued with original ideas, serious mathematical and theoretical
justification, algorithmic implementation, practical applicability in scientific
developments and international projects and international recognition.

S. Critical notes and recommendations
The professional scientific and teaching qualities of the assistant professor Dr. Eng.

Neven Nikolov are indisputable and can be seen both in the precise layout of the
scientific publications and developments, and in the layout of the competition



documents. Therefore, it is not necessary to be a detailed presentation of critical notes,
since the omissions and inaccuracies noted are minor and are purely editorial in nature.
As a recommendation, especially in future scientific publications, the scientific
contributions should cite similar existing methods, algorithms and systems and
highlight the author's achievements through comments in a comparative aspect.
Regarding recommendations to the candidate, only collegial recommendations can be
made for future even more significant theoretical research, management of
international and national scientific projects, creation of a school of young staff and
doctoral students in the chosen scientific field - Computer systems, complexes and
networks.

5. Conclusion

The overall scientific, research and teaching activities are characterized by the
assistant professor. Dr. Eng. Neven Nikolov as a highly qualified teacher and scientist
with scientific and pedagogical authority in the field of the competition. This gives me
reason to claim that Chief Assistant. Dr. Eng. Neven Krasimirov Nikolov possesses
the necessary qualities and deserves to occupy the academic position of "ASSOCIATE
PROFESSOR" in the professional direction 5.3. Communication and computer
technology, specialty "Computer systems, complexes and networks".
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